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[Tporpammy cocTaBuiI(-M): KaHIUAAT MEJArOTHYECKUX HAYK, TOLUEHT Kadeapbl TyMaHUTapHBIX U
COLIMAJIbHO-9KOHOMUYECKUX TUCIUIUINH, bypakoBa Upuna CepreeBHa

Pabouast mporpamma nucuuminabl "KubepoesonacHocTs" paspadoTtana B coorBercTBuu ¢ GI'OC:
denepalibHbIN roCyAapCTBEHHBIN 00pa30BaTENIbHbIN CTaHIApT BhICIIEro 00pa3oBaHus - OakazaBpuat
1o HanparieHuto moaAroToBku 44.03.02 Ilcuxomnoro-nenarornueckoe oopasoBaHue (Mprkas
Muno6prayku Poccun ot 22.02.2018 r. Ne 122).

Pabouast mporpamMma IMCHMIUIMHBI COCTABJICHa Ha OCHOBaHWHU ydeOHoro 1aHa: 44.03.02 ITcuxomoro-
negaroruyeckoe oopaszoBanue, npoduis "llcuxonorus u counanabHas MeJaroruka', yrBepxKaeHHOTO
y4€HBIM cOBEeTOM By3a oT 25.06.2025, mpoTtokomn Ne 7.

Pabouas nporpamma ogo0peHa Ha 3acefannu kadenpsl Kadenpa ryMaHuTapHBIX M COIIUAIBHO-
AKOHOMHUYECKHUX AUCIUIUIHH OT 24.06.2025 1., mpotokon Ne 11 mis ucnonnenus B 2025-2026
y4eOHOM TOJy.

3aB. kadeapoi -@f;‘? g/ M.H.ApyTtionsn

Pabouas nporpaMMa AUCHUILIMHBI COIIACOBAHA C 3aBEAYIOIUM OUOIMOTEKOM.

3aB. OMOIMOTEKOI e
Kimmmenko A.B.
24.06.2025 1..

Cpok geiicTBust paboueit mporpaMMbl AMCUUIUINHBL: 2025-2026 yueOHBbIi roj.



1. EJIX OCBOEHUA JUCHUIIJINHBI

(dbopMUpOBaHUE TIEIOCTHOTO MIPEJICTABICHUS O POJIA COBPEMEHHOTO KUOEPIIPOCTPAHCTBA B
00pa30BaTeNbHON cpe/ie U NIeAarornIecKon JesITeIbHOCTH; (hOpMHUPOBAHUE CUCTEMBI 3HAHUN, YMEHUN U
HaBBIKOB JIJIs1 oOecrieueHust Kubepoe30nacHOCTH CBOEH MPodecCHOHATBHOM AesITETbHOCTH.

2.3AJAYM OCBOEHU TN CHUITJINHBI

(dhopMHpOBaHKE OOIIMX MIPEACTABICHHS O 0E30IIaCHOCTH B HH(DOPMAIMOHHOM OOIIECTBE; U3YUCHUE OOIIUX
MIPUHIIUIIOB TEXHOJIOTUH, TIPUMEHSIEMbIX B HH(OPMAIIMOHHOK Oe30macHoCTH; (hopMUpOBaHUE YMEHUS
MIPUMEHSTD IpaBuiia KHOepOe30macHOCTH BO BeeX cepax JIeaTeIbHOCTH; OCBOCHUE 3HAHMM,
COCTaBJISIONIMX Havasia IpeaCTaBIeHni 00 HH()OPMAIMOHHON KapTHHE MUpPa U HH()OPMALMOHHBIX
IpoIeccax; OBIAICHUEC YMEHUEM HCII0Ih30BaTh KOMIIBIOTCPHYIO TEXHUKY KaK MPAKTHUYECKHH HHCTPYMEHT
JUIsi  paboThl ¢ nH(OpManKeli B TOBCETHEBHOM KU3HH, PA3BUTHE HABBIKOB OPHEHTUPOBAHHUS B
MH(POPMALMOHHBIX MOTOKAX.

3. MECTO JUCHUILINHBI B CTPYKTYPE OBPA3OBATEJIBHOM ITPOT'PAMMBI

ukn (pasnen) OOIT: | B1.B.J1B.04

3.1. TpeGoBaHus K NpeIBAPUTEIbLHOM MOATOTOBKE 00yUYaloIerocs:

BOSD&CTH&H IICUXOJIOTUA

MeToanka NpoGUIAKTUKN COLHAIBHBIX TeBHAIINN

MeTo0J10THSI K METOJIbI HAay4HOI'O UCCJICIOBaAHUA

O6ma${ TICUXOJIOT M

CrenmaabHast Icaaroruka 1M rCuxXoJ0orus

Texuonornu mubpoBOro 0Opa3oOBaHUs

YuebHas (03HaKOMHUTEIbHASA) NpaKkTHKa 1

YuebHas (03HaKOMHUTEIbHAS) IPAKTHKA 2

YueOHast (TeXHOJOrn4Yeckas (IPOSKTHO-TEXHOJIOTHUECKast)) IpakTHKa

3.2. IMCHUNJIMHBI U TPAKTUKH, J1JI51 KOTOPBIX
O0CBOEHHUE JAHHOI TNUCHUILTHHBI (MOIYJIA) HEO0X0AUMO KAK NpealecTBYIoIIee:

JIMgHOCTE B YCJIOBUAX OCIIPHUBALIUN

IlogroroBka K ciade u caaya IrocyaapCTBCHHOI'O SK3aMCHa

4. INTAHUPYEMBIE PE3YJIBTATBI OBYYEHMUS 110 JUCHUITVIMHE

KO}I H HAUMCHOBAHUEC HHINKATOPA JOCTHXKCHUA

Koa m HauMeHOBaHHe KOMIIETEHIMH
KOMIICTCHIUH

YK-1 Cnioco6eH ocymecTBIASTH MOUCK,
KPUTHYECKHUI AaHAJIN3 M CMHTE3 HHpOpMaInu,

VK-1.1 JleMoHCTpUpYET 3HaHHUE OCOOEHHOCTEN
CUCTCMHOI'O 1 KPUTUUCCKOI'O MBIIIIJICHUS 1

B pe3yJibTaTeC OCBOCHUA JUCIHUIIIINHBI 06yan01u1/H7105{ JOJIDKCH:

3HATb: YMETh: BJIAaJ1€Th:

0COOEHHOCTH CUCTEMHOTO U
KPUTHYECKOI'O MBIILICHHUS,
apryMeHTHPOBAHHOE
dbopMHUpOBaHKE COOCTBEHHOT'O
CY)KICHHS M OICHKU
UH(OPMAIIUHU, TIPUHATHE
000CHOBaHHOTO pEILICHHUS.

NPUMEHSTH JIOTHUECKUE (GOPMBI 1
MPOLEAYPHI, CHOCOOEH K pedIIeKCHH
0 TMOBO/IY COOCTBEHHOM M UyKOH
MBICITUTEIIBHOM JIESITeTbHOCTH;
OILICHUBATh (DAKTOPBI PUCKA,
obecrneunBaTh TUIHYIO
0e301MacHOCTh U OE30MaCHOCTh
OKPYXKAIOIINX B TOBCEIHEBHOM
KU3HH U B MPO(HECCUOHATBHOM
NeSITETTHHOCTH.

aHaJM3a HCTOYHUKOB
MH(OPMAIIUHU C TETBIO BBISABICHUS
UX MPOTUBOPEYUN U MOUCKA
JIOCTOBEPHBIX CYXKJICHUH;
MPUMEHEHUsI METOIOB 3aIlUTHI B
YpE3BBIYAMHBIX CUTYAIMAX U B
YCIIOBHSIX BOCGHHBIX KOH(JIMKTOB,
(hopMUpOBaHUS KYTIBTYPBI
0€30ITaCHOTO U OTBETCTBEHHOT'O
ITOBEICHUS.

5. OFbEM YYEBHOM JUCIHUATIJIMHBI U BUJbI YYEFHOM PABOTHI




OO6mas TpyJ0EMKOCTh AUCIUILUIMHBI COCTABIISIET 2 3aueTHbIE (-bIX) eauHull (-b1) (72), BKItOUYas

IIPOMEXYTOUHYIO aTTECTALIUIO.

Pacnpe,qeneHme YacoB AMCUUMIINHBbI MO Kypcam

Kypc 3
yp = Hroro
Bupg 3apsarnin | vo | eno
Jlexmuu 2 2 2 2
I[IpakTHuecKue 4
KonTakTHas pabora 03 |03 |03 0,3
Ha IPOMEKYTOUHYIO
aTTECTALMIO
Uroro ayn. 6 6 6 6
KonrakrtHas pabora 63 |63 |63 |6,3
Cawm. pabora 65,7 | 65,7 | 65,7 | 65,7
Htoro 72 72 72 72

6. COIEP)KAHUE JJUCHUILJIMHBI 110 PA3JIEJIAM (TEMAM) U BUJIAM 3AHSTHUI

Kox HaunmeHoBaHuUe pa3/e10B U TeM /BHJ Cemectp / | YacoB | Komneren- | Jluteparypa IIpnmeyanue
3aHATHUS 3aHATHA/ Kype 197001
Pasgen 1. ObecneyveHne
WHpopMaLnoHHOM BGe3onacHOCTU
rocygapcraea un obuiectsa

1.1 [KuGepOGe3onacHOCTh B CHCTEME 3 0
HallMOHAIBHOM 0€301MacHOCTH
P® /Tema/

1.2 [KuGepOe3onacHOCTh B CHCTEME 3 10 [VK-11 JIL.1J12.1
HallMOHAIHHOM 0€30MacHOCTH YK-1.5
P®D /Cp/ YK-1.6

1.3 KubepnpecTynneHus npoTus 3 0
JUYHOCTH, OOIIECTBA U
rocyJapcraa
/Tema/

1.4  [KuGepnpecTyrieHus MPOTUB 3 11 [VK-11 JI1.1J12.1
JIMYHOCTH, OOIIIECTBA U VK-1.5
rocynaapctsa /Cp/ YK-1.6
Pasgen 2. MNoHsATre nHpopmaumm un
WHopmMaUnoHHas 6e3onacHoCTH

2.1 | CoBpemeHHOE 3 0
KHOepnpoCTPaHCTBO
Texaunka 6€30MacHOCTH B
KHOEpIpOCTPaHCTBE
/Tema/

2.2 |CoBpemeHHOE 3 2 [VK-1.1 JI.1J12.1
KHOeprpocTpancTBO TexHUKA YK-1.5
0€30MacHOCTH B YK-1.6
kuOeprnpoctpaHcTse /JIex/

2.3 | CoBpemeHHOE 3 2 |YK-11 JI.1J12.1
KHOeprpocTpancTBO TexHUKA YK-1.5
0€30MacHOCTH B YK-1.6
kubepnpoctpancTse /Ip/

2.4 | CoBpeMeHHOE 3 14 [VK-11 JI.1J12.1
KuOeprpocTpancTBO TexHUKa YK-1.5
0e30MacHOCTH B YK-1.6

kubeprnpoctpanctee /Cp/




2.5 |IIpoGnemsr MaTEpHET- 0
3aBUCHMOCTH,
kubepOyuara /Tema/

2.6 [Ipo6iembr MaTEpHET- 2 |VYK-11 JI1.1J12.1
3aBUCHUMOCTH, YK-1.5
knbepOyunra /I1p/ YK-1.6

2.7 [TpoGnembr MHTEpHET- 3 14 |VK-1.1 JI1.1J12.1
3aBUCHUMOCTH, VK-1.5
kno6epOymuara /Cp/ YK-1.6

2.8 | Mertoasl obecrieueHUs 3 0
6e3onacuoctu [1K u Unrepnera.

Bupycsl u aatuBupycsl /Tema/

2.9 Mertonabl o0ecieueHus 3 16,7 [YK-1.1 JI1.1J12.1
6e3onacunoctu [1K 1 UnTepHeTa. YK-1.5
Bupycel u antusupycei /Cp/ YK-1.6

2.10 |3auet /KIIA/ 3 0,3 |VK-1.1 JI1.1J12.1

YK-1.5
YK-1.6

* - Tema uzyvaercs ¢ yueToM podeccnoHaIbHOM HAlIPaBICHHOCTH
[Tnanbl npoBeeHNs YU€OHBIX 3aHATUN OTPa’KeHBI B OIIeHOYHBIX MaTtepuanax ([Ipunoxenue 2.).

7. KOHTPOJIb KAYECTBA OCBOEHMUS JUCIIUITVIMHbI

KoHTposb kauecTBa 0cBOEHHsI yueOHOT0 MaTepuaa o AUCLHUILUIMHE TPOBOJUTCS B (hopMe TEKyIIero
KOHTPOJISl YCIIEBAEMOCTHU M MIPOMEXKYTOYHOM aTTecTalluu B cOOTBeTCTBUU ¢ «llonoxenuem o popmax,
NEPUOANYHOCTH U NOPAIKE TEKYIEro KOHTPOJIS yCIIEBAEMOCTH U IPOMEKYTOYHON aTTeCTalluu
obyuaromuxcst B 'bOY BO CI'TIU u ero dpunuanaxy.
Jnst arTecTanuu o0y4aromuxcs Ha COOTBETCTBUE UX NIEPCOHANBHBIX JOCTHKEHUN TPeOOBaHUIM
00pa3oBaTeNbHON IPOTrPaMMBbl UCTIOIb3YIOTCS OLIEHOYHBIE MAaTE€pUaIbl TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH
U npoMexyTouHoi arrecrauuii (Ilpunoxenue 2).

YpoBeHb ¢choOpMHUPOBAHHOCTH KOMIIETEHIIMHU

chopmupoBana cpopmupoBana
He chopMHUPOBaHA (popmup cpopmupoBaHa B HeJI0M (bopmup
YACTHUYHO NO0JIHOCTbIO
«He 3auTeno» «3auTeHo»
«HeynoBieTBopuTeibHO» | «YI0OBJIECTBOPUTEIHLHO) «Xopouo» «OTIHMYHO»
Onucanue KpuTepueB OLCHUBAHUS
OO0yuaromumiics OO6yuaromuiics OO6yyarommiics OO6yyarommiics
JEMOHCTPUPYET: JEMOHCTPUPYET: JIEMOHCTPUPYET: JEMOHCTPUPYET:
- CYLIECTBEHHBIE - 3HaHMsI TEOPETUYECKOTO |- 3HAHUE U TIOHUMAaHHE - riryOokwue,
po0esbl B 3HAHUAX MaTepuaia, OCHOBHBIX BOIIPOCOB BCECTOPOHHUE U
y4eOHOro MaTepuana; - HETIOJIHBIE OTBETHI HA KOHTPOJIMPYEMOIO apryMEeHTHPOBAaHHbIE
- IOIy CKar0TCs OCHOBHBIE BOITPOCBI, o0beMa IporpaMMHOTO 3HAHUS IPOTPAMMHOTO
IPUHLHUIIAAIbHBIE OLIMOKH B OTBETE, MaTepuana; MaTepuana,
OLIMOKH MTPU OTBETE HA HEJ0CTaTOYHOE - TBEP/bIE 3HAHUS - IOJTHOE TIOHUMaHUe
OCHOBHBIE BOITPOCHI [IOHUMAaHHUE CYIIHOCTU TEOPETUYECKOT0 CYIIHOCTHU U B3aUMOCBSI3H
ousnera, OTCYTCTBYET U3JIaraéMbIX BOIIPOCOB; MaTepuaia. paccMaTpUBaEMBbIX
3HAHHUE U TIOHUMaHue - HEYBEPEHHBIE U - CIOCOOHOCTh IIPOLIECCOB U SIBJICHUH,

OCHOBHBEIX ITOHATHH B
KaTeropuii;

- HETIOHUMAaHUe
CYIIHOCTH

HETOYHBIC OTBETHI Ha
JOTIOJTHUTEIIbHBIC
BOTIPOCHI;

- HEJIOCTaTOYHOE

YCTaHABJIMBATh U
O00BACHATH CBS3b
MIPAKTUKU U TCOPHH,
BBISIBJISITH IPOTHBOPCUHS,

TOYHOE 3HAaHHE OCHOBHBIX
MOHSTUH B paMKax
00CyX)TaeMbIX




JIOTIOTHUTEITHHBIX
BOIIPOCOB B paMKax
3aJaHuil Omiera;

- OTCYTCTBUE YMEHUS
BBITNOJIHATH
MPAKTHYECKHE 3a/IaHus,
peyCMOTPEHHbIE
MIPOTrpaMMoOit
JUCIUIINHBL,

- OTCYTCTBHE TOTOBHOCTH
(cmocoOGHOCTH) K
JUCKYCCUH U HU3Kasl
CTENEeHb KOHTAKTHOCTH.

BJIAJICHUE JINTEPATYPOH,
PEKOMEHI0BaHHOM
[IpOrpaMMon
JTUCIUILINHBL,

- yMeHue 0e3 rpyOnIx
omuOOK peraTh
MIPaKTUYECKHE 3a/1aHUS.

MPOOJIEMBI ¥ TEHICHITHH
pa3BUTHS;

- IpaBUJIbHBIC U
KOHKpPETHBIC, 0€3 TPpyOBIX
OLIMOOK, OTBETHI HA
MOCTaBJIEHHBIE BOIIPOCHI;
- YMEHHE peliaTh
MIPaKTUYECKHE 3a/1aHusl,
KOTOpBIE CIeIyeT
BBITIOJTHUTH;

- BJIaJIcHHEe OCHOBHOM
JINTEPATYPOid,
PEKOMEH1I0BaHHOM
MPOrpamMmMoit
JUCIUILIAHBL,
Bo3moxHBI
HE3HAYUTENbHbIC
HETOYHOCTHU B PACKPBITUI
OTJICIbHBIX MMOJOKCHHMA
BOIIPOCOB OuJiera,
MIPUCYTCTBYET
HEYBEPEHHOCTh B OTBETaX
Ha JIOMOJIHUTENIbHBIE
BOIPOCHI.

3aJaHUM;

- CIOCOOHOCTh
yCTaHABIIUBATh U
OOBACHATH CBI3b
MPAKTUKH ¥ TCOPHH;

- TOTUYECKU
IOCJIENOBATEIbHEIE,
coJiepKaTelIbHbIC,
KOHKPETHBIE U
HCYEPITHIBAIOIINE OTBETHI
Ha BCe 3aJaHus OueTa, a
TaK)Ke JIOMOJHUTEIbHEIE
BOITPOCHI DK3aMEeHATOPa;
- YMEHHE peniaTh
MPaKTUYECKHUE 3aTaHHS;

- HaJIn4¥e COOCTBEHHOM
000CHOBAHHOM MO3UIIUH
10 00CYK/1aeMbIM
BOIIPOCAM;

- cBoOOHOE
HCIIOJIL30BAaHKE B OTBETAX
Ha BOIIPOCHI MaTEPHAIIOB
PEKOMEHIOBAaHHOM
OCHOBHOH U
JOMOJHUTEIBHON
JUTEPaATYPHI.

8. YYHEBHO-METOANMYECKOE OBECIIEYEHHUE JUCHUIIVINHbI

Y‘-Ie6HO'MeTOI[I/ILICCKOC obOecreueHue JUCHUITIIIMHBI BKITIOYACT pa6oqy}0 nporpamMmmy JUCHUIIIIUHEL,

MCTOJUYCCKHUEC MATCPHaAJIbl, OHCHOYHLIC MaTCPUAJIbI.

Y4eOHo-MeToAMYECKOe 00eCTIeueHUE CaMOCTOATEIbHOM PaboThl 00yYAIOIINXCSI BKITIOYAET: YUSOHHKH,
y4eOHbIe TOCOOWsI, FIEKTPOHHBIE 00pa30BaTeNbHbBIE PECYPCHI, METOANYECKHE MAaTEPUATIbL.
CamocTtosTenbHas paboTa o0yyaronuxcs sBisiercs: GopMoit opraHu3aluu 00pa3oBaTeILHOTO

mpoliecca 1o AUCHUIIINHE U BKIIIOYAEeT CIEAYIONUE BUABI AeATeIbHOCTH: TTOUCK (110A00p) 1 0030p HAYYHOU
U yueOHOM JIUTepaTyphl, SJEKTPOHHBIX HICTOYHUKOB HH(OpPMAIIMHK IO U3yyaeMoi Teme; paboTa C
KOHCIIEKTOM JIEKIIUH, STIEKTPOHHBIM YY€OHUKOM, CO CIIOBApSIMU U CIIPABOYHUKAMU U JIp. UCTOYHUKAMHU

I/IH(i)OpMaI_II/II/I (KOHCHCKTI/IpOBaHI/IC); COCTaBJICHHUC I1JIaHa U TC3UCOB OTBCTA, ITOAIOTOBKA

pedepara;

BBIINTOJIHCHUEC TBOPYCCKUX 3aJlaHui U HpO6HCMHBIX CHTy-aHHﬁ; INOATr0OTOBKA K KOJZIOKBUYMY,
CO6CCC,Z[OB8.HI/IIO, MPAKTUYCCKUM 3aHATUAM,; [MOATOTOBKA K 3a4YCTy U DK3aMCHY.

9. MNEPEYEHb OCHOBHOM ¥ TONOJHUTEJBHOM JUTEPATYPBI

9.1. Pexomenayemas aureparypa

9.1.1. OcHoBHas JuTEpaTypa

JI1.1

['ony6un P. B., Ucakosa U. A., Kopotsimes A. I1., Kocapesa H. C., Peixtuk I1. II.
KubepOe3omnacHoCTh OJIPOCTKOB B CETH HHTEpHET. [IpoTHBOICHiCTBHE KHOSpyTpO3amM
[DnexkTpoHHEBI pecypc]:yueOHO-MeToauYeckoe nocooue. - Hmwkuuit Hosropoa: HHI'Y um. H. 1.
Jlo6auesckoro, 2022. - 65 ¢. — Pexxum mocryma: https://e.lanbook.com/book/283286

9.1.2. JlonoJHATEJIbHAS JIUTEPATYpPa




J12.1

https://e.lanbook.com/book/386636

Banuna A. T'., Opén /1. B., Anukyes C. B. [lepconanbnas kunbep6e301macHOCTb: KypcC JEKIUN
[DnekTpoHHbIH pecypc]:yueOoHoe mocodue. - CtaBpononb: CKOVY, 2022. - 137 ¢. — Pexxum jocrymna:

10.1 UuTepHeT-pecypcsbl (60a3bl JaHHBIX, HHGPOPMAIIMOHHO-CIIPABOYHbIE
CHCTeMBbI 1 1p.)

ObC «Jlanby https://e.lanbook.com
HanmonanesHast snekrponnas oudaunoreka (HOB) https://rusneb.ru
BBC «Opaiit» https://urait.ru

OBC «XypHallbHBIN 3271 PYCCKHI TOJCTHIN KypHAI

KaK 3CTETUYECKHI eHOMEeH

https://magazines.gorky.media

«InextponHas ombmuorexka UMJI PAH»

http://biblio.imli.ru

«OnexTpoHHas oudmmorexa NUPJIN
PAH» (Ilymkunckuit Jlom)

http://lib.pushkinskijdom.ru

Hayunslii apxus

https://nayanbritapxuB.pd

9BC «Ilegarornueckas OnMOIMOTEKAY

http://pedlib.ru

OBC «AiOykc.py»

https://www.ibooks.ru

Hayunas snexkrponnas 6ubanoreka eLibrary.ru

https://elibrary.ru

ObC bykonnaiim https://bookonlime.ru
Hayunas anekrpoHHas OubInoTeka https://cyberleninka.ru/
«KubepiaeHnHKa

['ocynapcTBeHHas myOauYHas HAy4YHO-TEXHUYECKast
6ubnuorexa Poccuu. Pecypcel oTkpeITOro noctymna

http://www.gpntb.ru/elektronnye-resursy-udalennogo
-dostupa/1874-1024.html

bubnuoreka akagemun Hayk (BAH). Pecypchr
OTKPBITOTO JOCTYIIa

http://www.rasl.ru/e_resours/resursy_otkrytogo_dost
upa.php

10.2. ITIpodeccnonasibHbie 0a3bl JaHHBIX M HHGOPMALMOHHBIE CIIPABOYHbIC CHCTEMbI

VYHuBepcurerckast UHQpOpMalMOHHAs cHUCTEMA
POCCHUA

https://uisrussia.msu.ru

Ennnoe okHO ocTymna kK 00pa3oBaTeIbHBIM
pecypcam

http://window.edu.ru/catalog

CrnoBapu ¥ SHIMKJIONEIUN

https://dic.academic.ru

[Menarormueckas macrepckas «IlepBoe ceHTIOps»

https://fond.1sept.ru

Caiit Enunoit komunekiuu nudpoBbIx
00pa3oBaTebHBIX PECYPCOB

http://school-collection.edu.ru

HarmonaneHas miardopma «OTKpBITOE
00pa3oBaHKE

https://openedu.ru

[Topran «Enunas komnekuus uudpoBbIX
00pa30BaTEIbHBIX PECYPCOBY

http://school-collection.edu.ru

Poccuiickoe obpa3zoBanue. denepanbHblil HOpTa
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10. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHME JJUCHUIIJIMHBI (MOY JIS)

3aHATHS, TEKYIIUHA KOHTPOJIb YCIIEBAEMOCTH U MPOMEKYTOYHASI aTTECTALMs 110 AUCLUIIIIMHE TPOBOJSATCS
B Y4eOHBIX ayIUTOPHUSX, YKOMIUIEKTOBAHHBIX TUIIOBOK MEOEIbIO /Il 00yYaroImuxcs 1




MPEeIoIaBaTess, TeXHUUSCKUMH M MYJIbTUMEIUHHBIME CPEICTBAMH O00YYCHUs, BKIIOYCHHBIMHU B
JIOKQJTBHYIO

CEeTh By3a U C JIOCTYIIOM K HH(GOPMAIMOHHBIM pecypcam cetu HTepHeT.

PabGoune mecta nmnsi caMOCTOSITENBHONH pPabOTHl OOYYAIOIIUXCS OCHAICHBI KOMITBIOTEPHOU
TEXHUKOM C

MOJIKIIFOUEHUEM K ceTH IHTepHET U 00eCneveHbI TOCTYIIOM B 3JICKTPOHHYIO HHPOPMAITMOHHO-
00pa3oBaTelIbHYIO CPEAy By3a.

KommerorepHoe 00OpynOBaHHE HMEET COOTBETCTBYIONIEE JHUICH3UMOHHOE TMPOTPaAaMMHOE
obecnieueHue:

1. IMaker mporpammHoOro obecredeHus odmiero nasnadenus Microsoft Office (MS Word, MS
Microsoft

IIpuniaoxenue 1

MeToauyeckne MaTepHAJIbI MO THCHHILIHHE
«Kunbepoe3onacHocTb»

1. TnaHbl NPpaKTHYECKUX PA0OT U METOANYECKHE PEKOMEH AT
Tema 1. Kubep6e3omacHOCTh B cHCTEME HAIIMOHAIBHOUN Oe3omacHocT PO

IIpakTnyeckoe 3ansitue 1.1.
Bomnpocs! a1t 06cyxaeHus:
1. TocynapcTBeHHas NOJUTHKA B 001aCTH KMOEpOE3011acHOCTH KOMIIBIOTEPHBIM aTakaM ot 15
auBaps 2013 1.
VYronosuslit koseke PO, paznen «IIpectynnenus B chepe KOMNBIOTEPHON MHDOPMAIUID.
3amuTta KuOEeprpocTpancTBa rocyaapctsom. Kubeppoiina.
[TpaBo Ha unpopmanuto B Koncrutyuu PO.
3aiuTa rocyjapcTBa U 3aliuTa KUOepnpoCcTpaHCTBa.
JlokTprHa HHPOPMALIMOHHOM 6€30MacHOCTH.

ook wm

IIpakTyeckoe 3ansaTue 1.2.

Bormpocs! 1151 06cyxaeHust
KubepBoiicka. 3amura kubepnpocTpaHcTBa Kak OJHA U3 337a4 BOOPYKEHHBIX CHII.
Nudopmanmonnas BoitHa. udopmarmonHoe opyxue.
[TaTprOTH3M M UHTEPHET.

HHupopmaninoHHOE BO3ACHCTBHE.
BoenHas, rocyjapcTBeHHas, KOMMEpUYECKas TaiHa.
3amuTa caiToB TOCYIapCTBEHHBIX OPTraHOB (JIEKTPOHHOE IPABUTEIHCTBO).

ouhkwdpE

Tema 2. KuGepnpecrynjieHus IpOTHUB JUYHOCTH, 0011eCTBA M rOCYAapcTBA
IIpakTyeckoe 3ansaTue 2.1.
Bonpocsr 1uist 06cyxnenus
1. PeanpHas u BUpTyaJibHasi TUYHOCTb.
2. Tlcuxomormueckast oOctanoBka B MHTepHETE: TpudUHT, KHOSPOYILTHHT, KHOEpMOOOHHT,
TPOJITUHT, OYJUTULIU.
3. beszomacHas pabora B ceTH B TpOIECCe CETEBOW KOMMYHHUKAIUH (4aTbl, (GOpyMmsl,
KOH(epeHIINHU, CKaiIl, COIMabHbIE CETH U TIp.).
4. TepMHHBI CETEBOTO dTUKETA: OBEPKBOTHUHT, uieiim, iy, odhdronuk, cMailimku u ap.



©oNo O

[IpumMepbl A TUUECKUX HAPYIICHUH. 3HAYEHUE CETEBOTO ATUKETA.

CobcTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

HuTennextyanbHas COOCTBEHHOCTb.

[TnatHast u 6ecrutatHast UH(HOPMAITHSL.

3amuTa mpaB MoTpeOuTeNel mpu HCMoNb30oBaHuM ycayr HMHrtepHer. 3ammra mpas
noTpeduTenelt yciyr npoBanaepa.

IIpakTnyeckoe 3ansTue 2.2.

Bormpocs! 1uist 06Ccyx1eHus

1.
2.

3.

&

o

OTBETCTBEHHOCTh 32 HHTEPHET-MOLIEHHUYECTBO.
[TpaBoBbIe aKTHI B 00J1aCTH HH(POPMALIMOHHBIX TEXHOJIOTHI U 3alIUTHI KHOEPIIPOCTPAHCTBA.
OTBETCTBEHHOCTH 32 KHOEPIIPECTYIIICHHS.
KoHcTuTylImoHHOE MpaBO Ha MOKCK, IMOJYYEHHE W PaclpoCTpaHEeHHe HHGPOpMAIUH.
®epnepanbubiit 3akoH 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure aereit ot
uH(pOpMaliU, TPUUUHSIONIEH Bpel UX 30POBBIO U pa3BUTHUIO» (HelcTBYyeT ¢ 1 ceHTsa0ps
2012 rona).
NudopmanmonHoe 3akoHoAaTeIbCTBO PD.
3akoH P® «O06 nadopmaium, nHPOPMAITMOHHBIX TEXHOJOTHIX M O 3aIUTe HH(POPMAIIUN.
VYronoBHas OTBETCTBEHHOCTb 3a CO3JaHUE, WCIOJb30BAHUE U  PACIPOCTPAHECHHE
BPEIOHOCHBIX KOMIIbIOTEpHBIX nporpamm (ct. 237 YK P®). [IpaBoBast oxpaHa nporpamm
111 OBM u BJ1. Kommepueckoe I10. becrumarnoe 110 (FreeWare, Free, Free GPL, Adware),
ycioBHo-OectutatHoe [1O (Trial, Shareware, Demo).

[IpaBOBBIE OCHOBBI /JIs1 3AIMTHI OT CIIAMA.
[IpaBoBas oxpana nporpamm s 9BM u BJI. Jlunenzuonnoe I10. Bunst nunensuit (OEM,
FPP, xopmopatuBHble nuuen3uu, noamucka). I[IO c¢ otkpeiteim komom (GNU GPL,
FreeBSD).
[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE JAHHBIX, KATETOPUH UH(DOPMALIHH.
[lepconanbHble M OOLIENOCTYIHBIE JaHHBIE, OTrPaHUMYEHHbIM Joctyn. 3akoH «O
MEPCOHANIBHBIX TAHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTtBo TexHuka 0e30macHOCTH B KMOEPIPOCTPAHCTBE
IIpakTuyeckoe 3ansaTue 3.1.
Bomnpocs! 11t 00cyxaenns

1.

2
3.
4.

o

o~

Momennnyeckue neiictust B Matepuere. Kubepnpecrymnenus

CereBoii atuker. [Icuxonorus u cetb

[TpaBoBbI€ acTIEKTHI 3aLIUTHI KUOEPIIPOCTPaHCTBA
OmnuaiiH cepBUCHI A1 0€30MaCHOCTH MOJIb30BaTeNs B MH-TEpHETE (IIPOBEPKA KOMITbIOTEpa
u (aiiyoB HA BUPYCHl OHJIANMH, OHJIAMH neakTuBamus SMS-BUpPYCOB, MpOBEpKa caifTa Ha
BUPYCHI, TIpoBepka (ailoB mo e-mail, ompeneneHue aapeca CTPaHUIBI, MPOBEpKa
croumoctut CMC u nip.).
Hactpoiiku 6e301macHOCTH MOYTOBBIX IPOTPAMM.
3amuTa B MOUCKOBBIX cCUCTeMax ((QHIBTPHI Ui OTpaHUYEHHUs] MOTEHLU-aIbHO OIACHOTO
COJIEPKUMOTO).
Hacrpoiiku 6e3onmacHocT BeO-Opay3epos (Internet Explorer, Firefox u 1.11.).
DJeKTpOHHAs MOYTa U CUCTEMbI MTHOBEHHOT'O 0OMEHa COOOIICHUSIMHU.
Hactpoiiku 6e3omacHoctu Ckaiin, ICQ u mp. CnocoObl obecrnieueHus: 0€30MacHOCTH
BeO-caiita.

10. Kubepnpectyruienusi. Buasl WHTEpHET-MOIIEHHUYECTBa (TIMCbMa, peK-lama, OXOoTa 3a

JIMYHBIMU JaHHBIMHU U T.H.). OmacHOCTH MOOMIIBHOM CBSI3H. Hpe,[[J'IO)KCHI/ISI 0 YCTAaHOBKC
BPCAOHOCHBIX HpI/IHO)I(eHI/Iﬁ.

11. Momennudeckue CMC. YTeuka u o0HapooBaHue TNYHBIX NaHHBIX. [logbop u mepexsar

napoJiei.



12. B3110MbI aKKayHTOB B COLIMAJIBHBIX ceTsX. Buapl MmomenandectBa B atepaere. @ummHr
(papmuHr). A3apTHBIC UTPHI.

13. Jloxxusie anTHBUpPYCHL. llomMeHa crpaHull B MHTepHETE (CalThI-KJIOHBI). DanbiiuBbe
(haitio0OMEeHHUKH.

14. DnexTpoHHBIN KolenaeK. MOIEeHHUYECTBO IPH pacipocTpaHeHun «oecrutatnoroy I10.

15. Texnonoruu Manunynuposanus B IHTepHere.

16. Th npu uHTEpHET-00IICHUH.

IIpakTnyeckoe 3ansitue 3.2.
Bomnpocs! st o6cyxaenus
Tb npu peructpainuu Ha BeO-caiiTax.
KomnetorepHoe nuparctso. [1naruar.
KubepnaeMHHUKY ¥ KHOEPIETEKTUBHI.
Orenka ymep0a ot KuOeprnpecTyIIeHUH.
WNurtepuer-atukert. [IpaBuna obmenus B UnTtepHere.
OCHOBBI CETEBOI'O ITHKETA.
[lepenucka B ceTu.
[IpaBuna noBeneHus B ckaitie. Popym.
OO11eHre B CETH U €ro MOCIEACTBHUS.
. Arpeccus B ceTu.
. AHOHMMHOCTb B CETH.
. Bunpl stukera (JIM4HBIN, /1€710BOM, MMCbMEHHBIN, IUCKYCCHOHHBIM M mp.). Pazmuuus
JTUKETA B Pa3HBIX CTPAHAX.
13. Drtuka nuckyccuii. B3aumHoe yBakeHUE IPH HHTEPHET-OOIICHHH.
14. Dtuket u 6€30MaCHOCTb.

CoNoOA~WNE
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Tema 4. IIpo6s1emb1 UHTEpHET-32aBHCUMOCTH, KN0EPOYLIMHTa
IIpakTuyeckoe 3ansaTue 4.1.
Bomnpocs! 11t 00cyxaenns
['uruena komneroTEpAa.
KommnbroTep u kpoBooOpalieHue.
[Tonp3a 1 Bpel KOMITBIOTEPHBIX UTP.
Komnsrorep u 302K.
Ou3NIECKOe U TICUXHYECKOE 3/J0POBbE.
[TpaBuia noBeneHMs B KOMIIBIOTEPHOM KJjacce.
WuTepHeT B cucteMe 6€301acHOCTH.
TexHuka 0e30MacHOCTH MPHU paboTe ¢ KOMIBIOTEPOM.
Komneiotrep 1 MOOUITBHBIE YCTPOMCTBA B UPE3BBIYANHBIX CUTYAIUSX.
0. Meaununckas unpopmanus B MurepHere. KommnbroTepsl U MOOWIIBbHBIE YCTPOHCTBa B
IKCTPEMAITBHBIX YCIIOBHSIX.
11. BosnaeiicTBre paJroBOH Ha 30pOBbe U okpyxaromryto cpexny (Wi-Fi, Bluetooth, GSM).
12.  KoMmIutekc ynpaKHEHUH Mpu padoTe 32 KOMITLIOTEPOM.
13. BozneiictBue Ha 3penue DJIT, KUIKOKPUCTAIUIMYECKHX, CBETOIMOIHBIX, MOHOXPOMHBIX
MOHHTOPOB.
14. KomnbloTep B pexxuMe TpyJa U OTIbIXA.
15. BiusHue KOMIBIOTEPA HA PEIIPOTYKTUBHYIO CHCTEMY.
16. Bpeansbie hakTopsl pabOTHI 32 KOMIIBIOTEPOM H UX MTOCIEACTBUSI.

BOoo~NoORWDNE

IIpakTyeckoe 3ansaTue 4.2.
Bonpocsr 1uist 06cyxnenus
17. Opranusamus pabouero mecra
1. HnTepueT-co00111ECTBO.



BOoo~NoOR~WN

15.

16.

17.

0.
11.
12.
13.
14.

NHTepHEeT-3aBUCUMOCTb.
CouunanbHble ceTH. JleTckue counanbHbIe CETH.
BupryanbHas TMYHOCTB.
3aBucuMocTh 0T HTEpHET-00111eH .
Pazpneuenus B Untepuere.
IIpu3Haky UrpoBOM 3aBUCUMOCTH.
CeTteBbl€ UTPBI.
Caittsl 3HaKomMcTB. 30K 1 koMIbIOTED.
Bunei 3aBucumoctu. JlectpykrruBHas unpopmanus B UatepHere.
Bunbl UHTEpHET-3aBUCUMOCTH.
KubepkynbTypa (MaccoBasi KyJlIbTypa B CETH) U JTUYHOCTb.
[Tcuxonoruueckoe Bo3AeHCTBUE HH(OPMAIIMK Ha YeJIOBEKa.
VYipaBiaeHue JUYHOCTBIO Yepe3 ceTb. VHTEpHET M KOMIIBIOTEpHAas 3aBUCUMOCTh
(ammuKms).
Kputepun 3aBucUMOCTH (IIPUOPUTETHOCTb, W3MEHEHUS HACTPOCHHS, TOJIEPAHTHOCTD,
CUMIITOM Pa3pbiBa, KOHQIUKT, PEIU/INB).
Tunel UHTEPHET-3aBUCUMOCTH (IIPUCTPACTHE K pabOTe C KOMIBIOTEPOM, K HABUTALUU U
MOWCKY MH(OPMAINH, UTPOMAHUS U JICKTPOHHBIC MOKYIKH, 3aBUCUMOCTh OT CETEBOTO
oO1eHus).
Krnaccudukanus HHTEpHET-3aBUCUMOCTEH

Tema 5. Metoanb! o0ecnieuenust 6esonacHoct IIK n UnTepuera. Bupycol U aHTHBHPYCHI

NoakowhE

9.

10.
11.
12.

IIpakTnyeckoe 3ausitue S.1.
KoHTeHT-QunbTpsl.
ITorckoBbIE CEPBEPHI.
IIpu3Haky 3apaxeHus KOMIIbIOTEpPA.
AHTUBHpYCHAas 3alIUTA.
3amuTa QaitioB. bezonacHOCTs Npy ckauyMBaHUM (PailyioB.
3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOITMPOBAHUS.
OpranuzalvoHHble, IOPUINYECKHE, MPOrpaMMHBIE M IPOrpaMMHO-alNapaTHbIE Mepbl
3aILUTHI.
3amuTa ONporpaMM M JIaHHBIX C TOMOILBIO IMapojeil, MPOrpaMMHBIX U AJIEKTPOHHBIX
KJIIOYEH, CEPUIHBIX HOMEPOB, IIEPEHOCA B OHJIANH U T.II.
Henepememaemsbie mporpaMmel.
3amuTa OT KONMPOBAaHUS KOHTEHTA CaiiTa.
Ncrounukn 3apaxenus [1K.
AntuBupycHoe [10, Buapl n HazHaueHHe. MeTopbl 3alIUTHl OT BUPYCOB.

IIpakTyeckoe 3ansaTue 5.2.

Bormpocs! 1151 06cyxaeHust

1.

ook owd

o

[Tpobnembr Ge3omacHOCTH MHPPACTPYKTYpbl MHTepHETa (IIPOTOKOIBI MapLIpyTH3ALUN
CEeTH, CHCTEMAa JOMEHHBIX UMEH, CPEJICTBA MapIIPyTH3AINHN | T.11.).
[TpoBepka nomuuHOCTH (ayTeHTH(UKanus) B UHTepHeTe.
Meps! Oe3onacHocTu A nonb3oBarens WiFi. Hactpoiika 6e3omacHocTy.
Bupychl 111 MOOMIIBHBIX YCTPOUCTB (MOOUIIbHBIE OaHKEPHI U JIP.).
HacTtpoiika komnbrorepa i 6e3onacHoit paboTsl. OMMOKY MOIb30BaTENS.
Mepsl  nuuHOM  Oe3omacHOCTM  NpH  ceTeBoM  obOmeHuu. I[IpenorBpainenue
HECaHKI[MOHMPOBAaHHOIO nocrymna K [1K.
[Taponu, 6GnomMeTpuUecKrne METO/bl 3aIUTHl U ayTeHTU(UKALUSA C TOMOIIbIO BHEIIHUX
HOCHUTEJIEH.
[TpocThie n AUHAMUYECKU U3MEHsIoIuecs napoiu. bopsba ¢ yreukamu uadopmaruu.
Cpenctsa konTposis noctymna. [IpaBa monp3oBareneii. CriocoObl pa3rpaHUyueHUs JOCTYIIA.



10.
11.
12.

13.

14.

OTnuuust BUPYCOB U 3aKJIaJI0K.

AHTUBHpYCHBIE porpammebl ajst [1K: ckaHepsl, peBH30pHI U Jp.

HaunGoiiee n3BecTHbie aHTUBUPYCHBIE MporpaMMbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Komwmepueckoe u OecruiaTHOE
antuBupycHoe I10.

Omnutaiin cepBUCHI 7151 6€30MAaCHOCTH I0JIb30BATENs B MHTEPHETE (MPOBEPKA KOMITBIOTEPA
1 (aiiyIoB HA BUPYCHl OHJIAMH, OHJIAMH JeakTuBanus SMS-BUpYCOB, MpoBepKa caliTa Ha
BUPYCHI, NpOBepKa (QaiiioB mo e-mail, ompeneneHue aapeca CTpaHUIBI, MPOBEpKa
cronoctu CMC u ap.).

Hactpoiiku 06e30macHOCTH IOYTOBBIX MpPOrpamMM. 3aliuTa B IOMCKOBBIX CHCTEMax
(unbTpHI A1 OrpaHUYEHUS! TOTEHIIUAIBHO OMACHOTO COAEPKUMOTO).

2. 3agaHus ISl CAMOCTOSITEIbHOM PadoThI

Tema 1. KubGepbOe30macHOCTh B CHCTEME HAIMOHAJILHON Oe30macHOCTH PD
IToaroToBUTH JOKIIAJ IO TEME:

1.
2.
3.

WNudopmanmonnas BoiiHa. IHpopMaIioHHOE OpyxKHe.
ITaTpuOTH3M M UHTEPHET.
NudopmanmonHoe Bo3acicTBYE.

Tema 2. KubGeprpecTyruieHus IPOTUB  JTMYHOCTH, OOIIECTBA U FOCYAapCTBA
IloaroroBuTh HOKJIA] IO TEME:

1.
2.

PeanbHas 1 BUpTyasabHas TUYHOCTD.
[Icuxonormueckas oocranoBka B MuTepuere: rpuduHr, kubepOyumHT, KHOepMOOOUHT,
TPOJUIMHT, OYJUTUIIN]L.

Tema 3. CoBpemeHnHOE KHOEpHpocTpaHCTBO TexHrKa 6€30IMacHOCTH B KHOEPIIPOCTPAHCTBE
IToaroToBUTH MOKIIAJ IO TEME:

1.
2.
3.
4.

DJIEKTPOHHBIIN KOIIEJEK.

MorieHHHUYECTBO IIpU pacripocTpaHeHuu «oecrmatHoroy» I10.
IIpaBuna noBeneHus B CKauIe.

®opym. IlpaBuna noBeneHus

Tema 4. [IpoGnemsl HTepHET-3aBHCHMOCTH, KUOEPOYIIIIMHTA
[ToaroToBUTH NOKIAM IO TEME:

1.
2.
3.

Bunel UHTEpHET-3aBUCUMOCTH.
KubepkynbTypa (MaccoBasi KylIbTypa B CETH) U THYHOCTb.
[Icuxonoruueckoe Bo3aeicTBHE HH(DOPMAIIUK HA YETTOBEKa

Tema 5. Mertoasl o0ecnieuenus 6ezonacHoctH [1IK u MntepHera. Bupychl u anTUBHpPYCBI
[ToaroToBUTH NOKIAM MO TEME:

1.
2.

abswn

Meps! Oe3onacHocTu A nonb3oBarens WiFi. Hactpoiika 6e3omacHocTH.
Bupychl 11 MOGMIIBHBIX YCTPOUCTB (MOOUIIbHBIE OaHKEPHI U JIp.).

3. IlpumepHbIe TeMbl pedpepaToB

Wndopmarnus - pakTop CyliecTBOBaHUS U pa3BUTHUS obmiecTBa. OCHOBHBIE (OPMBI
nposiBieHus HHpopMaiuu, e€ cBoicTBa Kak 00beKTa Oe30MacHOCTH.

[TonsiTue 6e3onmacHOCTH U €€ cocTapistonre. besonacHocts nHpOpMaUU.
Obecneuenne nHMOPMAIIMOHHON 0€30MaCHOCTH: COAECPIKAHUE U CTPYKTYpa MOHATHS.
HanmonansHbie nHTEpECH B HH(OpMAIIMOHHOU cepe.

VcTouHUKH U cofiepikaHue yrpo3 B MHPOPMALMOHHOM cdepe.



8.
9.

CooTHOIIICHHE TIOHATHI «HH(DOPMAI[HOHHAs 0€30MaCHOCThY U «HAI[HOHAIbHAS
0€30I1aCHOCTE)

Puck paboThI Ha MEPCOHATBLHOM KOMITbIOTEpE. [lmanupoBanue 6e30macHoi paboThl Ha
NEPCOHATIBHOM KOMITBIOTEPE.

Wudopmanus - pakTop CyIeCTBOBAHUS U Pa3BUTHS OOIIECTBA.

Llenu 1 3a1a4u 31U THI HHPOPMAIIHH.

10. Opranu3zarus 3anuThl KOHGUISHITUATLHON HHPOPMAIIUH.
11. Buas! 3ammnaeMoi HHGOpMAIUU B cepe TOCy1apCTBEHHOTO U MYHHUIIUTIATHBHOTO

yIpaBIeHUS.

12. YpoBHu BenieHrss UHPOPMALIMOHHON BOIHBI. OniepaTHBHAs MACKUPOBKA.

Pannosnextponnas 6oprba. Bo3meiicTBue Ha ceTH.

13. OcHOBHBIE TONIOKEHHUS TOCYNAPCTBEHHONW WH(POPMALMOHHON monuTuKu Poccuiickoi

®denepanuu.

Kpurepun ouenku pedepara

Kpurepusimu otieHku pedepara MOTYT BBICTYIIHTD CJICAYIOIIHE MOMEHTHI:

B KaKOi Mepe pacKpbIBACTCS aKTyalIbHOCTh TEMBI,

KaKOB TeOpeTI/I‘IeCKI/Iﬁ YPOBCHb CY)KILCHI/Iﬁ aBTOpa, KakK BJIAACCT OH COBPCMCHHBIMH
METOOJIOTMYECKMMHA OCHOBaMH HayK TIPU OCBEIICHUHM IIOCTaBJICHHBIX B pedepare
BOTIPOCOB;

COOTBETCTBHUE CTPYKTYPHI U COJiepKaHus pedepara miany;

[IEJIOCTHOE, TITyOOKOE IIOHMMAaHUE BOITPOCOB TEMBI HITH pa3padaThIBaeMOil MPOOIIEMBL;

KaK yJaJoCh aBTOPY CBS3aTh H3JIaracMeie B pedepaTe BONPOCH TEOPUU C MpoliIeMamMu
CCTOMHSIIHEr0  JTHS, YMEHHE  HCIOJIBb30BaTh  TEOPCTUYCCKHE  HCTOUYHUKH U
Y4e0HO-METOIUIECKYIO JINTEPaTypy;

JOCTaTOYHO JIM TIPOSIBIICHA aBTOPOM CaMOCTOSITEIBHOCTh B IOCTAaHOBKE BOIPOCOB, B
TPaKTOBKE X, €CTh JIU B pab0Te OpUTHHAIIbHBIE MBICTTH, CBEXKHE (DAKTHI, OMUCAHKE JTYUILIEro
OmbITa pabOThl, KOHKPETHBIX IPUMEPOB U3 MPAKTUKHU, COOTBETCTBYIOLINE PEKOMEHIAIINN U
MIPEITIOKEHUS;

u3naraercs v B pedepare coOCTBEHHOE MOHMMAaHKE pacCMaTPUBAEMO MPOOIEMBI,
JIOCTATOYHA JIX €T0 apTyMEHTAITHUS;

kak opopmiieH pedepat uinu n1okiaaa (00beM, HaTMYKE TJIaHa, COACPKATETHFHOCTh BBEICHHUS,
IIOJIHOTA CIMCKA MCIOJIb3YEMOM JIMTEPATYPBI, HATMYHE NTPUIIOKEHNN, aHAJIN3a OIbITA
paboThl, cxeM, TabIuIl, Tuarpamm, MiIaHoB, aHKET U T.1.);

HUMeeT JIi paboTa ompeeNIeHHYI0 [IeHHOCTh, YTOOBI pEKOMEHI0BaTh €€ B (POH yueOHBIX
mocoOuif 1Mo Kypcam.

Pedepar onennBaetcs no 4-x 0amIbHOM cUCcTEME - «HEYOBIETBOPUTEIHHOY,

«YIOBJIETBOPUTEIILHOY, «XOPOIIIO», KOTITHIHOY.



[Tpunoxxenne 2

OuneHoyHble MaTEepHAJIbI 10 AUCHHUILIHHE
«Kubep0e3omacHoCTb»

1. OuneHouynble MaTepHAaJIbl JJIS1 TEKYLIEr0 KOHTPOJISI
1.1. TecToBbIe MaTepHAJIbI

Tect 2

1. K mpaBoBBIM MeTO1aM, 0OeCIEYMBAIOIIUM HHPOPMALIMOHHYIO 0€301MacCHOCTh, OTHOCSTCS:
1. Pa3paboTka anmapaTHbIX CpeCTB oOecriedeHUsI TPaBOBbIX JAHHBIX
2. Pa3paboTka u ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX MPABOBBIX CETAX KYPHAJIOB yueTa JAeiicTBUI
3. Pa3paborTka u KOHKpETH3aIus MPAaBOBBIX HOPMATHBHBIX aKTOB 0OecTiedyeHus] O€30MacHOCTH
2. Bunasl nuadopManronHoil 6€30MacHOCTH:
1. TlepcoHanbHasi, KOPIIOPAaTUBHAS, TOCY1apCTBEHHAS
2. KnueHtckasi, cepBepHasi, ceTeBas
3. JlokanbHas, rmobanbHas, CMELIaHHAS
3. Uenu mHpOpMAHOHHON OE30MMACHOCTH — CBOCBPEMEHHOE OOHAPYIKEHHE, TPEAYIIPEIKICHUE:
1. HecaHKIIMOHUPOBAHHOTO JAOCTYIa, BO3JCHCTBUS B CETU
2. uWHcalJepcTBa B OpraHU3alUH
3. 4pe3BBIYANHBIX CUTyaI[UH
4. OcHoBHbIE 00BEKTHI HHOPMALIMOHHOM 0€30MaCHOCTH:
1. KommneroTepHsie ceTH, 0a3bl JaHHBIX
2. VHdopmannoHHBIE CHCTEMBI, ICUXOJIOTHIECKOE COCTOSTHIE T0JIb30BaTEICH
3. busHec-opueHTUPOBaHHbIE, KOMMEPUYECKHE CUCTEMBI
5. OcHOBHBIMH pUCKaMH WH(GOPMAITMOHHON O€30MaCHOCTH SABJISIOTCS:
1. HckaxxeHue, yMeHbIlIEHHE 00beMa, IEPEKOAMPOBKA HH(OpPMAIIUU
2. TexHUYeCcKOe BMEIIATEIbCTBO, BHIBEJIEHUE U3 CTPOs 000pYAOBaHUS CETU
3. Toteps, uckaxxenue, yreuka naHpopmanuu
6. K ocHOBHBIM (DyHKITUSIM CHCTEMBI O€30MaCHOCTH MOKHO OTHECTH BCE MEPEUUCICHHOE:
1. VYcraHoBieHHE peTJaMeHTa, ayAUT CUCTEMBI, BBISBICHHE PUCKOB
2. YcraHOBKa HOBBIX O(UCHBIX NMPUIIOKEHUH, CMEHA XOCTHHT-KOMITAHUH
3. BHenpenwue ayTeHTU(UKAIIUU, TPOBEPKU KOHTAKTHBIX JaHHBIX MOJIb30BaTENICH
7. K OCHOBHBIM THIIaM CPEJCTB BO3JCHUCTBUS HA KOMIBIOTEPHYIO CETh OTHOCUTCH:
1. KommnbroTepHblil cO0if
2. Jlormyeckue 3akinagku («MUHBI»)
3. ABapuiiHO€ OTKJIIOYEHHE TTUTAHHS
8. Korna momyuen cram no e-mail ¢ npusioxeHHbIM (aiiiom, clieayeT:
1. IIpouwnTaTh NPUIOKEHUE, €CITU OHO HE COJACPKUT HHUETO IIEHHOTO — yJaluTh
2. CoxpaHUTh MpUIOKeHHE B mapke «Cram», BRISICHUTH 3aTeM [P-anpec reneparopa cnama
3. YianuTh NUCBMO C IPHIIOKEHUEM, HE PacKpbIBas (HE 4MTasi) ero
9. BUIT — sto:
1. DnektpoHHO-1IM(POBOI Mpeodpa3oBaTeIb
2. DIeKTpOHHO-IM(poBas MOJIUCH
3. DraexkTpoHHO-IU(GPOBOH MpoIIecCop
10. CsoiicTBamu HHpOpMALINH, HAaNOOJIEe aKTYaJIbHBIMU IPH o0ecrieyeHn HHPOPMALTMOHHOH
0€30MacHOCTH SBJISIIOTCS:
1. IlenocTtHOCTH



2. JlocTymHOCTB
3. AKTyaJlbHOCTb
11. Pa3HOBUAHOCTSAMH Yrpo3 0€30MaCHOCTH (CETH, CUCTEMBI) SIBJISIOTCS BCE NMEPUYUCICHHOE B CIIHCKE:
1. TIporpamMMHbIe, TEXHHYECKHUE, OPTAaHN3AIMOHHBIC, TEXHOJIOTHYECKHUE
2. CepBepHble, KIUEHTCKHE, CITyTHUKOBBIE, HA3EeMHBIE
3. JIuuHble, KOpIOpPAaTUBHBIE, COI[MATIbHBIC, HAIITUOHATIbHbBIE
12. TlomuTHka 0€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMILICKC:
1. PykoBoxactTB, TpeOoBaHMi oOecriedeHns HEOOXOIUMOTO YPOBHS 0€30MacHOCTH
2. WHcTpyKuumii, anroOpuTMOB MOBEJCHUS MOIB30BATEINS B CETH
3. Hopwmsbl nHGOPMAITMOHHOTO TIPaBa, COOII0IaCMBbIC B CETH

Kpurtepuu onenku:
JUis OmeHKH pe3y/ibTaTOB TEeCTHPOBAHUSI IIPEIYyCMOTpPEHA CIIEAYyIOllas CUCTEMa OLEHMBAHUS Y4YeOHBIX
JNOCTHKEHHUM CTYIEHTOB:
3a KaXIpIi TPaBUJILHBIN OTBET CTaBUTCS 1 Oa,
3a HernpaBUWIbHBIN O0TBET — () OaJUIOB.
Ecnu cryneHT Habupaer
ot 85 110 100 % mpaBHUIBHBIX OTBETOB €MY BBICTABISIETCS OLIEHKA «OTIUIHOY;
oT 72 10 84 % mpaBUIIbHBIX OTBETOB — OLICHKA «XOPOLIO»,
ot 51 10 71 % npaBUIIbHBIX OTBETOB — OLIEHKA «YOBJIETBOPUTEIHHOY,
MmeHee 50 0alioB — OIIEHKa «HEYAOBJIETBOPUTEIILHOY.

1.2. BonpocsI 1J1s1 cobece10BaHUs

Tema 1. Kubep6e3onacHOCTbh B cHCTeMe HAIMOHAJILHOI 6e3onacHocTu PO
1. T'ocynapcTBeHHas MOJUTUKA B 00JacTH KMOEpOE30MacHOCTH KOMIIBIOTEPHBIM atakaM oT 15 suBaps 2013
I.
VYronosHslit kogeke PD, paznen «Ilpectynnenus B cpepe KOMIBIOTEPHOM HHPOpMALIUN.
3amuTa KubeprpocTpaHcTsa rocyaapctsom. Kubepsoiina.
IIpaBo Ha unpopmanuto B Koncruryuu PO.
3amuTa rocyJapcTBa 1 3aliuTa KuOepnpocTpaHCTBa.
JlokTprHa MHPOPMALIMOHHOM 6€30MaCHOCTH.
Kubeppoticka. 3anmra KuOepnpocTpaHCTBa KaK OJIHA U3 3a7a4 BOOPYKEHHBIX CHJI.
WNudopmannonHas BoitHa. THopMaIimoHHOE OpyXKHeE.
. ITaTproTH3M M UHTEPHET.
10. MndpopmanroHHOE BO3eHCTBHIE.
11. BoeHHas, rocyapcTBEHHas, KOMMepUecKas TaifHa.
12. 3amura caiiToB rocy1apcTBEHHBIX OPraHOB (JIEKTPOHHOE MTPABUTENIBCTBO).

©COoNOAsWN

Tema 2. KuOepnpectynijieHusi IpOTHB JIHYHOCTH, 0011eCTBA U FOCYAapCTBa

=

PeanbHas ¥ BUpTyasibHAs TUYHOCTb.

2.  Ilcuxonormyeckass oOcrtaHoBka B MHTepHere: TpuUHT, KHOEpOYIIMHT, KUOEPMOOOWHT, TpPOJUIHHT,
OyIuIUI.

3. besomacHas paboTa B ceTH B IpoIecce CeTeBO KOMMYHHUKAIMH (YaThl, GOpyMbl, KOHGEPEHINH, CKAMIT,

COLIMAJIbHBIE CETH U TIP.).

TepMuHBI ceTeBOTO ATUKETA: OBEPKBOTHUHT, uieiiM, iy, odhdTonuk, cmailmiku u ap.

IIpumepsl 3THYECKUX HApYLIEHUH. 3HAUEHUE CETEBOT0 ITUKETA.

CobctBeHHOCTH B MIHTEpHETE. ABTOPCKOE MPaBO.

WuTennektyanbHast COOCTBEHHOCTD.

[TnaTHas u 6ecrutatHast HHGOPMAIIHS.

3amurTa npaB NMoTpedUTeNel Mpu MCMONb30BaHUU yciuyr MHTepHer. 3ammra mpaB nmotpeduteneil yciayr

MpoBaiiiepa.

©oo~N A



10.
11.

12.

13.
14.

15.
16.

17.
18.

OTBETCTBEHHOCTh 32 HUHTEPHET-MOLIEHHUYECTBO.
[IpaBoBble axkThl B o0O0OjacTM HWHMOPMALMOHHBIX TEXHOJOTHMI M 3alUThl KHUOEpIpOCTpPaHCTBA.
OTBETCTBEHHOCTD 3a KMOEPIIPECTYIIIICHHUS.
KoHcTuTyimonHoe mpaBo Ha MOUCK, MOIy4YeHHE U pacnpocTpanenue nndopmanuu. deaepanbHbIl 3aKOH
0T 29.12.2010 Ne 436-®3 (pen. ot 28.07.2012) «O 3amuTe aereit oT mHGOpMAIIH, TPHUUHSIOMIEH Bpel UX
3I0POBBIO U pa3BUTHION (neicTBYeT ¢ 1 ceHTsaOps 2012 roma).
WNudopmanroHHoe 3aKkoHO1aTeNbCTBO PD.
3akon PO «O6 undbopmanuu, HHPOPMAIIMOHHBIX TEXHOJOTHSAX U O 3alIUTe MHQOpPMAIUW». YTOJIOBHAs
OTBETCTBEHHOCTb 32 CO3/JjaHHE, HCIIOJIb30BAHME U PACHPOCTPAHEHUE BPEIOHOCHBIX KOMIIBIOTEPHBIX
nporpamm (ct. 237 YK P®). IlpaBoBas oxpana mporpamm it O9BM u BJl. Kommepueckoe IIO.
becrimatrnoe T1O (FreeWare, Free, Free GPL, Adware), ycinoBao-6ecmiatHoe 10 (Trial, Shareware,
Demo).

IIpaBoBbIE OCHOBBI JUIs 3aILUTHI OT CIIaMa.
[IpaBoBas oxpana mporpamm miasi OBM u bJl. Jlunensuonnoe I1O. Buawr munensuii (OEM, FPP,
KOpropaTuBHbI€ JinLieH3uH, noanucka). [10 ¢ otkpeiteiM kogoM (GNU GPL, FreeBSD).
[IpaBo Ha nHpOpPMAIHUIO, HA COKPBITUE IaHHBIX, KATErOpUH HH(OPMALIUH.
[lepconanbHble 1 00ILENOCTYHbBIE JaHHbIE, OTPAaHUYEHHBIN JocTy. 3aKoH «O NepCOHANBHBIX JAHHBIX).

Tema 3. CoBpeMenHOe KHOepHPOCTPAHCTBO TexHUKA 0e30MACHOCTH B KHOEPNPOCTPAHCTBE

el NS
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11.
12.

13.
14.
15.
16.
17.
18.

Momennuyeckue neiictsust B Matepuere. Kubepnpecrymienus

CereBoil aTuker. [Icuxonorus u cetb

[IpaBoBbIE acCTIEKTHI 3aLUTHI KHOEPIIPOCTPAHCTBA

OmnnaitH cepBHCHI I O€30MIaCHOCTH MOJIB30BATENsI B UHTEpHETE (TIPOBEpKa KOMITbIOTEpA U (aiijioB HA
BUPYCHI OHJIAMH, OHJIalH eakTHBanus SMS-BUpPYCOB, TpOBepKa caiiTa Ha BUPYChI, IPOBEpKa (ailyioB 1o
e-mail, onipeaenenue agpeca cTpanuiibl, mpoBepka croumoctd CMC u ap.).

Hactpoiiku 6€30macHOCTH MOYTOBBIX IPOrPaMM.

3amyTa B IOMCKOBBIX CUCTeMaX ((HIIBTPHI Ul OTPAaHUYCHUS TOTEHIIMATBHO OMACHOTO COIEPIKUMOTO).
Hactpoiiku 6e3omacnoctu Be0-0pay3epoB (Internet Explorer, Firefox u 1.1m.).

DeKTpOHHAas oYTa U CUCTEMbl MTHOBEHHOTO 0OMEHA COOOIIEHUSIMHU.

Hacrpoiiku 6e3omnacHoctu Ckaiin, ICQ u np. Crioco6s1 oGecniedenns 6€301acHOCTH BeO-caiiTa.
Kubepnpectynnenus. Buasl uHTEpHET-MOILIEHHUYECTBA (ITMCbMA, pEK-1aMa, 0X0Ta 3a JINYHBIMU JIaHHBIMU
U T.1.). OnacHocT MOOMIIBHOM CBsI3U. [IpenoskeHus Mo yCTaHOBKE BPEJOHOCHBIX MPUIIOKEHUH.
Momennuueckue CMC. YTeuka n oOHapoI0BaHNE JTUYHBIX JaHHBIX. [lo00p 1 mepexBar maposiei.
B3510MBI aKKayHTOB B COLIMANBHBIX ceTsAX. Buasl momennndectBa B UnTepuere. @ummHr (GpapmMuHr).
A3apTHBIE UTPHI.

Jloxxubie anTuBupychl. [lonMena cTpanull B MUHTEpHETE (CalThI-KJIOHBI). DanbiirBbie (ailliooOMEHHUKH.
DJNEeKTPOHHBIN KoIeneK. MOIIeHHHYeCTBO U pactpocTpaHeHuu «oecruiarHoroy [10.

Texnomornn manunyiaupoanus B IHTepHere.

Tb npu uaTEpHET-001ICHNN.

Tb npu peructpauuu Ha BeO-caiiTax.

KomnerorepHoe nuparctso. [Inarnar.

Tema 4. IIpoOaembl UHTEpHET-3aBHCHMOCTH, KHOEepOy /1 JIHHTA

wnN e
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0.
1.

Texnuka 6e30macHOCTH PH pabOTe C KOMITBIOTEPOM.
Kommbrotrep 1 MOOUIIbHBIE yCTPOMCTBA B YPE3BhIUANHBIX CUTYaIUsX.
Menununckass unpopmarus B MarepHere. Komnpiorepsl 1 MOOUIIBHBIE YCTPOMCTBAa B AKCTPEMAIbHBIX
YCIIOBHSIX.
Bo3szeiicTBue pannoBoiH Ha 3710poBbe 1 okpykarouryto cpeny (Wi-Fi, Bluetooth, GSM).
Komruiekc ynpakHeHu# npu paboTe 3a KOMIIBIOTEPOM.
BozneiictBue Ha 3penue JJIT, xKUIKOKpUCTAIIINYECKUX, CBETOANOJHBIX, MOHOXPOMHBIX MOHUTOPOB.
Kommbrotep B pexume TpyJa U OTAbIXA.
BiusiHue KoMnbroTEPa HA PENPOSYKTUBHYIO CUCTEMY.
Bpennbie ¢pakTopsl paboThl 32 KOMIIBIOTEPOM U UX MOCIEICTBHSL.
Opranuzanus pabodero mecra
HNHTepHeT-co0011IeCcTBO.



12. HHTepHET-3aBUCUMOCTb.

13. CoumanbHbIe ceTH. JIeTCKUE COIUAIbHBIC CETH.

14. BuptyanbHast IUYHOCTb.

15. 3aBucumoctb OT HTEpHET-00IICHMS.

16. Paspieuenwus B MHTEpHETE.

17. Tlpu3Haku UTPOBOM 3aBUCUMOCTH.

18. CereBble UTPHI.

19. Caiitel 3HakoMcTB. 30K 1 KOMITBIOTED.

20. Bwupasl 3aBucumMoctu. [lectpykruBnas nadopmarus B UaTepHere.

21. Bunawl HTEpHET-3aBUCUMOCTH.

22. KubepkynbTypa (MaccoBas KyJbTypa B CETH) U JINYHOCTb.

23. Kpurepuu 3aBUCUMOCTH (IIPUOPUTETHOCTH, U3MEHEHUSI HACTPOCHHUSI, TOJIEPAHTHOCTh, CUMIITOM pa3phiBa,
KOH(JIUKT, PELHIUB).

24. Tunbsl WHTEPHET-3aBUCHUMOCTH (IIPUCTpAcTHe K paboTe C KOMIBIOTEPOM, K HABUTAIMM M MOUCKY
nH(pOpMAaIUY, UTPOMAHUS U 3JIEKTPOHHBIE TIOKYIIKH, 3aBHCUMOCTb OT CETEBOT0 OOIICHNU).

25.  Kiaccudukanmsi ”HTEpHET-3aBUCUMOCTEH

Tema 5. Mertoasbl o6ecnieuenus: 6ezonacHocTu IIK n Untepnera. Bupycobl 1 aHTUBHPYCBI

ITpu3Haku 3apakeHus] KOMIbIOTEPA.

AHTHBUpPYCHAs 3alUTa.

3amura ¢aitos. be3onacHOCTb pU CKauMBaHUU (PANIIOB.

3amTa mporpaMM U JaHHBIX OT HECAHKIIMOHHPOBAHHOTO KOMHPOBAHMUS.

OpraHu3alnnoHHbIe, OPUANYECKUE, TPOTPAMMHBIE U IPOTrPAMMHO-AIapaTHbIE MEPbI 3alUTHI.

3amyTa IporpaMM M JaHHBIX C MOMOIIBIO TapOJIei, IPOTPAMMHBIX U JIEKTPOHHBIX KIIOUeH, CepUHHBIX

HOMEpOB, NIepeHoca B OHJIAMH U T.II.

7 Henepemeniaembie IporpaMmel.

8.  3amuTa OT KONMPOBaHMsI KOHTEHTA CaiiTa.

9.  Hcrounukwu 3apaxenus [1K.

10. AwntuBupycsoe I10, Bubl 1 Ha3HaAUYEHHE. METO/IbI 3aILUTHI OT BUPYCOB.

11. IIpob6nemsl Ge3omacHOCTH HHGMpacTpyKTypbl WHTepHeTa (IIPOTOKOJIBI MaplIpyTHU3allMd CETH, CHCTEMa
JIOMEHHBIX UMEH, CPEACTBAa MapIIPyTU3ALUH U T.I1.).

12. TIpoBepka nmoanuHHOCTH (ayTeHTHUKaIWs) B IHTEepHETE.

13.  Mepsl Ge3omacHocTH 11t osb3oBaTens WiFi. Hactpoiika GezomacHocTy.

14.  Bupycsl 111 MOOMIIBHBIX YCTPOUCTB (MOOUIIbHBIE OaHKEPHI U AP.).

15. Hacrpoiika komnbroTepa s 6e3omacHoi padboTel. OMKUOKY MOIB30BATEIIS.

16. IIpocTble U TUHAMHUYECKH W3MEHsIOIIMecs mapoiu. bopeba ¢ yreukamu uHpopManuu.

17. CpenctBa koHTpOas goctyna. [IpaBa nons3oBareneit. CriocoObl pa3rpaHUueHUs TOCTYIIA.

18. Ornmuus BUPYCOB U 3aKJIaJIOK.

19. AwnTtuBupycusie nporpammsl 1utst [1K: ckanepbl, peBH30PHI U 1Ip.

Sk~ wd PR

Kpurepun ouenkmn:

OLIEHKA «OTJIMYHO)» BBICTAaBIIAETCS CTYJICHTY, €CIIU OH MPOAEMOHCTPUPOBAT MOJIHOTY U IyOMHY 3HAHUH 1O
BCEM BOIIPOCAaM, 3HAET OCHOBHBIE TEPMHUHBI 110 KOHTPOJIMPYEMBIM Te€MaM, BiaJeeT 3HAaHUAMH 00 OCHOBHBIX
O0COOEHHOCTSIX pEIIeHUs 3aJad. YMeeT NPUMEHSTh MOMy4YeHHble 3HAHUS JUT1 PELIeHHs] KOHKPETHBIX MPAKTUYECKHX
3a1a4.

OLIEHKA «XOPOILI0» BHICTABISETCS CTYJCHTY, KOTOPBIA NMPOJEMOHCTPUPOBA MOJHOTY M TIIyOMHY 3HAHHMH 110
BCEM BOIPOCAM pa3fena, JOTUYHO U3J1aracT MaTepHuall.

OLIEHKA «YAOBJIETBOPHUTEJIBHO» BBICTABIACTCSA CTYACHTY, IIPU HAJIW4YUMU y HEro 3HAHUU OCHOBHBIX
KaTeropui U MOHITHM 110 IPEIMETY, YMEHUS JOCTaTOYHO TPAMOTHO U3JI0KUTh MaTepHall.

OLICHKA «HEYI0BJETBOPUTEIBLHO» BBICTABIAETCS CTYACHTY, KOTOPBI HE OCBOWI OCHOBHOTO COIEP KaHUS
IpeaMeTa, He BIaJieeT 3HAaHUSIMU AUCIUIUIMHE.

2. OuneHoYHbIe MATEPHAJIBI IJIS IPOMEKYTOYHOM aTTeCTAllUM

2.1. [IpumepHBbIi epevyeHb BOMPOCOB JJIA 3a4eTa.
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10.
11.
12.
13.
14.

15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.
27,
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.
38.

39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.

KoHcTuTylInOHHOE ITPaBoO Ha IOUCK, MOIy4YE€HUE U pacnpocTpaHeHue nHdopmaruu. OenepanbHblil 3aK0H
0T 29.12.2010 Ne 436-®3 (pen. ot 28.07.2012) «O 3amuTe aereit oT nHGOpMAIMH, IPHUUHSIOMIEH Bpel UX
3I0POBBIO U pa3BUTHION» (nehcTBYeT ¢ 1 ceHTsOps 2012 roma).

3amyTa rocyapcTBa 1 3almTa KHOepnpoCcTpaHCTBa.

JlokTprHa MHPOPMALIMOHHOM 6E€30M1aCHOCTH.

KubepBoiicka. 3ammra KubepnpocTpaHCTBa KaK OJHA U3 3a7a4 BOOPYKEHHBIX CHIL.

Nudopmanmonnas Boiina. TudopmaimoHHoe opyxKue.

ITaTpuoTU3M 1 UHTEPHET.

HNudopmanmonHoe Bo3acicTBHIE.

be3zonacnast paboTa B ceTH B Mpolecce CETEeBOM KOMMYHHKALUU (4aThl, (OPYMbI, KOH(PEPEHIINHU, CKAHTI,
COLIMAJIbHBIE CETU U IIP.).

IIpumepsl 3THUECKUX HApYLIEHUH. 3HAUEHUE CETEBOI0 ATUKETA.

Cob6cTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WuTennektyanbHasi COOCTBEHHOCTD.

[TnaTHas u 6ecrutatHast HHGOPMAIIHS.

WudopmanroHHoe 3aKOHOIATENBCTBO PD.

[IpaBoBast oxpana nporpamm st 9BM u BJI. Kommepueckoe I10. becrimataoe 10 (FreeWare, Free, Free
GPL, Adware), ycinoBrao-6ecrmataoe 110 (Trial, Shareware, Demo).

IIpaBoBbIE€ OCHOBBI [UIsl 3aILUTHI OT CIIAMA.

[lepconanbHble 1 00IIENOCTYHbBIE JaHHbIE, OTPAaHUYEHHBIN JocTy. 3aKoH «O NepCOHATBHBIX JAHHBIX).
CereBoii atukert. [Icuxonorus u cetb

OmnunaiiH cepBHCHI AJ1s1 O€3011aCHOCTH I10JIb30BATENS] B UHTEPHETE

3ammTa B HIOMCKOBBIX cUCTeMaX ((MIBTPHI JUIsl OTpaHUYEHUS IOTEHIIMAIBHO OMACHOI'O COAEPIKUMOTO).
Bunbl uHTEpHET-MOILIEHHUYECTBA (TUChbMA, PEK-J1aMa, 0XOTa 3a JUYHBIMHU JIaHHBIMU U T.I1.).

OmnacHoctu MOOMIBHOH cBs13U. [IpeiokeHuns Mo yCTaHOBKE BPEJOHOCHBIX IPUIIOKEHUH.

Buast Mmomennnuecta B atepuere. @umunr (papmusr).

A3apTHBIE UTPBI.

Jloxxubie anTuBupychl. [lonMeHa cTpaHull B MUHTEpHETE (CalUThI-KJIOHBI). DanbiinBbie (ailllooOMEHHUKH.
DJNEeKTPOHHBIN KoIeneK. MOIIeHHHYeCTBO IPU pactpocTpaHeHuu «oecruiarHoroy [10.
Wurepuer-atuket. [IpaBuna oOuenus B iutepHere.

OCHOBBI CETEBOTIO ITHKETA.

[Tepenucka B ceTu.

IIpaBuna noseaeHus B ckaiine. opym.

OO11eHne B CETH U €ro MOCIECTBHUS.

Arpeccus B ceTH.

AHOHUMHOCTb B CETH.

Bunel aTukera (JIMYHbIHN, 1€710BOM, MMCbMEHHBIN, JUCKYCCUOHHBIN U 11p.). Pa3nuuus s3Tukera B pasHbIX
CTpaHax.

['uruena kommeroTEpa.

ITonp3a 1 Bpes KOMIIBIOTEPHBIX HUID.

TexHuka 0e30macHOCTH MpU paboTe ¢ KOMIBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B Upe3BbIYAHBIX CUTYaIIHSIX.

Meauuunckas uadopmanus B ureprere. KoMmnpioTepsl 1 MOOMIIBHBIE YCTPONCTBA B 3KCTPEMAIbHBIX
YCIIOBUSIX.

Kommbrotep B pexume TpyJa U OTAbIXA.

Bpenusie ¢pakTopsl paboThl 32 KOMIIBIOTEPOM U UX MOCTEICTBHSL.

HNHTEepHEeT-3aBUCUMOCTS.

ConunanbHble ceTu. JleTckre colMaabHble CETH.

BupryanpHas TM4HOCTS.

3aBucuMoOCTh OT MIHTEpHET-001IEeHH .

Pazpneuenus B InTepHere.

IIpu3Haku UrpoBOM 3aBUCUMOCTH.

CeTteBbl€ UTPBI.

Bunst 3aBucumoctu. JlectpyktuBHas nnpopmanus B HTEepHeTE.

Bunel MHTEpHET-3aBUCUMOCTH.



50. Ilcuxonoruyeckoe Bo3eHCTBHE HH(POPMAIIMU HA YETIOBEKA.

51. Kputepuu 3aBUCUMOCTH (IPUOPUTETHOCTD, N3MEHEHUS HACTPOCHUS, TOJIEPAHTHOCTh, CUMIITOM pPa3phiBa,
KOH(QJIUKT, PELHIUB).

52. Knaccudukaius HHTEPHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apa)XeHUs1 KOMITBIOTEPA.

54. AwnTHBHpYyCHas 3alIUTa.

55. OpranuzanMoHHbIE, OPUANYECKHE, TIPOTPAMMHBIE U IPOTPAMMHO-AIMIAPATHBIE MEPHI 3aIHUTHI.

56. 3amuTa nmporpamMm M JaHHBIX C TIOMOIIBIO MAPOJICH, MPOrPAMMHBIX U 3JIEKTPOHHBIX KIIHOYEH, CepUMHBIX
HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

57. AwntuBupychoe [10, Buabl 1 Ha3HaueHHWEe. METOIbI 3alTUTHI OT BUPYCOB.

58. Mepsl 6ezonacnoctu ais nmonb3oBarens WiFi. Hacrpoiika 6e3onacHocTy.

59.  Bupycsl 1isi MOOUIBHBIX YCTPOKUCTB (MOOMIIBHBIC OAaHKEPHI U JIP.).

Kpurepun onenkmn:

- OLICHKAa «3a4YT€HO» BBICTABIISIETCS CTYAEHTY, €CIM OH INPOJEMOHCTPUPOBAN JOCTATOYHO IIOJHOE 3HAHUE
MaTepuaia; NpoJAEeMOHCTPUPOBAIl 3HAHUEe OCHOBHBIX TEOPETUYECKUX MOHATHI; TOCTATOYHO IOCIIEN0BATENbHO,
IPaMOTHO U JIOTUYECKU CTPOMHO H3JIOXKWIJI MaTepual; MPOJEMOHCTPUPOBA YMeHue OPUEHTHPOBATHCS B
auTepaType 1o MpoOJeMaTuKe IUCLUUIUIMHBI;, yMeem CHENaTh JOCTaTOYHO OOOCHOBAaHHBIE BBIBOJBI 110
U3JaracMoMy MaTepuaiy.

- OLIEHKA «HE 3a4TE€HO)» BBICTABJISETCS B Cllydyae HE3HAHMs 3HAYUTENIbHOM 4acTu NMPOrpaMMHOI0 MaTepuala; He
BJIAJICHUs] MOHATHMHBIM anmapaToM JUCLUIUIMHBL, CYIIECTBEHHBIX OLIMOOK HpPU H3JIOXKEHUU Y4eOHOTro
MaTepuasa; HEyMEHUs! CTPOUTh OTBET B COOTBETCTBUU CO CTPYKTYpPOM M3JIaraeMoro BOIpoca; HEyMEHHUs J1eaTh
BBIBO/IbI 110 M3J1araéMOMY MaTepuay.



