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3aB. kadeapoit V% M.H. ApyTioHsH

Paboyas mporpaMma AMCHUILIMHBI COTVIACOBAHA C 3aBEAYIOLIMM OMOINOTEKOM.

3aB. OMOIHMOTEKOM /gfﬂ*‘“/ Kmumenko A.B. 24.06.2025 1.
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Cpok peticTBust paboueit mporpammbl AUCHUILTHHBL: 2025-2026 yueOHbIi rof.



1. EJIX OCBOEHUSA AU CIIUIIJINHbI

(opMHpOBaHHE TIIETOCTHOTO TPEACTABICHUS O POJM COBPEMEHHOTO KHOEPIpPOCTpaHCTBA B
00pa3oBaTeNnpHON cpefie M TMeNaroruuyeckoil AesTenbHOCTH; (OpPMHUpPOBAHHE CHUCTEMbl 3HAHWUW, YMEHUU U
HaBBIKOB IS 0OecriedeHus1 kKnbepOe30macHOCTH cBOeH MPOPEeCCHOHAIBHON AeSTETHHOCTH.

2. 3AJAYU OCBOEHUA JTUCHUIIJIMHBI

dbopMHpoBaHUEe OOIIKMX MPEACTABICHHUS 0 0€30MMaCHOCTH B HH(POPMAIIMOHHOM O0IIIEeCTBE;

U3YyYCHHE OOITUX MPUHIIUIIOB TEXHOIOTHI, MPUMEHIEMBIX B HHPOPMAITMOHHOW 0€30MacHOCTH;
(dbopMHpOBaHUE YMEHHS IPUMEHSTH MpaBHiia KHOepOe30macHOCTH BO BeeX cepax JesTeIbHOCTH;
OCBOCHHUE 3HAHM, COCTABISIIONIMX Hayaia MpeJCTaBlIeHUH 00 WH(MOPMAIMOHHONW KapTUHE MHpa U
UH(OPMAIIMOHHBIX MPOIECCAX;

O OBIIAJICHHE YMEHHUEM HCIIOIh30BATh KOMIBIOTEPHYIO TEXHUKY KaK MPAKTHYECKUNW WHCTPYMEHT ISt
paboThl ¢ HHpOpPMALIUEH B TOBCEHEBHOM KU3HM,

0 pa3BUTHE HABBLIKOB OPUCHTHPOBAHKS B MHPOPMAITMOHHBIX MTOTOKAX.

I A I A

3. MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOI'PAMMBI

Iukn (paznen) OOIT: |51.B.JIB.01

3.1. TpeGoBaHus K NpeIBAPUTEIbHON MOAT0TOBKE 00y4ar0LIerocs:

be3onacHoCTh KHU3HCACATCIIBHOCTHU

I/ICTOpI/I‘-IeCKOC HNCTOYHUKOBCACHUC

Hctopus ¢punocodun

Jloruka

MeTo/1bl MCCIIEI0BATEIBCKON U TPOEKTHOM AEATEIIbHOCTH

MeTo/1b1 MaTeMaTHUECKON 00pabOTKH JaHHBIX

OCHOBEI MEIUIIMHCKUX 3HAHUH

Texnonoruu nudpoBoro 06pa3oBaHMs

VYyeOHass mNpakTHKa, Hay4yHO-HCCIEJ0BaTeNbCcKass pabora (MOJNydeHHEe NEpBUYHBIX HAaBBIKOB HAY4YHO-

VYyeOHasi mpakTUKa, 03HAKOMUTEIbHAs

dunocodus

3.2. JIucHUNJIMHBI U TPAKTUKH, VIS KOTOPBIX
OCBOEHME JAHHOMH TMCUUILTHHBI (MO1YJIs1) HEOOXOAMMO KaK NMpellecTBYIOIIee:

BrinonHenue 1 3ammra BbITYCKHOM KBATU(UKAITMOHHON paObOThI

Hcrtopuorpadus 3apyOexHOM UCTOPUHI

Konpaukronorus MexxayHapoIHBIX OTHOIICHUH

OCHOBBI BOEHHOM IIOATOTOBKHU

HO)IFOTOBKa K Cc1auc n caavda rocyiapCTBECHHOI'0 5K3aMCHa

IIpaBoBeneHue

[IpousBoacTBEeHHAs MPaKTUKa (Hay4HO-HCCIeA0BaTeIbCcKasi paboTa)

ConmoJiorus

Teopml U MCTOAWKA OpraHv3alivv JUCTAHIIHUOHHOT' O O6y‘ICHI/I51 B O6pa3OBaTCJIBHLIX OopraHu3anusax

DTHKa U 3CTETHKA TPY/la yUUTEIs

4. INTAHUPYEMBIE PE3YJIbTATbI ObYYEHUS 11O JUCHUIITIMHE

KOI{ H HAMMECHOBAHHEC HHIUKATOPA JOCTHIKCHUSA

Koa n HauMeHoOBaHNEe KOMIETEHIIUN
KOMIIETCHIIMH

YK-1 Crnoco0en OCYLIECTBJIAITH nouck, | YK-1.1  JlemoHCcTpupyeT 3HaHHE OCOOCHHOCTEH
KPUTHYECKHIl AaHAIW3 W CHHTe3 HHQOpMAIWUHU, | CHCTEMHOTO u KPUTHYECKOTO MBIIIICHHYS,

YK-8 Cnocoden co3naBath W mnoagepxkuBath B|YK-8.1  OuenuBaer  (QaxkTopbl  pHCKa,  yMeeT
NMOBCEIHEBHOM JKM3HM W B NpodecCHOHAIBbHOM | 00ecTIeunBaTh JTUYHYIO 0e30macHOCTh "

B PE3YJIbTAaTC OCBOCHHA NUCIUIIIINHBI 06yqafomm71c>1 JOJDKCH:




3HATb:

JEMOHCTPUPYET 3HaHUE
OCOOCHHOCTEH  CHCTEMHOT0 |
KPUTHYCCKOTI'O MBIIIIJICHUA,
apryMEHTUPOBaHHO  (opmupyer
COOCTBEHHOE CYXKJEHHWE U OICHKY
nH(popManumy, MIPUHUMAET
000CHOBaHHOE peIIcHHeE;
MIPUMEHSIET JIOTUYecKue (Gopmbl U
MPOIIC Y PHI, crocoOeH K
peduekcun 1o MOBOJY
cOOCTBEHHOMU u qyKOU
MBICITUTEIBHON NeSITeNIbHOCTH,
aHATM3HPYET UCTOYHUKHU
uHpopMauu c LENbIO

BBISIBJICHUS MX MPOTUBOPEUUN H
IIOMCKa JOCTOBEPHBIX CY)KICHUH;

QHAIN3UPYET  COLUOKYJIbTYPHbBIE
pasinyMs  COLMANbHBIX  TPYII,
ONMMpasick Ha 3HAHME OTaloB

UCTOpUYECKOTrO pa3Butus Poccun
B KOHTEKCTE MHPOBOM HCTOpUH,
COLIMOKYJIBTYPHBIX TpaaguLun
MHpa, OCHOBHBIX (PUIOCOPCKUX,
PEJINTHO3HBIX " ITUYECKUX
YUEHMUI; JEMOHCTPUPYET
YBOKHUTEIBHOE  OTHOLIEHUE K
HUCTOPUYECKOMY  HACIECIUI0 H
COLIMOKYJIBTYPHBIM TpazuLUsaM
OreuectBa; KOHCTPYKTHBHO
B3aMMOJCHUCTBYET C JIIOJBMHU C
y4€TOM HUX  COIIMOKYJBTYPHBIX
ocoOeHHocTe B LEJSIX
YCHELIHOTO BBITNIOJTHEHUSI
npoecCHOHaNIbHBIX  3a7ady M|
COLIMAJIBHOW MHTETpaLuu.

yMeThb:

JEMOHCTPUPYET 3HAHHE
ocobeHHOCTeH CUCTEMHOTO u
KPUTHUYCCKOI'O MBIIIJICHUA,
apryMEHTUPOBAHHO ¢dopmupyer
COOCTBEHHOE CYXJCHHE M OLEHKY
uHpOpMaIuy, MPUHUMACT
000CHOBaHHOE pernieHue;
IOpUMEHSIET JIoTH4YecKue (QopMbl U
MIPOLIETYPHI, crocoOeH K
peduexcun o MOBOAY
coOCTBEHHOM u qyKOH
MBICTUTEIILHOM NesITeIbHOCTH;
aHAJIU3UPYET WCTOYHUKHA

UHPOPMALIMU C LEJIbI0 BbISBICHUS
UX  IPOTHBOPEYMH M  IIOHMCKA
JIOCTOBEPHBIX CYKICHMI;
AHAIN3UPYET COLIMOKYJIbTYPHBIE
pa3auuus  COLUMANbHBIX  TPYII,
ONMpAsCh HAa  3HAHUE  JTAIOB
UCTOpHUYECKOro passutus Poccuu B
KOHTEKCTE  MHPOBOM  HUCTOPHH,
COLIMOKYJIBTYPHBIX TpaauLun
MHUpPA, OCHOBHBIX (QHIOCO(]CKHUX,
PEJINTHO3HBIX " ITUYECKUX
YUECHUI; JEMOHCTPUPYET
YBa)XXKUTEIIBHOE OTHOILICHHE K
HUCTOPUUYECKOMY HACJICIUIO u
COLIMOKYJIBTYPHBIM TpasuLUsAM
OreuectBa; KOHCTPYKTHBHO
B3aUMOJACHUCTBYET C JIIOABMH C
Y4€TOM  HMX  COLMOKYJBTYPHBIX
0COOEHHOCTEH B LEISIX YCHELIHOrO
BBITIOJTHEHUST ~ TIPO(ECCHOHATBHBIX
3a/1a4 U COLIMAJIbHOM MHTErpaly.

BJIA/I€Th:
JIeMOHCTPHUPYET 3HaHUE
0COOEHHOCTEH  CHUCTEMHOI0 |
KPUTHYCCKOTI'O MBIIIJICHUA,
apryMeHTHpPOBaHHO  (opmupyet
COOCTBEHHOE CYXJECHHUE U OICHKY
UHpOpMaLuy, OpUHUMAET
000CHOBaHHOE peIIeHueE;
NpUMEHSIET JIOTHYeCKue (HOpMblI U
MPOLIETYPHI, crocoOeH K
peduexcun o HOBOJLY
coOCTBEHHOMU u qyKOU
MBICIIUTEIBHOM NesITebHOCTH;
aHaJM3UpPyeT WCTOYHHUKU
UHpOpMaLUU c LENbI0

BBISIBJICHUS MX IPOTUBOPEUYUN H
IIOMCKA JOCTOBEPHBIX CYXKICHUU;

AQHAJIU3HUPYET  COLMOKYJBTYpPHBIE
pasnuyus  COLUMAIBHBIX TPy,
ONMpasCh HA 3HAHHWE DTaIloOB

UCTOpUYECKOT0 pa3Butusi Poccun
B KOHTEKCT€ MHPOBOH HCTOpPHH,
COLIMOKYJIBTYPHBIX TpaguLIui
MHUpPA, OCHOBHBIX (UIOCOPCKUX,
PETUTHO3HBIX U TUYECKUX
YUECHMUI; JEMOHCTPUPYET
YBOKUTEIbHOE  OTHOLIEHHE K
UCTOPUYECKOMY  HACIEOUI0 U
COLIMOKYJIbTYpPHBIM TpagULUAM
OrteuecTBa; KOHCTPYKTHBHO
B3aUMOJICHCTBYET C JIIOJbMH C
YU4E€TOM HUX  COIHUOKYJBTYPHBIX
ocobeHHocTe B HeJsx
YCIICIITHOTO BBITTOJTHEHHSI
npoecCHOHANIBHBIX  3a7ad |
COLIMAJIBHOW MHTETPaLiu.

5. OFbEM YUEBHOM JUCHUIIJIMHBI M BUJIbl YAEBHOM PABOTHI




OO61mas TpyA0eMKOCTh TUCIUIUIMHBI COCTABIACT 2 3aueTHbIe (-bIX) eauHuIl (-b1) (72), BKItOUYas

MIPOMEXYTOUHYIO aTTECTALIUIO.

PacnpeneneHune 4yacoB AUCLUNINHBI MO cemecTpam

Cemectp
(<Kypc>.<Ce 7@
MCCTp Ha Uroro
Kypce>)
Henens 15 4/6
Bun zamsttiitr | vo | pno | vo PII
Jlexmum 16 16 16 16
[Ipaktuueckue 20 |20 |20 |20
Konrakrnas padora (0,3 (0,3 (0,3 [0,3
HA MPOMEXKXYTOYHYIO
aTTECTALHIO
Uroro aya. 36 36 36 36
KonraktHas padora | 36,3 (36,3 | 36,3 | 36,3
Cawm. pabora 35,7 | 35,7 | 35,7 | 35,7
Uroro 72 72 72 72

6. COJEP’KAHUE JUCLMUILIMHBI IO PA3IEJIAM (TEMAM) M BUJAM 3AHSITHIA

Kon HaumeHoBaHUe pa3/iesioB U TEM /BH]I Cemectp | Uacos | Kommneren- | Jluteparypa ITpumeuanue
3aHATHSA 3aHATHSA/ / Kype 107071
Pasgen 1. ObecneyeHue
WHPOPMaLMOHHOWM BesonacHocTu
rocyfapcTea v obLiecTsa

1.1 Kubepb6e3omacHOCTh cucremMe 7 0
HaIlMOHATBHOMN 0€30macHOCTH
P® /Tema/

1.2 | KubepOe3zonacHOCTh cucTeMe 7 2 | VK-1.1 JII.1 JI1.2
HallMOHATBHOM 0€301macHOCTH VK-1.2 JI1.3
P® /Jlex/ YK-1.3

VK-8.1
VYK-8.2

1.3 Kubepbe3onmacHocTh B cucteme 7 2 | VK-1.1 JI1.1 JI1.2
HalMOHAJILHOU 0€e30IacHOCTH VK-1.2 JI1.3J11.4
PO /Tip/ VK-1.3

VYK-8.1
VK-8.2

1.4 |KubepOe30macHOCT, B CHCTEME 7 2 | VK-1.1 J.1 JI1.2
HaIMOHATBHOMN 0€30macHOCTH VK-1.2 JI1.3J11.4
PO /Tlp/ VK-1.3

YK-8.1
VK-8.2

1.5 /Cp/ 7 4

1.6 | KubepnpecrymuieHus npoTUB 7 0
JUYHOCTH, obmecTBa
rocyJapcTna

/Tema/

1.7 Kubepnpecrymienus MPOTHUB 7 2 | VK-1.1 JI1.1 JI1.2
JIMYHOCTH, oOmrecTBa VK-1.2 JI1.3J11.4
rocynapcTsa /JIex/ VK-1.3

YK-8.1

YK-8.2




1.8 Kubepnpecrymienus IIPOTHUB VK-1.1 JI1.1 JI1.2
JIMYHOCTH, ob1mecTBa i VK-1.2 JI1.3J11.4
rocynapctsa /I1p/ VK-1.3

VK-8.1
YK-8.2

1.9 | Kubepnpectymuienus MPOTHB YK-1.1 JII.1 JI1.2
JIMYHOCTH, oO1IecTBa u VK-1.2 JI1.3J11.4
rocynapctsa /I1p/ VK-1.3

VK-8.1
VK-8.2
1.10 | /Cp/
Paspen 2. lNMoHaTve wHopmaummn u
MHopMaLMOHHas 6e3onacHOCTy

2.1 CoBpemeHHOe
KUOEpIpOCTPaHCTBO
TexHuka 0e30MacHOCTH B
KuOepnpoCTpaHCTBE

/Tema/

2.2 CoBpeMeHHOe YK-1.1 JI1.1 JI1.2
KHOEpIPOCTPAHCTBO TexHuka VK-1.2 JI1.3J11.4
0e30macHOCTH B VK-1.3
kubepnpoctpancTse /JIek/ VYK-8.1

VK-8.2

23 CoBpeMeHHOE VK-1.1 J1.1 J11.2
KHOEpIpoCTPaHCTBO TexHuka VK-1.2 JI1.3J11.4
0e30MacHOCTH B VK-1.3
kubeprpoctpancTse /Jlex/ YK-8.1

VK-8.2

2.4 | CoBpeMeHHOE YK-1.1 JII.1 JI1.2
KUOEepIpOCTPaHCTBO TexHuka VK-1.2 JI1.3J11.4
0€301acHOCTH B VK-1.3
kubeprpoctpanctse /I1p/ VK-8.1

VK-8.2

2.5 CoBpeMeHHOe VK-1.1 JI1.1 JI1.2
KHOEepIpoCTPaHCTBO Texnnka VK-1.2 JI1.3J11.4
6e30macHOCTH B VK-1.3
kubeprpocrpanctse /I1p/ VK-8.1

YK-8.2

2.6 /Cp/

2.7  |IIpoGnemsl WnTepner-
3aBHCUMOCTH,
kubepOymara /Tema/

2.8 |IIpoGnemsl HHurepHeT- VK-1.1 J1.1 J11.2
3aBUCUMOCTH, VK-1.2 JI1.3JI1.4
kubepOymHra /Jlex/ VK-1.3

VK-8.1
VK-8.2

2.9 [Tpobnembr Nurtepuer- VK-1.1 JIL.1 JI1.2
3aBHCHUMOCTH, VK-1.2 JI1.3711.4
kuOepOyumara /Jlex/ VK-1.3

VK-8.1

VYK-8.2




2.10 | IIpobaembl HHuTepHeT- 7 2 | VK-1.1 J1.1 J1.2

3aBHCUMOCTH, VK-1.2 JI1.3J11.4
kubepOyimra /I1p/ VK-1.3
VK-8.1
VK-8.2
2.11 |IIpobGiembr WHTepHeT- 7 2 |VK-1.1 JII.1 JI1.2
3aBUCHUMOCTH, VK-1.2 JI1.3J11.4
kubepOyunra /I1p/ VK-1.3
VK-8.1
VK-8.2
2.12 /Cp/ 7 8
2.13 |[Metoxasl oOecrieueHus 7 0

6e3onacuoctu IIK u HHTepHera.
Bupycso! u antuBupycel /Tema/

2.14 | Metonas obecrieueHus 7 2 | VK-1.1 JI1.1 JI1.2
0€30MacHOCTH [IK u VK-1.2 JI1.3J11.4
Wurepuera. /Jlex/ VK-1.3

VK-8.1
VK-8.2

2.15 | Bupycsl u antuBupycsl /Jlex/ 7 2 | VK-1.1 J1.1 JI11.2
YK-1.2 J1.3J11.4
VK-1.3
VK-8.1
YK-8.2

2.16 |Metonasl oOecrieyeHus 7 2 | VK-1.1 JIT.1 JI1.2
6e3omacuoctu [IK u HHTepHeTa. VK-1.2 JI1.3J11.4
Bupycs! u antusupycsl /Ip/ VK-1.3

VK-8.1
VK-8.2

2.17 | Metoasl obecrnieueHus 7 2 | VK-1.1 J1.1 JI1.2
oesonacHoctu IIK m WnTepHera. VYK-1.2 JI1.3J11.4
Bupycs! u antusupycs! /I1p/ VK-1.3

VYK-8.1
VK-8.2
2.18 | /Cp/ 7 9,7
2.19 | /KIIA/ 7 0,3

* - Tema u3ydaercs ¢ y4eToM MPoPeCCHOHATBHON HANIPABICHHOCTH
[Tnans! npoBeAeHNs YYEOHBIX 3aHATHUH OTPaKEHBI B OIIeHOUHBIX MaTtepuanax ([Ipunoxenue 2.).

7. KOHTPOJIb KAYECTBA OCBOEHUSA JNUCHUIIVIMHbI

Kontpons kauecTBa ocBOeHUsI yueOHOr0 MaTepurasa 1o AUCHUIUIMHE TPOBOAUTCA B (hOpMe TEKYIIETro
KOHTPOJIS yCTIEBAEMOCTH 1 TIPOMEXYTOYHON aTTEeCTalliu B COOTBETCTBUU ¢ «llonoxkenuem o popmax,
NEPUOANYHOCTH U TIOPSAKE TEKYIIET0 KOHTPOJIS YCIeBAEMOCTH M MMPOMEKYTOUHOM aTTeCTalluu
obyuaromuxcs B [IBOY BO CITIN u ero ¢punnanaxy.

Jlng arTectanuu 00y4aroImUXCsl HA COOTBETCTBUE MX MEPCOHAIBHBIX JOCTHKEHHUM TpeOOBaHUSIM
00pa3oBaTeNbHON MPOTrPaMMBI UCTIONB3YIOTCS OLEHOYHbIE MAaTepHAIIbl TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH
U IpoMexxyTouHoi attectaruii (IIpunoxenue 2).

YpoBenb chopMUPOBAHHOCTH KOMIIETEHIIMHU

chopmupoBana copmupoBana B copmupoBana

He chopMHpPOBAHA
YACTHYHO eJIOM TOJTHOCTHI0

«He 3auTeno» «3auTeHo»




«HeyIIOB.HeTBOPI/ITeJ]bHO»

«YIIOBJ'leTBOpHTeJII)HO»

«Xopouio»

«OTanuHo»

Onucanue KPUTEPHEB OLICHUBAHUA

OO0yyaromumiics
JIEMOHCTPHPYET:

- CYLIECTBEHHbBIE
npoOensl B 3HAHMSX
yueOHOT0 MaTepuana;

- JIOITY CKAtOTCS
MPUHIUITHATIEHBIS
OomMOKA TIpU OTBETE Ha

OCHOBHBIE BOIIPOCHI
owiera, OTCYTCTBYET
3HAHHE M  IIOHMMAaHHE
OCHOBHBIX  TOHSTUH H
KaTeropuii;

- HEMOHMMAaHNe
CYILIHOCTHU
JIOTIOTHUTEIbHBIX
BOIIPOCOB B paMKax
3aJaHnil OneTa;

- OTCYTCTBHUE  YMEHUSA
BBITIOJTHSTH
MIPaKTUYECKUE  3aJaHUA,
MIPeyCMOTPEHHbIE
IIpOrpaMMoin
JUCIUIINHBL,

- OTCYTCTBHE TI'OTOBHOCTH
(cmocoOHOCTH) K
JUCKYCCUM WM HH3Kas

CTCIICHb KOHTAaKTHOCTH.

OO0yuarommiics
JEMOHCTPHUPYET:

- 3HAHUS TEOPETHUYECKOTO
MaTepuaa;

- HENOJIHblE OTBETHl Ha
OCHOBHBIE BOIIPOCHI,
OIIINOKHU B OTBETE,
HEJ0CTATOYHOE
IIOHVMAaHHE CYLIIHOCTHU
M3JIara€MbIX BOIIPOCOB;
- HEYBEPEHHbBIE
HETOYHBIE  OTBETHI
JIOTIOJTHUTEIIbHBIE
BOTIPOCHI;

- HEJ0CTaTOYHOE
BIIQJICHUE  JIUTEPaTypoil,
PEKOMEHOBAHHOM
IpOrpaMMoi
JUCUUTIIINHBI;

- ymeHue 06e3 TpyOBIX
OLIOO0K peuarhb
MIpaKTHYECKUE 3aJaHMs.

n
Ha

OO0yuarommmiics
JEMOHCTPHPYET:

- 3HAHWEC M TOHMMaHUEC
OCHOBHBIX BOIIPOCOB
KOHTPOJIMPYEMOTO
obbeMa  MPOTPaMMHOTO
marepuaa,

- TBEpPJIbIC 3HaHUS
TEOPETUIECKOTO
Marepuaa.

- CIIOCOOHOCTH
yCTaHaBJINBATh u
OOBSICHATD CBSI3b
NPakTHKH W TEOPHH,

BBISBIIATH NPOTUBOpEUNS,
npoOJeMbl U TEHIEHIUU
pa3BUTHS;

- MIPaBUJIHHBIC u
KOHKpETHbIE, 0e3 rpyObIx
OmuOOK, OTBETHI  Ha
MOCTaBJIEHHBIE BOIIPOCHI;

- yMEHUe pemaThb
[IPAKTUYECKUE  3aJlaHus,
KOTOpBIE cienyer
BBIIOJIHUTD;

- BIIAJIcHHE OCHOBHOU
JIUTEPATYPOH,
PEKOMEHOBAHHOM
IIPOrpamMMou
JUCLUTIIINHBI;
Bo3MoxHBI
HE3HAYNUTEIIbHbIE
HETOYHOCTHU B
PacCKpBITUM  OTAEIIBHBIX
IIOJIOKEHU I BOIIPOCOB
ouiera, MIPUCYTCTBYET
HEYBEPEHHOCTD B
OTBETax Ha
JOTIOJIHUTEIbHBIE
BOIIPOCHI.

OO0yuarommmiics
JEMOHCTPHPYET:

- riry0okue,
BCECTOPOHHHE u
apryMEeHTUPOBAaHHBIC
3HAHUA MIPOTPaMMHOTO
MaTepuana;

- NOJIHOE TOHHUMAaHHE
CYIIHOCTH 51
B3aMMOCBS3U
paccMaTpUBaeMbIX
MPOIECCOB W SIBJICHUM,
TOYHOE 3HAaHHUE
OCHOBHBIX TIIOHSATHH B
pamKax 00CYyKIaeMBIX
3aJlaHHi;

- CIIOCOOHOCTH
yCTaHABJIUBATh 51
O0OBICHATH CBSI3b
MIPAKTHKH U TCOPUH;

- JIOTUYECKHU
MOCJIeIOBATEIIbHEIC,
cojiepxKaTelbHbIe,
KOHKPETHBIC 51

HCYEPIBIBAIOIINE OTBETHI
Ha Bce 3amaHus Ouiera, a
TaKKe JOIOJIHUTEILHBIE
BOTIPOCHI IK3aMEHATOPA,

- yMEHHE pemiarthb
MIPAKTHYECKUE 3aTaHHS;

- Hajgu4he COOCTBEHHOM

000CHOBAaHHON  TIO3UIUU
1o 00CyX/1aeMbIM
BOTIPOCAM;

- cB00OOIHOE
UCIIOJIb30BaHUE B
OTBETax Ha  BOIPOCHI
MaTepHajoB
PEKOMEHI0BaHHOM
OCHOBHOU u
JOTIOTHUTEIHHOU
JTUTEPATYPHI.

8. YA EBHO-METOANYECKOE OBECIIEYEHHME JUCHUIIJIMHbBI

y‘le6HO—MCTOI[I/I‘IeCKOC obecneyenne JUCHUITIIIMHBI BKIIFOYACT pa6oqy10 nporpamMmmy IUCHUIIINHEIL,

MCTOAUYCCKUEC MAaTCpUaJbl,

OICHOYHBIC MaTCpHAJIbI.

Y4eOHO-MeToInYecKoe 00ecrieueHIe CaMOCTOSATEIBHOM PaboThl 00YYaONIMXCs BKIIOYACT: YUYCOHUKH,
y4eOHbIe TOCOOUs, IEKTPOHHBIE 00pa30BaTEIbHBIE PECYPCHI, METOAMUYECKHE MaTEPHAIIBI.

CamocrosTenbHas paboTa 00y4aronuxcs sSBIsieTcsl GopMoit OpraHu3aluy 00pa3oBaTEIbHOTO
npoliecca 1o AUCIUIUIMHE U BKIIOYAET CIETYIONINE BUIBI JEATEIbHOCTH: OUCK (IMTOA00pP) 1 0030p
HAYYHOH M y4eOHOM JIUTEPaTyphI, SJICKTPOHHBIX HCTOYHHUKOB HH(OPMAITUH 110 U3y4aeMoii TemMe; paboTa ¢




KOHCIIEKTOM JIEKIHH, SIEKTPOHHBIM YYEOHUKOM, CO CIIOBAPSIMU U CIIPAaBOYHUKAMH U JIp. HCTOUHUKAMHU
nH(popmMannu (KOHCIIEKTUPOBAaHUE); COCTABJICHUE TUIaHA U TE3UCOB OTBETA; MOATOTOBKA pedepara;
BBIITOJIHEHUE TBOPUECKHUX 33aHUHM U MIPOOJIEMHBIX CUTY-allMii; TOATOTOBKA K KOJUIOKBHYMY,
co0ece10BaHuUI0, IPAKTUYECKUM 3aHATHSAM; MOATOTOBKA K 3aYETY U SK3aMEHY.

9. MIEPEYEHb OCHOBHOM 1 JIONOJIHUTEJIbHOM JINTEPATYPHI

9.1. Pexomenayemasi Jutepatypa

9.1.1. OcHoBHas1 IUTEpaTypa

J1.1

Tony6un P. B., Ucakopa U. A., Kopotsimes A. I1., Kocapesa H. C., Peixtuk I1. II.
KubepOe3omnacHocTh NOAPOCTKOB B c€TH MHTEpHET. [IpoTuBoneiicTBUe Kubepyrpo3am
[DnexTponHBI pecypc]:yuyebHo-MeToanueckoe mocodue. - Hwkuauit Hopropoa: HHI'Y um. H. U.
JloGaueBckoro, 2022. - 65 c. — Pexxum noctyna: https://e.lanbook.com/book/283286

J1.2

Tpodumona H. b., becnanenko E. M. Kubepbe3onacHocTb: nHpopManoHHas 6€30MacHOCTb
oOyuaromuxcs B cetu ateprer. [Ipodunakrrka CynunaibHbIX PUCKOB y IETEH U MOJAPOCTKOB
[DneKTpOHHBIN pecypc]:yueOHO-MeToAnYecKoe MoCcoOue sl 00YYarOIINXCsl B MATUCTPAType 0
HanpasieHuto noArotoBku 44.04.02 ncuxosoro-negarornyeckoe oopazoBaHue, npoduib
«TICUXO0JIOTO-TIEIArOrMYECKOe COMPOBOXKIEHUE U O€30MaCHOCTh JTMYHOCTH B 00pa30BaHUI»;
44.04.01 nenaroruueckoe oOpazoBaHue, MPoPuIb KTUTHEHA 1 0€30MMaCHOCTh 00pa30BaTEILHOTO
npocTpancTBay. - Boponex: BITIY, 2022. - 68 c. — Pexxum nocrtyna:
https://e.lanbook.com/book/317732

J1.3

Banuna A. I, Opén /1. B., Aaukyes C. B. IlepconanbHas knbep0e30macHOCTb: KypcC JeKIUH
[DnexrponHbIi pecypc]:yuedHoe mocodue. - CtaBpononb: CKOVY, 2022. - 137 ¢. — Pexxum noctyma:
https://e.lanbook.com/book/386636

JI1.4

AxaeBa A. A., Maromenosa 1. I, Paguenxo T. B., [mo6enko O. A., Aprémosoii C. B., Unbsaryesoit
A. A. Kubep6e301acHOCTh: TEXHUYECKUE U TIPABOBBIC aCMEKTHI 3auThl nHPpopManun. COOpHUK
Hay4HbIX Tpya0B: | HanmonansHast HayyHO-IipakTHuecKast koHpepeHuus (r. Mocksa, 2426 mas
2023 r.) [DnexrponHsIil pecypc]:. - Mocksa: PTY MUPOA, 2023. - 319 c. — Pexxum gocryna:
https://e.lanbook.com/book/398231

10.1 MuTepHeT-pecypcsnl (0a3bl JaHHBIX, HHGPOPMAIIMOHHO-CIIPABOYHbIE
CHCTEMBbI M JP.)

OBC «Jlanby https://e.lanbook.com
HarmonanwsHas anekTponHas oubmmoreka (HOB) https://rusneb.ru
OBC «lOpaiit» https://urait.ru

OBC «OKypHasbHBIH 3a)1»: pyCCKUH TOJICTHIN
KYPHAJI KaK 3CTeTHYECKUil (peHoMeH

https://magazines.gorky.media

«OnexrponHas 6ubmmoreka UMJIN PAH»

http://biblio.imli.ru

«9nexrponHas oubamorexa MPJIN
PAH» (Ilymkunckuii lom)

http://lib.pushkinskijdom.ru

Hayunslii apxus

https://nayunsritapxus.pd

OBbC «Ilenaroruveckas OMOINOTEKAY http://pedlib.ru
3BC «AiOykc.py» https://www.ibooks.ru
Hayunas snextponnas 6ubnuoreka eLibrary.ru https://elibrary.ru

ObC bykonnaim https://bookonlime.ru
Hayunas snekrponHast 6nbaroTeka https://cyberleninka.ru/
«Kubeprenunka»

[ocynapcTBeHHas MyOIMYHAs HAYYHO-TEXHUYECKast
6ubimoteka Poccun. Pecypcrl OTKpBITOTO T0CTyTIa

http://www.gpntb.ru/elektronnye-resursy-
udalennogo-dostupa/1874-1024.html

bubnmoreka akanemun Hayk (BAH). Pecypcrl
OTKPBITOTO AOCTYTIA

http://www.rasl.ru/e_resours/resursy otkrytogo dost
upa.php




10.2. IIpogeccuonanbHbIC 023bI JAHHBIX H HHPOPMALNMOHHBIE CIIPABOYHbIE CHCTEMBbI

YHuBepcurerckas nHGOpMalMOHHAS CUCTEMA
POCCHA

https://uisrussia.msu.ru

Ennnoe okHO TocTyma kK 00pa3oBaTeIbHbBIM
pecypcam

http://window.edu.ru/catalog

CJ'IOBapI/I W SHIUKIOIIC AU

https://dic.academic.ru

[Temaroruyeckas macrepckas «llepBoe ceHTIOps»

https://fond.1sept.ru

Caiit Enunoi koyuiekuuu nugpoBbIX
00pa3oBaTeIbHbIX PECYPCOB

http://school-collection.edu.ru

Hammonansnas mnatdopma « OTKpeITOE
o0Opa3oBaHHE»

https://openedu.ru

[Topran «Exunas xomnekius nu@poBbIX
00pa3oBaTeNbHBIX PECYPCOBY

http://school-collection.edu.ru

Poccutiickoe o6pazoBanue. DenepaibHbIN MOPTAI

http://edu.ru

ITopran @enepanbHbIX rOCY1apCTBEHHBIX

http://fgosvo.ru

00pa30BaTeNbHBIX CTAHAPTOB BBICIIETO
oOpa3zoBaHms

Enunas mudposast KoueKusi IepBOUCTOYHHUKOB https://mayunbritapxus.pd
HAYYHBIX pabOT yOCTOBEPEHHOTO KayecTBa

«Hay4Hbli1 apxuB»

[Topran nmpoekra «CoBpeMeHHas U(ppoBas https://online.edu.ru

oOpa3oBarenbHast cpena B POy

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJIMHBI (MO YJIS)

3aHATUSA, TEKyIIMH KOHTPOJb YCHEBAEMOCTH M MPOMEKYTOYHAs aTTeCTalMs [0 JAUCLUILIUHE
MPOBOJATCS B YYEOHBIX ayIUTOPUSAX, YKOMIUICKTOBAHHBIX THIIOBOM MeOenbl0 I OOyYalommuxcs Hu
IpernojiaBaTesnsi, TEXHUYECKMMU W MYJIbTUMEAMWHBIMU  CPEICTBaMH OOy4YeHMs, BKIIOUYEHHBIMH B
JIOKAJIBHYIO CETh By3a U C JOCTYIIOM K HH(POPMAITMOHHBIM pecypcam cetn HTepHeT.

Paboune mecta i1 caMOCTOSTENbHON pabOThl 00YyYaroIIMXCsS OCHAIIEHbl KOMIBIOTEPHOW TEXHHKOH C
MOJNKITIOUEHHEM K ceTh VIHTepHeT ® o0ecredeHbl JOCTYNOM B OJIEKTPOHHYIO HWH(POPMAIUOHHO-
o0pa3oBaTeNbHYIO CpeIy By3a.

KommeroTepHoe 000py/10BaHHE HMEET COOTBETCTBYIOIIEE JTUIICH3HOHHOE MPOTPaMMHOE 00eCIIeYeHuE:

1. [Maker mporpammuoro odecrneueHus obuiero HazHaueHust Microsoft Office (MS Word, MS Microsoft
Excel, MS PowerPoint).

2. Adobe Acrobat Reader.

3. bpay3sep (Internet Explorer, Mozilla Firefox, Google Chrome, Opera u np.).

4. IIporpamMmMa TecTupoBaHusi AWpeH.




ITpunoxenue 1

MeTouuecKyue MaTepHuasbl Mo AUCLUIINHE
« Kubepoe3zonacHocTb»

1. IInaHpl NpakTHYeCKUX PadoT U MeToAHYEeCKHEe PeKOMEeHAAIHH

Tema 1. Kubep6e3omnacHoCTh B cuCTeMe HallMOHaIbHOM Oe3omacHocTy PO

IIpakTH4yeckoe 3ansaTHe 1.1.

Borpocs! fy1s1 06Cy>KaeHust:

1.

kN

'ocynapcTBeHHast IOIMTHKA B 00/1aCcTh KubepOe30racHOCTH KOMITBIOTEPHBIM aTakaM OT
15 guBaps 2013 r.

YronoBHbIi kKogekc PO, pasgen «IIpectymieHus B cdepe KOMIbIOTEPHON UH(POPMaLU».
3amuTa KubeprpocTpaHcTBa rocysapctsoM. KubepsoiiHa.

[TpaBo Ha uHpopmauuio B Koncrtutyuuu PO.

3aiuTa rocyiapcrBa 1 3alura KubepripocTpaHCTBa.

HokTprHa nH(pOpMaIoHHOW 6e301MacHOCTH.

IIpakTH4yeckoe 3ansaTHE 1.2,

Borpocsr ajist o6cyxaeHust

1.

U hAwLN

KubepBoiicka. 3arura KHOepPIpOCTPaHCTBA KaK OZIHA U3 3aZlau BOOPY>KEHHBIX CHJL.
NudopmarronHas BoliHa. iHdopmaljmoHHOe opyKue.

ITaTprOoTU3M U UHTEpHeT.

VHdopmarioHHOe BO3/elCTBYE.

BoeHHas, rocyjapcTBeHHasi, KOMMepuecKas TaiiHa.

3allyra CaliTOB rOCyZapCTBEHHBIX OPraHOB (3/IeKTPOHHOE MPaBUTE/ILCTBO).

Tema 2. KuGepnpecrynjieHisi NpOTHB JIMYHOCTH, 0011[eCTBa U roCy/japCTBa

IIpakTH4yeckoe 3ansaTHe 2.1.

Borpocsr ajist o6cyxaeHust

1.
2.

LON A

PeanbHas ¥ BUpTyasibHasi IMUHOCTb.

[Mcuxonoruueckasi oo6craHoBKa B MIHTepHeTe: TpUdUHr, K1bepOy/uIMHT, KnbepMoOOUHT,
TPOJUTHHT, Oy T,

be3onacHasi pabora B ceTd B Tipoljecce CeTeBOM KOMMYHUKALMK (UaTbl, (POPYMBI,
KOH(pepeHLMH, CKaiill, CoLjaibHble CeTH U Mp.).

TepMUHBI CeTeBOr0 3TUKeTa: OBEPKBOTHUHT, (uieiiM, (uiyz, obPTonuk, CMalIuKu U Ap.
[TprMepsbl 3THUECKKX HapyllleHUi. 3HaueHre CeTeBOro STUKeTa.

CobcTBeHHOCTb B IHTepHeTe. ABTOPCKOe TpaBo.

VHTennekTyanbHasi COOCTBEHHOCTb.

[TnartHas v 6ecriaTHasi UH(OpPMaLs.

3amuTa mpaB MoTpeOHTenell TPH WCIO/MB30BaHUM yCiyr KHTepHeT. 3aimra mpaB
roTpebuTesiel ycayr rpoBaiigepa.

IIpakTH4yeckoe 3aHsATHE 2.2.

Bomnpoch! st 06cy>kaenust

1.
2.

3.

OTBETCTBEHHOCTh 38 MHTEPHET-MOLLIEHHUYECTBO.

[TpaBoBble  akThl B  oOOsacTi  WHGOPMALMOHHBIX  TEXHOJNOTMHA W 3allWTh
KkubepripoctpaHcTBa. OTBETCTBEHHOCTD 3a KHOEPIpecTyTieHUs..

KoHCTUTYLIMOHHOEe TIpaBO Ha IIOMCK, TOAy4YeHHWe U paclpocTpaHeHHe WH(OPMaLUH.
@epepanbHbIi 3aK0H 0T 29.12.2010 Ne 436-D3 (peg. ot 28.07.2012) «O 3amure feTeit oT



v

®

WHpOPMaLHY, TIPUUYHMHSION[EN BpeJ UX 3/I0POBBI0 U Pa3BUTHIO» (JeicTByeT C 1 ceHTsOps
2012 ropa).

VHdopmalioHHOe 3aKOHOaTe/IbCTBO PD.

3akoH P® «O6 nndopmaiu, THPOPMALIMOHHBIX TEXHOIOTHSX U O 3alluTe UHPOPMaLUn».
YronoBHas OTBETCTBEHHOCTb 3a CO3[aHHe, MCIO0Jb30BaHWE U  PacnpoCTpaHeHue
BPEIOHOCHBIX KOMITbIOTepHbIX rporpaMm (cT. 237 YK P®). IIpaBoBasi oxpaHa nporpaMm
st OBM u B[l. Kommepueckoe I10. becrinatHoe IO (FreeWare, Free, Free GPL,
Adware), ycnoBHo-6ecriiatHoe 10 (Trial, Shareware, Demo).

[IpaBOBBIE OCHOBBI /1JIs1 3ALLUTHI OT CI1aMa.

[TpaBoBass oxpaHa miporpamMm jiasi ODBM u B[. JlunensuonHoe I10. Bupgwl nviieH3ui
(OEM, FPP, kopriopatvBHble nutieH3uu, nogmnucka). I10O ¢ otkpeiteiM KogoM (GNU GPL,
FreeBSD).

[TpaBo Ha MH(OpPMaLMIO, Ha COKPBITHE JJaHHbIX, KaTeropuu WH(OpMAaLHH.

[TepcoHanbHble U 0OIEOCTYNHbIE J[aHHble, OrpaHWYeHHbIA [JoCTyr. 3akoH «O
NePCOHAJIbHBIX [JaHHBIX».

Tema 3. CoBpemeHHOe KnOeprnpocTpaHcTBo TexHHKa 0€30macHOCTH B KHOEePIIPOCTPAHCTBe
IIpakTH4yeckoe 3ansaTHe 3.1.
Bomnpoch! 15t 06cy>kaenust

1.

2
3.
4

vl

® N

MoriieHHHYecKue feficTeust B ViHTepHeTe. KubeprpecTyrieHus

CeteBoii 3TUKeT. [Icuxo/10rus u ceThb

[TpaBOBBIE ACMEKTHI 3aL[UTHI KUOEPIIPOCTPaHCTBA
OnnaiiH cepBuchbl 18 0€30MaCHOCTH TIONb30BaTesisi B WH-TePHeTe (TPOBepKa
KOMIblOTepa W (haiiJIoB Ha BUPYChl OHJ/IAMH, OHJAWH [eaKTHBaLUs SMS-BHUPYCOB,
NpOBepKa CaiiTa Ha BWPYChI, TIpoBepka (haiiioB 1o e-mail, ompezpenenue azpeca
CTpaHuLpl, TpoBepka croumoct CMC u ap.).
Hactpotiiku 6e301acHOCTH TIOYTOBBIX MPOTPaMM.
3arura B MOMCKOBBIX CHCcTeMaX ((pUIbTPHBI /Jisi OrpaHUUEHUS TTOTEHI[U-aIbHO OTMAacHOTO
COZlep>KUMOrO0).
HacTtpoiiku 6e3omacHocTtu Be6-6pay3epos (Internet Explorer, Firefox u T.11.).
DJIeKTPOHHas TI0UTa U CUCTeMbI MTHOBEHHOTO 0OMeHa COOOIeHUSIMH.
Hacrpoiiku 6e3omacHoctu Ckaiir, ICQ u nip. Crioco6wl ob6ecrieueHusi 6€30MacHOCTH BeO-
cauTa.

10. Kubepnpectyrienusi. Buibl MHTepHeT-MollleHHUYecTBa (MMChbMa, peK-jaMa, 0XOTa 3a

JIMYHBIMU JAHHBIMU U T.1.). OmlacHOCTH MOOUIbHOU CBsi3u. [Ipe/iyio)keHus 10 yCTaHOBKE
BpPeJJOHOCHBIX MPU/IO’KEHUM.

11. Momiennnueckue CMC. YTeuka u 00OHapo/iOBaHWe JIMUHBIX JaHHBIX. I[lombop u

repexBarT NapoJien.

12. B3/10MBI aKKayHTOB B COLJMA/IbHBIX CeTAX. Buzpl MomeHHuyecTsa B VIHTepHeTe. DUILIMHT

(papmuHr). A3apTHbIE UTpBI.

13. Jloxxuele aHTHBHUpYCHI. IlogmeHa CTpaHWI] B MHTepHeTe (CauTbI-K/IOHBI). DasblIMBbIE

daiiioobMeHHUKHU.

14. DneKTpOHHBIN KomieneK. MoIeHHHUeCTBO MPY pacrpocTpaHeHuH «becrimatHoro» I10.
15. TexHosioruu MaHuny/IMpoBaHusi B VIHTepHeTe.
16. Tb nipu HHTEpHEeT-00IIeHNH.

IIpakTH4yeckoe 3anATHE 3.2.

Borpocsr ajist o6cyxaeHust

1.

2.
3.
4

TP ripu perucTpanyy Ha Beb-caiiTax.
KomrmsroTepHoe nupaTcTBo. [laruar.
KubepHaeMHUKY 1 KHOEP/I€TEKTHBBI.
OtueHka yiep6a oT KubepripecTyTiieHHH.



WnrtepHet-3THKeT. [IpaBusa obienus B IHTepHeTe.
OCHOBBI CeTeBOro 3TUKeTa.

ITepemnucka B ceTu.

[TpaBuna noBeseHus B ckarine. dopym.

OOI1eHye B CETH U ero TMoC/e/ICTBYSI.

10. Arpeccusi B ceTH.
11. AHOHUMHOCTbB B CeTH.
12. Bugpl 3THKeTa (JIMYHBIM, [1€/10BOM, MUCbMEHHBIM, JUCKYCCHUOHHBIM U Tp.). Pasnuuus

5THKeTa B pa3HbIX CTpPaHax.

13. Dtuka guckyccuii. BzaumMHoe yBa)keHHe TIpU WHTePHEeT-00IIeHHH.
14. 3TukeT 1 6€30MaCHOCT.

Tema 4. IIpo6/1embl VIHTepHeT-3aBHCMMOCTH, KHOepOy/I/TMHTa
IIpakTH4yeckoe 3aHsaTHe 4.1.
Bomnpoch! 15t 06cy>kaenust

LN RN

f—
e

12.
13.

14.
15.
16.

['rrvena KomribroTepa.

KowmrisroTep 1 KpoBooOparieHue.

[Tonb3a v BpeJ; KOMIIBIOTEPHBIX UTP.

Kowmmnsrorep u 30XK.

dusnyeckoe U ICUXUYECKoe 340pOBbe.

[TpaBusia noBesieHYsI B KOMIIBIOTEPHOM KJjlacce.

WuTepHeT B cucTemMe 6€30MacHOCTH.

TexHrka 6e30macHOCTH IpH paboTe C KOMIIBIOTEPOM.

KomrbroTep ¥ MOOU/IbHBIE YCTPOMCTBA B Upe3BbIYaMHBIX CUTYaLIUsIX.

MegnuyHckas nHbopmauusi B ViHTepHeTe. KommbioTepsl ¥ MOOW/IBHBIE YCTPOWCTBA B
5KCTpeMa/lbHbIX yC/I0BUSX.

BosgeiicTBue painoBO/H Ha 3710pOoBbe U oKpy»katolyto cpeny (Wi-Fi, Bluetooth, GSM).
Kowmriekc yripaykHeHU# mpy paboTe 3a KOMITbIOTEPOM.

Bo3speiictBue Ha 3penve DJIT, KUAKOKPUCTA/VIMUECKUX, CBETOAUOHBIX, MOHOXPOMHBIX
MOHUTOPOB.

Kommerotep B pexxumMe TpyZa U OTAbIXA.

BivsiHMe KoMIbrOTepa Ha pelpoAyKTUBHYIO CUCTEMY.

Bpeanbie ¢hakTOpbl paboThI 32 KOMITBIOTEPOM M UX TIOC/IEICTBHSL.

IIpakTH4yeckoe 3anATHE 4.2,

Borpocsr aist o6cyxaeHust

17.

_ =
)

=
A WN

LN W=

Opranu3aiusi paboyero mecra
VHTepHeT-co00I111eCTBO.
MHTepHeT-3aBUCUMOCTb.
CouuanbHele ceTy. [leTcKue coLyanbHble CeTH.
BupryanpHas IMYHOCTB.
3aBUCUMOCTb OT VIHTepHeT-0011IeHusI.
PasBneuenus B VIHTepHerTe.
[Tpu3Haky UTPOBOM 3aBUCHMOCTH.
CeTeBble UIDBL.
Caiitbl 3HakKoMcTB. 307K 1 KOMIBIOTEP.
. Bugpl 3aBucumocTu. [lecTpyKTHBHas MHpoOpMaLys B VIHTepHeTe.
. Bugp! VIHTepHeT-3aBUCUMOCTH.
. Kubepkynbrypa (MaccoBasi Ky/bTypa B CeTH) ¥ TMYHOCTb.
. [Icuxonoruyeckoe Bo3zeicTBUe MH(OPMaLMY Ha yeoBeKa.
. YIIpaB/leHVe JIMYHOCTBIO 4Yepe3 ceTb. VIHTepHeT M KOMIIbIOTEpDHAas 3aBUCHMOCTb

(apgukims).



15.

16.

17.

Kputepun 3aBUCMMOCTH (TIPUOPUTETHOCTb, M3MEHEHUsI HAaCTPOEHHMsl, TOJIePAaHTHOCTb,
CUMIITOM Pa3pbiBa, KOH(JIUKT, PELIU/UB).

TwuIbl UHTEPHET-3aBUCUMOCTH (TIPHCTpacThe K paboTe C KOMITbIOTEPOM, K HAaBUTalLUU U
TOMCKY WH(OPMAI[H, UTPOMAHUS U 37IEKTPOHHbBIE TOKYIIKU, 3aBUCUMOCTh OT CETEBOTO
o01eHus).

Knaccubukaliiyuss MHTepHeT-3aBUCHMOCTEH

Tema 5. MeTo/ib1 o0ecnieuenus 6e3onacHoctu IIK u VintepHera. Bupycbl 1 aHTHBHPYChI

Nk W=

9.

10.
11.
12.

IIpakTH4yeckoe 3ansaTHe 5.1.

KoHTeHT-(punbTpsI.

ITouckoBble cepBepsl.

[Ipu3Haku 3apakeHus1 KOMITbIOTepa.

AHTHUBUpYCHas 3alllUTa.

3auuTa (aiisioB. bezonacHOCTh NMpU CKauMBaHWU (DansioB.

3aiuTa NporpaMm 1 ZIaHHbIX OT HeCaHKIIMOHMPOBAaHHOI'O KOITMPOBAHMS.
OpraHusaloHHble, OpUUUYecKre, NporpaMMHble Y IIPOrpaMMHO-arapaTHble Mepbl
3aLUTBL.

3amuTa MporpaMM U J@HHbIX C TOMOLIbIO TapoJsieid, TPOrPaMMHBIX M 3/I€EKTPOHHBIX
KJIIOUeM, CepUMHBIX HOMEPOB, [IepeH0Ca B OHJIaWH U T.I1.

HernepemelijaemMsle porpaMmsl.

3ammTa OT KOMMPOBAaHUs KOHTEHTA CauTa.

Ncrounrku 3apaxenus [1K.

AntusupycHoe I10, Bujb1 1 Ha3HaueHWe. MeTo/bl 3alUThl OT BUPYCOB.

IIpakTH4yeckoe 3aHATHE 5.2.

Borpocsr ajist o6cyxaeHust

1.

ek wnN

®

10.
11.
12.

13.

14.

[Tpobnemsbl Ge3omacHocTH MHGPACTPYKTYphl IHTEpHeTa (MPOTOKOJBI MapIIpyTHU3ain
CeTH, CUCTeMa JJOMEHHBIX UMeH, Cpe/iCTBa MapILIpyTHU3aLvy U T.I1.).
[TpoBepka nojyIMHHOCTH (ayTeHTU(UKaLKs) B VIHTepHeTe.
Mepti 6e3omacHocTH Ayis Tiosib3oBatennss WiFi. Hactpoiika 6e3omacHoCTH.
Bupychb! a/151 MOOUIBHBIX yCTPOUCTB (MOOU/IBHBIE OAaHKEPHI U JIP.).
Hactpoiika kommnbroTepa Asisi 6e3omacHoit paboTbl. OmMOKY MoIb30BaTeIsl.
Mepbl  simuHOM ~ 0Oe3omacHOCTM TIpM  ceTeBoM  oOmjeHMd.  I[IpefoTBparieHue
HeCaHKL[MOHUPOBaHHOro AocTtyna K [1K.
[Taponmu, 6romMeTprYecKre MeTO/bl 3alUThl U ayTeHTU(UKAIUS C TOMOILBI0 BHEIITHUX
HOCUTeJIeN.
I[TpocTeie 1 AHAMWYECKH U3MeHSTIoIHecs: Tapod. bopeba ¢ yreukamu nHboOpMaLyn.
CpejcTBa KOHTpOJIs iocTyma. [1paBa nomnb3oBaresieii. CriocoObl pa3rpaHuueHust JOCTYyTIa.
OTnrums BUPYCOB U 3aK/1a/0K.
AHTuBUpYCHBbIe nnporpammsl A1 ITK: ckaHepbl, peBU30pHI U JP.
Hawubonee n3BecTHbIe aHTHBUPYCHBIe TIporpammbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Komwmepueckoe u OecriiaTHoe
antusupycHoe I10.
OwniaiiH cepBUCHI /17151 6€30MaCHOCTH TI0/Ib30BaTe st B UHTepHeTe (TIPOBepKa KOMIbIoTepa
U ¢ailzioB Ha BUPYChl OHJAlH, OH/IAWH JeakTuBalusi SMS-BUpycoB, rpoBepKa caiiTa Ha
BUPYChI, TIpOBepKa (ailioB Mo e-mail, ompezneneHue azpeca CTpaHULbI, IPOBEpKa
cronoctd CMC u zp.).
Hactpoiiku 6e30macHOCTM TIOYTOBBIX TpOrpaMM. 3alljdTa B TIOMCKOBBIX CHCTEMax
(punbTpHI A/ OrpaHUUeHHs TOTEeHLMA/IbHO OMAaCHOTO COZep>KUMOTO).

2. 3ajaHus Jjisi CaMOCTOATETLHOH PadoThI



Tema 1. Kubepb6e3onacHoCTh B cricTeMe Hal[MOHa/MBHOM Oe3omacHocTH PO
[ToaroroBuTh JOKIAZ IO TEMe:

1. WudopmarmoHHas BoiiHa. VIHpopMallMOHHOe Opy»Kue.

2. TlaTpuoTH3M U UHTEpHeT.

3. MHpopmalLMoHHOe BO3/elCTBHE.

Tema 2. KubepripectyriieHusi MPOTUB JINYHOCTH, 00I[eCTBA U TOCYAapCTBa
[ToaroroBuTh AOKIAZ IO TEMe:
1. PeanbHas v BUpTYya/bHas IMYHOCTE.
2. Tlcuxonoruueckasi obcraHoBKa B iHTepHeTe: TpuduHr, kKubepOy/uiMHT, KHOepMoOOUHT,
TPOJUTMHT, Oy TS,

Tema 3. CoBpemeHHOe KnOepripocTpaHcTBO TexHuKa 6e301macHOCTH B KHOepIPOCTPaHCTBe
[ToaroroBuTh JOKIAZ IO TEMe:

1. DJIeKTPOHHBIN KOLIeseK.

2. MoliieHHHYeCTBO TPU pacripocTpaHeHuu «becriyiatHoro» I10.

3. IlpaBuna noBefieHUs B CKaurie.

4. ®opym. [IpaBuna noseseHus

Tema 4. [Ipo6nembl VIHTepHeT-3aBUCUMOCTH, KHOepOyI/TMHra
[ToAroToBUTE OK/IAZ 10 TEME:
1. Bupp! IHTepHeT-3aBUCUMOCTH.
2. KubepkynbTypa (MaccoBasi Ky/IbTypa B CETH) ¥ TMYHOCTb.
3. Tlcuxosoruyeckoe Bo3zelcTBYe NH(OPMaLMK Ha UesioBeKa

Tema 5. MeTtogpl obecrieuenusi 6e3onacHocty [TK u HTepHeTa. BUpychl 1 aHTUBUPYChI
IToaroroBuTh AOK/IA/ 10 TEME:

1. Mepsi 6e3omacHocTH Ayis Tiosib3oBatenss WiFi. Hactpoiika 6e3omacHoCTH.

2. Bupycsl asisi MOOM/TBHBIX YCTPOWCTB (MOOWbHBIE OaHKepHI U Ap.).

3. IIpumepHbIe TeMbl pedepaToB

1. Wudopmarus - dpakTop CyliecTBOBaHUS U pa3BuTUs 001iecTBa. OCHOBHbIE (HOPMBI

TIpOsIB/IeHHsT MH(OPMAIiY, e€ CBOWCTBA Kak 00beKTa 6e301acHOCTH.

[MoHsiTHE Ge30MacHOCTH U eé cocTapstolye. be3onacHOCTh HHGOpPMALUK.

O6ecrieuenne nH(GOPMALIMOHHOW O€30TTaCHOCTH: COflepKaHue U CTPYKTYpa MOHSTHSI.

HaimoHanbHble MHTEpeckl B MH(OPMAaLMOHHOM cdepe.

VcTounuky U cofiep)kaHue yrpo3 B MHGOpPMal[MOHHOM cdepe.

CooTHoIlleHHe MTOHATUM «HMH(bOpPMalLMOHHast 6e30TacCHOCTb» U «HaLMOHAbHas

6e30macHOCTb»

7. Puck paboThbl Ha MepcoHaILHOM KoMIibioTepe. [lnaHrpoBaHue 6e30macHo paboThl Ha
NepCOHa/IbHOM KOMIIBIOTEDE.

8. UMudopmanus - pakTop CyiiecTBOBaHUS U pa3BUTHS 001L[eCTBa.

9. Llenu u 3afauu 3alUTHl UHPOPMALUHU.

10. Opranu3sauys 3aiuTsl KOHOUAEHLIMaIbHOW HH(OpMaLWK.

11. Buzpb! 3aijuiaemol HHGoOpMaLuu B chepe rocyjapCTBEHHOTO U MYHHULMIAIBLHOTO
yTpaBJieHUsl.

12. YpoBHU BefieHHs1 UH(OPMaL[MOHHOW BOWHBI. OriepaThBHAas MaCKMPOBKa.
PapuoanekTpoHHast 6opbba. Bo3jelicTBre Ha CeTH.

13. OcHOBHbIE TI0/IOXKEHUsI TOCYJApCTBEHHOM WH(POPMAI[MOHHOM TOMUTUKY Poccuiickoit
®eneparuu.

SRRl



Kputepumu oueHku pedepara

Kpurepusimu orjeHKH pedepaTa MOTYT BBICTYITUTD CJle/IyHOLIFie MOMEHTHI:

- B KaKOl Mepe PaCKPhIBAETCS aKTyalbHOCTh TEMBI;

- KaKOB TEOPeTUYeCKHWl YPOBEHb CY)KIEHHWW aBTOpa, KaK BJaJeeT OH COBPEMEHHBIMU
MEeTO/I0JIOTUYECKUMHM OCHOBAaMM HayK TIpU OCBELeHWH TI0CTaBJeHHBIX B pedepare
BOITPOCOB;

- COOTBETCTBHUE CTPYKTYPhI M COJiep>KaHust pedepaTa IiaHy;

- 1[e/IOCTHOE, TJTyOOKOe MOHMMaHHe BOTIPOCOB TeMbI UM pa3padaTbiBaeMoit Po0/ieMbl;

- KakK yZanoch aBTOPY CBsi3aTb HM3/laraeMble B pedepaTe BOMPOCHI TEOPUM C IpobiieMaMu
CEro/IHSILIHET0 [IHS, yMEHHEe WCIO/b30BaTh TeOPeTUYeCKHe WCTOYHUKM M yueOHO-
MeTOZANYeCKYIO TUTepaTypy;

- [IOCTaTOYHO JiIM TPOSIBJIeHAa aBTOPOM CaMOCTOSITEJIbHOCTb B TIOCTAaHOBKE BOIMPOCOB, B
TPAaKTOBKE WX, €CThb JM B paboTe OpUTHHA/bHbIE MBIC/H, CBe)XHe (aKThbl, OMUCAHHEe
JlydIllero OmbiTa pPabOThl, KOHKPETHBIX MPUMEPOB U3 TMPAKTUKH, COOTBETCTBYOLIHE
PEKOMEeHZALIUH U TPe/II0KEeHNST;

- u31araetcs i B pechepate COOCTBEHHOE IOHUMaHKWe pacCMaTPUBAEMOM MPOOJIeMBI,
JIOCTaTOYHA JIM ero apryMeHTaLus;

- Kak opopmiieH pedepat wi Jokaaz (00beM, HalMuKe TJIaHa, CO/IePXKaTeTbHOCTh
BBeJIeHUs], TIOJTHOTA CITHUCKA HCII0J/Ib3yeMOM JINTepaTyphbl, HaMUKe MPUI0XKEHUH, aHaIr3a
orbITa paboThkl, CxeM, Tab/ML, Uarpamm, TJIaHOB, aHKET U T.J.);

- uMeeT Ji paboTa orpe/ie/IeHHYH0 1[eHHOCTh, YTOObI PEKOMEH/I0BATh ee B (POH| yUeOHbIX
1oco6mii TIo Kypcam.

Pedepar orjeHuBaeTcs mo 4-x 6a/IbHON CUCTEME - «HEYAOBIETBOPUTETHEHOY,

«YZIOB/IETBOPUTETLHO», «XOPOIIIO», «OT/IMYHO.



[Ipunoxxenue 2

O1jeHOYHbIe MaTepHaJibl M0 JUCI{ATIMHE
« Kubepbe3onacHoCTb»

1. OneHouHsble MaTepuabl AJIf TEKYyIero KOHTPOJIA
1.1. TecToBbIe MaTepHa/bI

Tect 2

1. K mpaBoBbIM MeTOZjaM, 00ecrieurBarI{UM HHHOPMAL[MOHHYIO 0€301acHOCTh, OTHOCSITCS:
1. Pa3paboTka arirapaTHbIX CpeJCcTB obecrieyeHus TPaBOBbIX JJaHHbIX
2. Pa3paboTka ¥ yCTaHOBKa BO BCeX KOMITbIOTEPHBIX TTPABOBBIX CETSIX KYPHAJ/IOB yUeTa
JericTBUN
3. Pa3paboTka ¥ KOHKpeTH3alusi TPaBOBbIX HOPMATHUBHBIX aKTOB 00ecrieueHust
0e30macHOCTH
2. Bugel nHbOpMaLMOHHON O€301acHOCTH:
1. ITepcoHanbHasi, KOpnopaTUBHas, roCcyAapCTBeHHas
2. KnueHtckasi, cepBepHas, ceTeBas
3. JlokanbHasi, robanbHasi, CMellaHHast
3. Lenu nndopmaioHHOM 6e30MacHOCTH — CBOEBpeMeHHOe 0OHapysKeHue,
npeAynpexaeHue:
1. HecaHKLIMOHMPOBAHHOIO /0CTYIa, BO3/IeMCTBUS B CETH
2. WHCauJepcCTBa B OpraHu3aluu
3. upe3BbIYAWHBIX CUTyaLUi
4. OcHoBHbIe 00BeKTHI HH(DOPMALIMOHHON 0€30ITacHOCTH:
1. KommbloTepHble ceTH, Oa3bl TaHHBIX
2. VHdopmaLMOHHbIE CUCTEMBI, ICUX0JI0TUUECKOe COCTOSIHUE TT0/Ib30BaTe/en
3. busHec-opueHTHUpPOBaHHbIe, KOMMepUYeCKHUe CUCTeMbI
5. OCHOBHBIMH pHUCKaMU UH(OPMALIMOHHOW 6€30TIaCHOCTH SIBJISIIOTCS:
1. WckakeHue, yMeHbllleHHe 00beMa, MepeKoIMpoBKa UHGOPMAaLUH
2. TexHWYeCKOe BMelIaTeTbCTBO, BEIBE/EHHUE U3 CTPOsI 000pyAOBaHUS CeTU
3. Iloreps, nckaxeHue, yreuka uH(opMaruu
6. K ocHOBHBIM (DyHKITHSIM CHCTeMbI OH€30MaCHOCTH MO>KHO OTHECTH BCe MepeuncieHHoe:
1. YcraHoBieHUe perjaMeHTa, ayAUT CUCTEMBbl, BbIsB/IeHUEe PUCKOB
2. YcTaHOBKa HOBBIX O(UCHBIX MPUIOKEHUM, CMeHa XOCTUHT-KOMITaHU!
3. BHegpeHue ayTeHTH(UKALIMY, IPOBEPKU KOHTAKTHBIX JJaHHbBIX TTOJIb30BaTe/eil
7. K OCHOBHBIM TUNaM Cpe/iCTB BO3/IeMCTBUSl HA KOMITBIOTEPHYIO CETb OTHOCHUTCS:
1. KommbrioTepHbIM COOM
2. Jlornueckue 3aKnajKu («MUHBI»)
3. ABapuiiHoe OTK/IFOUeHHe NMUTaHUs
8. Korpa nonyueH crnam 1o e-mail ¢ mpunoxeHHbIM ¢aiiioM, ciieyerT:
1. TIpoumTaTh NpUIOKEHNE, eC/IM OHO He COZIepP>XUT HUYero LIeHHOTO — yaauThb
2. CoxpaHuThb npuoxeHue B apke «Cram», BbISICHUTH 3aTeM [P-azipec renepaTtopa
criama
3. Ypanuth NMCbMO C IPUJIO’KEHUEM, He pacKpbiBas (He uuTasi) ero



9. OLII - sT0:
1. DnekTpoHHO-IIMPOBOI MpeobpazoBaTeb
2. OJIeKTpOHHO-1M(pOBas MOATNUCH
3. DJIeKTpPOHHO-LIM(POBOI MpoLeccop
10. CpoticTBamu nHpopMalyy, Haubosiee akTyaabHBIMU TTPU 00ecrieueHun
MH(pOpPMAITHOHHOM 6€30MacHOCTH SBSIOTCS:
1. ILlenocTHOCTH
2. JloCTyIHOCTB
3. AkxtyanbHOCTh!
11. Pa3HOBHUHOCTSIMH yrpo3 6€30MacHOCTH (CeTU, CUCTEMBI) SIBJISIIOTCS BCe TTePUUCIeHHOe
B CIIMCKe:
1. TIporpammHbIe, TeXHUUYECKHEe, OPraHU3alMOHHbIe, TEXHOJIOTHUUeCKue
2. CepBepHble, KTUEHTCKHe, CIIyTHUKOBBIE, HA3eMHbIe
3. JInuHble, KOPIIOpPaTHUBHBIE, COLMA/IbHbIE, HAL|MOHA/IbHbIE
12. ITonuTrKa 6€30IMaCHOCTH B CUCTeMe (CeTH) — 3TO KOMIIJIEKC:
1. PykoBopcTB, TpeboBaHMI obecrieueHrsi HEOOXOJUMOTO YPOBHS 6e30MacHOCTH
2. VIHCTpyKUMH, airOPUTMOB MOBeleHUs M0/Ib30BaTeNsl B CeTH
3. Hopwmsl nHopMaIMOHHOTO TIpaBa, CO0/II0/jlaeMble B CETH

Kpurepum onjeHku:
[lns oneHKH pe3y/IbTaTOB TeCTHPOBAHMsA IpeAyCMOTpeHa crefytollasi CUCTeMa OLIeHWBaHUs
yueOHBIX OCTKEHUH CTY/AE€HTOB:
3a KaK/bli TIPaBUWILHBIM OTBET CTaBUTCS 1 Gas,
3a HempaBWILHBIHN 0TBeT — 0 OaIoB.
Ecmu cTygenT Habupaet
ot 85 710 100 % mnpaBU/IbHBIX OTBETOB €My BbICTaB/IIeTCS OL[eHKA «OT/IMUHOY;
oT 72 10 84 % npaBUIBHBIX OTBETOB — OLIEHKA «XOPOLLIO»,
oT 51 10 71 % npaBUIbHBIX OTBETOB — OL|€HKA «Y/0BJIETBOPUTE/IBHOY,
MeHee 50 0a/nioB — OLIEHKA «HEY/[0B/IETBOPUTETBHOY.

1.2. Bonpocsl Ajisa cobecefoBaHUA

Tema 1. Kubep0e3onacHocTh B ccTeMe HAl[HOHA/IBLHOM 0e3omacHocTH PD
1. TocymapcTBeHHas MOJIMTHKA B 06/1acTh KMbepbe301acHOCTA KOMITbIOTEPHBIM aTakaM OT
15 anBaps 2013 r.
YrosioBHbIM Kozieke P®D, pa3zaen «IIpectyriieHusi B cpepe KOMITbIOTEPHOM
MH(pOpMaLUn».
3aruTa KubeprpocTpaHCTBa rocyjapcTBoM. KubepBoiiHa.
[TpaBo Ha uHpopmauuio B Koncrutyuuu PO.
3arura rocyiapcTBa u 3aijuTa KubepripocTpaHCTBa.
MokTtprHa nH(pOpMaLMOHHOW 6e301acHOCTH.
KubepBoiicka. 3arura KubeprpocTpaHCTBa KaK OZIHA U3 3a7lau BOOPY’>KeHHBIX CHJI.
VHdopmaroHHas BoiiHa. VIHGopMaliMoHHOe opyKue.
. IlaTproTu3am ¥ UHTEpHeT.
10. 'nopmariioHHOe BO3/IeHCTBHE.
11. BoeHHasi, rocyilapCTBeHHasi, KOMMepuecKasi TaiiHa.
12. 3ammTa CalTOB roCy/1JapCTBEHHBIX OPraHOB (37IEKTPOHHOE TIPaBUTEBCTBO).

N

©OND U AW

Tema 2. KubGepnpectyn/ieHusi IPOTHB IMYHOCTH, 00I[eCTBA M rOCYAapCTBa



w
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13.
14.

15.

16.

17.
18.

PeanbHas v BUpTyabHasi IMYHOCTb.

[Tcuxonoruueckass obcraHoBka B VIHTepHeTe: rpu¢uHr, KrubepOyninuHr, KubepMoOOUHT,
TPOJUTUHT, OY/UTULIU.

Be3omacHass pabora B ceTu B TMporjecce CeTeBOM KOMMYHHKaluu (4aTtel, (HOPyMBI,
KOH(epeHLIUU, CKaIl, CoLMa/bHbIe CeTHU U Tp.).

TepMUHBI CeTeBOr0 STUKeTa: OBepPKBOTUHT, (h/ieiiM, iy, oTONMK, CMalIUKK U AP.
[TpuMepsI 3TUUECKUX HapylleHWH. 3HaueHUe CeTeBOro STHKeTa.

Cob6cTBeHHOCTD B IHTEpHeTe. ABTOPCKOe TPaBo.

WuTennektyanbHasi COOCTBEHHOCTD.

[TnaTHas u 6ecriaTHasi UHOPMALHSL.

3amMra TpaB MoTpebuTesnell TpPU UCIOIB30BaHWK yciayr VIHTepHeT. 3aluta IipaB
nioTpebuTesiel ycayT poBakzepa.

OTBeTCTBeHHOCTH 3a UHTEPHeT-MOLLIeHHUYeCTBO.

[TpaBoBble  akThl B  oOOsacTi  WHGOPMALMOHHBIX  TEXHOJNOTMHA W 3allWTh
KubepripoctpaHcTBa. OTBETCTBEHHOCTD 3a KHOEPIpecTyTieHUs.

KoHCTUTYLIMOHHOEe TIpaBO Ha IIOMCK, TOAy4YeHHWe U paclpocTpaHeHHe WH(OPMaLUH.
@epepanbHbIi 3aK0H 0T 29.12.2010 Ne 436-D3 (peg. ot 28.07.2012) «O 3awmure feTeit oT
WHOPMaLHY, TIPUUHMHSION[EN Bpe/ UX 3/I0POBBI0 U Pa3BUTHIO» (JeicTByeT ¢ 1 ceHTsOps
2012 ropa).

VHdopmaloHHOe 3aKOHO1aTe/IbCTBO PD.

3akoH P® «O6 nndopmaliu, THPOPMALIMOHHBIX TEXHOIOTHSIX U O 3alluTe UHPOPMaLUn».
YronoBHasi OTBeTCTBEHHOCTb 3a CO37laHWe, WCIIO/Nb30BaHWE W PaclpoCTpaHeHHe
BPEOHOCHBIX KOMITbIOTepHbIX rporpamm (cT. 237 YK P®). IIpaBoBasi oxpaHa nporpaMm
nist OBM u B[l. Kommepueckoe I10. becrinatHoe IO (FreeWare, Free, Free GPL,
Adware), ycnoBHo-6ecriiatHoe 10 (Trial, Shareware, Demo).

ITpaBoBbIE OCHOBBI /15 3aL{UTHI OT CI1aMa.

[TpaBoBast oxpaHa miporpamMm jiasi OBM u B/, JlunensuonHoe I10. Bugwl iviieH3ui
(OEM, FPP, kopriopatvBHbIe nutieH3uu, nogmnucka). IO c otkpeiteiM KogoM (GNU GPL,
FreeBSD).

[TpaBo Ha MH(OpPMaLMIO, Ha COKPBITHE JJaHHbIX, KaTeropuu WH(OPMaLH.

[TepcoHanbHble U 0OIEOCTYNHbBIE [aHHble, OrpaHWYeHHBbIA [JOoCTyr. 3akoH «O
NepPCOHA/IbHBIX JAHHBIX».

Tema 3. CoBpemeHHOe KHOeprnpocTpaHcTBO TexHHKA 0e301MacHOCTH B KHOepnpoCTPaHCTBe

1.

2.
3.
4

vl

®

10.

MoiieHHHYeckHe feiicTBust B IHTepHeTe. KubepnpecTyriieHus

CeteBoii 3TuKeT. [Icuxonorus u cetb

[TpaBoBBIe acTeKThI 3al[UThl KUOEPIIPOCTPaHCTBA

OH/taiiH CepBUCHI it 6e30TIaCHOCTH TI0/Th30BaTesIsl B UHTepHeTe (TPOBepPKa KOMITbIOTepa
(alizioB Ha BUPYChI OHJIAlH, OH/AKH JeakTuBalusi SMS-BupycoB, poBepKa caiTa Ha
BUPYCHI, MPOBepKa (aiisioB 1o e-mail, onpeziesieHre ajipeca CTpaHUIIbI, TTPOBEPKA
croumoctu CMC u ap.).

Hactpotiku 6e301acHOCTH TTIOYTOBBIX MPOrPaMM.

3aluTa B MOMCKOBBIX cCTeMax ((pUIbTPHI /17151 OrpaHAYeHUs TOTeHIMa/IbHO OTTaCHOTO
COZlep>KUMOrO0).

HacTtpoiiku 6e3omacHoctu Be6-6pay3epos (Internet Explorer, Firefox u T.11.).
D/IeKTPOHHas T0UTa U CUCTeMbI MTHOBEHHOTO 0OMeHa COOOITIeHUSIMH.

HacTtpoiiku 6e3omacHoctu Ckatir, ICQ u nip. Criocobs1 ob6ecrieueHus: 6e3oracHoCcTy Beo-
cauTa.

Kubepnpectyriienus. Buzibl IHTepHeT-MOIlIeHHHYeCTBa (MTMChbMa, peK-aMa, 0X0Ta 3a
JIMYHBIMU JaHHBIMH U T.I1.). OnlacCHOCTU MOOW/IbHOM CBsI3U. [Ipe/iyioXkeHus TI0 yCTaHOBKe
BPE/IOHOCHBIX TTPUIOXKEHUH.



11.

12.

13.

14.
15.
16.
17.
18.

Mormenanyeckre CMC. YTeuka 1 00HapoZioBaHMe JIMUHBIX AaHHbBIX. [1o00p 1 repexBaT
rapoJiei.

B3/10MbI aKKayHTOB B COLIMA/IbHBIX CeTsaX. Buzbl MolieHHUuUecTBa B IHTepHeTe. DUIIMHT
(papmuHr). A3apTHbIE UTpBI.

JloxxHble aHTHMBUPYCHL. [TofMeHa cTpaHuL| B MHTepHeTe (CanuThI-K/I0HBI). DasblInBbIe
(hatinoobMeHHUKH.

DJIeKTPOHHBIN KoIIeneK. MOIIeHHUUeCTBO MPY pacrpocTpaHeHun «becrimatHoro» I10.
TexHOo/I0rMy MaHUITy/IMpOBaHus B VIHTepHeTe.

TP ripu uHTEpHeT-001[eHNH.

TB npu pervcTpaluu Ha Beb-caiiTax.

KowmnbrotepHoe nuparcTtso. I1naruar.

Tema 4. IIpo6siembl IHTEepHET-3aBUCHUMOCTH, KHOepOy/yIMHra

N

25.

TexHrka 6e30macHOCTH IpH paboTe C KOMIIBIOTEPOM.

KomrmbroTep ¥ MOOU/IbHBIE YCTPOMCTBA B Upe3BbIYaMHBIX CUTYyaLIUsIX.

MegnuyHckas nHbopmauusi B ViHTepHeTe. KommbioTepsl ¥ MOOW/IBHBIE YCTPOWCTBA B
5KCTpeMa/lbHbIX yC/I0BUSX.

BosgeiicTBue paiMoBO/IH Ha 3710pOoBbe U oKpy»katolyto cpeny (Wi-Fi, Bluetooth, GSM).
Kowmriekc yripaykHeHH# mpy paboTe 3a KOMITbIOTEPOM.

Bo3speiictBue Ha 3penue DJIT, KUAKOKPUCTA/VIMUECKUX, CBETOAMOHBIX, MOHOXPOMHBIX
MOHUTOPOB.

Kommerotep B pexxumMe TpyZa U OTAbIXa.

BivsiHMe KoMIbrOTepa Ha pPelpoAyKTUBHYIO CUCTEMY.

Bpeanbie ¢akTopbl paboThI 38 KOMITBIOTEPOM M UX TIOC/IEICTBHS.

Opranu3anusi paboyero mecra

VHTepHeT-co0011iecTBO.

WHTepHeT-3aBUCUMOCTb.

CoumasnbHble ceTu. JleTckue colanbHble CeTH.

BupryanbHasi TMUHOCTS.

3aBucuMocTh OT VIHTepHeT-001IeH .

Pa3Beuenusi B IuTepHere.

[TpusHaky UTPOBOW 3aBUCUMOCTH.

CeTeBble UIDBI.

Cavitel 3HakoMcTB. 30K 1 KOMIIBIOTED.

Buel 3aBucumoctu. [lectpyktrBHas nHpopMalys B VIHTepHeTe.

Bupp! VTHTEpHET-3aBUCUMOCTH.

KubepkysibTypa (MaccoBasi Ky/JbTypa B CETH) U JTMYHOCTb.

Kpurepnn 3aBucuMmocTy (TIPUOPUTETHOCTb, W3MEHEHHsI HACTPOeHUs, TOJIePAaHTHOCTD,
CUMIITOM pa3pbiBa, KOH(JIVKT, peLiu1B).

Turel MHTEpHeT-3aBUCUMOCTH (TIPUCTpacTHe K paboTe C KOMMbBIOTEPOM, K HaBUTaLIMU U
MOUCKY HWH(OpMAaLMK, UTPOMaHUsl M 3JIEKTPOHHBIE TOKYIKH, 3aBUCMMOCTb OT CETEeBOr0
o61eHus).

Knaccugukariysi MHTepHET-3aBUCMMOCTeH

Tema 5. Metojapl o6ecnieuenus 6e3onacHoctH ITK u VinTepHeTa. BUpychbl 1 aHTUBHPYChI

Bl e

[Tpu3HaKu 3apa’keHusi KOMITbIOTepa.

AHTHUBUPYCHas 3allUTa.

3auuTa (aiiioB. bezonacHOCTh MpU CKauvBaHUU (Dani/IoB.

3amura nporpaMM U JaHHbIX OT HECAaHKL[MOHMPOBAaHHOI'O KOIIMPOBaHUSL.
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5.  OpraHusalMoHHbIE, HOPHUJUYECKHe, TPOrpaMMHbIE W TPOrpaMMHO-anraparHble Mepbl
3aLUThI.

6.  3awmura nporpaMM M J[aHHBIX C IIOMOLIBIO TApoJield, MPOTrPaMMHBIX W 3JIEKTPOHHBIX
K/IHOUeid, CepuitHbIX HOMEPOB, IepeHoca B OHJIalH U T.1I.

7 HenepemelijaemMsle porpaMMsl.

8.  3awura OT KONMMUPOBaHUS KOHTEHTa cauTa.

9.  Hcrounuku 3apaxenus I1K.

10. AwntuBupycHoe I10, BUbI 1 Ha3HaueHre. MeTo bl 3alUThl OT BUPYCOB.

11. TIpobnembr 6Ge3omacHocTr WH(PACTPYKTYpbl VHTepHeTa (IIPOTOKOJBI MapIIpyTH3alin
CeTH, CUCTeMa JJOMEHHBIX UMeH, Cpe/iCTBa MapILpyTHU3aLUy U T.I1.).

12. TIpoBepka NMoJIMHHOCTH (ayTeHTU(UKaLMs) B VIHTepHeTe.

13.  Mepsl 6e30omacHOCTH /15 Mob30BaTe st WiFi. Hactpotika 6e3omacHOCTH.

14. Bwupycsl Ansi MOOMTBHBIX YCTPOWCTB (MOOWIbHBIE OaHKepHI U Ap.).

15. Hactpotiika KommbtoTepa [jist 6e3omacHoi paboTsl. OMOKY T0/b30BaTes.

16. TIpocTble 1 fUHAMUUECKH W3MeHSIOLHecs rnaposiu. boprba ¢ yreukamu nHGOpMarLuu.

17. CpepxcrBa KoHTposisi focTyta. [IpaBa nosib3oBareneii. CriocoObl pa3rpaHAyeHust AOCTYTIa.

18. Otmuus BUPYCOB U 3aK/1a/l0K.

19. AnxtuBupycHble nporpammel A [1K: ckanepsbl, peBU30pHI U Jp.

Kputepum onieHKH:

OLleHKA «OT/JIMYHO» BbICTAB/SETCS CTY/EHTY, €eC/id OH TPOJEMOHCTPUPOBal IOJHOTY U
rnyOuHYy 3HaHUU TI0 BCEM BOMpPOCaM, 3HaeT OCHOBHbIe TEPMHUHBI 110 KOHTPOMPYEeMbIM TeMaM,
BJIa/leeT 3HaHUSIMU 00 OCHOBHBIX OCOOEHHOCTSIX pelleHus 3a/lau. YMeeT NMPUMEHSITh [10/TydeHHbIe
3HaHWA Jy1s1 pellieHNs] KOHKPeTHBIX NPaKTYeCKHX 3a/iay.

OLleHKA «XOPOIIO0» BbLICTAB/SETCS CTY/EHTY, KOTOpbIM IPOJEMOHCTPUPOBAI MOJHOTY U
r/1yOMHY 3HaHMIA TI0 BCeM BOTIPOCaM pasjiena, JIOTUYHO U3/laraeT MaTepuart.

OLIeHKA «Y/l0B/IeTBOPHUTE/IbHO» BbICTAB/SETCS CTYJleHTy, NpPU HaJW4YUW Yy Hero 3HaHUU
OCHOBHBIX KaTeropuil W TMOHATUW IO TIpeJMeTy, YMEHHUsl [OCTaTOYHO IPaMOTHO M3/I0XKUTb
MaTepua.

OlleHKAa «HeY/I0B/IeTBOPUTE/IbHO» BBICTaB/SIETCS CTYZAEHTY, KOTOPbI HE OCBOWI OCHOBHOTO
coflepKaHusi IpeiMeTa, He B/lazieeT 3HaHUSIMU JAUCLIUIIMHE.
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PN AN

10.
11.
12.
13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24.

25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.

2. OneHouyHble MaTepHaJibl /I NPOMEXYTOYHOH aTTecTaluu
2.1. ITpumepHBIN NepeueHb BOMIPOCOB AJIA 3aUeTa.

KoHcTuTyL[MoHHOE npaBo Ha MOMCK, MOIy4YeHUe U paclpocTpaHeHre HH(OpMaLWH.
®enepanbHbIi 3aKOH OT 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3ammTe geter OT
VH(OpMaLWK, PUUNHSIOLIeH BpeJ UX 3/J0POBbIO U Pa3BUTHIO» (AelcTByeT C 1 ceHTsOps
2012 ropa).

3arura rocyiapcTBa u 3aiyra KubepripocTpaHCTBa.

HokTtprHa nH(pOpMaoOHHOW 6e301MacHOCTH.

KubepBoiicka. 3amura KubeprpocTpaHCTBa Kak OfIHA U3 3a/lau BOOPY’>KeHHbBIX CHJI.
VndopmaioHHas BoiiHa. VIHGopMaljMoHHOe opyKue.

[TaTprOTH3M M UHTEpHeT.

VHdopmalioHHOe BO3/elicTBYe.

be3onacHasi pabora B ceTM B Tipoljecce CeTeBOM KOMMYHHUKalMM (YaThbl, (OPYMBI,
KOH(pepeHLUH, CKaiill, CoLja/bHble CeTH U Tp.).

[TprMepsI 3TUUECKUX HapyllleHWH. 3HaueHUe CeTeBOro STHKeTa.

Cob6cTBeHHOCTD B IHTEpHeTe. ABTOPCKOe TPaBo.

WuTennekTyanbHasi COOCTBEHHOCTD.

[TnaTHas u 6ecriaTHasi UHOPMALHSL.

WHupopmarioHHoe 3aKkoHO/aTenbCTBO PO.

IIpaBoBasg oxpana mnporpamm nna OBM u B/l. Kommepueckoe IIO. becriiatHoe IIO
(FreeWare, Free, Free GPL, Adware), ycnoBHo-6ecrimatHoe I1O (Trial, Shareware, Demo).
IIpaBoBbIe OCHOBBI 1 3aLLUTHI OT CI1aMa.

[TepcoHanbHble U 0OIEOCTYIMHbIE [aHHble, OrpaHWYeHHbIA [JocCTyr. 3akoH «O
TIepCOHA/IbHBIX [JAaHHBIX».

CerteBoi1 aTHKeT. [Icuxonorus u ceTb

OHnaiiH cepBHUCHI /711 6€30MaCHOCTH TI0/Tb30BaTeIsI B MIHTEPHeTe

3aiuTa B MOMCKOBBIX CUCTeMax ((pUIbTPLI /17151 OrpaHWYeHUs] TOTeHLMAIbHO OMacHOIo
COZlep>KUMOTO0).

Bup1 vHTEpHeT-MolLIeHHMYecTBa (MMCbMa, peK-jlaMa, 0X0Ta 3a IMUYHbIMU JaHHBIMU U
T.IL).

OnacHocty MOOUTBEHOM CBsi3u. [1pe/ioyKeHust M0 YCTaHOBKe BPeJOHOCHBIX TIPUJIOXKEHUI.
Bugp! momieHHuuectBa B VIHTepHeTe. @UIIMHT ((hapMUHT).

A3apTHbIe WUrphI.

JloxxHble aHTHMBUPYCHL. [TofiMeHa CcTpaHuL| B MHTepHeTe (CanuThI-K/I0HBI). DasblInBbIe
(aliroobMeHHUKHU.

DJIeKTPOHHBIN KoIIeneK. MOIIeHHUUeCTBO MpU pacrpocTpaHeHun «becrimatHoro» I10.
WutepHeT-3THKeT. [IpaBusia obieHus B IHTepHeTe.

OCHOBBI CeTeBOro 3TUKeTa.

[leperiicka B ceTw.

[IpaBuna nosesieHys B ckaurme. @opym.

OO011ieHre B CeTH U €ro MOC/Ie/ICTBYSI.

Arpeccus B CeTH.

AHOHUMHOCTb B CETH.

Buppl s5THKeTa (IMUHBIM, 1€/I0BOU, MUCbMEHHbBIN, JUCKYCCAUOHHBIN U 11p.). Paznuuns
5THUKeTa B Pa3HbIX CTpaHax.

I'mruena kommbroTepa.

[Tonb3a ¥ Bpesi KOMITBIOTEPHBIX UTP.

TexHrka 6e30MmacHOCTH IpA paboTe C KOMIIBIOTEPOM.

KommnbroTep 1 MOOM/IbHBIE YCTPOMCTBA B UPe3BbIYaMHBIX CUTYaLIUsIX.
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38. MeguuyHckas uadopmanys B VinTepHete. KOMITbIOTepbI 1 MOOW/IbHBIE YCTPOWCTBA B
5KCTpeMa/lbHbIX yC/I0BUSX.

39. KowmrmbroTep B pexxume Tpyza U OTAbIXa.

40. Bpegnbie ¢pakTOpbl pabOThI 32 KOMITBIOTEPOM U UX TIOCIeICTBUS.

41. lVHTepHeT-3aBUCUMOCTb.

42. CouuasnbHble CeTU. [leTCKHe COLMabHbIE CETH.

43. BupryanbHas JIMYHOCTb.

44. 3aBUCUMOCTb OT VIHTepHeT-0011IeHusI.

45. Pa3sieuenus B MIHTepHerTe.

46. Tlpu3HaKuU UrPOBOU 3aBUCUMMOCTH.

47. CeteBble UPBL.

48. Buppl 3aBucuMocTy. lecTpykTrBHas nHdopmaiys B IHTepHere.

49. Bugsl IHTepHeT-3aBUCUMOCTH.

50. Ilcuxonoruueckoe Bo3/elCTBHe MHPOPMALMU Ha UeI0BeKa.

51. Kpwutepuu 3aBUCMMOCTH (IPUOPUTETHOCTb, U3MEHEHUS] HACTPOEHHs], TOJIePAHTHOCTD,
CUMIITOM pa3pbiBa, KOH(JIVKT, peLiu1B).

52. Knaccudukaiys MHTepHeT-3aBUCUMOCTel

53. [Ilpu3Haku 3apakeHHst KOMIIbIOTepa.

54. AHTHUBUpYCHad 3allUTa.

55. OpraHu3alMOHHbIE, OpUJUYeCcKre, IpOorpaMMHbIE U IIPOrpaMMHO-arrapaTHble Mephbl
3aLLUTHI.

56. 3amuTa nporpaMM M [JaHHBIX C TOMOLIbIO TMapoJield, MPOrpaMMHBIX W 3/IEKTPOHHBIX
KJII0UeM, CepUMHBIX HOMEPOB, [IepeH0Ca B OHJIalH U T.I1.

57. AuntuupycHoe 10, Buzibl U Ha3HaueHWe. MeTo/bl 3alUThl OT BUPYCOB.

58. Mepsi 6e3omacHocTH Jy1s1 mosb3oBarens WiFi. Hactpoiika 6e3omacHoCTH.

59. Bupychl A MOOM/IBHBIX YCTPOUCTB (MOOMIbHBEIE OaHKepHI U 1Ip.).

Kpurepumu onjeHku:

- OLIeHKA «3aYTeHO» BbICTaBJIIeTCs CTYLEHTY, eC/Id OH IIPOJeMOHCTPUPOBAJI JOCTAaTOYHO I10JIHOE
3HQHUe MaTepuasna; TNPOAEMOHCTPHUPOBAI 3HAHUE OCHOBHBIX TEOPeTUYeCKUX ITOHATUM;
[OCTaTOYHO TI0C/Ie[0BaTe/JIbHO, TIPaMOTHO M JIOTUYeCKW CTPOMHO U3/I0KWI MaTepuar;
TIPO/IEMOHCTPHPOBAJl yMeHUe OPUEeHTHPOBAThCS B JIMTEpaType 0 MpobseMaTHKe AUCLIUIIHEL
YMeem cJiesiaTh 0CTaTOYHO 000CHOBaHHbIE BLIBO/IBI 110 M3/1araeMoOMy MaTrepuaity.

- OLIeHKa «He 3a4TeHO» BBICTABJISIETCS B C/lyyae He3HaHWs 3HAUWTebHOM 4aCTH MPOrpaMMHOIO
MaTepHasia; He BJaJIeHUs] TIOHSTUMHBIM arrapaToM AMCLUMIUIMHBL; CyL[eCTBEHHBIX OIIMOOK MpHu
M3/I0’)KeHNH yueOHOTO Marepuasa; HeyMeHWs CTPOWTh OTBET B COOTBETCTBHUH CO CTPYKTYPOM
13/1araeMoro BOIIpOCa; HeyMeHHUs Jie/laTh BBIBO/BI [10 U3/1araeMOMy MaTepuaiy.
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