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ITporpammy coctaBui(-1): KaHIUAAT MEJArOrH4eCKUX HayK, JOUEHT Ka(eapbl TyMaHUTAPHBIX U
COLIMAJIbHO-9KOHOMUYECKUX TUCUUIUINH, bypakoBa Upuna CepreeBna

Pabouas nporpamma auctumuinasl "Kubep6esonacHocTs" paspaborana B coorBercTBrn ¢ I'OC:
denepanbHbIi TOCYyIapCTBEHHBIN 00pa30BaTEIbHBIN CTAaHIAPT BBICIIETO0 00pa30BaHus - OaKalaBpHaT
1o HarnpasiaeHuro moArotoBku 44.03.03 CrnenuansHoe (nedekTonorndeckoe) oopasoBanue (mpukas
Muno6puayku Poccun ot 22.02.2018 1. Ne 123).

Pabouas mporpamMMa AUCIUILUIMHBI COCTaBlIeHa Ha OCHOBaHUU yueOHoro miana: 44.03.03
CrnenuanbHoe (JedexkTonornyeckoe) oopa3oBaHue, yTBEpKIEHHOIO YI4EHBIM COBETOM By3a OT
25.06.2025, mporokon Ne 7.

Pabouas mporpamma ono06pena Ha 3acegannu kadenpsl Kadenpa ryMaHuTapHBIX B COIMATBEHO-
AKOHOMHUYECKHUX AUCIUIUIHH OT 24.06.2025 1., mpoTokon Ne 15 mst ucnonuenus B 2025-2026
y4eOHOM TOTy.

3aB. kadenpoit 2 M.H. ApyTioHsiH

Pabouas nporpaMMa AUCHUILIMHBI COIIACOBAHA C 3aBEAYIOLUINM OMOIMOTEKOM.

3aB. OMOIHOTEKOMH I

Knumenko A.B.
24.06.2025 r.

Cpok geiicTBust paboueit mporpaMMbl AUCUUTUIAHBL: 2025-2026 yueOHBIiH rof.



1. EJIX OCBOEHUA JNUCLHUIIJINHBI

dbopMupoBaHHE  LEJIOCTHOTO  MPEACTABIEHUS O  POJIM  COBPEMEHHOrO  KHOEpHpocTpaHCTBa B
o0pa3oBaTeNbHOIl Ccpelie M NeAarornyeckoi AedaTeabHOCTH; (OpPMHpPOBAHUE CHCTEMbl 3HAHUW, YMEHUNH U
HaBBIKOB JIJIs1 oOecrieueHust Knbepoe30nacHoCTH CBOeH MpodhecCHOHATBHOMN NesITETLHOCTH.

2. 3AJAYHM OCBOEHMUS JUCHUITIMHBI

dbopMHupoBaHHE OOIIMX MPEACTABICHUS O 0€30MacHOCTH B MH(POPMAIMOHHOM OOIIECTBE; M3y4YCHHE OOIIMX
NPUHIUIIOB TEXHOJOTUH, MPHUMEHSAEMBIX B HH(pOpManuoHHOW Oe3omacHOCTH; (OPMUPOBAHUE YMEHUS
NpUMEHATh TpaBmia KuOepOe3omacHOCTH BO BceX cdepax JICATEIBHOCTH; OCBOCHHE 3HAHWIA,
COCTAaBISIIONIMX Hayaja TMpeacTaBieHU 00 WH(GOPMAIMOHHONH KapTHMHE Mupa W HH(POPMALMOHHBIX
npolieccax; OBJAJICHUE YMEHHEM HCIOJIb30BaTh KOMITBIOTEPHYIO TEXHUKY KaK NMPAKTHYECKUH HHCTPYMEHT
ISt pabotbl ¢ wuH(pOpPMaIMEel B TOBCEIHEBHON JKWU3HHU; pa3BUTHE HABBIKOB OPHEHTUPOBAHHUSA B
UH(POPMAIMOHHBIX MOTOKAX.

3. MECTO JUCHUILIAHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOI' PAMMBI

Huxkna (paznen) OOIT: | b1.B.JIB.02

3.1. TpeGoBanus K NpeABAPUTEILHOI MOATOTOBKE 00YYAKOIIEr0Cs:

OCHOBBI PEUEBOM KYIBTYPHI AedekToaora

TexHuka peun

TexHosoruu 06cyieI0BaHUs PEUH

TexHomoruu nudpoBoro 00pa3oBaHMs

Y4yeOHast (0O3HAKOMHTEIIbHAS ) TPAKTUKA |

DYHKIMOHATIBHBIN 0a3UC peun

3.2. IuCHUIUIMHBI U IPAKTUKH, VIS KOTOPBIX
OCBOCHME JAHHOM AUCHMINIMHBI (MOLYJI51) HEO0OX0AMMO KAK NpeAlIecTByIoIIee:

BrinonHeHue 1 3anyra BINyCKHOM KBaJIM(UKAIIMOHHONW paboThI

Hapymenns nucema u yreHus

ITogroroBka K caade u caaya rocygapCTBCHHOI'O 5K3aMCHa

[IpousBoicTBEHHAs (Tearornyeckas) NpakTuka 3

[Ipon3BoicTBEHHAs IPAKTHKA (Hay4YHO-HCCIIeA0BaTeIbCcKas pabora) 1

JTHKa. DCTETHUKA

4. INTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS 11O JUCHUIIVIMHE

KO}I N HAMMCHOBAHME UHIMKATOPA TOCTHKCHUSA

KOI{ M HAUMCHOBAHHE KOMIICTCHIINH
KOMIIETCHIHHA

YK-1 Cnocoben OCYLEeCTBJISATH nouck, | YK-1.1  JlemoHncTtpupyer 3HaHHE OCOOEHHOCTEH
KPUTHYECKHIi aHAJM3 M CHHTe3 HWH(OPMAIMHU,|CUCTEMHOTO U  KPUTHUYECKOIO  MBIIUIEHUS U

B PE3YIbTATC OCBOCHUA TUCHUIIJIMHBL 06yanOHlHﬁ0H JOJIDKCH:

3HATh: yMeTh: BJIAJIeTh:
O0COOEHHOCTH  CHCTEMHOTO U |IpUMEHSTh Jiorndyeckue (opMbl U |aHanIM3a HUCTOYHUKOB
KPUTHYECKOTO MBIIIIJIEHUS], | TPOIIEIYphl, CIOCOOEH K pediiekcuu | MHGOpMaluK ¢ LEIbI0 BBISABICHUS
apryMEHTUPOBAHHOE 10 TMOBOJY COOCTBEHHOM M UY)KOH [MX TNPOTUBOpEYMH M  IOHCKa
(dopmupoBaHue COOCTBEHHOTO | MBICIIUTENILHOM JESTEIbHOCTH; | TOCTOBEPHBIX CYKICHM;
CYKICHUS u OLICHKH | OLIEHNBATh (bakxTopsl pHUCKa, [ I[PUMEHEHUsI METOJOB 3alUThl B
UH(pOpMaLuHy, IpUHATHE | 00ecIeunBaTh JUYHYIO | Ype3BBIYAMHBIX CUTyalUsIX MU B
00OCHOBaHHOTO PEIICHMUS. 0e3omacHOCTb ¥ 0E30MacHOCTb | yCIIOBUSIX BOEHHBIX KOH(QIIUKTOB,
OKpY)KalOIlUX B  IOBCEIHEBHOM | popMHUpOBaHUS KYJIbTYpPBI
XKU3HK W B MpodhecCHOHATBHOM | 0€30MacCHOr0 ¥ OTBETCTBEHHOTO
JESTCIIBHOCTH. MTOBEICHHUS.




5. OBbEM YYEBHOU JUCIHUATLJIMHBLI U BUAbI YYEBHOU PABOTHI

OO01mas TpyA0€MKOCTh JUCIUIUIMHBI COCTABIISIET 2 3a4eTHBIE (-bIX) eauHull (-b1) (72), BKIIOUYas
IPOMEKYTOUYHYIO aTTECTAIHIO.

Pacnpe,qeneHVle YacoB AnCUMNIINHBbI NO ceMecTpam

Cemectp
<Kypc>.<Ce
(<Kyp C 5(3.1)
MCCTP Ha Hroro
Kypce>)
Henens 12
Bun zagstmit | vo | o | vn -
Jlexnun 16 16 16 16
[pakTuyeckue 20 (20 |20 |20

Konrakrnas pabora |03 |03 |03 |03
Ha IIPOMEXYTOYHYIO

arTecTauuro
HUroro ayx. 36 36 36 36
KonrakrtHast pabora 36,3136,3]36,3]|36,3
Cam. pabora 35,71 35,7 | 35,7 | 35,7
Hroro 72 72 72 72
6. COIEP)KAHME JUCHUILJIMHBI 1O PA3IEJIAM (TEMAM) 1 BUJIAM 3AHSITHI
Kon HaunmenoBaHue pa3/iesioB U TeM /BH] Cemectp / | HacoB | Kommerten- | Jlutepatypa IIpumeuanue
3aHATHA 3aHATHsA/ Kypc 10101
Pasgen 1. O6ecneveHne
MHOPMaLIMOHHON ©e3onacHocTu
rocyaapcrtsa 1 obLiecTsa
1.1 |Kubepbe3zonacHOCTh B cuUCTEME 5 0
HallMOHATBHOM 0€301acHOCTH
PO /Tema/
1.2 |KubepOe3omacHOCT, B CHCTEME 5 2 |YK-1.1 |JI1.1J12.1
HaI[MOHAJIbHOMI 0e30IMacHOCTH YK-1.5
PO /Jlex/ YK-1.6
1.3 |KubGepbe3omacHOCTh B cHCTEME 5 2 |YK-11 [JI1.1J12.1
HaAIIMOHAJIBHOMI 0€e30I1aCHOCTH VK-1.5
PO /TIp/ YK-1.6
1.4 |Kubepbe3zonacHOCT, B cHUCTEME 5 2 |YK-1.1 |JI1.1J12.1
HaAIIMOHAJILHOMI 0€e30MacHOCTH VK-1.5
P® /TIp/ YK-1.6
1.5 |KubGepbe3omacHOCTh B cHUCTEME 5 4 [VK-1.1 |JI1.1J12.1
HaAIIMOHAJIBHOMI 0€e30I1aCHOCTH VK-1.5
P® /Cp/ YK-1.6
1.6 |KubGepnpecTyruieHus npoTuB 5 0
JIAYHOCTH, o01ecTBa H
rocyaapcTBa
/Tema/
1.7  |KubGepnpecTyruieHus IIPOTUB 3) 2 |YK-11 |JI1.1J12.1
JIAYHOCTH, oOmecTBa u VK-1.5
rocynapctsa /JIek/ YK-1.6
1.8 |KubGepnpecrymienus MPOTHB 5 2 |YK-11 JI1.1J12.1
JIMYHOCTH, oO1IecTBa u VK-15
rocynapctsa /I1p/ YK-1.6




1.9 Kubeprnpectymnenus MIPOTHB YK-1.1 JI1.1J12.1
JIMYHOCTH, oO1IecTBa i VK-15
rocynapctsa /I1p/ YK-1.6

1.10 |KubGepnpecryruienus MIPOTHB YK-1.1 JI1.1J12.1
JIMYHOCTH, oO1ecTBa i VK-15
rocynapcrsa /Cp/ YK-1.6
Pasgen 2. lNoHaTne wHopmaumm u
nHopMaumoHHas 6e3onacHocTm

2.1 CoBpeMeHHOE
KHOEpIIPOCTPAHCTBO
TexHuka 0e30macHoOCTH B
KHOEepIPOCTPaHCTBE
/Tema/

2.2 CoBpeMeHHOE YK-1.1 JIL.1J12.1
KHOEPIPOCTPaAHCTBO TexHuka YK-1.5
0e30MacHOCTH B YK-1.6
kubepnpoctpancTse /JIex/

2.3 CoBpeMeHHOE YK-1.1 JIL.1J12.1
KHOEPIPOCTPAHCTBO TexHuka YK-1.5
0e30MacHOCTH B YK-1.6
kubepnpoctpancTse /JIex/

2.4 | CoBpeMeHHOE YK-1.1  [JI1.1J12.1
KHOEpIIPOCTPAHCTBO TexHuka YK-1.5
0e30MacHOCTH B VYK-1.6
kubepnpoctpanctse /I1p/

2.5 | CoBpemeHHOE YK-1.1  [JI1.1J12.1
KHOEepIpoCTPaHCTBO TexHuka YK-1.5
0€30MacHOCTH B YK-1.6
ku6epnpoctpanctse /I1p/

2.6 |CoBpemeHHOE YK-1.1  [JI1.1J12.1
KHOEepIpoCTPaHCTBO TexHuka YK-1.5
0€30MacHOCTH B YK-1.6
kubepnpoctpanctse /Cp/

2.7  |IIpoGiemsbr WnuTepuer-
3aBHCUMOCTH,
kuOepOysunara /Tema/

2.8  |IIpoGiemsr WnTepuer- YK-1.1  |[JI1.1J12.1
3aBUCUMOCTH, VK-1.5
kuOepOynara /Jlex/ YK-1.6

2.9 |IIpoGiemsl WHuTepuer- YK-1.1  |JI1.1JI12.1
3aBHCHUMOCTH, VK-1.5
kubepOymnara /Jlex/ YK-1.6

2.10 |IIpoGiemsr WnuTepuer- YK-1.1  |JI1.1J12.1
3aBUCUMOCTH, VK-1.5
knbepOymmara /Ip/ YK-1.6

2.11 |IIpobGniemsl WHuTepuer- YK-1.1  [JI1.1J12.1
3aBUCHUMOCTH, VK-1.5
kubepOymmara /I1p/ YK-1.6

2.12 | IIpobGnemsbl WHuTepuer- YK-1.1  [JI1.1J12.1
3aBUCHUMOCTH, VK-1.5
kn6epOymmara /Cp/ YK-1.6

2.13 | Meronasl o0ecrieueHus

6e3onacoctu [IK u WuTtepnera.
Bupycer u antuBupycsei /Tema/




2.14 | Meronsl oOecrieueHus 5 2 |YK-1.1 JI1.1J12.1
0€30MacHOCTH IK u VK-1.5
WNurepuera. /Jlex/ YK-1.6

2.15 | Bupycsl u antuBupychl /Jlek/ 5 2 |YK-11 JI1.1J12.1
YK-1.5
YK-1.6

2.16 |[Metonasr obecrnieueHus 5 2 |VYK-11 JIL.1J12.1
o6e3zonacHoctu IIK u HuTepHera. YK-1.5
Bupycs! u antuBupycst /Ip/ YK-1.6

2.17 | Meronsl oOecrieueHus 5 2 |YK-1.1 JI1.1J12.1
o6eszonacuoctu I[IK u Wutepnera. VK-1.5
Bupycer u antuupycsi /I1p/ YK-1.6

2.18 |Meronusl o0ecrieueHns 5 9,7 |YK-1.1 JI1.1J12.1
6e3omacuoctu [IK u HaTtepHera. YK-1.5
Bupycer u antuBupycs /Cp/ YK-1.6

2.19 [3auer /KITA/ 5 0,3 |YK-1.1 [JI1.1J12.1
YK-1.5
YK-1.6

* - Tema n3y4aercs ¢ yueToM Mpo(ecCHOHATBHON HaPaBICHHOCTH
[Tnanel npoBeieHUs Y4eOHBIX 3aHATUI OTpaXkeHbI B OlleHOUHbIX MaTepuanax (ITpunoxenue 2.).

7. KOHTPOJIb KAYECTBA OCBOEHUA JTUCIUIIJIMHBI

KoHTposs kauecTBa 0cBOEHHUS y4eOHOI0 MaTepurasa 1o AUCUUIUIMHE IPOBOAUTCS B (POpME TEKYIETO
KOHTPOJISl YCIIEBAEMOCTH M IMTPOMEXYTOUHOM aTTecTalli B COOTBETCTBUM ¢ «[lonoxxenuem o popmax,
NEPUOANYHOCTH U TOPSAAKE TEKYILIEro KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOMN aTTeCTalluu
obyyaromuxcst B 'BOY BO CI'TIN u ero ¢puinanax».
Jlng arrectanuy 00y4aroIIKUXCsl HA COOTBETCTBUE UX MEPCOHANBHBIX JOCTHKEHUH TpeOOBaHUAM
00pa3oBaTeNbHON MPOTrPaMMbl HCHOJIB3YIOTCS OLIEHOYHBIE MaTepHaIbl TEKYILEr0 KOHTPOJIS YCIIEBAEMOCTH
U ipoMexxyTounoi arrectanuit (Ilpunoxenue 2).

YpoBeHb ¢chOPpMHUPOBAHHOCTH KOMIIETEHIIMHA

He chopMHUpOBaHa copvupoBana copmupoBaHa B HeJ10M copmuposana
YACTHYHO MOJHOCTBIO
«He 3auTeHo» «3a4TeHo»

«HeynoB1eTBOPUTEJIbHO» | «YIOBJIETBOPUTEIbHO «Xopomo» «OTIH4YHO»
Onucanue KpuTepues OlleHUBAHUS

Ob6yyaromuiics Obyuarommiics Ob6yyaromuiics Ob6yuaromuiics

JEMOHCTPHUPYET: JEMOHCTPUPYET: JEMOHCTPUPYET: JEMOHCTPHUPYET:

- CYILIECTBEHHBIE | - 3HAHUSI TEOPETHUYECKOIO [- 3HaHME M TOHHMAaHHUE |- rirybokue,

npobensl B 3HAHUSX | MaTepuala; OCHOBHBIX BOIIPOCOB | BCECTOPOHHHUE u

yueOHOro MaTepHana; - HeNOJIHbIE OTBETHl Ha|KOHTPOIUPYEMOTO apryMEeHTHPOBAHHbIE

- JOTTYCKAIOTCsl | OCHOBHBIE BOIIPOCHL, | 00bEMa  MPOrPAaMMHOTO [3HAHMS ~ MPOrPaMMHOIO

IIPUHLUIIAATIbHBIC OLIMOKH B OTBETE, | MaTepHana, MaTepuana;

OMOKK TpHU OTBETE Ha|HEZOCTATOUHOE - TBEpAbIE 3HAHUA |- IIOJIHOE  IIOHUMaHUE

OCHOBHBIE BOIIPOCHI | TOHUMaHHE CYLIHOCTH | TEOPETUYECKOTO CYIIHOCTU U B3aHMOCBSI3H

ounera, OTCYTCTBYET | U3JIaraéMbIX BOIIPOCOB; MaTtepuania. paccMaTpuBaeMbIX

3HaHHE€ M  IIOHUMAaHMHE |- HEYBEPEHHBIC ulf- CIOCOOHOCTB | IPOLIECCOB U ABJICHUH,

OCHOBHBIX IOHSATHM M |HETOYHBIE OTBETHl  HAa|YyCTAaHABIIMBATH Y [ TOUHOE 3HAHUE OCHOBHBIX

KaTeropui; JOTIOJTHATEIIbHBIE OOBSICHATH CBS3b | IOHATUI B pamKax

- HEIIOHMMAaHUE | BOIPOCHI; NPaKTUKH M TEOPHH, | 00CYkKIaeMBbIX

CYIIHOCTHU - HEJJOCTaTOYHOE BBISBJIATH IPOTUBOPEYHS,




JTOTIOTHUTETIbHBIX
BOIIPOCOB B paMKax
3aJaHui OuyIeTa;

- OTCYTCTBHE yMCHHUS
BBITNOJIHATH
NPAKTUYECKHE  3aJlaHus,
pelyCMOTPEHHbIE
IIpOrpamMmoin
JUCIUIINHBL,

- OTCYTCTBHE TOTOBHOCTH
(ctocoOGHOCTH) K

AUCKYCCHUU u HH3Kas
CTCIICHb KOHTAKTHOCTH.

BJIAJICHUE  JIUTEPATypOU,
PEKOMEHIOBAHHOMN
MPOrpaMmMoit
JTUCIUTLTAHBL,

- yMmeHue 0e3 TpyOBIX
OLIMO0K pelaTh

IMPAKTUYCCKUE 3aIlaHUA.

npoOneMbl W TEHJICHIUH
pa3BUTHS,

- NpaBUIBHBIC u
KOHKpETHBIE, 0e3 TpYyObIX
omuOOK,  OTBETHl  Ha
MIOCTaBJICHHBIE BOIIPOCHI;

- YMEHHE pears
[IPAaKTUYECKHE  3a/laHus,
KOTOpBIE cienyer
BBITIOJIHUTH;

- BIAQJCHHE OCHOBHOMU
JIUTEPaTypou,
PEKOMEHI0BAaHHOU
IIpOrpamMMmoin
JUCLUILINHBI,
Bo3MoxHBI
HE3HAYUTEIIbHBIC
HETOYHOCTU B PaCKpbITUU
OTIENbHBIX  IOJIOKEHUHN
BOIIPOCOB ouiera,
IIPUCYTCTBYET
HEYBEPEHHOCTb B OTBETax
Ha JIOTIOJTHUTEIIbHBIE
BOIIPOCHI.

3aJIaHHI;

- CIIOCOOHOCTh
YCTaHABJIUBATh u
00BACHATH CBSI3b
IIPAKTUKH ¥ TCOPHU;

- JIOTHYECKHU
[ocae0BaTEIbLHBIE,
COJIepKaTeIbHbIE,
KOHKPETHBIE u

MCYEPIIBIBAIOIINE OTBETHI
Ha BCe 3amaHus Ouiera, a
TaKXKE JIOIOJHUTCIHLHBIC
BOIIPOCHI IK3aMEHATOPa;

- yMEHUE pemiaTh
MPAKTUYECKUE 3a/IaHUS;

- Haau4ue COOCTBEHHOM
00OCHOBAaHHOW  MO3MIUU
o 00cyX/1aeMbIM
BOIIPOCaM;

- cBOOOHOE
HCIIOJIb30BaHUE B OTBETax
Ha BOIIPOCH MaTEpPHAIOB
PEKOMEHIOBAHHOM
OCHOBHOI Hu
JOTIOJIHUTEIIHLHOM
JTUTEPATYPHI.

8. YYHEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIVINHbI

Y4eOHO-MeTonn4YecKkoe obecreueHne TUCIUIIMHBI BKIII0YaeT pabovyro IpOoTrpaMMy TUCIIHILIIHHEI,
METOAMYECKHE MaTepHallbl, OLIEHOYHbIE MaTEPUAIIbI.
Y4eOHo-MeToAnYecKOe 0OecTeueHNe CaMOCTOATEIbHOW paboThl 00yUaroIUXCsl BKIIOYAET: YUeOHUKH,
yueOHbIe T0coOus, TEKTPOHHbIE 00pa30BaTeNIbHBIE PECYPCHI, METOIMYECKHE MaTepHaJIbl.
CamocrosiTenbHas pabota oOydaronuxcs sBisiercs GopmMoit opranuzaiuu 00pa3oBaTeIbHOTO

npoliecca 1o JUCIUILIMHE U BKIIOYACT CIIEAYIOLINE BUbI AEATEIbHOCTU: IOUCK (10A00p) 1 0030p HAy4HOM
U y4eOHOH TUTepaTyphbl, JEKTPOHHBIX HICTOYHUKOB HH(OpMAILIMU [0 U3ydaeMol Teme; paboTa C
KOHCIIEKTOM JIEKIIHi, SIEKTPOHHBIM YU€OHHKOM, CO CJIOBAPSIMU U CIIPAaBOYHUKAMHU U JP. HCTOYHUKAMU
uH(popMalnu (KOHCIIEKTUPOBAHKE); COCTABIICHHUE IJIaHA M TE3MCOB OTBETA; MOATOTOBKAa pedepara;
BBINOJIHEHHE TBOPUECKUX 3a/IlaHUH U MPOOIEMHBIX CUTY-aIlHif; MOATOTOBKA K KOJJIOKBUYMY,
co0eceI0BaHuIO, MPAKTHUECKUM 3aHITHSM; IOATOTOBKA K 3a4€Ty U SK3aMEHY.

9. IEPEYEHb OCHOBHOM U JTONMOJHUTEJBHOMN JUTEPATYPBI

9.1. PexomeHayemasi iuTeparypa

9.1.1. OcHoBHas1 IMTEPaTYpPa

J1.1

l'ony6un P. B., McakoBa U. A., Kopotsiies A. I1., Kocapesa H. C., Peixtuk I1. I1.
Kubepbe3omnacHocTh OIPOCTKOB B CETH UHTEpHET. [IpoTHuBOACHCTBHE KHOEpyTrpo3am
[DnexTpoHHbI pecypc]:yaeOHo-MeToaudeckoe nocooue. - Hmwkuuit Hosropoa: HHI'Y um. H. 1.
JloGaueBckoro, 2022. - 65 ¢. — Pexxum noctyna: https://e.lanbook.com/book/283286

9.1.2. JlonoJiHMTEIbLHAS JIUTEPATypa




J2.1

https://e.lanbook.com/book/386636

Banuna A. T'., Opén 1. B., AaukyeB C. B. I[lepconanpHas kubepOe30nacHOCTh: KypcC JIEKITUi
[DnexkTpoHHBIN pecypc]:yueOHoe nocodue. - CraBponois: CKDY, 2022. - 137 c. — Pexxum nocryna:

10.1 UaTepHeT-pecypcesl (0a3bl JaHHBIX, MHPOPMALMOHHO-CIIPABOYHbIE
CHCTEMBI M JP.)

9BC «Jlaup»

https://e.lanbook.com

Hanmonaneshas anekrponnas 6udnuoreka (HOB)

https://rusneb.ru

OBbC «Opaiit»

https://urait.ru

ObC «KypHaJIbHBIN 3a71»: PYCCKUM TOJCTHIN KypHAaI
KaK 9CTETUYECKUN (heHOMEH

https://magazines.gorky.media

«Onekrponrnas oudimorexka UMJIN PAH»

http://biblio.imli.ru

«OnexktponHas oubnuorexa MPJIN
PAH» (Ilymxunckuii Jlom)

http://lib.pushkinskijdom.ru

Hayunsb1ii apxus

https://nayunsiiiapxuB.pd

OBC «llegarornueckast OMOINOTEKAY

http://pedlib.ru

OBC «AiOykc.py»

https://www.ibooks.ru

Hayunas snekrponnas Oubnuoreka eLibrary.ru

https://elibrary.ru

ObC bykonnaiim https://bookonlime.ru
Hayu4nast s;iektpoHHas OUOIMoTeKa https://cyberleninka.ru/
«Kubepnennaka»

lNocynapcrBenHast myOanyHasi HAy4HO-TEXHUYECKas
6ubmuoteka Poccun. Pecypcel oTkpeITOro foctyna

http://www.gpntb.ru/elektronnye-resursy-udalennogo
-dostupa/1874-1024.html

bubnuoteka akanemun Hayk (BAH). Pecypchr
OTKpPBITOTO JOCTYyIa

http://lwww.rasl.ru/e_resours/resursy_otkrytogo_dost
upa.php

10.2. ITIpodeccnonabHbie 0a3bl JAHHBIX M HHGOPMAIMOHHBIE CIIPABOYHBIE CHCTEMbI

VYHuBepcuterckas HHGpOpMaIMOHHAas cUCTeMa
POCCHA

https://uisrussia.msu.ru

EnnHoe 0KHO ocTyma kK 00pa30BaTeIbHbIM
pecypcam

http://window.edu.ru/catalog

CJ'IOBapI/I W SHIIUKJIOIIC AN

https://dic.academic.ru

Ileparorunyeckas MacCTepCKasa «HepBoe CCHTH6p}I»

https://fond.1sept.ru

Caiit Enunoit koyutekuu nudpoBbIx
00pa30BaTeIbHBIX PECYPCOB

http://school-collection.edu.ru

Hammonansnas mnatdopma «OTKpeITOE
o0pa3oBaHHe»

https://openedu.ru

[Topran «Enunas Komnekuus udpoBhIX
00pa3oBaTeNbHBIX PECYPCOBY

http://school-collection.edu.ru

Poccuiickoe oOpa3oBanue. @enepanbHbIil mopTa

http://edu.ru

[Topran ®enepanbHBIX TOCYAAPCTBEHHBIX
00pa30BaTeNbHBIX CTAaHIAPTOB BHICIIETO
00pazoBaHUs

http://fgosvo.ru

Enunas mudpoBas KOIIEKIHs IEPBOMCTOYHUKOB
HaY4HBIX PabOT yJOCTOBEPEHHOI0 KauecTBa
«HayuHbIil apXuB»

https://HayunbiiiapxuB.pd

[Topran npoekta «CoBpemennas nuudponas
obpasoBarenbHas cpena B POy

https://online.edu.ru

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JJUCHUIIJIMHBI (MO Y JIS)

3aHATUSA, TEKYIIMI KOHTPOJb YCIIEBAEMOCTH M IMPOMEXKYTOYHAs aTTECTalus IO JUCLMIUIMHE MPOBOIATCS
B y4eOHBIX ayAUTOPHSX, YKOMIUIEKTOBAHHBIX TUIIOBOK MEOEIBIO Il 00yJaromuxcs u




npenojaBaTesis, TEXHUYECKUMUA U MYJIbTUMEIUUHBIMU CPEICTBAMHU OOYUEHHs, BKIIOUEHHBIMH B JIOKAJ
CeTh By3a U C IOCTYIIOM K HH(POPMAITMOHHEIM pecypcam cetu MHTepHeT.

PaGoune Mecta ans caMOCTOATENbHOW pabOThl OOYYArOMIMXCS OCHAIIEHbl KOMIBIOTEPHOM TEXHHUK
MOJKIIIOUeHHEM K cetn UVHTepHeT W oO0ecmedeHbl JOCTYIOM B JJIEKTPOHHYIO HH(OpMAIIHC
o0pa3oBaTeNbHYIO Cpey By3a.

KommsrotepHoe 000pyioBaHrE UMEET COOTBETCTBYIONICE JTUIICH3MOHHOE TIPOTPAaMMHOE 00eCIICUCHHE:

1. ITaker mporpammHoro obecnedeHus oOmiero HasHadeHuss Microsoft Office (MS Word, MS Mict
Excel, MS PowerPoint).

2. Adobe Acrobat Reader.

3. bpaysep (Internet Explorer, Mozilla Firefox, Google Chrome, Opera u ap.).

4. ITporpamMmma TeCTUpOBaHUS ANPEH.

TIpuaoxenue 1

MeToanuyecKkue MATEPHAJbI 10 TUCHUILIHHE
« Kubepoe3onmacHocTb»

1. TnaHbl NPAKTHYECKUX PA0OT H METOANYECKHE PEKOMEHIAIUH
Tema 1. Kubepb6e3omacHoCTh B cUCTEME HAIIMOHAIBHOM Oe3omacHocT PO

IIpakTuyeckoe 3ansaTue 1.1.
Bomnpocs! 11 o0cyxkaeHus:
1. TocynapcTBeHHas MOJUTHKA B 00JacTU KMOEpOE30M1acHOCTH KOMIIBIOTEPHBIM aTakaM OT
15 suBaps 2013 r.
VYronosubiit koaekc PO, paznen «llpectymienus B chepe KOMIBIOTEpHON MHPOPMAITUH.
3amura KubepnpocTpaHcTBa rocynapctsom. Knubepsoiina.
[TpaBo Ha unpopmanuio B Koncturyuu PO.
3amuTa rocyAapcTBa 1 3aluTa KHoepnpoCcTpaHCTBa.
JlokTprHa nHGOPMaIIMOHHOMN 0€3011aCHOCTH.

oM~ wN

IIpakTuyeckoe 3ansaTue 1.2.

Bomnpocs! qyis o0cyxaenus

1. KuGepsoiicka. 3amura kubeprnpocTpaHCcTBa KaK 0JIHa U3 3a7]a4 BOOPY>KEHHBIX CHIL.
HNudopmannonHas BoiiHa. MH(popMamoHHOE OpyKue.
[TaTpnOTH3M M UHTEPHET.
WNudopmanronHoe Bo3aeiicTeue.
BoeHHas1, rocynapcTBeHHas, KOMMepYeCcKas TalHa.
3amuTa caiToB rocy1apCTBEHHBIX OPraHoOB (JIEKTPOHHOE MTPABUTENIHCTBO).

ook ow

Tema 2. KuGepnpecrynjieHusi NpOTHB JTHYHOCTH, 001ECTBA U TOCYAapCTBa
IIpakTuyeckoe 3ansaTue 2.1.
Bomnpocs! st o0cyxaenus
1. PeanpHas v BUpPTyaJbHAs TUYHOCTb.
2. Tlcuxomormueckass oOctaHoBka B MHTepHeTe: rpuduHT, KHOepOy/UIMHT, KUOEpMOOOHHT,
TPOJIIUHT, OYJUTULUA.
3. besomacnas paGora B ceTH B Ipolecce CETEeBOW KOMMYHHUKAIMH (4aTbl, (HOpyMBI,
KOH(epeHInH, CKaim, COMAIbHBIE CETH H TIp.).
TepMHHBI CETEBOTO ATUKETA: OBEPKBOTHUHT, (hiieiiM, Gy, odpPTONuK, CMalINKH U JIp.
5. TIpumepsl STHYECKUX HAPYIICHHH. 3HAYEHUE CETEBOTO ATHKETA.

&
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CobcTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WHTeiekTyanbHast COOCTBEHHOCTb.

[TnatHast u 6ecrutatHast UH(HOPMAITHSL.

3ammra npaB norpebutenel mpu ucnoiab3oBaHuu ycayr VHTepHer. 3amuTa mpaB
noTpeduTenelt ycayr nmpoBaiaepa.

IIpakTHyeckoe 3ansaTHe 2.2.

Bormpocs! 11t 00Cy)aeHus

1.
2.

3.

o

o

OTBETCTBEHHOCTh 32 HHTEPHET-MOLIEHHUYECTBO.

[IpaBoBbie  akThl B  OOsacTd  WMHMOPMALMOHHBIX  TEXHOJOTMA U 3AIIUTHI
kubepnpocTtpancTBa. OTBETCTBEHHOCTD 32 KHOCPIPECTYIIICHHS.

KoncTuTynimonHoe mnpaBo Ha IMOHCK, MOJYYEHHE W PaclHpoCTpaHEeHHE HHGPOpMAIUH.
®epnepanbubiit 3akoH OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure aereit ot
uH(pOpMaliK, PUUMUHAIONIEH Bpel UX 370POBBIO U Pa3BUTHION» (IEHCTBYeET ¢ 1 ceHTA0ps
2012 rona).

NudopmanmonHoe 3akoHoAaTeICTBO PD.

3akoH P® «O6 nrdopmarum, "HPOPMALMOHHBIX TEXHOJIOTHAX U O 3aIIUTe HH(POPMAIIHNY.
YTronoBHas OTBETCTBEHHOCTh 32 CO3JaHHe, WKCIONb30BAaHHE M PaclpOCTpaHEHHE
BPEIOHOCHBIX KOMIIbIOTEpHBIX nporpamm (cT. 237 YK P®). [IpaBoBas oxpaHa nporpamm
i1 OBM u BJI. Kommepueckoe I1O. becrmatnoe I1O (FreeWare, Free, Free GPL,
Adware), ycnoBHo-6ectutatHoe 10 (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI JIsI 3AIUTHI OT CIIaMa.

[IpaBoBass oxpana mporpamm st O9BM u BJl. Jlunensuonnoe I[10. Buasl nunensuit
(OEM, FPP, xopnoparuBHble nuien3nu, noanucka). I[10 ¢ otkpsiteiM kogoM (GNU GPL,
FreeBSD).

[TpaBo Ha HHpOPMAIHNIO, HA COKPBITUE TAHHBIX, KATErOpUH WH(OPMALIUH.

[lepconanbHble M OOLIENOCTYNHBIE JaHHBIE, OrPAaHUYEHHbIM JocTyn. 3akoH «O
MEPCOHANIBHBIX JTAHHBIX).

Tema 3. CoBpemenHoe kubepnpocTpancTBo TexHuka 6e30macHOCTH B KMOEPNPOCTPAHCTBE
IIpakTuyeckoe 3ansaTue 3.1.
Bomnpocs! qiis o0cyxaenus

1.

2
3.
4.

o

o~

Momennnyeckue neiictust B Uatepuere. Kubepnpecrymnenus

CereBoii aTuker. [Icuxonorus u cetb

[TpaBoBbI€ acTIEKTHI 3aLIUTHI KUOEPIIPOCTPaHCTBA
OmnnaiiH  cepBUCHl A 0€30MACHOCTH  MOJIb30BAaTENsl B HMH-TEpHETe (IIpOBEpKa
KOMIIbIOTEpa W (aillloB Ha BUPYCHl OHJIAH, OHJIaWH nAeakTuBauus SMS-BHUPYCOB,
NpoBepKa caiiTa Ha BHpYCHl, HpoBepka ailoB mo e-mail, ompeneneHue ajapeca
CTpaHullbl, mposepka croumoct CMC u nip.).
Hactpoiiku 6e301macHOCTH MOYTOBBIX IPOTPAMM.
3amuTa B MOUMCKOBBIX cUCTeMax ((UIBTPHI Ui OTpaHUYEHHUsI MOTEHUIU-aTbHO OIACHOTO
COJIEPKUMOTO).
Hacrpoiiku 6e3onmacHocT BeO-Opay3epos (Internet Explorer, Firefox u T.11.).
DJeKTpOHHAs MOYTa U CUCTEMbI MTHOBEHHOT'O 0OOMEHa COOOIICHUSIMHU.
Hactpoiiku 6e3onacHoctu Ckaiin, ICQ u np. CriocoObl oGecrieuenns 6€30nacHOCTH BEO-
caifra.

10. Kubepnpectyruienusi. Buasl MHTEpHET-MOIIEHHUYECTBa (TIMChMa, peK-laMa, OXOoTa 3a

JUYHBIMHU JaHHBIMU U T.11.). ONacHOCTH MOOWIIbHOM CBsi3H. [IpeioxkeHus mo yCTaHOBKe
BPEIOHOCHBIX MPUJIOKEHUM.

11. Momennnueckue CMC. VYTeuka u 0OHapofoBaHHE JWYHBIX JaHHbIX. [logbop u

MepexBar napoJsieu.



12. B3710MbI aKKayHTOB B COIIHANILHBIX CETsX. Buasl Momennndectsa B InTepHere. OUIIMHT

(dbapmuHT). A3apTHBIE UTPHI.

13. Jloxxubie aHTHBUpPYCHL. llogMeHa cTpaHWil B WHTEpHETE (CaWTHI-KJIOHBI). DanbiimMBbie

(baiI000MEHHUKH.

14. DnexTpoHHBIH KoleneK. MOIIEeHHNYeCTBO MpU pacnpocTpanenuu «oecruiataoroy [10.
15. Texnonoruu manunyauposanus B IntepHere.
16. Th npu unTepHET-00IICHNY.

IIpakTnyeckoe 3ansTue 3.2.

Bormpocs! 11t 00Cy)aeHus

1.

HBOoNoORWN

Tb npu peructpanuu Ha BeO-caifTax.
Komnerorepnoe nuparcrBo. [Lnaruar.
KubepHaeMHUKH U KHOEPICTEKTHUBEI.

Orenka yiep0a oT KuOepnpecTyIICHHH.
Wnrepuer-stuker. [IpaBuiia oOuienust B InTepHere.
OCHOBBI CETEBOT0 3THKETA.

[Tepenucka B ceTwu.

[IpaBuna noseaenus B ckaitne. opym.

OO111eH1E B CETU U €r0 MOCIEACTBHUS.

0. Arpeccus B ceTu.

11. AHOHUMHOCTB B CETH.
12. Bunpl sTukera (JIMYHBIA, AENOBOW, MUCHMEHHBIH, AUCKYCCHOHHBIA W mp.). Pazmuuus

9THUKCTA B Ppa3HbIX CTPaHaXx.

13. Dtuka nuckyccuil. B3aumHoe yBaxkeHHne pH UHTEPHET-OOILIEHUH.
14. Dtuker u 0€30MaCHOCTb.

Tema 4. IIpo6siembl UHTEepHET-32aBHCUMOCTH, KHOEPOYJUIMHT A
IIpakTyeckoe 3ansaTue 4.1.
Bompocs qy1s1 o0cyxnenust

LCoNoOARWNE
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11.
12.
13.

14.
15.
16.

['uruena xommneroTepa.

Kommbrorep u kpoBooOpalieHue.

[Tosb3a 1 Bpen KOMIIBIOTEPHBIX UID.

Kommbrorep u 30K.

PU3NYECKOE U ICUXUYECKOE 310POBBE.

[TpaBuiia noBeeHUsI B KOMIIBIOTEPHOM KJlacce.

WHTepHeT B cucreMe 6€301MacHOCTH.

TexHuka 6€301aCHOCTH MPU PabOTE ¢ KOMIIBIOTEPOM.

KomnbroTep 1 MOOMIIbHBIE YCTPOICTBA B UpE3BBIYAHBIX CUTYalIUsAX.

Menuuunckass unopmanust B MHtepHere. Kommnbiorepsl M1 MOOHIIbHBIE YCTpPOMCTBa B
IKCTPEMAJILHBIX YCIOBHSX.

BoszeiicTBre pagnoBOJIH Ha 310pOBbe M OKpyskaroriyio cpeay (Wi-Fi, Bluetooth, GSM).
Kommeke ynpaxHeHuit mpu padboTe 3a KOMIBIOTEPOM.

BospnerictBue Ha 3penue DJIT, KUIKOKPUCTATUIMYECKUX, CBETOJAMOIHBIX, MOHOXPOMHBIX
MOHHTOPOB.

KomnreioTep B pexxume TpyJa U OTAbIXa.

BnusiHue komMnbroTEpa Ha pENPOAYKTUBHYIO CUCTEMY.

Bpennbie GpakTopbl paboThl 32 KOMIIBIOTEPOM U UX MOCIIEICTBUS.

IIpakTnyeckoe 3ausitue 4.2.

Bomnpocs! st o0cyxaenus

17.

1.

Opranu3anus paboyero Mecra
HNuTepHeT-coo0111ecTBo.
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16.

17.

HHTepHeT-3aBUCUMOCTb.

CouunanbeHble ceTH. J[eTckre ColUanbHbIE CETH.
BupryansHas TM4HOCTS.

3aBUCHMOCTD OT MIHTEpHET-0011ICHHUSI.
PazBneuenus B UuTepHere.

[Ipr3HaKku UrpoBOIl 3aBUCKMOCTH.

CereBble UTpBIL.

Caiitel 3HakoMcTB. 30K 1 kKoMnbrOTED.

. Buzpl 3aBucumoctu. JlectpykruBHas nHpopmanus B MIHTepHeTe.

. Bunel IHTEpHET-3aBUCUMOCTH.

. KubepkynpTypa (MaccoBasi KylIbTypa B CETH) U JIUYHOCTD.

. Ilcuxonoruueckoe Bo3aelcTBUE HH(OPMAIIMU Ha YETIOBEKaA.

. YIpaBjieHUE JHMYHOCTBbIO 4epe3 ceThb. VIHTepHET M KOMIBIOTEpPHAas 3aBUCUMOCTD

(amauKims).

. Kputepun 3aBucuMocTH (IPUOPUTETHOCTb, W3MEHEHHUS HACTPOEHMSI, TOJEPAHTHOCTD,

CHUMIITOM pa3pbiBa, KOHQJIUKT, PEIUINB).

Tunbl UHTEPHET-3aBUCUMOCTH (IIpUCTpPAcTHE K paboTe C KOMIIbIOTEPOM, K HaBUTALUU U
MOUCKY MH(OPMAIIUU, UTPOMAHHUS U AJICKTPOHHBIC MOKYIKH, 3aBUCUMOCTh OT CETEBOTO
o01eHu ).

Knaccugukaius HHTEpHET-3aBUCUMOCTEH

Tema 5. Metoasbl o0ecnieuenus 0e3onacHocT IIK u UarepHera. Bupycbl 1 aHTUBHPYCHI

NoabkowhE

9.

10.
11.
12.

IIpakTuyeckoe 3ansaTue 5.1.

KoHTeHT-QpUIbTpHI.

ITouckoBble CEpBEPBI.

IIpu3Haku 3apaxeHus: KOMIIbIOTEPA.

AHTHBUpYCHAs 3aINTA.

3ammra ¢aitnos. besonacHoCTh Mpu ckauMBaHUU (PANIIOB.

3aiuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOMMPOBAHMUSI.
OpranuzanvoHHble, IOPUIUYECKHE, MPOrpaMMHBIE M IIPOrPaMMHO-AaNNapaTHBIE MEPHI
3aIIUTBHI.

3amuTa NporpaMM M J@HHBIX C IOMOIUBIO IApOJIEH, NMPOTrPaMMHBIX M AJIEKTPOHHBIX
KJIFOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIANH U T.II.

Henepemeniaemplie IporpaMMsl.

3amuTa OT KONMPOBAaHUS KOHTEHTA caiiTa.

Hcrtounuku 3apaxenns [1K.

AntuBupycHoe 10, Buasl u HazHaueHUE. METOIBI 3aIUTHI OT BUPYCOB.

IIpakTHyeckoe 3ansaTue 5.2.

BOHpOCBI JJIsA 06cy>1<z[eHH$1

1.

ook owm

[IpoGnemsr Oe3omacHocTH MHGPaAcTpyKTyphl MHTEpHETa (MPOTOKOIBI MapLIpyTH3ALUU
CETH, CUCTEMA IOMEHHBIX UMEH, CPECTBA MapLIPYTU3aLUHU U T.I1.).

[TpoBepka nomuHHOCTH (ayTeHTUuKamus) B UHTepHeTe.

Mepsi 6e3onacHocTH [yt oabs3oBarens WikFi. Hactpoiika 6e3omacHoCTH.

Bupychl 17151 MOOMIIBHBIX YCTPOMCTB (MOOUIIbHBIE OaHKEPHI U JIP. ).

Hactpoiika komnbroTepa i 6e3omacHoi padoTsl. OmrOKH MoIb30BaTEeNs.

Mepbr  nauuHOM  Ge3omacHOCTH  Npu  ceTreBoM  oOmieHuun.  IlpenorBpamienue
HeCaHKLMOHMpoBaHHOro fgocrymna k [1K.

[Taponu, 6GuomeTpuUecKkne METObl 3aIUThl U ayTEeHTU(UKALUSA C ITOMOIIBIO BHEIIHUX
HOCHTEJICH.

[TpocTele n AUHAMUYECKU U3MEHsoNecs napoyu. bops0a ¢ yreukamu nHdGopMaum.
CpenctBa kouTposis goctyna. [IpaBa nonp3oBarenei. CriocoObl pa3rpaHUYeHus J0CTYIIA.



10. OTnuuus BUPYCOB U 3aKJIaJI0K.

11. AntuBupycusle nporpammsl s I1K: ckanepsl, peBU30pHI U JIp.

12. Hanbonee u3BecTHBIE aHTUBUPYCHBIE porpaMMmel. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe wu OecriaTHoOe
antuBupycHoe I10.

13. Onnaiin cepBuCHI 17151 0€30aCHOCTH I10JIb30BaTENsl B MHTEPHETE (IIPOBEPKa KOMIIBIOTEPA
U ¢ailyioB Ha BUPYCHI OHJIAWH, OHJIAWH JneakTuBanus SMS-BUPYCOB, MpOBEpKa caiiTa Ha
BUPYCHI, IpOBepKa (QailioB mo e-mail, onpeneneHue aapeca CTPaHUIBI, POBEpKa
cronoctu CMC u ap.).

14. Hactpoiiku 0€30I1aCHOCTH IOYTOBBIX HPOrpaMM. 3aliuTa B IOMCKOBBIX CHCTEMax
(unbTpEI A1 OrpaHUYEHUS TOTEHIUAIBHO OIMIACHOTO COJCPKUMOTO).

2. 3agaHus 1Jsl CAMOCTOATEIbHOI PadoThI

Tema 1. KubepOe3omacHOCTh B CHCTEME HAIMOHAILHOM Oe3onacHocTu PO
[ToAroToBUTH AOKIA MO TEME:

1. HNudopmanmnonHas BoitHa. THpOpMaAIIMOHHOE OpYXKHE.

2. TlaTpmoTu3M U UHTEpPHET.

3. Hudopmannonnoe Bo3aeicTBrE.

Tema 2. KuOepnpecTyrieHuss pOTUB JUYHOCTH, OOLIECTBA U FOCYAAPCTBA
[ToaroToBUTH TOKIIA IO TEME:
1. PeanpHas u BUpTyadbHAs JIMYHOCTb.
2. Ilcuxomorunyeckasi oocrtaHoBka B WHTepHere: rpudunr, KubepOyuIMHT, KHOEepMOOOHUHT,
TPOJLTUHT, OYJITUITU]L.

Tema 3. CoBpeMeHHOe kKnOeprpocTpaHcTBO TexHHKa 0€30MaCHOCTH B KUOEPIIPOCTPAHCTBE
[TonroToBUTH NOKIAM IO TEME:

1. DnexkTpoHHBII KolIENEeK.

2. MoluleHHHYeCcTBO MU pacnpocTpaHeHuu «oecrataoroy [10.

3. IlpaBuia moBeneHUs B CKaiIie.

4. ®opym. IIpaBuna nmoeneHus

Tema 4. [IpoGnemsl HTepHET-3aBUCUMOCTH, KUOEPOYIITUHT A
IToaroroBUTH MOKIIAJ IO TEME:
1. Bunel IHTEpHET-3aBUCUMOCTH.
2. KubGepkynbTypa (MaccoBasi KyabTypa B CETH) M JTUNYHOCTb.
3. Ilcuxonornyeckoe Bo3jeiicTBHE HHPOPMALIMU HA YETIOBEKA

Tema 5. Metozs! obecrieuenus 6e3onacuoctu I1K u MHTepnera. Bupycel u aHTUBUPYCHI
IToaroToBUTEH JOKJIAJ IIO TEME:

1. Mepsl 6e30nacHoctu s nosab3osarens WiFi. Hactpoiika 6e3onacHocTy.

2. Bupycs anst MOOHITBHBIX YCTPOUCTB (MOOMITBHBIE OaHKEPHI U JIp. ).

3. Ilpumepnbie TeMbl pedepaToB

1. Hudopmanus - hakrop cymecTBoBaHuUSA U pa3BuTHs obiectBa. OCHOBHbBIE (HOPMBI
nposiBIeHUsT MHGOpMaIK, €€ CBOMCTBA KaK 00beKTa O€30MaCHOCTH.

[TonsiTue Ge3omacHOCTH U €€ cocTapisiomue. be3onacHOCTs HH(pOpMAITHH.
O6ecneyenne nHGHOPMAITMOHHONW O€30MTACHOCTH: COJIEPKAHUE M CTPYKTYpa MOHSTHS.
HarnmonanbHeie uHTEpECH! B HH(GOPMAIIMOHHOH cdepe.

Hcrounnku u comepxanue yrpo3 B mHGOpMaImoHHou chepe.

arwN



10.
11.

12.

13.

CooTHoIIIeHHE TTOHITHI «MH()OPMAIIMOHHAsT OE30IMACHOCThY U «HAIIMOHAIBHAS
0e30MacHOCThY

Puck paboTsl Ha mepcoHanbHOM KoMmbloTepe. [inanupoBanne 6e30nacHoil paboThl Ha
MEPCOHAIBHOM KOMIIBIOTEPE.

WNudopmanus - GpakTop CylecTBOBaHUS U Pa3BUTHUS OOIIECTBA.

[enu u 3agaun 3aUThl HHGOPMALIUU.

Opranuzanys 3auThl KOHPUASHINATLHON HH)OpMAIIH.

Bunel 3amuniaemoit nHGopmaiuu B cepe rocy1apcTBEHHOTO U MyHUIIUTIATBHOTO
yIpaBICHUSI.

YpoBHU BefieHUs HH(DOpMAITMOHHOM BOWHBI. OniepaTBHAS MaCKHUPOBKA.
Paguosnexrponnas 6oprba. Bo3aeiicTBre Ha ceTH.

OCHOBHBIE TIOJOKEHUS TOCYAapCTBEHHOW HWH(GOPMAIIMOHHOW TOJUTUKH Poccuiickoi
denepauuu.



OueHovHbIe MATEPHAJIBI N0 AUCHUIIIHHE
« Knbep0e3onacHocTn»

1. OueHoYHbIe MATEPHAJBI JJISI TEKYIIEr0 KOHTPOJIA
1.1. TecToBBbIe MaTEpHAJIBI

Tect 1
1. Uadopmannonnas 6€30MacHOCTb 3aBUCHUT OT:
a) KOMITBIOTEPOB, TIOJJICP)KUBAIOIICH HHPPACTPYKTYPHI +
0) rmosb30BaTeci
B) uH(opmaIuu
2. TapreTupoBaHHas aTaka — 3TO:
a) aTaka Ha ceTeBoe 000pyI0BaHNE
0) aTtaka Ha KOMIIBIOTEPHYIO CHCTEMY KPYITHOTO TIPEAPUSATHS +
B) aTaka Ha KOHKPETHBIM KOMITBIOTEP MOJIb30BaTEIIsS
3. Stuxnet — sto:
a) TPOSTHCKasl Iporpamma
0) MaKpoBHpyC
B) MPOMBINIUICHHBINA BUPYC +
4. OcHOBHas Macca yrpo3 HHPOPMAIIMOHHOW 0€30MaCHOCTH MPUXOIUTCS HA:
a) TpostHCKHE TporpamMMsbI +
0) LlInnoHckue nporpamMmsl
B) UepBu

5. Ilon Kakue cucTeMbl pacpoCTpaHEHHE BUPYCOB ITPOUCXOJUT Hanbosee TMHAMUYHO:

a) Windows
0) Mac OS
B) Android +

6. Kakoit Bun uaeHTHGUKAIINY 1 ayTeHTU(DUKAIIUN TTOTYIHT HAanOOJIbIIIee pacipoCTpaHEHUE:

a) cuctemsl PKI

0) MOCTOSTHHBIE MApOJIH +

B) OZIHOPA30BbIE APOJIU

7. Kakue yrpo3sl 6€301acHOCTH HHPOPMAIIUH SIBISIOTCS IPEAHAMEPEHHBIMU:
a) olIMOKM MepcoHasa

0) OTKPBITHE JIEKTPOHHOTO MTUChMA, COJIEPKAIIETO BUPYC

B) HE aBTOPU30BAHHBIN JOCTYI +

8. Urto Takoe «oddTom»:

a) coo0O1ieHue He mo Teme Gopyma +

0) yacTh Tapaepoda

B) (yTOONIBbHBIN TEPMUH

9. Cucremoii kpunTorpapuyecKoi 3auThl HHPOPMAIIUH SBISICTCS:
a) BFox Pro

6) CAudit Pro

B) Kpunro IIpo +

10. CITAM:

a) arpeccUBHOE MOBECHHE HA popymax

0) MaccoBast pacChbUIKa PEKJIaMbl U POYUX OOBSBICHUM +

B) LIETIOYKA HETIOHATHBIX, HEJIOTHYHBIX 00BbICHEHUN

11. Kakue BUpyCHl aKTHBU3HPYIOTCS B CAMOM Havajie paboThl C ONEePalMOHHON CUCTEMO:

a) 3arpy304Hbl€ BUPYCHI +

0) TPOSHITBI

B) UEpBU

12. TlepeBenute Ha s13bIK MIHTEpHETA BBIPAKEHUE JTUTHh BOIAY»:
a) ¢eiim

[Tpunoxenue 2



0) Quyn +

B) CIIAM

13. «CnoBecHas BoitHa», BO3HUKAOIIAs HHOTA Ha opymax:

a) dmeiim +

6) CITAM

B) duryn

14. JIns BeIgeneHnus Hanbosee 3HaUMMBbIX CJIOB B TEKCTE UCIOIb3YIOT:

a) KypcuB

0) mog4YepKUBaHUE

B) KMPHBIA mpudt +

15. Ha6op cnos 3AI'JTABHBIMMU GykBamu CITyKuT:

a) JIJ1s1 BBIPAKEHUS CHUIBHBIX AMOLIMM +

0) 111 0003HAYEHHUS YEro-TO OOJIBIIOTO

B) JIUIsl IPUBJICYCHHSI BHUIMAHUS COOCCEIHIKA K TJIABHOMY B BBICKA3bIBAHUU

RELAP

RELAP

16. Hopmpbl oOmienus B cetu IHTEpHET:

a) UHTEKET

0) HeTHUKET +

B) 3TUKET

17. BeiOepute BepHOE yTBEPKIACHHUE.

ABTOpPCKHE MOCTHI, pa3MeIlaeMbl€ [10JIb30BATEISIMHU B COLMANIBHBIX CETAX U OJIorax:

a) HUKOI'/Ia HE COJIEpKaT MepCOHaIbHOM HH(OPMALIUY, TTOITOMY MX IyOIHKAIUs HE HECET CEPhE3HbIX
ITOCJIEICTBUM

0) Bcerza coJiepkar U3IHUIIHIOK MePCOHATBHYI0O HHPOPMAIIHIO O YeTIOBEKE, UTO MOKET HAaBPEAUTh HE TOJIBKO
€ro pernyTaluu, HO U JINYHOU 0€30MacHOCTH

B) OLIGHHBAIOTCS YUTATENSIMU TIO-Pa3HOMY, IOATOMY HEBO3MOXKHO MPe/ICKa3aTh, KaK MyOIHUKAIIHs TOCTa
OTpa3uTCs HA penyTaluu ero apTopa +

18. Ykaxkurte yCcTpoHCTBO AJI MOJKIIOUEHUS KOMIIbIOTEPA K CETH:

a) MBIILIb

0) Moaem +

B) CKaHep

19. Tlpu mpocmoTpe BeO-caiiToB 1 001IeHNH uepe3 HTepHeT:

a) Bl ocraBisieTe 37€KTPOHHBIE CI€/bl, KOTOPbIE MOXKHO yJAIUTh CAMOMY

0) BbI ocTaBisieTe 21eKTPOHHBIE CIIE/bI, KOTOPBIE XPAaHATCS TOJIBKO Ha BaieM kommbroTepe
B) BBl ocTaBnsieTe aeKTpoHHBIE cliebl («Iu(POBBIE OTIIEYATKN»), IO KOTOPHIM MOKHO OIPEIEIUTh, KAaKUue
cTpaHuilpl Bel mpocMmarprBain n kakol [P-anpec kommneroTepa Bel ncnons3zoBanu +

20. I'naBHoO# (pyHKIMEN OpaHIMaydpa SBISIETCS:

a) TMOTIOTHUTENIbHOE 0(HCHOE TIPHIIOKEHUS IS paOO0THI ¢ 0a3aMu JaHHBIX

0) 3aluTa KOMIIBIOTEPA OT B3JIOMa XaKepamH, a TAaKKe BCEBO3MOXKHBIX BUPYCOB U «TPOSTHOBY +
B) YIIPOLIEHUE U ONTUMH3AIUS padOThl ONEPALMOHHON CUCTEMBbI

exsamal+

21. Yro HE moMoXkeT 3allMTUTh CBOIO AJIEKTPOHHYIO MOYTY OT B3JIOMA:

a) MePUOJUYECKH MEHATh aJpec dJIEKTPOHHON MOYTHI, MEHSTH MIPOBAIEPOB +

0) co3aaBaTh pa3Hble MApPOJIN OT Pa3HBIX AKKAYHTOB

B) HE OTKPBIBATH COOOIIECHUS C HE3HAKOMBIX U MOJI03PUTEIBHBIX aJJPEeCcOB

22. Koria MOKHO MOJHOCTBIO JOBEPSATh HOBBIM OHJIANH-IPY3bSM:

a) MOTOBOPUB 10 TeNeOHY

0) Huuero He MoeT Aath 100 %-HyI0 rapaHTHIO TOTO, YTO OHJIANH-IPYTy MOKHO JTI0BEPSTH +
B) nociie oomMeHa dororpadusimMu

23. Yto nenarb, €CJIM BaM MPHUIILIO TUCHMO O TOM, YTO BbI BRIMTPAJIU B JIOTEpEE:

a) CBSI3aThCS C OTIPABUTENIEM I10 TeNedOHY

0) meperTH 1o CCHIIKE B MUChME, BeIb HHGOPMAIIHS MOKET OKa3aThCs MIPaBIon

B) YJIQJIHUTH €r0 U 3a0JIOKUPOBATH OTIPABUTENS +

24. Kakyro nnpopmaruio o cebe MOKHO BBIKJIQIpIBaTh B MIHTEpHETE B OTKPHITOM JIOCTYIIE:

a) MecTo paboThl poauTeNeh



0) 0 cBOMX MHTEpecax +

B) HOMep TenedoHa

25. Kak 3auTuThCA OT HETaTUBHOTO KOHTEHTA:

a) 00paTUTHCS K aBTOPY HEraTUBHOTO KOHTEHTA

0) He oOpamaTh Ha HEr0 BHUMaHUS

B) HCTIOJIK30BaTh Oe3omacHblii mouck Google u 6e3omacHbIi pesxkum Ha YouTube +

26. B xakoM citydae HapylaeTcst aBTOPCKOe MpaBo:

a) IPY UCTIOJIb30BaHUH MaTepuasioB BUKueuu s MoAroTOBKH JIOKJIa/1a CO CCUTKOI Ha MICTOUHUK
0) mpu pazmMeniennu Ha YouTube coOCTBEHHOTO BUECOPOIUKA C KOHIIEPTA KAaKOH-I100 rpymibl +

B) IIPHU MMPOCMOTPE TPAHCIALUN Ha OPHUIIMATBHOM CaiiTe TeleKaHaia

27. TpostHCKast mporpaMma oracHa TeM, 4To:

a) IPOHHMKAET Ha KOMIIBIOTEP MO BUIOM MOJIE3HON MPOrpaMMBbl U BBHITIOJHSIET BPEIOHOCHbIE JIecTBUs O3
BEJIOMa IOJIb30BaTeNs +

0) obsiagaeT BCeMHU BBILIETIEPEUNCIEHHBIMU BO3MOKHOCTSMU

B) BBIHY’K/Ia€T MOJIb30BATEINSI BO3BpALIATh JOJTH JaHANIIEB

28. KnaBuaTypHbIi ILIHOH:

a) IOPUINYECKHUI TEPMHH, UCTIONB3YEMbIN I 0003HaYCHHS MPABOHAPYILIEHUHN, CBS3aHHBIX C
H(}OPMaLMOHHON 0€30M1aCHOCTHIO

0) ¢busnueckuil TEpMUH, UCTIOIB3YEeMbIH /171 0003HAUYECHUS [TPABOHAPYIICHUH, CBSI3aHHBIX ¢ HHPOPMAIIHOHHOM
0€30MaCHOCTbIO

B) IIporpamma, OTCJIeKHUBAIOIIAs BBOJI MTOJI30BATEJIEM MapoJieii U MUH-KOJOB +

29. Yto He ABISAETCS IEPCOHATBHBIMU JAHHBIMU:

a) UCTOpHs OOJIC3HM +

0) macrnopTHbIC JTaHHBIE

B) (hamuIIns, UMsl, OTYECTBO

30. Yro nenath, €CiM BbI CTAJIH )KEPTBOM MHTEPHET-TPABIIN:

a) ChIMATh Yyrpo3aMH B OTBET, MpeJiaraTb BCTPETUTHCS U pa3o0paThCs

0) 0OpaTUTHCS B aJIMUHUCTPAIINIO Pecypca ¢ MpOoCck00il HaKa3aTh OOMIUNKA +

B) BBIKHHYTh KOMIIBIOTEP

Tect 2

1) K npaBoBbIM MeTOaM, 00ecreunBaOIIUM HHPOPMALIMOHHYIO 0€3011aCHOCTh, OTHOCAT CS:

- Pa3paboTka anmapaTHbBIX CpeCcTB 00€CTIeUeHHUs TPABOBBIX TaHHBIX

- Pa3paboTka 1 ycTaHOBKa BO BCE€X KOMIBIOTEPHBIX MPABOBBIX CETAX KYPHAJIOB ydyeTa JeHCTBUM
- Pa3paboTka 1 KOHKpeTH3aIlus MPaBOBBIX HOPMATUBHBIX aKTOB oOecrnedyeHus 0e30MacHOCTH

2) OCHOBHBIMH HCTOYHHMKAMH Yrpo3 HHPOPMAIMOHHONW OE€30MacHOCTH SBJISIOTCA BCE YKazaHHOE B
CIIHCKE:

- XulieHue KeCcTKUX IUCKOB, MOJKIIOYEHHE K CeTH, HHCAH1epCTBO

- [lepexBaT HaHHBIX, XUIIEHNUE TaHHBIX, N3MEHECHNE apXUTEKTYPBI CUCTEMBI

- XuleHue JaHHbIX, HOJKYI CUCTEMHBIX aIMUHUCTPATOPOB, HApYIIECHHUE perjJaMeHTa paboThl
3) Buasl unpopmanimoHHoil 6€30MacHOCTH:

- [lepconanbHas, KOprnopaTuBHas, rocyJapcTBEHHAs

- Knuentckas, cepBepHas, cereBas

- JlokanpHas, rinobanbHas, CMeIIaHHas

4) Henun nunpopMaiinoHHON 0€30MaCHOCTH — CBOEBpEMEHHOE O0OHapyKEHUE, IPEeAYNPEKICHUE:
+ HECaHKLIIMOHUPOBAHHOTO JOCTYNA, BO3JECHCTBHS B CETU

- HHCAJepCcTBa B OpTaHU3AIUU

- Ype3BbIYANHBIX CUTyaLlUN

5) OcHoBHBIE O0BEKTH HHPOPMALTMOHHON O€30MaCHOCTH:

- KoMmnsrorepHsie cetu, 6a3bl JaHHBIX

- UndopmManmoHHbIe CHCTEMBI, ICUXOJOTHYECKOE COCTOSHUE MOJIb30BaTeNeH
- busHec-opueHTUpPOBaHHBIE, KOMMEPUYECKUE CUCTEMBI

6) OCHOBHBIMH pHCKaMU HH(OPMALMOHHON 0€30MacHOCTH SIBISIOTCS:

- Uckaxxenue, yMeHbIIeHHE 00beMa, MMEPEKOAUPOBKA HHPOpMAITUHT



- TexHM4YecKkoe BMEIIaTeNlbCTBO, BBIBEICHUE U3 CTPOSI 000PYNOBaHUS CETH

- [ToTeps, uckaxxeHue, yreuka nHGoOpMauu

7) K ocHOBHBIM npHHIIMIIAM oOecrneueHuss HHPOPMAIMOHHON 0€301TaCHOCTH OTHOCHUTCS:
- DKOHOMUYECKOH 3(PPEKTUBHOCTU CHCTEMBI 0€30TaCHOCTH

- MHoromnathopMeHHO# pealn3anuu CUCTEMBI

- YcuneHus 3alIMIIeHHOCTH BCEX 3BEHbEB CHCTEMBI

8) OcHOBHBIMU CyOBEKTAaMH HHPOPMAITMOHHON O€30MaCHOCTH SBJISIIOTCS:

- PYKOBOJUTENH, MEHEKEPbl, aIMUHUCTPATOPHI KOMITaHUN

- OpraHbl IpaBa, rocyJapcrBa, busHeca

- ceTeBble 0a3bl TaHHBIX, (haepBOJLIbI

9) K ocHOBHBIM (pyHKIIMSIM CUCTEMBI 0€30MMaCHOCTH MOKHO OTHECTH BCE MEePEUYUCIEHHOE:
- YCTaHOBJICHUE PETIaMEHTa, ayAUT CUCTEMBbI, BHIIBICHUE PUCKOB

- YcraHoBKa HOBBIX O(UCHBIX MPUIIOKEHUN, CMEHA XOCTUHT -KOMITAHUH

- Bueapenue ayrenTudukanuu, npoBepKku KOHTAKTHBIX JaHHBIX MOJb30BaTENICH
10) IMpunnunom nHOpMaIMOHHON 0€30MACHOCTH SABISAETCS NPUHIIUI HEJIOMYyIICHHUS:
- HeonpaBiaHHBIX OTpaHUYEHUH IpU pabOTe B CETH (CUCTEME)

- PuckoB 0e30macHOCTH CETU, CUCTEMBI

- [Ipe3symMnnuu cekpeTHOCTH

11) I[IpuHIIUIIOM MOTUTUKU UH(GOPMATUOHHON 0€30MacHOCTH SIBISIETCS MPUHIIUM:

- HeBO3MOXXHOCTH MUHOBATh 3aLIUTHBIEC CPEICTBA CETU (CUCTEMBI)

- YcuseHusi OCHOBHOTO 3B€HA CETH, CUCTEMBbI

- [TomHOTO ONMOKMPOBAHUS AOCTYNA MPU PUCK-CUTYALHAX

12) IIpuHIIMIIOM MOTUTUKU UH(GOPMAIITUOHHON 0€30MacHOCTH SIBISIETCS MPUHIIUM:

- YeuneHus 3alMIeHHOCTH CaMOI'0 HE3aIMIIIEHHOT O 3B€HA CETH (CUCTEMBI)

- [lepexona B 6e30macHOEe COCTOSIHUE pabOTHI CETH, CHCTEMBI

- [TostHOTO MOCTYyIa MOJIB30BaTENEH KO BCEM pecypcaM CETH, CUCTEMBI

13) IIpyHIMIIOM MOJUTUKH UH(POPMAITMOHHON 0€301aCHOCTH SBJISETCS NPUHIIMIL:

- Paznenenus nocryna (o0s3aHHOCTEN, MPUBUIIETHI ) KIMEHTAM CETH (CHCTEMBI)

- OnHOYpPOBHEBOM 3aIUTHI CETH, CUCTEMBI

- CoBMECTHMBIX, OJTHOTHITHBIX TPOTPAMMHO-TEXHHYECKUX CPEJACTB CETH, CHCTEMBI
14) K 0CHOBHBIM THIIaM CPEJICTB BO3JEHCTBUS HA KOMIBIOTEPHYIO C€Th OTHOCUTCS:
- KomnbrorepHsbiit cooit

- Jlormyeckue 3aknagku («MHUHBI»)

- ABapwuiiHO€ OTKJIIOYEHHE TUTAHUS

15) Korna monydeH cnam mo e-mail ¢ IpuiioXKeHHbIM (QaiiioMm, clieayeT:

- [IpounTaTh NpuUIIOKEHHUE, €CIIU OHO HE COAEPIKUT HUUETO LIEHHOTO — YAAIUTh

- CoxpaHuTs npuioxeHue B napke «Cnam», BBIICHUTH 3aTeM [P-anpec reneparopa cnama
- Y1anuTh NHUCbMO C IPUJIOKEHUEM, HE pacKpbIBas (HE YUTasl) €ro

16) IIpunnun Kupxroda:

- CexkpeTHOCTh KJII0Ya OIpe/esieHa CEKPETHOCThIO OTKPBITOIO COOOIIEeHUs

- CexpeTHOCTh HHPOPMAIIUH OTIpe/iesieHa CKOPOCTHIO TIepejaun TaHHBIX

- CexpeTHOCTh 3aKPHITOT'0 COOOIIEHHS ONPEENAeTCsl CEKPETHOCThIO KI04a

17) OUIT — aTo:

- DneKTpoHHO-IUPPOBOI MpeobdpazoBaTenb

- DIIeKTpOHHO-IM(pOBast NOAMNKUCH

- DIIeKTpOHHO-IM(DPOBOH MpoIeccop

18) Haubonee pacnpocTpaHeHbl Yrpo3bl HHPOPMAIIMOHHON 0€30TTaCHOCTH KOPIOPATUBHON CUCTEMBI:
- [loxynka HenunensuonHoro 110

- OmuOKHu 3KCcnyaTaliui U HEYMBIIIJIEHHOTO U3MEHEHHS pPeKUMa pabOThl CUCTEMBI
- Co3HATeNbHOTO BHEJPEHHUS CETEBBIX BUPYCOB

19) Haubonee pacnpoctpaHeHbl YTpo3bl HHPOPMAIIMOHHON 0€30TTaCHOCTH CETH:

- PacnipeseneHHbIil JOCTYyN KIMEHT, OTKa3 000pya0BaHUs

- MopanbHbIid U3HOC CETH, HHCANIEPCTBO

+ C06oii (0TKa3) 000pyAOBaHUS, HEJIETATLHOEC KOMTUPOBAHUE JaHHBIX

20) Haubonee pacnpocTpaHeHBI CpeACTBAa BO3JACHCTBHUS Ha ceTh oduca:

- CnaOsb1it Tpaduk, nHGOPMAITMOHHBIN 0OMaH, BUPYCHl B HHTEPHET

- Bupycsl B ceTu, morudeckrue MUHBI (3aKIaJKh), THOOPMAITMOHHBIA MTEepeXBaT



- Komnbiorepubie c6ou, U3MEHEHUE aAMUHCTPUPOBAHUS, TONIOJIOTHUU

21) Yreukoii nHPpOpPMAIIUU B CHCTEME HA3BIBACTCS CHUTYyaIlHsl, XapaKTepu3zyemas:

- [loTepeit naHHBIX B CHCTEME

- U3menenuneM Gopmbl HHGOpMALITU

- I3sMenenuneM coaepxanus uHGopmManuu

22) CspoiicTBamMu uHpoOpManuu, Hauboyiee AaKTyaJlbHBIMH Ipu obecrnedeHun WHPOPMALHOHHON
0€30MacCHOCTHU SIBISIOTCS:

- IlemocTHOCTH

- JloctynHocTh

- AKkTyanpHOCTB]

23) Yrpo3a unopManmoHHOMN crucTeMe (KOMIBIOTEPHON CETH) — ITO:

- BepositHoe coObITHE

- lerepMuHupOBaHHOE (BCEraa onpeaesieHHOE) COObITHE

- CoOpITHE, TPOUCXOAIIEE TEPUOTUYECKU

24) HWudopmanus, KOTOPYK cleAyeT 3amuiiate (10 HOpMaTHBaM, MpaBUIIaM CETH, CHCTEMBI)
Ha3bIBaETCH:

- PernamenTupoBaHHOM

- [IpaBoBoii

- 3amuuiaeMou

25) PazHoBUAHOCTSIMHU YyIrpo3 0€30MaCHOCTH (CETU, CUCTEMBI) SIBJISIIOTCS BCE NEPUUCIEHHOE B CIIUCKE:!
- [IporpamMmHbIe, TEXHUYECKUE, OPTaHU3AIIMOHHBIE, TEXHOJIOTHYECKHUE

- CepBepHble, KIUEHTCKHUE, CIIyTHUKOBBIE, Ha3€MHbIE

- JIuuHble, KOPIOpPaTUBHBIE, COIUANbHBIE, HAIITMOHAIbHbIE

26) OxoHYaTENbHO, OTBETCTBEHHOCTH 32 3aIIUIIEHHOCTh JAHHBIX B KOMIIBIOTEPHOUN CETH HECET:
+ Bnanesnen cetn

- AIMMHUCTpATOp CETU

- [lonp3oBaTens ceTn

27) llonutuka 6€30MaCHOCTU B CUCTEME (CETH) — 3TO KOMIIJIEKC:

- PykoBoacTB, TpeboBaHMil obecrieueHnss He0OX0UMOI0 ypOBHS 0€30MaCHOCTH

- UHCTpyKIMii, aNrOpuTMOB MMOBEAECHUS NI0JIb30BATEIIS B CETH

- Hopmbl nH(popManmonHoro npasa, co0at0aeMblie B CETH

28) Haubonee BaHBIM NMPU peaanu3aIuy 3alIUTHBIX MEP MOJUTUKH 0€30TaCHOCTH SIBJISIETCS:

- Ayaut, aHanu3 3aTpaT Ha MPOBEJAEHUE 3aUUTHBIX Mep

- Aynut, aHanu3 0€30MacHOCTH

- Aynut, aHanu3 ysA3BUMOCTEN, pUCK-CUTyaIul

Kputepun onenkmn:
JIisi olleHKH Pe3yJbTATOB TECTHPOBAHUSI TIPEIYCMOTPEHA CIEAyIoIIas CUCTEMa OICHWBAHMS YYEOHBIX
JTOCTHKEHHUM CTYAEHTOB:
3a Kax bl MPaBUWIILHBIN OTBET CTaBUTCS 1 Oas,
3a HenpaBWIbHBIN 0TBET — () GayIoB.
Ecnu crynenT nabupaer
oT 85 1o 100 % npaBUIBHBIX OTBETOB €EMY BBICTABIISIETCS OLIEHKA «OTIMYHOY;
oT 72 1o 84 % mpaBUIBHBIX OTBETOB — OILIEHKA «XOPOIIIOY,
oT 51 10 71 % npaBUIIbHBIX OTBETOB — OLICHKA «YIOBIETBOPUTEIHLHO,
MeHee 50 6aioB — OIEHKa «HEYIOBJICTBOPUTEIHHO.

1.2. Bonpochl 1151 cobece10BaHUA

Tema 1. KubGep0e30nacHOCTh B cHCTeMe HAMOHAIBLHOM O0e3onmacHocTn P
1. TocynmapcTBeHHas MOJUTHKA B 001acTH KHOEpOE30IMacCHOCTH KOMITBIOTEPHBIM aTakam OT 15 sHBapst
2013 .
VYronosusiit koaeke PD, pazaen «lIpectynnenus B chepe KOMIBIOTEPHON HHPOPMALTHN.
3amura kubepnpocTpaHcTBa rocyaapctsoM. Kubepsoiina.
4. TlpaBo Ha unpopmanuio B Koncruryuu PO.

w N



©CoNo O

3amuTa rocyapcTBa u 3aliuTa KuOepnpocTpaHCTBa.

JlokTprHa HHPOPMALMOHHOM O€30MaCHOCTH.

Kubeppoticka. 3anura KuOepnpocTpaHCTBA KaK OJTHA W3 3a7a49 BOOPYKEHHBIX CHJL.
Nudopmannonnas BoiiHa. THpOpMaIImOHHOE OpYXKHE.

[TaTpuOTH3M U UHTEPHET.

10. MadopmaninoHHoe BO3/eHCTBHIE.
11. BoenHasi, rocyjapcTBeHHas, KOMMepUecKas TaifHa.
12. 3ammra caiiToB rOCy1apCTBEHHBIX OPTaHOB (IEKTPOHHOE MTPABUTEIHCTRO).

Tema 2. KnﬁepnpecTynneHm{ NMPOTUB JINYHOCTH, OﬁmCCTBa U rocyaapcrsa

=
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11.

12.

13.
14.

15.
16.

17.
18.

PeanbHas u BUpTyanbHas JINYHOCTb.

[Icuxonoruveckass oOctaHoBka B MHTepHere: TpuduHr, KuOEpOYIIUHT, KHOEpMOOOWHT, TPOJUIMHT,
OyILTUIU /.

be3zonacHas paboTa B ceTH B Mpoliecce CeTeBON KOMMYHUKALUU (4aThl, GOpyMBbl, KOH(pEpEeHLInH, CKalIl,
COLIMaJIbHBIE CETH U TP.).

TepMHHBI ceTeBOI0 ATUKETA: OBEPKBOTHUHT, (uieiM, iy, opdTonuK, cCMallIMKu U Ap.

[Ipumepsl 3THUECKUX HApYIIEHUH. 3HAYEHUE CETEBOI0 ATUKETA.

CobcTtBeHHoCTh B IHTEpHETE. ABTOPCKOE ITPABO.

WuTennexryanbHas cOOCTBEHHOCTb.

[TnaTHas u 6ecrutaTHast HHGOPMAIIHS.

3ammTa npaB MOTpeOHUTENeH MPH MCIOIB30BaHUU yciayr MHTepHeT. 3ammra mpaB moTpeduTeneid yciayr
MpoBaiiiepa.

OTBETCTBEHHOCTh 32 HUHTEPHET-MOLIEHHUYECTBO.

IIpaBoBele akThl B 00dacTd HHGOPMAIMOHHBIX TEXHOJOTMH M 3allMThl KHOEpIpOCTPaHCTBA.
OTBETCTBEHHOCTh 32 KUOEPIIPECTYIIICHHUSL.

KoHcTuTylIMOHHOE NPpaBoO Ha MOMCK, MMOJIy4YeHHE U pacrpocTpaHeHre nHdopmaru. denepanbHblil 3aKOH
ot 29.12.2010 Ne 436-®3 (pen. ot 28.07.2012) «O 3amute nereit oT nHGOPMALNK, TPUIUHSIONIEH BpeT
UX 37I0POBBIO U pa3BUTHIO» (neiicTByeT ¢ 1 ceHta0ps 2012 roxa).

NupopmannonHoe 3akoHoaarenbcTBo PO.

3akoH P® «O6 nndopmanyy, HHGOPMALMOHHBIX TEXHOJOTHIX U O 3alIUTe WHPOpMALUW». YTOJIOBHA
OTBETCTBEHHOCTh 3a CO3/J]aHHE, MCIIOJNIb30BAHME U PACHPOCTPAHEHUE BPEIOHOCHBIX KOMIBbIOTEPHBIX
nporpamMm (ct. 237 YK P®). IlpaBoBas oxpana mporpamm s OBM u BJI. Kommepueckoe IIO.
becrutatnoe T10 (FreeWare, Free, Free GPL, Adware), ycmoBHo-6ecrutatnoe 1O (Trial, Shareware,
Demo).

[TpaBoBBIE OCHOBBI JUISl 3ALIUTHI OT CIIama.

[IpaBoBas oxpana mporpamm s OBM u BJI. Jlunensuonnoe I10. Bugwsr munensuit (OEM, FPP,
KOpIIOpaTUBHbIE JHUIEH3UH, noanucka). [1O ¢ orkpeiteiM kogoMm (GNU GPL, FreeBSD).

[IpaBo Ha nHpOpMaIHUIO, HA COKPBITUE JAHHBIX, KATETOpUH HH(OPMALIUH.

[lepconanbHbIe U OOIIEOCTYITHBIE JaHHBIE, OTPAaHUUYEHHBIN J0CTyI. 3aKoH «O MepCOHATBHBIX JaHHBIX .

Tema 3. CoBpemenHoe kubepnpocTpancTBo TexHuka 0e30aCHOCTH B KMOEPNPOCTPAHCTBeE

Awnh e
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11.

Momennnyeckue neiictsusi B Uatepuere. Kubepnpecrymienus

CereBoil aTuker. [Icuxonorus u cetb

[IpaBoBbI€ aceKThI 3aIUTHl KHOEPIPOCTPAHCTBA

OmnnaiiH cepBHCHI U1 6€30IIaCHOCTH MOJIB30BATENsI B HHTEpHETE (MPOBEpKa KOMITbIOTEpa U (ailyioB Ha
BHPYCHI OHJIAMH, OHJIANH AeakTuBamus SMS-BUpPYCOB, MpOBEPKA caiiTa Ha BUPYCHI, TpoBeEpKa (HanIoB Mo
e-mail, onpenenenue agpeca crpaHuiibl, mpoBepka croumoctd CMC u ap.).

Hactpoiiku 6€301acHOCTH TOYTOBBIX MTPOTPAMM.

3amyra B IOMCKOBBIX cUCTeMaX ((MIBTPHI ISl OTPAaHUYCHUS TOTEHIIMAIBHO OMACHOTO COAEPKUMOTO).
Hacrpoiiku 6e3omacnoctu BeO-6paysepoB (Internet Explorer, Firefox u T.11.).

DJEeKTPOHHAs MOYTa ¥ CUCTEMbl MTHOBEHHOT'O OOMEHa COOOIICHUSIMH.

Hacrpoiiku 6e3onacnoctu Ckaitn, ICQ u np. Cioco6s1 obecrieueHnst 6€30MacHOCTH BeO-caiTa.
Kubepnpecrymnnenus. Buabl HHTepHET-MOIIICHHUYECTBA (MMChMa, peK-TlamMa, 0X0Ta 3a JINYHBIMU
JaHHBIMU U T.11.). OnacHocTH MOOUIIBLHOMU cBsA3H. [IpenokeHus o ycTaHOBKE BPEIOHOCHBIX
IIPUIIOKEHUHN.

Momenanveckne CMC. YTeuka n oOHapoI0BaHNE JTUYHBIX JaHHBIX. [lom0op u mepexBat maposiei.



12.

13.
14.
15.
16.
17.
18.

B310MBI akkayHTOB B COIIMANIBHBIX CeTsX. Buapl MmomenandectBa B aTepHeTe. @umunr (papmuHr).
A3apTHBIE UTDBI.

Jloxxupie anTUBHUPYCHL. [loaMenHa cTpanuil B MHTepHETe (CalThI-KJIOHBI). DanbiuBbie (GaiiI000MEHHUKH.
DNEeKTPOHHBIN KoIeneK. MOIMIEHHUYECTBO IpU pacnpocTpaneHuu «oecruiatHoroy I10.

Texnonoruu MmanunyiaupoBanusi B lutepuere.

Tb npu unTepHET-00ICHNN.

Tb nipu peructpaiuu Ha BeO-caiiTax.

Komnerorepnoe nuparcrso. [lnaruar.

Tema 4. IIpodaembl UHTepHeT-3aBHCMMOCTH, KHOEpOY/IJIMHTa

wnN e
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24,

25.

0.
1.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22,
23.

TexHuka 6€30mMacHOCTH MPH pabOTE C KOMITBIOTEPOM.

Komnbrotep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BbIYAMHBIX CUTYaLIUAX.

Menununckas uapopmanusi B Marepaere. Komnbrorepsl 1 MOOUIIBHBIE YCTPOICTBA B AKCTPEMAIIbHBIX
YCIIOBUSIX.

BoszeiicTBre pagnoBoJIH Ha 3710pOBbe U OKpykatoiyto cpeny (Wi-Fi, Bluetooth, GSM).

Kommieke ynpaxHeHui npu padboTe 3a KOMIbIOTEPOM.

BozneiictBue Ha 3penne DJIT, KUAKOKpUCTAIIINYECKUX, CBETOUOIHBIX, MOHOXPOMHBIX MOHUTOPOB.
KomM1protep B pexume TpyJa v OTAbIXA.

BisiHue KoMIIBIOTEPA HA PENPOLYKTUBHYIO CUCTEMY.

Bpenusie ¢pakTopsl paboThl 32 KOMIIBIOTEPOM U UX MTOCIIEICTBUS.

Opranuzanus pabouero Mmecra

HHuTepHeT-coo011ecTBo.

NHTepHeT-3aBUCUMOCTS.

ConuanbHble ceTu. JleTcknue colnaabHbIe CETH.

BupryanbHas TMYHOCTS.

3aBucuMoOCTh OT MIHTEepHET-001IEeH .

PazBneuenus B IaTepHere.

IIpu3Haku UrpoBOYM 3aBUCUMOCTH.

CereBble UTpBI.

Caiitsl 3HaKoMcTB. 30K 1 KOMIIBIOTED.

Bunei 3aBucumoctu. JlectpykruBHas nndopmanus B Untepuere.

Buns! MHTEpHET-3aBUCUMOCTH.

KubepkynpTypa (MaccoBasi KyJlIbTypa B CETH) U JTUYHOCTb.

Kputepun 3aBuCUMOCTH (IPUOPUTETHOCTh, U3MEHEHUSI HACTPOECHUS, TOJIEPAHTHOCTh, CUMIITOM Pa3phiBa,
KOH(QUIUKT, PELU/IUB).

Tunsl MHTEpHET-3aBUCUMOCTH (IpHUCTpacTHe K paboTe ¢ KOMMBIOTEPOM, K HaBUTALMU M TIOUCKY
nH(pOpMaINU, UTPOMAHUS U 3JIEKTPOHHBIE TIOKYIKH, 3aBUCUMOCTB OT CETEBOTO OOIICHHUS).
Knaccudukanus nuaTepHeT-3aBUCUMOCTEN

Tema 5. Metoasb! ob6ecnieuenusi 0ezonacHocTu IIK n UuTepHera. Bupychbl 1 aHTUBHPYCBI

S~ wh P

[Ipu3Haky 3apakeHus KOMIIbIOTEPA.

AHTUBHpYCHAas 3aIIMTA.

3amuTa ¢aitnoB. bezonacHOCTs IpU CKaYUBaHUU (PailyioB.

3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOIMPOBAHUS.

Opranu3zalvoHHbIE, FOPUINYECKHE, TPOrPaMMHBIE U TPOrPaMMHO-AMIAPATHbIE MEPHI 3aIIUTHI.

3amuTa nporpamMm U JaHHBIX C IIOMOIIBIO MAapOJiel, MPOrPAMMHBIX U 3JIEKTPOHHBIX KIIIOYEH, CEpUIHBIX
HOMEPOB, NIEPEHOCA B OHJIANH U T.II.

Henepemenaemblie mporpaMmsl.

3anmTa OT KONMUPOBAHUS KOHTEHTA CalTa.

Wcrounuku 3apaxenus [1K.

AnTuBupycHoe [10, Buapl 1 Ha3HaYeHHue. MeTo bl 3alUThl OT BUPYCOB.

[Tpobnembr Ge3omacHOCTH WHPPACTPYKTYpbl MHTepHETa (MPOTOKOIBI MapLIpyTHU3alUU CETH, CHCTEMa
JIOMEHHBIX UMEH, CPEACTBA MapIIPyTU3aLUH U T.II.).

ITpoBepka nommuuHOCTH (ayTeHTH(UKanus) B IHTepHETE.

Mepnr 6e3omacHocTy 1 moas3oBarens WiFi. Hacrpoiika 6e3onmacHocTH.



14. Bupychl 1 MOOWJIBHBIX YCTPOMCTB (MOOUITbHBIE OAHKEPHI U IP. ).

15. Hactpoiika komnbroTepa Juist 6e30macHoi padoThl. OMMOKH MOIB30BaTEII.

16. TIpocTeie U TUHAMHUYECKH U3MEHSIOIIHECs mapoiau. bopp0a ¢ yreukamu nHGOpMaIiy.
17. CpencrBa koHTpos nocryna. [IpaBa nonapzoBareneid. CriocoObl pa3rpaHUYeHUs JOCTYIIA.
18. Otnuuus BUPYCOB M 3aKJIAJIOK.

19. AwnrtuBupycusie nporpammsl 1uist [1K: ckanepbl, peBU30pHI U 1Ip.

Kpurepun onenkmn:

OlIeHKA «OTJIMYHO» BBICTABIISIETCSA CTYJCHTY, €CJIU OH MPOJIEMOHCTPUPOBAT OJHOTY U TNIyOWHY 3HAHUM 1O
BCEM BOIPOCaM, 3HAE€T OCHOBHBIEC TEPMUHBI [0 KOHTPOJIHPYEMBIM TeMaM, BIIaJ€€T 3HAHUSAMH OO0 OCHOBHBIX
0COOCHHOCTSIX pEIICeHHs 3a/a4. YMEET MPUMEHSTh MOTy4eHHbIC 3HAHUS JUTS PEIeHHs] KOHKPETHBIX MPaKTHYECKHUX
3a1a4.

OlIeHKAa «XOPOILLI0» BBICTABJISAETCS CTYIEHTY, KOTOPBIM MPOAEMOHCTPUPOBAJ MOJHOTY U TIIyOMHY 3HAHUU IO
BCEM BOIIpOCaM pa3jiena, JOTMYHO U3J1aracT Marepuall.

OlleHKA «YyI0BJETBOPUTEIbHO» BBHICTABISETCS CTYACHTY, NMPU HAJIUYUU y HEro 3HAHUU OCHOBHBIX
KAaTeropuil U MOHATHUH 110 NPEAMETY, YMEHUS JJOCTATOYHO I'PAMOTHO U3JIOKUTh MaTepHall.

OlleHKA «HEeY/0BJIETBOPUTEJIbHO» BBICTABISIETCS CTYACHTY, KOTOPBIM HE OCBOWJI OCHOBHOTO CONEp)KaHHs
IpeIMETa, HE BIIaJeET 3SHAHUSAMHU JUCLUILIINHE.

1.3. Kputepuu onenku pedepara

Kpurepusimu onienku pedepara MOTYT BEICTYIHTD CIEIYIOUIHE MOMEHTHI:

— B Kakoil Mepe pacKpbIBaeTCsl aKTyaJlbHOCTb TEMBI;

—  KaKOB TEOPETHYECKU YPOBEHb CYXKICHHI aBTOpa, KaK BIAJeeT OH COBPEMEHHBIMU METOAO0JIOTHYECKIUMHU
OCHOBaMH HayK IPHU OCBEIIEHUH ITOCTABJICHHBIX B pedepare BOIPOCOB;

—  COOTBETCTBHUE CTPYKTYpPHI U coJepkaHus pedepaTa miany;

—  LEJNOCTHOE, TITy00KO€e MOHMMaHKHE BOIIPOCOB TEMBI WK pa3padaTbiBaeMoil poOIeMbl;

—  KakK yJaJoch aBTOpY CBfA3aTh W3JlaraéMble B pedepaTe BONMPOCH TEOPUH € MPOOIEMaMH CErOHSIIHETO
JTHSI, YMEHHUE HCII0Ib30BaTh TEOPETUYECKUE UCTOYHUKHU U YU€OHO-METOIUYECKYIO JINTEPATYPY;

—  JIOCTaTOYHO JIM IIPOSIBJIEHA aBTOPOM CaMOCTOSITENIBHOCTh B IIOCTAHOBKE BOIIPOCOB, B TPAKTOBKE MX, €CTh
J1 B paboTe OpPUTMHAIbHBIE MBICIH, CBEXHE (DaKThl, ONMMCAHUE JYYIIETO0 OMNbITa padOThl, KOHKPETHBIX
IIPUMEPOB U3 MPAKTUKH, COOTBETCTBYIOIINE PEKOMEHIALIMHU U NIPEAIIOKEHUS;

—  u3jaraercs JM B pedepare cOOCTBEHHOE MOHMMaHKHE pacCMaTpUBaeMoi Mpo0IeMbl, I0CTATOYHA JIU €r0
apryMeHTanus;

—  kak oopmiieH pedepar win goknan (00beM, HaIM4YKe TUIaHa, COJEPKATEIbHOCTh BBEICHHSI, IOJTHOTA
CIHCKA UCIIOIB3yEMON JIUTEPATyphl, HATMUUE MPHIIOKEHH, aHATIN3a ONbITa paboThI, CXeM, Ta0JHII,
Jarpamm, IjaaHoB, aHKET U T.1.);

—  UMeeT i paboTa ONpeIeeHHYIO IEHHOCTh, YTOObI pEKOMEHI0BATh €€ B POH/] yUeOHbIX TocoOuit Mo
KypcaM.

Pedepat onenuBaetcs no 4-x 0auIbHON cUCTEME - «HEYJOBIIETBOPUTEIBHOY, «yIOBIETBOPUTEILHOY,

«XOpOILO0Y, KOTIINYHOY.

1.4. Kputepum OLeHKH NMpe3eHTalun

bamnpHOE BBIPAKCHUC OLICHKU MTPC3CHTAIUN

Ne Bannot
Kpumepuu ouenxu komnonenmoe npezenmayuu (makcumanvnoe
KOu4ecmeo npu
RONHOU
8bIPaAdNCEHHOCHU
Kpumepus

CTpyKTypa npe3eHTanuu

[IpaBunpHOE 0(OpMIIEHHE TUTYIIFHOTO JIACTA

Hannune noHsATHONW HaBUTALIUU

OtmMmedeHbl HHPOPMAIOHHBIE PECYPCHI

Wi
INENENEN

Jlorudeckas mocienoBaTeIbHOCTh HH()OPMAIIMK Ha cllaiigax

Odopmiienne npeseHTaUN

5. | Enunstii cTrue opopmiteHus 5




6. Vcnonp3oBaHue Ha cllaiijax pa3Horo pojia 0ObEKTOB 5
7. Texcr nerko unTaercs, poH CoYeTaeTCsl TEKCTOM M rpaduiyeckumu dainamu 5
8. Vcnonp30BaHe aHUMaMOHHBIX 00BEKTOB 5
9. [IpaBUIILHOCTB M3JI0KEHUSI TEKCTa 5
10. | Hcnosp3oBaHue 00BEKTOB, CACNAHHBIX B JPYTHX IIPOrpaMmax 5
ConepkaHue Mpe3eHTanuH
11. | CdopmynupoBaHsl IpodiieMa 1 €€ NOCUIbI, PACKPBITH 00CTOSTENbCTBA €€ MPOSBIICHUS, 7
OIIpeNIeISIFOLINE aKTyaTbHOCTh PACCMOTPEHHSI BOIIPOCa.
12. | TloHsATHBI 3a1a4H, JJOTHKA M OOIIHIA aITOPUTM PaCCMOTPEHHS PaCKPhIBAEMBIX BOIIPOCOB 7
13. | HocrarouHast EMKOCTB, COAEPIKATEIFHOCTh H yOSIUTEIEHOCTE MPEICTABIIEMOTO 7
Marepraa
14. | He nmeperpyxeHHOCTh IPEACTABIIEMOr0 MaTepraia BTOPOCTEIICHHBIMH JAaHHBIMH 7
CBEICHUAMH
15. | Cpenansl sicCHBIE IJIs1 BOCIPHSATHS BHIBOJBI (3aKITIOUCHHS) 7
16. | IlpencraBieHHBIN MaTepHal M BEIBOABI COOTBETCTBYIOT ITOCTABICHHON NN 7
JddekT npe3eHTALMHI
17. | T'apMOHMYHOE JOTIOJHEHHE YCTHOTO BHICTYIUICHHUS U 0o0lIee BIIeUaTICHHE OT IIPOCMOTpa 12
Hpe3eHTALMI
Cymma 0aJu10B 100

Ecnu ctynent nabupaer

oT 85 10 100 - oleHKa «OTIIHYHO;

0T 72 10 84 — OlLICHKA «XOPOILIO»,

or 51 10 71 — olleHKA «y1OBIETBOPUTEILHOY,

MeHee 50 0annoB — OlLlEHKa «HEYOBIETBOPUTEIHHOY.
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10.
11.
12.
13.
14.

15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.
27,
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.
38.

39.
40.
41.
42.
43.
44,
45.
46.
47.

2. OuneHoYHble MATEPHAJIBI VI IPOMEKYTOYHOM aTTecTalluu
2.1. [IpumepHBbIii IepeYeHb BONPOCOB JIJIA 3a4eTa.

KoHcTuTylimoHHOE IpaBo Ha NOUCK, MOIy4YeHUE U pacupocTpaHenue nHdopmaruu. OenepanbHblil 3aK0H
o1 29.12.2010 Ne 436-®3 (pen. ot 28.07.2012) «O 3amute nereit ot nHGOPMAIUIH, IPUIUHSIONIEH Bpel
WX 370pOBBIO M pa3BUTHION (nericTByeT ¢ 1 centsiops 2012 roqa).

3amyTa rocyaapcTBa 1 3amTa KHOeprnpoCcTpaHCTBa.

JlokTprHa MHPOPMALIMOHHON G€30M1aCHOCTH.

KubepBoiicka. 3anmra KubepnpocTpaHCTBA KaK OJJHA U3 33]]a4 BOOPY)KEHHBIX CHIL.

Nudopmanmonnas Boina. lHpopmanmonHoe opyxue.

ITaTpuoTU3M 1 UHTEPHET.

HNudopmanmonHnoe Bo3aeicTBHIE.

bezonacnas paboTa B ceTH B MpoIIECCe CETEeBOM KOMMYHUKALUU (4aThbl, (POPYMBI, KOH(PEPEHLINH, CKAHTI,
COLIMAJIbHBIE CETHU U IIP.).

[Ipumepsl 3THUECKUX HApYIIEHUH. 3HAYEHUE CETEBOI0 ATUKETA.

CobcTtBeHHOCTh B IHTEpHETE. ABTOPCKOE ITPABO.

WuTennexryanbHas COOCTBEHHOCTb.

[TnaTHas u 6ecrutaTHast HHGOPMAIIHS.

WNudopmanronnoe 3aKkoH01aTeNbCTBO PD.

[IpaBoBasi oxpana nporpamm ans OBM u BJI. Kommepueckoe [10. becrmatnoe [10 (FreeWare, Free,
Free GPL, Adware), ycnoBao-6ecraraoe 10 (Trial, Shareware, Demo).

IIpaBoBbIE OCHOBBI JUIS 3ALLUTHI OT CIIaMa.

[lepconanbHble 1 00ILEIOCTYNHbBIE JTaHHbIE, OTPAaHUUYEHHBINA JOCTYI. 3aKOH «O MepCOHAIbHBIX JAHHBIX).
CereBoii atukert. [Icuxonorus u ceth

OmnunaiiH cepBHCHI AJIs1 OE30MIaCHOCTH I0JIb30BATENS B UHTEPHETE

3anmTa B HIOMCKOBBIX cUcTeMax ((UIbTPHI sl OTpaHUYEHHS OTEHIMAIBHO OMACHOTO COAEPKUMOTO0).
Bunel nHTEpHET-MOIIIEHHUYECTBA (TUChMA, PEK-1aMa, 0X0Ta 3a JIMYHBIMU TaHHBIMH U T.I1.).

OmnacHoctu MOOHIBHOH cBsi3U. [IpeokeHns Mo yCTaHOBKE BPEJOHOCHBIX MPUIIOKEHUH.

Bunapl momennnuecta B atepuere. @umunr (papmuHr).

A3apTHBIE UTPHI.

JloxHble aHTUBUPYCHL. [loMeHa cTpanull B MHTEpHETE (CalThI-KJIOHBI). PanbiinBbIe (aillloOOMEHHUKH.
DJEeKTPOHHBIN KoIeneK. MOIIeHHUYeCTBO IpU pacnpocTpaHeHuu «oecruiatHoroy I10.
Wnrtepuer-atuket. [IpaBuna oOuenus B IutepHere.

OCHOBBI CETEBOTO ITHKETA.

Ilepenucka B cerTn.

[IpaBuna noBeneHus B ckaimne. opym.

OO11eHne B CETH U €ro MOCIEICTBHUS.

Arpeccus B CETH.

AHOHMMHOCTbB B CETH.

Bunel aTukera (JIMYHBIN, 1€710BOM, MMCbMEHHBIN, JUCKYCCUOHHBIN U 1p.). Pa3nuuus sTukera B pa3HbIX
CTpaHax.

['uruena kommeroTEpa.

Ilosp3a 1 Bpea KOMIIBIOTEPHBIX UTP.

TexHnka 6€30MacHOCTH MpU paboTe ¢ KOMIBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BBIUANHBIX CUTYAIIUSX.

Menauuunckas uaopmanus B Iareprete. KoMmnbeioTepsl 1 MOOMIIbHBIE YCTPONCTBA B 3KCTPEMAIbHBIX
YCIIOBUSIX.

KomMmbrotep B pexxume TpyJa v OTAbIXA.

Bpenusie ¢pakTopsl paboThI 32 KOMIIBIOTEPOM H UX MTOCIIEICTBUS.

HNHTEepHET-3aBUCUMOCTb.

ConuanbHble ceTu. JleTckre colnuaabHble CETH.

BuptyanbHas TMYHOCTb.

3aBucuMOCTh OT MIHTEpHET-00IIEHHS.

PazBneuenus B IaTepHere.

IIpu3Haku UrpOBOY 3aBUCUMOCTH.

CeTteBble UTPBI.



48. Bunpl 3aBucumoctu. JlectpykruBHas nadopmanus B HTEpHETE.

49. Bunsl HTEpHET-3aBUCUMOCTH.

50. Tlcuxomoruueckoe Bo3nelcTBIE HHGOPMAIIMHN Ha YeJIOBEKA.

51. Kpurepuu 3aBUCUMOCTH (IIPUOPUTETHOCTH, N3MEHEHHS HACTPOCHUS, TOJIEPAHTHOCTH, CAMIITOM Pa3pbIBa,
KOH(JIMKT, PELIU/INB).

52. Knaccuduxanusi ”HTEpHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apa)keHHs] KOMIIbIOTEpa.

54. AHTUBUpYCHAas 3aIIMTA.

55. OpranuzanuoHHbIC, OPUIUYECKHE, IPOTPAMMHBIE U IPOTPAMMHO-ANNapaTHbIE MEPHI 3aIHUTHI.

56. 3amuTa MporpamMm M JaHHBIX C IIOMOUIBIO MapoJie, MPOrPAMMHBIX U 3JIEKTPOHHBIX KIIFOYEH, CEPUITHBIX
HOMEPOB, IepeHOca B OHJIANH U T.II.

57. AwntuupychHoe [10, Buapl u Ha3HaueHHE. MeTobI 3alIUTH OT BUPYCOB.

58. Mepsi 6e3onacHocTH s osib3oBaTens WiFi. Hactpoiika 6e3omacHocTH.

59. Bupycsl [u1st MOOMIIBHBIX YCTPOMCTB (MOOHIBHBIE OaHKEPHI U IP.).

Kpurepum oueHkun
0 0aJ1710B — 3aJ1aH1€E HE BBLIITOJIHEHO;
1 6a/u1 mony4aer CTyJAEHT, IEMOHCTPUPYIOUINI 3HAUUTEIbHbIE TPOOENbl B 3HAHUU 0a30BOr0 TEOPETHUECKOTO
MaTepuasa, U HU3KUH YPOBEHb MPAKTUYCCKUX YMCHHH M HABBIKOB, JIOMYCTUBIIUI MPUHIUIHAIBHBIC OIIHOKH
MIPH BBITIOJIHEHUH MPAKTUYECKOTO 3a/1aHUS.
2 0a/1J1a MOTyYaeT CTYJCHT, IEMOHCTPUPYIONINI 3HaHUST 0a30BOT0 TEOPETUICCKOT0 MaTepralia, HeCTaOMITbHBII
yYpOBEHb YMEHUH, HCTIBITHIBAIOIINHN 3aTPYAHEHUS B BHITIOTHEHUU MPAKTUYECKOM PabOTHI.
3 0aJu1a moJy4aeT CTYACHT, JEMOHCTPUPYIOIIMNA TIIyOOKOE 3HAaHWE TEOPETHUECKOTOo MaTephalia, BBICOKHMA
YPOBEHb YMEHUH U CIIOCOOHBIHN K MX CAMOCTOSITEIbHOMY MTPUMEHEHUIO, HE UCTIBITHIBAIOIIEMY 3aTPYAHCHU TPU
BBITTOJTHEHUH MTPAKTHYECKON paOOTHI.
4 0a/110B NOJyYaeT CTYJEHT, JEMOHCTPUPYIOIIUN INIyOOKOe 3HAHUWE TEOPETUUYECKOro MaTepHalia, BBICOKHI
YPOBEHb YMEHUH M CHOCOOHBIH K HMX CaMOCTOSITEIbHOMY NPHUMEHEHHIO, TPOSIBUBIIEMY CIIOCOOHOCTH TpH
BBITIOJTHEHUH MPAKTUYECKON PabOTHI.
5 06aJuI0B TOTyYaeT CTYACHT, JEMOHCTPUPYIONIHMNA TIyOOKoe 3HaHWE 0a30BOTO TEOPETHYECKOTO MarepHala,
BBICOKHI ypOBEHb YMEHUN U CIIOCOOHBIM K UX CAMOCTOSITENFHOMY MPUMEHEHHIO, TPOSBUBIIEMY TBOPYECKHE
CIIOCOOHOCTH TPU BBINOJIHEHUU IPAKTUUECKOMN paboTHI.



