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1. Ieab 1 3aa4M AUCUMIJIHHBI

LenssMu 0CBOCHUSI TUCIMILIMHBI SABIISIOTCS: (POPMUPOBAHUE LEIIOCTHOTO MPEICTABICHHUS
O pOJM COBPEMEHHOTO KHOEpIpOCTpAaHCTBA B 0OOpa3oBaTEIbHON Cpeae M MelarormyecKon
NeATeNbHOCTH; (POPMUPOBAHME CHCTEMBl 3HAHWW, YMEHHH M HABBIKOB Il OOecHeueHHs
KkrbOepOe30macHOCTH CBOCH MPpodecCHOHAIBHOM AeITEThHOCTH.

YueOHble 32124 TUCHUILIMHBI:

— (dhopMupoBaHKE 0OIIUX MTPEICTABICHHS O O€30MaCHOCTH B MH()OPMAIIMOHHOM OOIIECTBE;

—  uW3y4yeHHE OOMMWX NPUHIHUIIOB TEXHOJIOTUH, NPUMEHSIEMBIX B HWH(POPMALMOHHON
0e30I1aCHOCTH;

- dbopMupoBaHWE YMEHUS MPUMEHATH TpaBuiIa KUOEpOE30TacHOCTH BO BcCeX cdepax
NeITebHOCTH;

- OCBOEHHE 3HAHUM, COCTABIAIOUINX Hayana MpecTaBiIeHU 00 HHPOPMAIIMOHHOM KapTHHE
MUpa U HHPOPMAITHOHHBIX MTPOIIeccax;

—  OBJIQZICHWE YMEHHEM HCIIOJIb30BaTh KOMITBIOTEPHYIO TEXHHKY KaK MPaKTHYECKUN
WHCTPYMEHT Ui  paboThI ¢ HH(pOpMAIHEl B ITOBCETHEBHOM KHU3HH,

—  pa3BHUTHE HABBIKOB OPUEHTHPOBAHUS B MHPOPMAIIMOHHBIX TOTOKAX.

2. MecTO THCHMILJIMHBI B CTPYKTYpe 00pa3oBaTeIbHOIM NMPOrpaMMbl

Hucuunnuna «Kubepbe3omacHocTh» oTHocuTca K 4vactu bioka 1, dopmupyemoit
YYaCTHHKaMH 00pa30BaTEIbHBIX OTHOIICHUH, SIBISIETCS JUCIUTUTMHON 10 BBIOODY.

Jlnst ocBoeHHsI y4eOHOTO Marepuaia 1Mo JUCIHIUIMHE WCIOJB3YIOTCS 3HAHWS, YMEHUS,
HaBBIKH, C(OPMHUPOBAHHBIC TMPEANICCTBYIONIMMH IUCHHILTHHAMU: WHpopmaTtnka (IIKOJIBHBIHN
Kypc), TexHonoruu mudpoBoro oOpazoBaHus.

3HaHUSA, YMEHHS, HaBBIKM, C(HOPMHPOBAHHBIE B MPOLECCE H3IYUYECHUS IUCHUIUIIMHBI
HEOOXOUMBI Ul MPOXOXKACHHUS Y4eOHOW M MPOU3BOJCTBEHHOW MPAKTUK, MOATOTOBKH K
roCyJIapCTBEHHOW UTOTOBOM aTTECTAIUH.

3. [InanupyemMble pe3yJbTaThl 00y4eHHs M0 TUCHHUILINHE

Kon un Kox n HaumenoBanue
Pe3yabTarsl 00yyeHus
HAUMeHOBaHUe HHIMKATOPA JOCTUKEHU S
KOMIIeTeHIIUH KOMIIeTeHIIUH 1o gueniime
Yuueepcanvnuvie komnemenyuu
VYK-1. YK-1.1 - 3HACT TOPSJOK  OMpEeIeICHUs
Crniocoben JleMOHCTpHpYET 3HAHHE UCTOYHUKOB HH(OpPMaLUU, TOPAIOK
OCYILIECTBIISITh O0COOCHHOCTEH CHCTEMHOTO M | MOJIyUYeHUS JOCTYIa K HUM.
MOUCK, KPUTHYECKUN | KPUTUYECKOTO MBIIIICHUS, - 3HAaeT METOAbl OMNHCAHUA U
aHaJlM3 W  CHUHTE3 | apryMEHTHPOBAHHO dbopmanuzanuu MOJTy4YEHHOM
nHpopManuu, (dhopmupyeT cOOCTBEHHOE nHpopMaIuu.
MPUMEHSITh CYXJICHUE U OIICHKY - 3Haer cmocoObl  BepuduUKaUU
CUCTeMHBIH MOAX0J | MH(pOpMALMH, TPUHUMAET MOJIy4aeMoil HHPOPMAIIHIH.
TUIs penieHus | 000CHOBaHHOE peIlIeHHUE. - 3HaeT MPHUHLHUIBI  CHUCTEMHOTO
MOCTABJICHHBIX 3a71a4 MOIX0/1a.
- croco0eH BbIpabaThIBATh CTPATETHIO
JEWCTBUA HA OCHOBE CHCTEMHOIO
MOJAX0Jla HCMOJb3yd 00paboTaHHYIO
MOJIYYEHHYIO HHPOPMAITHIO.
YK-1.2 - crocoOeH MPOBECTH AHAIN3
[IpumensieT noruveckue uH(pOpMaLIUY IPEIMETHON 00IacTH
(hOopMBI U IPOLIETYPHI, MOJIy4eHHOU ¢ ucnons3oBanuem MKT.
CHoco0eH K peIeKCHu mo - 3HAeT OCHOBHI 00Pa0OTKH
MOBOJIy COOCTBEHHOM U UyKOH | MHpOpMaIuu B mpodecCuoHaTbHON
MBICIIUTEIHHON AATEeIHLHOCTU. | Cephl;




- croco0OeH MPOBECTH BHIOOD
HE00X0IMMO HHPOPMALIUU
IIPEIMETHOM 00J1aCTH C
ucnoJibzoBanuem [1K u naketos
NPUKIIAJHBIX IPOTPAMM.

yMEeT TOJy4aTh HOBBIE 3HAaHUSA Ha
OCHOBE aHam3a u CHHTE32
uH(popmanuu; cobupatb M 0000IIaTH
JaHHbIE TI0 HAay4yHBIM TpobieMam,
OTHOCSIITUMCST K TPO(eCcCHOHATBHOM
o0nacTu;

OCYIIECTBIISATh TOUCK WH(GOpPMAIMH |
OPUMEHSITh CUCTEMHBIA TIOAXOJ JUIS

PCIICHUA IIOCTAaBJICHHBIX 3aaa4,
ONpCACIATh u OIICHUBATh
MPAKTUYCCKUC IMOCICACTBUA

BO3MOXHBIX peIIIeHI/If/'I 3aJa4u.

YK-1.3.

AHaIM3UPYET UCTOYHUKHU
HnH(}OpMaIINH C ENBIO
BBISIBJICHUS UX IPOTUBOPEUHIA
Y TIOMCKA JIOCTOBEPHBIX
CYKJEHUM.

BJIAACCT HABBIKAMU UCCIICIOBAHUA
mpo6ieM mpodeccHoHaTbHON
ACATCIIBHOCTH C IPUMCHCHUEM
aHaJIM3a, CUHTE3a U JIPYTHX METOJIOB
HHTGHHeKTyaHBHOﬁ JACATCIBbHOCTH,
BBIABJICHUA HAYYHBIX HpO6J'IeM u
MCIIOJIb30BaHUS aIeKBATHBIX
METOJIOB JJISl UX PEILICHUs;
bopMynupOBaHUSI OLICHOYHBIX
CY)XJICHUH MPU PELICHUHN
poeCCHOHABHBIX 3a7a4.

VK-8.

CnocoOeH co3maBaTh
U TIOJJICP)KUBATh B
HOBCEIHEBHOMU
JKU3HU H B
npodecCuoHAITBHON
IEeITEILHOCTH
0e301acHbIe
yCIOBUS
JKU3HEAEATEILHOCTH
JInE COXpaHEHUs
MPUPOJIHON  Ccpepl,
obecneyeHus
YCTOMYUBOTO
pa3BUTHUS OOIIECTBA,
B TOM UYHCJIE TpU
yrpose u
BO3HUKHOBEHHUU
Ype3BhIUYAHHBIX
CUTYyaLU u
BOCHHBIX
KOH(JIMKTOB

VK-8.1

OnenuBaer (akToOpbl PHUCKA,
yMeeT 00ecIeYrBaTh JMIHYIO
0e3011aCHOCTb U 0€30IaCHOCTh

CniocoOeH co3aaBaTh U TOIJIEPKUBATH
HEOOXOAMMBIE YCIIOBHS 0€30TaCHOCTH
JUTSl yYYaCTHUKOB 00pa30BaTEILHOTO
mpolriecca v JINYHOU 0€301MacHOCTH.

OKPY>KaIOIIHUX B | Briageer HaBbIkaMu OlICHUBAHMS,
MOBCE/IHEBHON JKM3HM U B | (DaKTOPOB PUCKA, U 00eCIICUeHUS
npodeccuoHanbHOM JUYHOM 06e30MacHOCTH U 6€30MacHOCTH
JEeSITeIbHOCTH. Y4aCTHUKOB 00pa30BaTeIbHOTO
mporecca.
YK-8.2 3HaeT OCHOBHBIE METO/bI CO3/IaHUS U
3HaeT W MOXKET NPUMEHATH | MOAJEP>KAaHUS B IOBCETHEBHOM KU3HU
METO/IbI 3alIUTHI B | U poeccHoHaANbHOM e TEIbHOCTH
Ype3BhIUAHBIX CUTYallUSAX UB | YCIOBUHN B UPE3BBIYAMHBIX CUTYyALIUSX.
YCIIOBUSIX BOCHHBIX | [I[puMeHseT Ha MPaKTUKE METOIbI
KOH(DJIMKTOB, (dbopMupyeT | 3alIUTHI B YPE3BHIYAMHBIX CUTYAIUSX,

KyabTypy  Oe3omacHoro u
OTBETCTBEHHOT'O ITOBEJICHHS.

JIOHECTH TIPUHITUIIBI KYTbTYPBI
0€3011acHOTO U OTBETCTBEHHOTO
MOBEJICHHUS 00y4aeMbIX.

CrnocoOeH 00y4nTh HaBBIKAM CO3JIaHUS
U TIOJIJIEpXKaHMsI B TIOBCETHEBHOM
KU3HU U IPOPECCHOHATIBHO M
JeSITeJIbHOCTH HEOOXOAUMBIX YCIIOBUI
JUTSL OTBETCTBEHHOT'O TTOBEAECHUS
00yJaeMbIX.




4. O0beM yueOHOI JMCHUIIIMHBI M BH/IbI y4eOHOH padoThI
OO1iast TPYIOEMKOCTh JUCIUILIMHBI COCTABISICT 2 3aueTHbIC eAWHHUIBI (72 YacoB),
BKJIIOUAsi IPOMEXYTOUHYIO aTTECTALUIO.

Bun yae6HOI paboThI Bcero uvacos CeMe7<:Tpm
2 Bcero: 36,3 72
£ | Jlexuun (Jex) 16 16
0]
e [IpakTrueckue 3aHATHS (B T.4. CEMUHAPBHI)
jas}
c% (ITp/Cem) 20 20
= JlabopaTtopusbie 3ansTus (J1ad)
§ NunuBunyanbabie 3ausatus (U3)
XK
;m? = 3auer, 3a4eT ¢ oneHkou, sk3ameH (KITA) 0,3 0,3
<=
=
;‘ § Koncynpramus k sx3ameny (Konc)
o O
= E
é < | Kypcosas pa6ora (Kp)
CamocrositensHas pabota ctyaeHToB (CP) 35,7 35,7
[Toarororka k 3x3ameny (KoHTpoib)
Bun npomexyTrouHoii arTecTanuu 3a4eT 3ayeT
Oo6masi TpynoeMKoCThb (10 IJIAHY) 72 72

5. Conep:kaHue TUCHUILIMHBI 110 pa3jaejaM (TeMaM) U BUaM 3aHSITHI
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Cemectp 7
Kubepb6e3onacHoCTh B cucteMe 9 4 4 10 VK-1 Hoxnan
HAlMOHAILHON 6e30macHoCTH PD YK-8 | cobecenopanme
Kubepnpectyrienus npoTus ) 4 5 19 YK-1 BHOWED
JUYHOCTH, OOIIIECTBA M TOCYIapCTBa YK-8 | cobecenoBanne
CoBpemMeHHOE KHOepIpoCTPaHCTBO VK-1 JOKTa
TexHuka 6e30MaCHOCTH B 4 4 8 16 | YK-8 | cobecenosanne
KHOEPIPOCTPAHCTBE
[Tpo6nemsl IHTEpHET-3aBUCHMOCTH, 4 4 8 16 YK-1 JOKIaN
kuOepOyIIMHra VK-8 | cobecenoBanue
Mertoab! obecnieuenus 6ezonacHoctu [1K YK-1 JOKIIaz
u MuTepHera. BUpycsl U aHTUBUDPYCHI 4 4 97 | 1r7| VK-8 Co6eCEZCOTBaHHe
dopma MPOMEKYTOUHOU aTTECTALUN 0.3 cobecemoBaHne
(3ager) ’
Bcero 3a cemectp: | 16 20 357 | 72




[Mnanpl mpoBeneHUS Yy4eOHBIX 3aHATHH OTPAXKEHBI B METOJAMUYECKUX MaTephaliax
(ITpunoxenue 1.).

6. KOHTPOJIL KayeCcTBa 0CBOCHUSA JUCHUILJIHHBI

KonTpons kadecTBa OCBOEHHS y4yeOHOrOo Marepuaia MO JUCHUIUIMHE IMPOBOJIUTCS B
(dbopme TeKymero KOHTPOJIS yCHEBAEMOCTH M MPOMEXYTOYHOW aTTECTallMd B COOTBETCTBHU C
«[Tomoxxennem o opmax, MEPUOJUYHOCTA W TOPSAKE TEKYIIEro KOHTPOJIS YCIEBAEMOCTH U
npomMexxyTrouHoi arrecranuu ody4aromuxcs B [BOY BO CI'TIU u ero ¢punmanaxy.

JUia arrectauuu OOY4YaloOIMXCSI HA COOTBETCTBME WX IEPCOHANBHBIX JIOCTHXKEHUN
TpeOoBaHUAM 00pa30BaTEIbHON MPOrPAMMBI MCHOJB3YIOTCSI OLEHOYHBIE MAaTepHalIbl TEKYLIETO

KOHTPOJISl YCIIEBAEMOCTH U IpoMexxyTouHoi arrectauuii (IIpunoxenue 2).

YpoBeHb ¢hpOpMHUPOBAHHOCTH KOMIIETCHIIMH

He chopmupoBana chopmupoBana chopmupoBana chopmupoBana
YACTHYHO B 11€JIOM MOJTHOCTHIO
«He 3auTeHo» «3auyTeHo»
«Hey2101:).1:le0T):30pnTe.l1 «Y10BJICTBOPUTEIbHO» «Xopouio» «OTIANYHO»
Onucanue KpUTepUeB OIeHUBAHNS

OO6yuaromuiicst OOGyuaromuiics OOGyuarommuiics OOyuarommuiics
J€MOHCTPHUPYET: JEMOHCTPUPYET: JEMOHCTPUPYET: JEMOHCTPUPYET:
- CYILIECTBEHHBIE - 3HAHUS - 3HaHHUE U - r1yookue,
poOebl B 3HAHUSAX | TEOPETUYECKOTO NOHUMaHHe BCECTOPOHHHE U
y4eOHOT0 MaTepHuala; | Marepuaia; OCHOBHBIX apryMeHTUpPOBaHHbIE
- IOMYCKaIoTCs - HETIOJIHbIE OTBETHI HA | BOIIPOCOB 3HAHUS
MPUHIUIHAATIbHBIE OCHOBHBIE BOIIPOCHI, KOHTPOJUPYEMOI'O | MPOTPaMMHOIO
OLIMOKYU IIPU OTBETE | OIIUOKU B OTBETE, obbema MaTepuaa,
Ha OCHOBHBIE HEJI0CTaTOYHOE POrPaMMHOTO - IOJTHOE TIOHUMaHUE
BOIIPOCHI OuIIeTa, NOHMMAaHHE CYIIHOCTH | MaTepuaa; CYLIHOCTH U
OTCYTCTBYET 3HAaHUE | U3JIaraeMbIX BOIIPOCOB; | - TBEpAbIC 3HAHUS | B3aUMOCBSI3U
Y IOHMMaHUe - HEYBEpEHHbIE U TEOPETUYECKOTO paccMaTpuBaeMbIX
OCHOBHBIX NIOHSTUN U | HETOYHBIE OTBETHI HA MaTepuaa. MIPOLIECCOB U
KaTeropui; JOTIOTHUTEIbHBIE - CIIOCOOHOCTH SBJICHUH, TOYHOE
- HETIOHUMaHUE BOIIPOCHI; yCTaHaBIUBATh U 3HaHHE OCHOBHBIX
CYILIHOCTHU - HEJIOCTaTOYHOE O0OBSCHATH CBS3h MOHITHI B paMKax
JIOTIOJTHUTEIBHBIX BJIQ/ICHUE JIUTEPATYPOH, | MPAKTUKH U 00CyKTaeMBIX
BOIIPOCOB B paMKax PEKOMEH/I0BAaHHOM TEOPUH, BBISIBIIATh | 3a/IaHUN;
3a/laHuil OuneTa; IpOrpaMMoit MPOTUBOPEYHS, - CII0OCOOHOCTH
- OTCYTCTBUE YMEHUS | AUCIMILTUHBI, poOIeMbI U yCTaHaBIUBATh U
BBITIONTHSATh - ymeHue 0e3 rpyobIx TEHCHIINH 0OBSCHATD CBA3h
MIPaKTUYECKHE OIIMOOK pemaTh pa3BUTHUS, MIPAKTUKU U TEOPHH;
3a/laHus, NPaKTHYECKUE 3aJaHus. | - IPaBUIbHBIE U - IOTUYECKH
Mpe1yCMOTPEHHbBIE KOHKpETHbIE, 03 MocCIie/IoBaTeIbHbIE,
MPOrpaMMOit rpyObIX OIHOOK, coJiep>KaTebHbIE,
JMCIUTLINHBI; OTBETHI Ha KOHKpETHBIC U
- OTCYTCTBUE MOCTaBJICHHBIE MCYEPIBIBAIOIIHE
TOTOBHOCTH BOIIPOCHI; OTBETHI Ha BCE
(cmocobHOCTH) K - YMEHHE penaTh 3aJjaHus Ousera, a




JTUCKYCCUU U HU3Kas MIPaKTUYECKUE TaKxKe

CTENEHb 3a/1aHMs], KOTOPBIE | JIOMIOJIHUTEIJIbHbIC

KOHTAKTHOCTH. clenyer BOIIPOCHI
BBITIOJTHUT; 9K3aMEHATOPa;
- BJIAJICHUE - YMEHHUE peniaTh
OCHOBHOM [IPaKTUYECKUE
JIUTEPATYypOi, 3aaHus;
PEKOMEH/IOBAaHHOM | - HAJIMYHUE
MPOTPAMMO COOCTBEHHOM
JIVCITATIIINHEI 000CcHOBaHHOMI
Bo3moxHbI MO3ULINU T10
HE3HAYUTEIIbHbBIC 00CyX1aeMbIM
HETOYHOCTH B BOIIPOCaM;
PacCKpBITUH - cB0OOHOE
OT/CIbHBIX WCII0JIb30BAHUE B
MOJIOKEHU N OTBETaxX Ha BOMPOCHI
BOIIPOCOB OWjeTa, | MaTepualioB
MPUCYTCTBYET PEKOMEHI0BAaHHOM
HEYBEPEHHOCTH B OCHOBHOM U
OTBETax Ha JIOTIOJTHUTEITLHO M
JIOTIOJTHUTETLHBIE JTUTEPATYPHI.
BOITPOCHI.

7. YuyeOHO-MeTOAMYECKOE o0ecTeueHrue TUCIUIIINHBI

Y4ebHo-MeToqu4ecKoe oOecreueHne TUCIUILIMHBI BKIIOYaeT pabouyi mporpammy
JTUCLMIUIAHBI, METOIMYECKHEe MaTepHalibl, OLIEHOYHbIE MaTepUaslbl.

[TosHBIN KOMIUIEKT METOANYECKUX AOKYyMEHTOB pa3menieH Ha DMOC ®unumana CI'TIN B
r. JKenesHoBoacke.

Y4eOHO-MeTOAMYECKOe  OOECIeUeHUEe CaMOCTOSITENIbHOM  paboThl  00YyYaromIUXCs
BKJIIOUAET: Yy4eOHHKH, Yy4yeOHble TMOCOOMS, DJIEKTPOHHbIE OOpa3oBaTeNbHbIE PECYpPCHI,
METOAUYECKUE MaTepUabl.

CamocrosarenbHas  pabora  oOywarommuxcsi — siBisiercss  GopMoil  opraHH3anuu
00pa30BaTeNILHOrO Mpoliecca Mo AMCHMIUIMHE U BKIIIOYACT CIEAYIOIIUE BUABI JESTEIbHOCTH:
nmouck (mombop) W 0030p HAYYHOM W y4eOHOW JUTEPaTyphl, SJIEKTPOHHBIX HMCTOYHHKOB
uH(pOpMaLIUU TT0 U3y4aeMoi TeMe; paboTa ¢ KOHCIEKTOM JICKIIHA, SJIEKTPOHHBIM YUeOHUKOM, CO
CIIOBApSIMU U CHPABOYHHKAMHU, HOPMATUBHBIMHU TOKyMEHTAMH, apXUBHBIMU U JIp. UICTOYHUKAMU
uHpopmanuu (KOHCIIEKTHPOBAHUE); COCTABJIIGHHWE TUIaHA U TE3UCOB OTBETA; MOJrOTOBKA
coobmenus (pedeparta); cobecemoBaHUE; TNPE3CHTALMU; BBINOJHEHUE HWHAWBUIYaIbHBIX
3aJlaHUH; MOJIrOTOBKA K MPAKTHYECKUM 3aHSTHUSIM U Jp.; TOJATOTOBKA K 3aUeTy.

8. IlepeyeHb OCHOBHOIi M 1ONOJIHUTEILHON y4e0HOM JIUTEpaTyphl

OcHoenas tumepamypa:
OcHoenas tumepamypa:

1. Jloce, A. Bb.  Kpunrorpapuueckue MeToabl 3alMThl HHGOpMALUU IS
U3YYalOIUX KOMIBIOTEpHYIO Oe3omacHOCTh : yueOHuk i By3oB / A. b. Jlocs, A. IO.
Hecrepenko, M. U. PoxkoB. — 2-e u3f., ucnp. — Mocksa : U3garensctBo FOpaiit, 2022. —

473 c¢. — (Bricmee obpazoBanue). — ISBN 978-5-534-12474-3. — TekcTt : dNeKTPOHHBIN //
OopazoBarenbHas miardpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/489242

2. Bborynbckas, H. A. Moaenu 6e30mMacHOCTH KOMIIBIOTEPHBIX CHCTEM : y4eOHOe
nocobue / H. A. borynbsckas, M. M. KyuepoB. — Kpacnosipck : COVY, 2019. — 206 c. — ISBN



https://urait.ru/bcode/489242

978-5-7638-4008-7. — Tekcr : anekTpoHHbIH // JIaHb : 37EKTPOHHO-OMOIMOTEUHAS cUCTEMA. —
URL.: https://e.lanbook.com/book/157578

Jlonoanumenvnasn aumepamypa:
1. Jleontnes, A. C. 3amura nndopmanuu : yaueoroe nocodue / A. C. JleontbeB. — MockBa
: PTY MUPDA, 2021. — 79 ¢. — TekcT : 31ekTpoHHbIHA // JIaHb : 3JIEKTPOHHO-OMOIMOTeIHAS
cucrema. — URL: https://e.lanbook.com/book/182491
2. [Tyrun, B. B. 3ammura nHbopManuu B KOMIBIOTEPHBIX MH(POPMALMOHHBIX CHCTEMAax :
yaeoHoe mocobue / B. B. Ilyrun, E. 0. IN'onyornuas, C. A. Jlabaga. — Camapa : [II'YTU, 2018.
— 119 ¢. — Texkcr : snexTponHsIid // Jlanb : 3nmeKkTpoHHO-OMOMMoTeyHast cucrema. — URL:
https://e.lanbook.com/book/182299
3. Kupuuek, Kcenust AnexcangposHa , Kak oOecneunth WHGOOPMAIMOHHYIO 3alUTY
aBTopckux npas? Meroauueckue pekomennaiuu / K.A. Kupeuek, O.B. Ilenux, A.C. Peasanos,
B.C. Touckun — CraBponois : u31-Bo « Tumuenko O.I'.». 2020.- 51 c.
4. bubapcosa TI'.ILl. IIpaBoBoe oOecreyeHne HH(POPMALMOHHBIX TEXHOJOTUH: YueOGHOe
nocobue.- Craspomnons: CI'TIN, 2010.- 100 c.
o. ®opmupoBaHue MHPOPMAIIMOHHON IMTUEHbl y Oy IylIIuX MeAaroro: yyeobHoe nocooue /
bypmnakosa U.C., Cutak JI.A, u np. Mocksa, 2020.- 3aanue —M- 80 c.
6. Touckun B.C. u np. UndopmaninonHble TeXHOJIOTHU Oe30macHas oOpa3oBaTesibHas cpeaa
B obmectBe XXI| Beka — yuurensim uHpopmatuku: yueOHoe nocobue / B,C. Touckun, B.B.
Kpacunsuukos, O.B. Ilenux.- CraBponosib: M3n-Bo «Tumuenko O.I'.», 2021. — 121 c.

Ilepuoouuecxue uzoanus:
1) XKypuan «Du3KynbTypa U CIIOpT»
2) Kypuan «dusudeckas KyJabTypa B HIKOJICH
3) XKypuan «MupopmaTrka u 00pa3oBaHHE»

Hnumepnem-pecypcuol:

DJIeKTPOHHBbIE OMOJINOTEYHbIE CHCTEMBbI

Ne HaumenoBanue Anpec caiita

/1

1. OBC «OpaiiT» WWwWw.urait.ru

2. BBC «IOpaiiT» WWwWw.urait.ru
(pazgen «JlerengapHpIe KHUTH)

3. DneKTpOHHO-0MbIMoTeuHas cucreMa «JIanpy http://e.lanbook.com/

JJIeKTPOHHBbIE 00pa30BaTe/IbHbIE PeCYpPChI

Ne HanMeHoBanue Anpec caiita

n/n

1 OBC «llemarornueckas 6uOIMOTEKA http://pedlib.ru

2. HayuHas anekrpoHHas OubInoTeKa https://elibrary.ru

3 Hayunas snektpoHHas OubanoTeka https://cyberleninka.ru/
«KubepreHnHka

4. bubnmnoreka akanemun Hayk (BAH). Pecypeer | http://www.rasl.ru/e_resours/resursy
OTKPBITOTO JIOCTYTIA otkrytogo_dostupa.php

5. CrnoBapu U SHIMKIONEAUN https://dic.academic.ru

6. Ilenarornueckas macrepckas «Ilepsoe https://fond.1sept.ru
CEHTAOPS»

7. Hanmonansnas miatgopma «OTKpbITOE https://openedu.ru
oOpa3oBaHUE»

8. [Mopran «Eaunas koutekuus nudpoBbIxX http://school-collection.edu.ru
00pa3oBaTeNbHBIX PECYPCOBY



https://e.lanbook.com/book/157578
https://e.lanbook.com/book/182491
https://e.lanbook.com/book/182299
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http://e.lanbook.com/
http://pedlib.ru/
https://elibrary.ru/
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https://fond.1sept.ru/
https://openedu.ru/
http://school-collection.edu.ru/

9. Poccuiickoe o6pazoBanue. DenepaabHbIi http://edu.ru
nopra

10. | Ilopran ®@enepanabHBIX TOCYAAPCTBEHHBIX http://fgosvo.ru
00pa3oBaTeNIbHBIX CTaHIAPTOB BBICIIETO
oOpa3oBaHUs

11. | IMopran npoekra «CoBpeMeHHas udpoBast https://online.edu.ru
oOpasoBarenpHas cpena B POy

12. | LHudposas obpazoBaTenbHas miardgopma https://media.prosv.ru/
«Media» (LECTA), I'K «IIpocBenienne»

9. MaTepuajibHO-TeXHUYECKO€E o0ecredeHne T CUNIIIUHbI

3aHATHS, TEKYIIMH KOHTPOJIb YCIIEBAEMOCTH U NPOMEXKYTOUYHAs arTrecrtauus [0
JUCHMIUIMHE TPOBOASITCA B YU€OHBIX ayJUTOPHUSAX, YKOMIUIEKTOBAHHBIX THIIOBON MEOEBIO JUIs
oOyuaroniuxcs U npenojasarens. [1o 3asBke ycraHaBIuBaeTCsl MOOUIIbHBIN KOMIUIEKT (HOYTOYK,
MIPOEKTOP, FIKPaH, KOJIOHKH).

[Tomemienus uis caMOCTOSTENBHON pabOThl 00yYarOMIMXCSl OCHALIEHBl KOMIIBIOTEPHOM
TEXHUKOM ¢ TOJKIoYeHHeM K ceTh WHTepHeT M obecreueHbl JOCTYNIOM B 3JIEKTPOHHYIO
MH(GOPMALMOHHO-00pa30BaTENbHYIO Cpelly By3a.

KomnsrotepHoe 000pyJOBaHHE OCHAIIEHO KOMIUIEKTOM JIMLEH3UOHHOTO M CBOOOIHO
pacrnpocTpaHsaeMoro NporpaMMHOTo 00eCIIeYeHHs, B TOM YUCIIE 0T€YECTBEHHOIO IIPOU3BO/ICTBA:

1. [TakeTsl mporpamMMHOTO oOOecmedeHus: oOmEero Ha3HadeHUs (BO3MOYKHBI
crneayromue BapuanThl: «MoitOducy, «MicrosoftOffice»,«LibreOffice»,«ApacheOpenOffice»).

2. Tlpunoxenue, MO3BOJSAIONIEE MPOCMATPUBATh M BOCIIPOU3BOIMTH Meaua KoHTeHT PDF-
daiinos «Sumatra PDF Reader», «AdobeAcrobatReaderDC».

3. [Ipunoxkenue, TMO3BOJISIIONIEE CKAHMPOBaThH M PACIO3HAaBaTh  TEKCTOBBIE
JTOKYMEHTHI (BO3MOXHBI clieayroniue Bapuantel: «KABBY YFineReader», «WinScan2PDF»).

4, [Iporpamma — ainoBelid apXuBaToOp (BO3MOXKHBI CIICIYIOIIHNE BapUaHTHI: «7-
zip», «WIinRAR»).

o. [IporpamMmaisiopranu3alMUUIIPOBEICHUS TECTUPOBAHUSI(BOSMOKHBICIIEIYIOIINEB
apuaHThL: «AlipeH»,«MytestX»).

6. [IporpamMmma mpocMoOTpa MHTEPHET -KOHTeHTa (Opay3ep)(BO3MOKEH CICTYIOUTUN
BapuaHT:«Y andex»).
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IIpuaoxenue 1

MeTtoanyeckue MaTepUAJIbI 110 THCHHUILIMHE
«KubepOe3onacHocTb»

1. Ilnanbl NMPAKTUICCKUX paﬁoT H METOAUIECCKHUE PEKOMECHAAIUHN

Tema 1. Kubepb6e30macHOCTh B cHCTEME HAIIMOHAIBHOH 6e30omacHocT PO

IpakTHyeckoe 3ansiTue 1.1.

Bormpocs! 1t 006cyxaeHus:

1.

S EGIE AN

lNocynapcTBeHHast moyiMTHKA B 00J1aCTH KMOEpOE30MacCHOCTH KOMITBIOTEPHBIM aTakaM OT
15 suBaps 2013 1.

VYronoBubi# kogekc P®D, paznen «Ilpectymienus B chepe KOMIbIOTEPHON HHGOPMAITUI.
3ammTa KuOepnpocTpancTBa rocynapctsoM. Kubeppoiina.

[IpaBo Ha unpopmanuto B Koncrtutyuu PO.

3aiuTa rocyaapcTBa U 3aliuTa KuOepnpocTpaHCTBa.

JloxTprHa nHGOPMAITMOHHOM 0€301TaCHOCTH.

IMpakTnyeckoe 3ansiTue 1.2.

Bormpocs! 1ist o6cyxieHus

1.

o UE WM

Kubepsoiicka. 3anuTta kubepnpocTpaHCTBA KaK OJTHA U3 3a7a49 BOOPYKEHHBIX CHII.
Nudopmanmonnas Borina. UHpopmanmonHoe opyxue.

[TaTproTH3M 1 UHTEPHET.

HNudopmanmonHoe Bo3aeiicTBHIE.

BoenHas, rocynapcTBeHHasi, KOMMEpUecKasl TalHa.

3amuTa caiToB TOCYIapCTBEHHBIX OPraHOB (3JIEKTPOHHOE MPABUTEIHCTBO).

Tema 2. KuOoepnpecrynieHusi IpOTHB JUYHOCTH, 001IeCTBA U IOCYAapCcTBa

IpakTHyeckoe 3ansTHe 2.1.

Bomnpocsr mis o0cyxneHus

1.
2.

©woo N Ok

PeanbHas u BUpTyanbHast THYHOCTb.

[Tcuxonoruveckass ooctaHoBka B MHTepHeTe: rpuduHr, KubepOyuIMHT, KHOSpMOOOHHT,
TPOJUIUHT, OyJUTULIU].

besomacnas pabota B ceTu B Mpolecce CETeBOM KOMMYHHKAIUH (YaThl, (POPYMBI,
KOH(epeHINH, CKaiill, ColUaIbHbIe CETH U Tp.).

TepMuHBI CETEBOTO ITUKETA: OBEPKBOTHHT, (uieiiM, Gy, odhdTONUK, CMaIUKK U Ap.
[Ipumepsl 3THYECKUX HAPYIICHUN. 3HAUEHUE CETEBOT0 ATHKETA.

Cob6ctBenHocTs B IHTEpHETE. ABTOpCKOE TIPABO.

NuTennexryanbHas COOCTBEHHOCTb.

[InatHas u GecrnatHas HHGOpMAaIHsL.

3ammra npaB noTpeOuTene npu ucnoib3oBaHuUM ycuyr MHrepHer. 3ammuTa mpas
notpeduTeneit ycayr nposaiiepa.

IIpakTHuyeckoe 3ansitue 2.2.

BOHpOCH JJIsL O6Cy>KI[eHI/I$I

1.
2.

3.

OTBETCTBEHHOCTh 32 HMHTEPHET-MOIIEHHUYECTBO.

[IpaBoBeie  akThl B  0O0OmactTd  HMH(POPMAIMOHHBIX  TEXHOJOTHMH W 3aIUTHI
kubeprnpocTpancTBa. OTBETCTBEHHOCTH 32 KHOSPIPECTYIIIICHHUS.

KoHcTuTylimoHHOe TpaBO Ha TMOUCK, TOJIYYEHHE U paclpocTpaHeHHe HWHGOpMaIUU.
®enepanbHblil 3ak0H OT 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amute aerei oT
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®

uHbOpMaINY, TPUYUHSIONIEH Bpell UX 3J0POBBIO U Pa3BUTHIOM (IeicTBYeT ¢ 1 ceHTsaops
2012 rona).

WNudopmanronHoe 3aKk0H0AaTeNbCTBO PO.

3akoH PO «O06 undopmannu, nHGOPMAITMOHHBIX TEXHOJIOTHAX U O 3aIIUTE HHOOPMAIHI.
VYrojoBHasT OTBETCTBEHHOCTb 3a CO3JIaHUE, UCIOJIB30BAHUE U  PACHPOCTPaHEHHUE
BPEAOHOCHBIX KOMITbIOTEpHBIX nporpamm (cT. 237 YK P®). [IpaBoBas oxpaHa nporpamm
mist O9BM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), yciioBao-6ecriataoe 10 (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI JUIsl 3AILUTHI OT CIIaMa.

[IpaBoBast oxpana mporpamm miss OBM u BJl. Jluuensuonnoe I10. Bunel nunensumii
(OEM, FPP, kopnoparuBHble auneHsuu, noanucka). [10 ¢ otkpsireiM kojioMm (GNU GPL,
FreeBSD).

[IpaBo Ha nHpoOpMaIUIO, HA COKPBITHE AAHHBIX, KATETOPUH HH(OPMALIHH.

[lepcoHanbHble ¥ OOLIEAOCTYNHbIE JaHHbIE, OrpaHWYEeHHbIH JocTyn. 3akoH «O
MEPCOHATBHBIX JaHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo TexHuka 0€30NMaACHOCTH B KHOEPNPOCTPAHCTBE
IMpakTnyeckoe 3ausiTue 3.1.
Bormpocs! st 06cyxieHus

1.

2.
3.
4.

o~

Moennnueckue neiictsus B urepuere. KubGepnpectymienus

CeteBoli aTuket. [lcuxomnorus u ceTh

[IpaBoBbIE aCIIEKTHI 3alTUTHI KHOSPIIPOCTPAHCTBA
OnnaitH  cepBHCHl i1 0O€30MACHOCTH TOJB30BaTelIsl B HWH-TEpHETE (TIpOBEpKa
KoMmmbloTepa ® (ailyloB Ha BUPYCHl OHJAWH, OHJAWH naeakTuBanus SMS-BUPYCOB,
MpOBEpKa caliTa HAa BHUPYCHI, NpoBepka ¢aiiaoB 1o e-mail, ompenenenue aapeca
cTpaHuIlsl, mpoepka croumoctu CMC u ap.).
Hactpoiiku 6€301macHOCTH TOYTOBBIX MTPOTPAMM.
3amuTa B MOUCKOBBIX cucTeMax ((UIbTphI Ui OTpaHUYEHHUs MOTEHLIU-aJbHO OMACHOTO
COJIEPKUMOTO).
Hacrpoiiku 6e3omacHoctu Be6-0Opaysepos (Internet Explorer, Firefox u 1.11.).
DneKTpOHHas OYTa U CUCTEMbl MTHOBEHHOTO 0OMEHA COOOIICHUSIMHU.
Hacrpoiiku 6e3omacnoctu Ckaiir, ICQ u ip. CriocoObI obecrieueHrst 6e301macHOCTH BeO-
caifta.

10. KuGepnpectyrienus. Buapl nHTepHET-MOIIEHHUYECTBA (IIUChbMA, peK-laMa, OXOoTa 3a

JJMYHBIMH JaHHBIMU U T.H.). OnacHOCTH MOOHILHOM CBSI3H. HpeI[J'IO)KCHI/IH I10 YCTaHOBKEC
BpCAOHOCHBIX HpI/IJIO)KeHPlﬁ.

11. Momennnyeckue CMC. VYTeuka W o0OHapoJOBaHHWE JHYHBIX JaHHBIX. [logbop w

nepexBaT naposei.

12. B3nomel AKKaYHTOB B COUAJIBHBIX CCTAX. Byl MommenHuuecTBa B HHTepHCTe. dumunar

(dbapmuHT). A3apTHBIC UTPHI.

13. Jloxusie anTuBUpychl. llogmena crtpaHul] B MHTepHETEe (CalThI-KIOHBI). DanbiimBbie

(baitnooOMEeHHUKH.

14. DnexkTpoHHBIN Komenek. MOIEHHUYECTBO MpU pacipocTpaHeHnu «oecruiatHoroy I10.
15. Texnonoruu mMmaHumnyaupoBanus B IHTepHere.
16. Tb npu uHTEpHET-001ICHNH.

IIpakTHuyeckoe 3ansitue 3.2.

BOHpOCLI JJIsL OGC}’)KI[CHI/IH

1.

2.
3.
4

Tb npu peructpanuu Ha BeO-caifTax.
KomnerotepHoe nuparctso. [lnaruar.
KubepHaeMHUKH U KHOEPIETEKTHBHI.
Onenka ymep6a oT KuOeprpecTyIieHui.
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5. Wnrepner-stuxer. [IpaBuna obmenus B MiHTEepHETE.

6. OCHOBBI CETEBOTO STHKETA.

7. llepenucka B ceTH.

8. IIpaBuna moBeneHus B ckaimne. Popym.

9. OO0meHne B CETH U €ro MOCIeACTBUS.

10. Arpeccus B cetu.

11. AHOHMMHOCTb B CETH.

12. Bunel stukera (JIMYHBINA, AETOBOWM, MUCHMEHHBIN, JUCKYCCHOHHBIM W mp.). Pazmuums
ITHKETa B Pa3HbIX CTPAHAX.

13. Ortuka nmuckyccuii. B3anmHaoe yBakeHHE TPU HHTEPHET-O0IICHUH.

14. OTuker u 6€30MaCHOCTb.

Tema 4. IIpo6aembl UHTEepHET-3aBHCUMOCTH, KHOEPOY/UIMHTa

IpakTHyeckoe 3ansTue 4.1.

Bormpocs! st o6cyxieHus

I'uruena kommeroTepa.

Komnbrotep u kpoBoOOpaleHue.

[Tonb3a 1 Bpei KOMITBFOTEPHBIX UTP.

Kommnbrorep n 302K.

du3nUecKoe 1 IMCUXUIECKOE 37I0POBbE.

[IpaBuna moBeeHUS B KOMIIBIOTEPHOM KJTacce.

WuTepHer B cucteme 0€30MaCHOCTH.

Texanka 6e30MacHOCTH MPH paboTe ¢ KOMITBIOTEPOM.

Kommbrorep 1 MOOMIIBHBIE YCTPOWCTBA B UYPE3BBIUAHHBIX CUTYAITUX.

0. Memumuuckas wHbopmaruss B MHTepHere. KoMmboTepbl U MOOWIIBHBIE YCTPOMCTBA B
9KCTPEMATILHBIX YCIOBUSIX.

11. BosnxeiicTBre paIuoBOJIH Ha 3I0pOBhe U oKpykaromryto cpexay (Wi-Fi, Bluetooth, GSM).

12.  Kowmrmiekc ynpaxHeHUN Mpu paboTe 32 KOMITBIOTEPOM.

13. Bo3sgeiictBue Ha 3penue DJIT, XKUIKOKPUCTAIIMYECKUX, CBETOIUOIHBIX, MOHOXPOMHBIX

MOHHUTOPOB.

14. KowmmbloTep B pexXuMe TpyAa U OTAbIXA.

15. BausHMe KOMITbIOTEpA Ha PENPOAYKTUBHYIO CUCTEMY.

16. Bpennbie hakTOpbl pabOTHI 32 KOMIIBIOTEPOM U MX MTOCIICICTBHS.

BOoo~NoGa~WNE

IIpakTHyeckoe 3ansTHE 4.2
Bormpocsr st 06cyxaenus
17. Opranuzanusa pabouero Mmecra
HNuTepuet-cooOiiecTso.
HNHTepHeT-3aBUCUMOCTb.
CounanbHble ceTH. JleTckue ColUabHbIE CETH.
BupryanbHas TMUHOCTB.
3aBucUMOCTh OT VIHTEpHET-00IIeHHUS.
PazBneuenus B IuTepHere.
IIpu3Haku UrpoOBOYM 3aBUCUMOCTH.
CereBble UTpBI.
Caiitsl 3HakoMcTB. 30K 1 KOMIIBIOTED.
0. Bunsr 3aBucumoctu. JlectpyktuBHas nndopmanus B IHTepHeTe.
1. Buasl lHTepHET-3aBUCHMOCTH.
12. KubepkynbTypa (MaccoBas KylbTypa B CETH) U JTUYHOCTb.
13. Ilcuxonoruveckoe Bo3aeiicTBIEe HH(POPMALIMK HA YEITOBEKA.
14. YopaBrneHue JUYHOCTBIO uepe3 ceTh. HTepHET W KOMITBIOTEpHAas 3aBUCHUMOCTH
(ammuKIms).

RN~ E
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15.

16.

17.

Kpurepun 3aBucumMocTd (IIPUOPUTETHOCTb, W3MEHEHHUS HACTPOEHUS, TOJIEPAHTHOCTb,
CHUMIITOM Pa3pbIBa, KOH(IIUKT, PEIUIUB).

Tunbl MHTEPHET-3aBUCUMOCTH (IIPUCTpACTHE K paboTe ¢ KOMITBIOTEPOM, K HABUTALUH U
MOKMCKY MH(POPMAIUU, UTPOMAHHS M 3JIEKTPOHHBIC MOKYIKH, 3aBHCUMOCTh OT CETEBOTO
oO1IeHus).

Knaccugukanus nHTEpHET-3aBUCUMOCTEH

Tema 5. Metoas! o0ecnieuenust 6esonacHoct IIK u Unrepnera. Bupycsl 1 aHTUBHPYCHI

NogogkrwdpE

9.

10.
11.
12.

IIpakTHyeckoe 3ansaTHe 5.1.

KonTeHT-puibTpsl.

[TourckoBbIE CEPBEPHI.

[Ipu3Haky 3apakeHuss KOMIbIOTEPA.

AHTHBHUpYCHas 3aIUTA.

3ammTa ¢aitnos. bezonacHoCcTh ipu ckaunBaHUU (HaNIIOB.

3amura IporpaMM M JJaHHBIX OT HECAaHKIIMOHUPOBAHHOTO KOITMPOBAHUSI.
OpranuzalvoHHblE, IOPUIUYECKHE, MPOrpaMMHBIE M IPOrpaMMHO-alapaTHbIE MeEpbI
3aIUTHL.

3JamuTa NporpaMM M JIaHHBIX C IOMOIIBIO IApOJIEH, MPOTPAaMMHBIX MU 3JIEKTPOHHBIX
KJIFOYEH, CEpUUHBIX HOMEPOB, MEPEHOCA B OHJIANH U T.1I.

Henepememnaembie nporpamMmesl.

3anmTa OT KOMUPOBAHUSI KOHTEHTA CanTa.

Hcrounuku 3apaxenus [1K.

AntusupychHoe 110, Buapl 1 Ha3HaueHre. MeTobl 3aIUTHl OT BUPYCOB.

IIpakTHyeckoe 3aHsTHE 5.2.

Bompocsr mist o0cykaenus

1.

ok wn

o

10.
11.
12.

13.

14.

[Ipob6nembr 6e3omacHOCTH HHPPACTPYKTYphl MHTEpHETA (MPOTOKOJIBI MapIIPyTH3AUH
CEeTH, CHCTEMA IOMEHHBIX UMEH, CPEJICTBA MAPIIPYTU3ALIUU U T.I1.).

[TpoBepka nmommHHOCTH (ayTeHTH(UKaIus) B UHTEpHETE.

Mepsi 6e3omacHocTr i nmoas3oBarens WiFi. Hactpoiika 6e3omacHOCTH.

Bupyce! 1151 MOOMIIBHBIX YCTPOMCTB (MOOUIIbHBIE OaHKEPHI U Ap.).

Hacrpoiika kommbroTepa ajis 6e30macHoi paboTel. OUMOKH MoIp30BaTEIIS.

Mepbl  nuyHOM  Oe3omacHocTH  NHpu  cereBoM  obOmieHuu.  [IpemoTBpaieHue
HeCcaHKIMOHUpoBaHHOTO Joctymna K [TK.

[Taponu, GuoMeTpruecKue METOJbl 3alIUTHl U ayTeHTHU(UKALUS C MOMOIIbI0 BHEIIHUX
HOCHUTEIEH.

[IpocThie U qUHAMUYECKU W3MEHSOIKecs napoiu. bope0a ¢ yreukamu nHdopmanmm.
Cpencrta koHTpos goctyna. [IpaBa nons3oBateneii. CiocoObl pa3rpaHudeHHs] JOCTYIA.
OTnuuust BUPYCOB U 3aKJIaJIOK.

AnTtuBupycHbie mporpammsl ais [1K: ckanepsl, peBU30pPHI U Jp.

Haubonee uzBectHble anTuBHpycHbIe mporpammbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe u OecriaTHoe
antuBupyctoe I10.

OmnnaiiH cepBUCHI sl 6€30MaCHOCTY MOJIb30BaTENs B UHTEpHETE (IIpOBEpKa KOMIBIOTEpa
u (aiiJIoB Ha BUPYCHl OHJIANH, OHNAH neakTuBauus SMS-BUpycoB, mpoBepKka caiita Ha
BHUpYCHI, TMpoBepka ¢ailioB mo e-mail, ompeneneHue aapeca CTPAHUIBI, MPOBEPKa
crouoctu CMC u ap.).

Hactpoiiku 6e30macHOCTH TOYTOBBIX MPOTpaMM. 3allliTa B TOWCKOBBIX CHCTEMax
(pUIBTPBI 11 OTPAaHUYEHHUS TOTEHIIUATHHO OMACHOTO COAECPKIUMOTO).

2. 3agaHus 1JIsl CAaMOCTOATEIbHOM padoThl
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Tema 1. Kubepbe3omnacHocTh B CHCTEME HAllMOHAILHOM 6e30macHocT PO
[ToaAroToBUTH TOKIIA IO TEME:

1. WNudopmanmnonHas BoiiHa. THGOpMAITMOHHOE OpYXKHE.

2. TlaTpuoTH3M M MHTEPHET.

3. Hudopmannonnoe Bo3aeicTaue.

Tema 2. KubeprpecTyruieHus: IpOTHB JIMYHOCTH, OOIIECTBA U TOCY/IapCTBA
[ToaroroBuTh NOKIaA 110 TEME:
1. PeanpHas u BUpTyaJbHAs TUYHOCTb.
2. Tlcuxomornueckasi oocraHoBka B MHTepHETE: rpudUHT, KHOSPOYLUTHHT, KHOSPMOOOHHT,
TPOJUTHHT, OYJUTHIIHI.

Tema 3. CoBpeMeHHOE KHOEpPITPOCTPAaHCTBO TexHHKa O€30MaCHOCTH B KUOEPIIPOCTPAHCTBE
[ToaroroBuTh NOKIaA IO TEME:

1. DnexTpoHHBIH KOLIENeK.

2. MomeHHAYECTBO MPH pacrpocTpaneHnu «oecruiaraoroy I10.

3. IlpaBuia moBeneHuUs B CKaiIie.

4. @opym. IlpaBuna noBeneHus

Tema 4. IIpoGnemsl THTEpHET-3aBUCHMOCTH, KHOEPOYIUIMHTA
IloaroToBUTH IOKIAd IO TEME:
1. Bunel MHTEpHET-3aBUCUMOCTH.
2. KubepkynbTypa (MaccoBas KyJabTypa B CETH) ¥ JTUIHOCTb.
3. Tlcuxomormdeckoe Bo3aeicTBHE HH(DOPMAIIMK HA YeTIOBEKA

Tema 5. Metoapl obecnieuenus 6e3onacnoctu [1K u MaTepHeTa. Bupychl 1 aHTUBHPYCHI
[ToAroToBUTH AOKIA 11O TEME:

1. Mepsi 6e3onacHocTH 1 osib3oBaTenst WiFi. Hacrpoiika 6e3omacHocT.

2. Bupycsl 1yist MOOMIIBHBIX YCTPOUCTB (MOOMIIBHBIE OaHKEPHI H JIP.).

3. IlpumepHblie TeMbl pedepaToB

1. Wudopmarus - pakTop CyIecTBOBaHM U pa3BUTHUs obmiecTBa. OCHOBHBIE (HOPMBI

MposiBlieHUsT MHPOpMAINK, €€ CBOWCTBA Kak 00beKkTa 0€30MacHOCTH.

[Tonsitne GezonacHocT U €€ coctapisonue. bezonacHocTs HHPOpMAIIH.

Ob6ecrnieyenrie UHPOPMAITMOHHOM 0E30MACHOCTH: COJEPKAHUE U CTPYKTYpa MOHSITHSL.

HanmonaneHblie nHTEpech B MHPOPMAIIMOHHOM cdepe.

Hcrounuku u conepxkanue yrpo3 B uHGOpMalmoHHOH cdepe.

CooTHolIeHNEe MOHIATHI «MH(QOPMAIOHHAsE OE30TaCHOCThY U «HAIIMOHAIbHAS

0€30MacHOCTb

7. Puck paboThl Ha mepcoHanbHOM KoMIibloTepe. [InannpoBanue 6e3onacHoi paboThI Ha

NIEPCOHAJIBHOM KOMIIBIOTEPE.

WNudopmanus - pakTop CyecTBOBaHUS U pa3BUTHUS 00IIECTBA.

9. Ilenu u 3a7auy 3aIUTHl HHPOPMAIUHL.

10. Opranuzarnus 3aUThl KOHPUIEHITUATLHON HHPOPMAIIHH.

11. Buasl 3amuiiaemMoil nHpopmaimu B cepe rocy1apcTBEHHOI0 ¥ MyHULIMIIAIEHOTO
YIIpaBJICHUS.

12. YpoBHuu BeneHus nH(GOPMAIIMOHHON BOMHBI. OniepaTHBHAs MaCKUPOBKA.
Pagunosnextponnas 6opn0a. BosneiicTBue Ha ceTH.

13. OcHOBHBIE TOJIOKEHUS TOCYAAPCTBEHHOM HH(POPMAIMOHHONW MOMUTHKM Poccuiickoit
denepauuu.

oA W

o
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Kpurepuu ouenku pedepara

Kputepusmu orieHku pedepara MOTYT BBICTYIIUTD CIIECIYIOIIHNE MOMEHTBI:

— B KaKo# Mepe pacKphIBaeTCs aKTyaJIbHOCTh TEMBI;

—  KakOB TEOPETHYECKUU YpPOBEHb CYXIEHUW aBTOpa, Kak BIAJCET OH COBPEMEHHBIMH
METOJIOJIOTMYECKMMU OCHOBaMHU HayK IIPH OCBEIICHUH TIOCTABJICHHBIX B pedepare
BOIIPOCOB;

—  COOTBETCTBHE CTPYKTYPHI U COJIEPKaHUS pedepara IUIaHy;,

—  IeJOCTHOE, TIIyOOKOe MOHUMAaHUE BOIIPOCOB TEMBI WIIH pa3padaThiBaeMOU MPOOIEMBI;

—  KakK yJajoch aBTOPY CBs3aTh HM3JaraeMmble B pedepare BOMPOCHl TEOPHUH C MpoliIemMaMu
CErOJIHAIIHEr0 JHS, YMEHHE UCIMOJb30BaTh TEOPETHUYECKHE HWCTOYHUKA U y4eOHO-
METOIUYECKYIO JIUTEPATYPY;

—  JIOCTaTOYHO JIM TMPOSIBJIEHA aBTOPOM CaMOCTOSITENIbHOCTh B IOCTAHOBKE BOIPOCOB, B
TPaKTOBKE WX, €CThb JIM B pa0OTe OPUTHHAIBHBIC MBICIH, CBEXKHE (DaKThI, OIHMCAHUC
JyYIIero OmbITa pPadOThl, KOHKPETHBIX MPHUMEPOB W3 TPAKTHKH, COOTBETCTBYIOIIHE
PEKOMEH/IAlNK U TIPEIIOKEHUS;

—  um3naraeTcs Jim B pedepaTe cOOCTBEHHOE MOHUMAaHNE pacCMaTPUBAEMOM TTPOOIEMBI,
JIOCTAaTOYHA JI €T0 apTyMEHTAIIHS;

—  kak odopmieH pedepar uimm Aokaan (00beM, HATMIKE TIIaHa, COEPKATETbHOCTh
BBEJICHUS, TIOJTHOTA CIMCKA UCIIOJIB3YEMOU JINTEpaTyphl, HATMYUE TPUIIOKECHHH, aHAT3a
OTIBITa PAa0OTHI, CXEM, TAOJIHII, TUATPAMM, IJIAHOB, AHKET U T.JI.);

—  WMeeT JIM paboTa ONpeIeTICHHYIO IIEHHOCTh, YTOOBI PEKOMEHI0BATh €€ B (DOH]T y4eOHBIX
MOCOOMI 10 KypcaM.

Pedepar onenuBaeTcs mo 4-x 0aNIbHON CHCTEME - «HEYIOBJICTBOPUTEILHOY,

«YIOBIETBOPUTEIBHO», «XOPOIIO», KOTIUUHOM.
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[Tpunoxenue 2

OueHoYHbIe MaTepPHUAJbI 10 IMCUHUILINHE
«Kunbepoe3onacHoCTb»

1. OueHouyHble MaTepUAJIbI JJIsl TEKYLIEr0 KOHTPOJIA
1.1. TecToBbIe MaTEpHAJIBI

Tect 2

1. K mpaBoBBEIM MeTO1aM, 00eCTICINBAONITUM HHPOPMAITHOHHYIO 0€30MTaCHOCTh, OTHOCSATCS:
1. Pa3paboTka anmapaTHbBIX CpeACTB oOecreueHus NPaBOBbIX JaHHbBIX
2. Pa3paboTka M yCTaHOBKA BO BCEX KOMITBIOTEPHBIX IMMPABOBBIX CETAX KYPHAIOB ydeTa
JNEUCTBUMN
3. Pa3paboTka v KOHKPETH3AIHs MPABOBBIX HOPMATHBHBIX aKTOB 00€CTICUCHUS
0e30macHOCTH
2. Buasl unpopmMannoHHONW 0€30aCHOCTH:
1. TlepcoHaibHas, KOPTIOPATHBHAS, TOCYIAPCTBCHHAS
2. KnumeHtckas, cepBepHas, ceTeBas
3. JlokanpHas, riao0anabHas, CMEIIaHHAS
3. emu napopMaIImOHHON OE30TTACHOCTH — CBOCBPEMEHHOE OOHApYKEHHUE,
MpeaynpexacHue:
1. HecaHKIMOHUPOBAHHOTO JOCTYIIa, BO3ACHCTBUS B CETH
2. WHCcalaepcTBa B OpraHU3aIluu
3. 4Ype3BbIYAWHBIX CUTYyaIllHil
4. OcHoBHBIE 00BEKTHI HHGOPMAITMOHHON OE30MaCHOCTH
1. KomMmmnbroTepHsie ceTH, 0a3bl JaHHBIX
2. VndbopMannoHHBIE CUCTEMBI, IICUXOJIOTHYECKOE COCTOSIHUE MOJIb30BATENIeH
3. busHec-opueHTHUPOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI
5. OcHOBHBIMU pHCKaMH UH()OPMALIMOHHOM 6€30MaCHOCTH SBISIOTCS:
1. HckaxeHue, ymeHbllIeHHE 00beMa, IEPEKOANPOBKA HHPOPMALIUH
2. TexHuueckoe BMEIIATENbCTBO, BBIBEACHUE U3 CTPOSI 000PyAOBAHUS CETU
3. Tloteps, uckaxeHnue, yreuka HHGOpMaLUH
6. K 0ocHOBHBIM (yHKIIHSIM CUCTEMBbI 0€30MaCHOCTU MOKHO OTHECTH BCE MEPEUUCICHHOE:
1. VYcraHoBieHUE periaMeHTa, ayJAUT CUCTEMbI, BHISIBICHHE PUCKOB
2. YcTaHOBKa HOBBIX O()MCHBIX MPUIIOKEHU, CMEHA XOCTUHT -KOMIIaHUU
3. Buenpenue ayreHTH(HUKALNHU, TPOBEPKU KOHTAKTHBIX JAHHBIX MOJIb30BaTENCH
7. K OCHOBHBIM THTIaM CPEJACTB BO3JEHCTBUS HA KOMIIBIOTEPHYIO CETh OTHOCHUTCS:
1. KommnbroTepHblil cO0it
2. Jlormyeckue 3akIagku («MUHBIY)
3. ABapuiiHO€ OTKJIIOUYEHHE TUTAHUS
8. Korpaa nmomyden crnam mo e-mail ¢ mpuiaoxeHHbIM Qaitiaom, ciaeayer:
1. TIpoyuTaTh MPHUIOKEHHE, ECITU OHO HE COACPKUT HUYETO IIEHHOTO — YAAIHUTh
2. CoxpaHuTh npuiioxkeHue B mapke «Crnamy, BEISICHUTH 3aTeM [P-anpec reneparopa
crama
3. YnanuTh NUChMO C MPUIIOKEHUEM, HE paCKphIBas (HE YUTasI) €T0



9. BUIT — aTo:
1. DnexTpoHHO-1IU(PPOBOI Tpeodpa3zoBaTeIb
2. DIeKTpOHHO-UU(pPOBas MOANUCH
3. DnexkTpoHHO-TMGPOBOH MpoIiieccop
10. CgoiicTBamu nHpOpManuu, Hanboee aKTyaIbHBIMH ITPU 00ECTICUCHUH
nH(pOopMaMOHHOI 6€30TTaCHOCTH SIBISIOTCS:
1. IlemocTtHOCTH
2. JlocTymHOCTB
3. AKTyalbHOCTb
11. Pa3HOBHUIHOCTSIMU yrpo3 0€30MacHOCTH (CETH, CUCTEMBI) SIBISIOTCS BCE MEPUUCICHHOE
B CIIHCKE:
1. IIporpammHbIe, TEXHUUYECKUE, OPTraHU3alUOHHbIE, TEXHOJOTUYECKHE
2. CepBepHble, KINEHTCKUE, CTYTHUKOBHIE, HA3eMHbBIC
3. JluunbIe, KOPIIOPATHBHBIE, COIMANIbHBIC, HAIIMOHAJIbHBIC
12. IMonutuka 6€30MaCHOCTU B CUCTEME (CETH) — 3TO KOMILJIEKC:
1. PykoBoxacTs, TpeboBaHuil oGecrieueHuss He0OX0AUMOTO YPOBHS 0€30MaCHOCTH
2. WHCcTpyKIui, anrOpUTMOB MMOBEICHUS TTOJIB30BATEINS B CETH
3. Hopwmsl nHGOpPMAIMOHHOTO TIpaBa, COOJI0IaeMbIe B CETH

Kpurtepun ouenku:
JI1si onleHKH pe3yJbTAaTOB TECTHPOBAHMSA TMPEIYCMOTPEHA CIEAYIONIasi CUCTeMa OIEHUBAHMS
Y4E€OHBIX IOCTUKEHUN CTY/IEHTOB:
3a KaXabIi MPAaBUIIBHBIN OTBET CTaBUTCS 1 Oai,
3a HenpaBWIbHBINA OTBET — () OAIIIIOB.
Ecmu ctynenT nabupaer
oT 85 10 100 % mpaBUIBHBIX OTBETOB €MY BBICTABIISICTCS OLICHKA «OTIUIHOY;
oT 72 1o 84 % NpaBUIBLHBIX OTBETOB — OIICHKA «XOPOIIIOY,
oT 51 10 71 % npaBUILHBIX OTBETOB — OIIEHKA «YJIOBJIETBOPUTEILHOY,
MeHee 50 06a/I0B — OIICHKA «HEYIOBJICTBOPHUTEIBLHOY.

1.2. Bonipocsl a5 codece10BaHUsA

Tema 1. Ku6ep0e3onacHocTh B ccTeMe HAIIMOHAJILHOM Oe3onmacHocTH PD
1. TocymapcTBeHHas MOIUTHKA B 001acT knOepOe30nacHOCTH KOMIIBIOTEPHBIM aTakam OT
15 suBaps 2013 r.
Yronousiit koneke PO, paznen «IIpecrymnenus B chepe KOMIBIOTEPHOU
nHpOopMaITUny.
3amura kubepnpocTpancTBa rocyapctsoM. Kubepsoiina.
IIpaBo Ha nHpopmanuto B Koncruryuu PO.
3amuTa rocyapcTBa U 3aluTa KuOepnpoCcTpaHCTBa.
JIOKTprHa MHPOPMALIMOHHON 6E30M1aCHOCTH.
Kubeppoiicka. 3amura kubepnpocTpaHCTBa Kak OJHA U3 33Jja4 BOOPY>KEHHBIX CHIL.
WNudopmanmonnas BoitHa. IHpopMamoHHOE OpyxXHe.
ITaTprOTH3M M UHTEpHET.
10 WudopmarnronHoe Bo3eiicTBre.
11. BoenHas, rocyiapcTBeHHasi, KOMMepueckas TaiiHa.
12. 3amuTa caiiToB rocy1apCTBEHHBIX OpPraHoB (3JEKTPOHHOE MPABUTEIBCTBO).

N

©CooN O~ W

Tema 2. KuGepnpecrynjeHusi NpOTHB JIHYHOCTH, 001IeCTBA M rOCy1apcTBa
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11.

12.

13.
14.

15.

16.

17.
18.

PeanbHas 1 BUpTyaibHast TUYHOCTb.

[Icuxonmorunueckass obctanoBka B Murepuere: rpudunr, kubepOyuHr, KHOEpMOOOHHT,
TPOJUTHHT, OYJTHIIHI.

besonacnass pabota B CeTH B MpOIECCE CETEBOM KOMMYHHMKAIMM (4aThbl, (OPYMBI,
KOH(EPEHIINH, CKaI, CONUAIBHBIC CETH U TIP.).

TepMHHBI CETEBOTO ITHKETA: OBEPKBOTHHT, (uieiiM, Gurya, 0hdTOMHK, CMAUIUKH U JIp.
[Ipumepsbl 3THYECKUX HapyIIeHUH. 3HaU€HHUE CETEBOI0 ITHUKETA.

CobcTBeHHoCTh B IHTEpHETE. ABTOPCKOE MPABO.

WuTennekryanbHas COOCTBEHHOCTD.

[Tnarnas u 6ecruiaTHas HHPOPMAIIHSL.

3amura mnpaB MNOTpeOUTeNed MNpH HCMOJIb30BaHUU ycnyr VHtepHer. 3amura mpas
notpedurtenet ycnyr rnmpoBanaepa.

OTBETCTBEHHOCTH 32 HHTEPHET-MOIIIEHHIYECTBO.

[IpaBoBbie  akThl B  oOmacTh  WHQPOPMAIMOHHBIX  TEXHOJOTHMH W 3alIUTHI
kuOeprpocTpaHcTBa. OTBETCTBEHHOCTD 3a KHOEPIPECTYIIIICHUS.

KoHcTuTynimonHoe mnpaBo Ha MOMCK, MOJIYYEHHME U PACIPOCTpaHEHHE HH(OpMaLUK.
®denepanpublit 3ak0H OT 29.12.2010 Ne 436-D3 (pexn. ot 28.07.2012) «O 3ammurte aeTeit ot
nHpopMalny, TPUIYUHSIOMIEH Bpe UX 30POBBIO M Pa3BUTHIO» (AeWcTBYET ¢ 1 ceHTAO0ps
2012 romna).

WNudopmanronHoe 3akoHoaareascTBo PO.

3akoH P® «O0 unpopmanmu, HHPOPMAITMOHHBIX TEXHOJIOTHUAX U O 3aIIUTE HH(HOPMAITII».
VYronoBHass OTBETCTBEHHOCTb 3a CO3JIaHUE, UCIOJIB30BAaHUE U  PACHpPOCTPaHEHHE
BPEIOHOCHBIX KOMIBIOTEPHBIX MporpamM (cT. 237 YK P®). [IpaBoBas oxpana mporpamm
mist O9BM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycmosuo-6ecratrnoe I1O (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI JUIsl 3AIIUTHI OT CTIaMa.

[IpaBoBas oxpana mporpamm g OBM wu BJI. Jluuensmonnoe I10. Buabsl nuuensuii
(OEM, FPP, xoprioparuBHbIe nuieH3un, noanucka). I[10 ¢ otkpeireim kogom (GNU GPL,
FreeBSD).

[IpaBo Ha uHbOpPMaIUIO, HA COKPBITUE AAHHBIX, KATETOPUH UH(OPMALIUH.

[lepconanpHbie W OOIMIETOCTYIHBIE JAaHHBIC, OTPAaHUYCHHBIM JOCTyH. 3akoH «O
MIEPCOHATBHBIX JAaHHBIX).

Tema 3. CoBpeMeHnHOe knOepnpocTpancTBo TexHuka 0e30MaCHOCTH B KHOEPIPOCTPaHCTBE

1.

2.
3.
4

o

© N

10.

Mormmennnyeckue nevicteust B larepuete. KubepnpecryrueHus

CereBoil atukert. [Icuxomnorus u cetsb

[TpaBOBBIE acCMEKTHI 3aIIUTH KHOEPIIPOCTPAHCTBA

OmnunaiiH cepBHCHI JUI 0€301IaCHOCTH M0JIb30BATENs B MHTEpHETE (MIPOBEPKA KOMIIBIOTEPA U
¢ailnoB Ha BUPYChI OHJIAalH, OHJIAIH eakTUBaLus SMS-BUPYCOB, IpOBEpKa caiiTa Ha
BUPYCHI, IpoBepKa (aiyioB 1o e-mail, onpenenenne axpeca CTpaHULBI, IIPOBEPKA
croumoct CMC u gp.).

Hactpoiiku 6e301macHOCTH MOYTOBBIX MPOTPAMM.

3amuTa B HOMCKOBBIX cUcTeMax ((pUIbTPBI I OTPaHUYEHUS MOTEHIUAIBHO OIIACHOTO
COJIEP’KUMOTO).

Hacrpoiiku 6e3omacHocTH Be6-Opaysepos (Internet Explorer, Firefox u T.11.).
DJEeKTpOHHAs MOYTa U CUCTEMbl MTHOBEHHOT'O OOMEHa COOOIIEHUSIMHU.

Hacrpoiiku 6e3omnacHoctr Ckaiirn, ICQ u nip. CriocoObl oOecrieuenust 6€30macHOCTH BeO-
caura.

Kubepnpectyruienusi. Buipl nHTEepHET-MOILIEHHUYECTBA (MMMChMa, peK-JlamMa, 0X0Ta 3a
JMYHBIMU JaHHBIMU U T.11.). OnacHOCTH MOOMIIBHOM cBsA3H. [Ipeioskenus mo yctaHOBKe
BPEIOHOCHBIX MPUITOKEHUH.
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11.

12.

13.

14.
15.
16.
17.
18.

Momennndeckre CMC. YTeuka u o0HapoJ0BaHUE JIMYHBIX HaHHBIX. [log0op u mepexsar
MapOoJIeH.

B3110MBI aKKayHTOB B COLIMAJIbHBIX CETAX. Bupl MomeHHndecTBa B MiHTepHere. @UIIUHT
(papmuHr). A3apTHBIE UTPHI.

Jloxxuble anTuBUpyCHl. [logMena cTpanuil B UHTEpHETE (CalThI-KI0HbI). DanbiuBbie
(haitI00OMEHHHKH.

DNEeKTPOHHBIN KomeneKk. MOIIEHHHYeCTBO MU pactpocTpaHeHuu «oecruiatHoroy I10.
TexHonornn MaHuIynupoBanus B IHTepHere.

Tb npu nHTEpHET-0OLIEHUH.

Tb npu perucrpanuu Ha BeO-caiTax.

Kommneroreproe nuparcrso. Ilnarnar.

Tema 4. IIpodsembl UHTepHeT-3aBUCHMOCTH, KHOEPOYIJIMHT A

N

e

o o

25.

TexHnka 6€30MaCHOCTH MPU PadOTE ¢ KOMITBIOTEPOM.

Komnbprorep 1 MOOUITbHBIE YCTPOMCTBA B UPE3BBIUAHBIX CUTYALIHSIX.

Menuuunckass uHpopmanus B Murepnere. Kommbiorepsl 1 MOOWIIbHBIE YCTPOWCTBA B
IKCTPEMAJIBLHBIX YCIOBUSX.

BosaeiicTBre paaroBoJIH Ha 370poBbe U okpyxkaroriyio cpeay (Wi-Fi, Bluetooth, GSM).
Kowmmneke ynpakHeHuit mpu paboTe 3a KOMIIBIOTEPOM.

BozneiictBue Ha 3penue DJIT, KUIKOKPUCTATUIMYECKUX, CBETOAUOIHBIX, MOHOXPOMHBIX
MOHHUTOPOB.

Kommnerotep B pexxume Tpya v OTAbIXA.

Binsinne xomnerotepa Ha pENpOaYKTUBHYIO CUCTEMY.

Bpenanbie ¢akTopbl paboThl 32 KOMIIBIOTEPOM U UX MOCIIECTBUS.

Opranu3zanus pabodero Mecra

HuTtepHeT-cooOIecTBo.

HNHTEpHET-3aBUCUMOCTS.

ConumanbHbie ceTH. [[eTckue connanbHbIEC CETH.

BupryanbHas TM4HOCTB.

3aBucuMOCTb OT MIHTEpHET-001IICHHMS.

PazBneuenus B IntepHere.

[Ipu3Haku UrpoBOi 3aBUCHMOCTH.

CeTeBbl€ UTPHI.

Caittel 3HakoMcTB. 30K 1 KOMIBIOTED.

Buner 3aBucumoctu. JlectpykrtuBHas nndopmanus B IHTepHere.

Bunel IHTEpHET-3aBUCUMOCTH.

KubepkynbpTypa (MaccoBas KylbTypa B CETH) U JIMYHOCTb.

Kputepuu 3aBucumoctd (IPHOPUTETHOCTh, H3MEHEHHS] HACTPOCHHMS], TOJIEPAHTHOCTH,
CUMITOM pa3pbiBa, KOH(IIUKT, PELIUIUB).

Tunel MHTEpHET-3aBUCUMOCTU (TIPUCTpAcTUE K paboTe ¢ KOMIBIOTEPOM, K HaBUTALUU H
MOUCKY MH(OpPMAIMHN, UTPOMAHUS U SJIEKTPOHHBIE MOKYIKH, 3aBUCHMOCTh OT CETEBOTO
oOIIeHUS).

Knaccudukarus n"HTEpHET-3aBUCUMOCTEH

Tema 5. Metoabl o0ecneuenns o6e3onacunoctu IIK u UnTrepnera. Bupycol 1 aHTUBHpPYCBI

el A

IIpu3Haku 3apakeHuss KOMIIbIOTEPA.

AHTHBUpYCHAas 3allUTa.

3amura ¢aitnos. be3onacHocTh npu ckaunBaHUM (HaIoB.

3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOMMPOBAHMSL.
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5. OpraHu3alMoOHHbIE, IOPUAWYECKUE, NPOrPaMMHBIE U IPOrPaMMHO-alapaTHbIE MeEpbl
3aIUTHL.

6. 3amwmra mporpaMMm M JaHHBIX C HOMOIIBIO TApoJiei, MPOrpaMMHBIX M 3JIEKTPOHHBIX
KJIIOYEH, CEpUHHBIX HOMEPOB, IIEPEHOCA B OHJIAWH U T.II.

7 Henepemeniaemplie nporpaMmsl.

8.  3ammra OT KOMMPOBAHMsI KOHTEHTA CalTa.

9.  Hcrounuku 3apaxenus [1K.

10. AwnTuBupycnoe I10, Buabl 1 Ha3HaYeHHE. METOIBI 3aIIUTHI OT BUPYCOB.

11. TlIpoGmemsr OGe3omacHocTH WHOPACTPYKTYphl MHTepHETa (IPOTOKOJIBI MapUIpyTH3AIUH
CETH, CUCTEMA IOMEHHBIX UMEH, CPEJICTBA MAPIIPYTU3ALIUHU U T.I1.).

12. TlIposepka nogmuaHOCTH (ayreHTH(UKanus) B MIHTEpHETE.

13. Mepn1 6e3omacHocTH 1ist mosib3oBaTenst WikFi. Hactpoiika Ge3omacHoCTH.

14. Bupycsl 11 MOOMJIBHBIX YCTPOMCTB (MOOUIIBHBIE OAHKEPHI U JIP.).

15. Hacrpoiika komnbroTepa uist 6e3onacHoi padoTbl. OMNOKY NOIb30BATENS.

16. IIpocTeic M AMHAMHYECKU U3MEHSIONTHECS Tapoyi. boprOa ¢ yreukamu nH(OpMaIny.

17. CpencrBa koHTpos noctyna. [IpaBa nonas3oBateneid. CiocoObl pa3rpaHudeHHs JOCTyIa.

18. Ornuuus BHPYCOB M 3aKIIAJIOK.

19. AwnTtuBupycHbIe iporpammel st [1K: ckanepbl, peBU30PHI | Ip.

Kpurtepun ouenku:

OLICHKA «OTJIMYHO» BBICTABJISETCS CTYACHTY, €CIH OH IPOJEMOHCTPUPOBAT IOJHOTY H
rnyOuMHYy 3HaHUM 1O BCeM BONpocaM, 3HAET OCHOBHBIE TEPMHHBI IO KOHTPOJIMPYEMBIM TEMaM,
BJIaJICET 3HAHUSIMH 00 OCHOBHBIX OCOOCHHOCTAX PEIICHMs 3a]1a4. YMEET IPUMEHSTh N0JTydeHHbIe
3HaHWs U1 PELICHNs] KOHKPETHBIX IPAKTHYECKHX 3a/1a4.

OLICHKA «XOPOLI0» BBICTABJIACTCA CTYICHTY, KOTOPBIA IPOAEMOHCTPUPOBAN IOJIHOTY U
ri1yOMHY 3HaHMI [0 BCEM BOIIPOCaM pa3/iena, JOTMYHO M3JIaraeT MaTepual.

OLICHKA «YAOBJIETBOPHUTEJIbHO» BBICTABIIACTCA CTYNEHTY, NPU HAJIUYUHU Yy HEr0 3HAHUU
OCHOBHBIX KATE€TrOPHMM M TMOHATHH IO INPEAMETY, YMEHHs IOCTaTOYHO TI'PAMOTHO H3JIOKUTH
MaTrepuai.

OLICHKA «HEYIO0BJICTBOPHUTEJIbHO» BBICTABIIACTCS CTYICHTY, KOTOPBIM HE OCBOMJI OCHOBHOTO
COICPKaHWSA IPEAMETA, HE BIAJCCT 3HAHUAMHU JUCLHUIIIMHE.

2. OueHoYHbIe MATEPHUAJIBI VIS IPOMEKYTOYHON aTTeCTAIUM
2.1. lIpumepHblii IepevyeHb BONPOCOB [IJIf 3a4eTa.

1.  KoHcTUTYyLHOHHOE NpaBO Ha MOMCK, MOJyYeHUE U paclpocTpaHeHre HHPOPMALIUH.
®denepanphbiii 3aKk0H OT 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amure nereit ot
nH(pOpMalUHY, IPUUUHSIONIEN BPe UX 3/I0POBbIO U Pa3BUTHION (AeHCTBYET ¢ 1 ceHTIO0ps
2012 rona).

3amurTa rocy1apcTBa U 3aluTa KuoeprnpocTpaHCTBa.

JIOKTprHa MHPOPMALIMOHHON 6E30M1aCHOCTH.

KubepBoiicka. 3anura kubepnpocTpaHCTBa KaK OJIHa U3 3a/1a4 BOOPY)KEHHBIX CHIL.
WNudopmanmonnas BoitHa. IHpopMamoHHOE opyxHe.

[TaTpuoTH3M U UHTEPHET.

WudopmarrionHoe Bo3eiicTBHe.

be3onacHas paboTta B ceTH B MpoOLECCE CETeBOM KOMMYHHMKAIMM (4aThbl, (OPYMBI,
KOH(EpEeHIINH, CKailI, COluaIbHbIE CETH U TIp.).

9.  Ilpumepsl 3THUECKUX HapyLIeHUH. 3HAUEHUE CETEeBOIO ATUKETA.

10. CobctBenHocTh B IHTEpHETE. ABTOPCKOE TIPABO.

11. HWHrennexryanbHasi COOCTBEHHOCTb.

12. Tlnarnas u OecraTHas HHGOPMALIUSL.

NGk WN
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13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24,

25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.
38.

39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49,
50.
51.

52.
53.
54,
55.

WNudopmanroHHoe 3aKk0HO1aTeNbCTBO PO.

[IpaBoBas oxpana mporpamm it OBM u BJI. Kommepueckoe I10. becnnatnoe 10
(FreeWare, Free, Free GPL, Adware), ycnoBao-0ecmatHoe [10 (Trial, Shareware, Demo).
[IpaBoBBIE OCHOBBI JUIsl 3AILUTHI OT CIIaMa.

[lepconanbHbple W OOLIENOCTYNHBIE JaHHBIC, OTPAHWYECHHBIA JOCTym. 3akoH «O
MIEPCOHAIBHBIX JaHHBIX).

CereBoii atuket. [Icuxomnorus u cetb

OmnunaiiH cepBUCHI AJ1s1 OE30MIACHOCTH I10JIb30BATENSI B UHTEPHETE

3amura B HOUCKOBBIX cUCTeMaxX ((PUIIBTPBI JUId OTpaHMUYEHUS OTEHIUAIBHO OIIaCHOTO
COJIEPKUMOTO).

Bunel nHTEpHET-MOIIEHHNYECTBA (IIMChbMA, pEeK-JlamMa, 0X0Ta 3a JIMYHBIMHU JIaHHBIMU U
T.IL.).

OnacHocty MOOMIBHOM CcBsi3U. [IpennoxkeHus no ycTaHOBKE BPEOHOCHBIX MTPHIIOKEHUH.
Buast Mmomenandectsa B Untepuete. @umuHr (papMuHT).

A3apTHBIE UTPHIL.

Jloxuble anTUBUpPYCHL. [lonMeHa cTpaHul B MHTEpHETE (CalThI-KJIOHBI). DasbllBbIE
(haiimnooOMEeHHHKH.

DNeKTPOHHBIN Kolenek. MoleHHH4eCTBO Ipu pacnpocTpaHeHnH «oecratHoro» I10.
WNnrepuer-stuxet. [IpaBuna obuenus B iaTepuere.

OCHOBBI CETEBOTO ATUKETA.

[Tepenucka B cetu.

[IpaBuna noBenenus B ckaimne. Popym.

OOI11IeHE B CETH U €r0 MOCIEICTBHUS.

Arpeccus B CETH.

AHOHHUMHOCTB B CETH.

Buapl sTukera (MUYHBIN, 1€TOBOM, TUCEMEHHBIHN, TMCKYCCUOHHBIN U TIp.). Paznuuus
JTUKETA B Pa3HbIX CTPaHAX.

['uruena kommeroTepa.

[Tonp3a 1 Bpe KOMIIBIOTEPHBIX UIP.

Texnuka 6€30MacCHOCTH MpU PabOTE C KOMIIBIOTEPOM.

Kommbrotep 1 MOOUITBHBIE YCTPOMCTBA B UPE3BBIUAIHBIX CUTYALIHSIX.

Menuuunckas uandopmaius B larepuere. KoMmbsioTepsl 1 MOOHIIbHBIE YCTPOMCTBA B
3KCTPEMAJIbHBIX YCIOBUSX.

Kommnerotep B pexxume Tpyna U OTAbIXA.

Bpeanbie ¢akTopbl paboThI 32 KOMIIBIOTEPOM U UX MOCIIEICTBUS.
HNHTepHeT-3aBUCUMOCTb.

CounanbHele ceTH. JleTckue ColUaIbHbIE CETH.

BupryanbHas TMUHOCTB.

3aBucuUMOCTh OT VHTEpHET-00IIeHHUS.

PazBneuenus B iuTepHere.

IIpu3Haku UrpoBOM 3aBUCUMOCTH.

CereBble UTpBI.

Buner 3aBucumoctu. JlectpyktuBHas nndopmanus B FIHTepHeTe.

Buner IHTEpHET-3aBUCUMOCTH.

IIcuxonoruveckoe Bo3aeiicTBUE MH(POPMAIIMK Ha YeTTOBEKa.

Kputepuu 3aBucuMocT (IPUOPUTETHOCTh, U3MEHEHUS HACTPOCHUS, TOJIEPAHTHOCTH,
CUMITOM pa3pbiBa, KOH(IUKT, PELIUIUB).

Knaccugukanus MHTepHET-3aBUCUMOCTEN

[Ipu3Haku 3apa>keHus KOMIbIOTEpPA.

AHTUBHUpPYCHAs 3allIUTA.

Opranu3alioOHHbIE, OPUAUYECKHE, NPOrpaMMHBIE M MPOrPAMMHO-ANMNAPATHBIE MEpPHI
3aIUTHI.
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56. 3ammra mporpamMMm M JaHHBIX C MOMOIIBIO TAapoOJieH, MPOTrPaMMHBIX U 3JIEKTPOHHBIX
KJIIOYEH, CEpUHHBIX HOMEPOB, IIEPEHOCA B OHJIAWH U T.II.

57. AwntuupychHoe I10, Buapl u Ha3HaueHHE. MeTObI 3aLIUTHI OT BUPYCOB.

58. Meps! 6e3onacHoctu ais nonb3oBatens WiFi. Hactpoiika 6ezomacHocTH.

59.  Bupychsl i1 MOOUJIBHBIX YCTPOICTB (MOOHIIBbHBIE OaHKEPHI U AP.).

Kpurepuu onenkn:

- OLIEHKA «3aYTEHO» BBICTABJISIETCS CTYACHTY, €CJIM OH MPOJAEMOHCTPUPOBAI JOCTATOYHO MOJIHOE
3HaHue Marepuana; IPOJEMOHCTPUPOBAI 3HAHUE OCHOBHBIX TEOPETUYECKUX IOHATHII;
JOCTaTOYHO IOCJIEJ0BATENbHO, TIPAMOTHO M JIOTMUECKH CTPOMHO W3JIOKUI MaTepual;
MIPOJIEMOHCTPUPOBAN yMeHUe OPUEHTUPOBATHCS B JIMTEPATYype MO MPoOIEeMATHKE AUCLUIIINHBL;
YMeem CENATh 10CTATOYHO 0OOCHOBAHHBIE BHIBOBI 110 U3JIaraéMOMy MaTepuaiy.

- OLIEHKA «HE 3aYTEHO» BBICTABJISIETCS B ClIy4ae HE3HAHUS 3HAYUTENIbHON YacTH MPOrPAMMHOTO
MaTepuasna; He BJaJCHUs MOHATUMHBIM annapaToM JWCLUUIUIMHBI; CYIIECTBEHHBIX OLIMOOK MpHU
U3JI0’KEHUN Yy4yeOHOro MaTepuasia; HEYMEHUsI CTPOUTh OTBET B COOTBETCTBHM CO CTPYKTYpOI
M3JIaraéMoro BOIpoca; HEYMEHHMsI JIeaTh BHIBObI 10 U3JIaraeMOMy MaTepHaiy.
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JIner u3menenuii padoueii mporpaMMbl M CHUILTMHBI

Ne Coneprxanrue U3MEHEHUI PexBuzursl Hara
n\n JOKyMEHTa 00 BHECCHUS
YTBEPKIACHUU W3MEHECHHI
W3MCHCHUM
1. | VrBepxknena ©Ha ocHoBanun ®DenepanpHoro | IIpoToxos 3acemanus
TOCYJITapCTBEHHOTO 00pa30BaTEIBHOTO CTaHAApPTa Kadenpsl
BBICIIETO ~ 00pa3oBaHHWs [0  HAIMPABJICHHUIO T'YMaHUTAPHBIN U
II0JITOTOBKHU 44.03.05 Ilegarorndeckoe COIMAJILHO- 25.03.2021 r.
obpazoBanue npoduns «duznueckas KyIbTypay U HKOHOMHYECKUX
«be3omacHocTh kuzHeaesTensHoCcTH» Ne 125 ot mucurivng Ne 8
22.02.2018 r. ot 25 mapra 2021 T.
2. | AxkTyanu3upoBaHa B yacTu yuebHo- | IlpoToxon 3acenanus
METOUYECKOTrO u MH(OPMAITMOHHOTO Kaeapbl
obecrieueHusi B CBSI3U C MPOJUICHUEM KOHTPAKTa C T'YMaHUTAPHBIX U
O9bC u B \‘:IaCTI/I MEpEYHs] OCHOBHOM H COIINAJILHO- 05.05.2022 1.
JOTIOTHUTEIPHON JIMTEPATyphl B CBSI3U C  €TO SKOHOMHYECKHX
W3MEHEHHEM. BHeceHbl M3MEHEHHUS! B TUTYJIbHBIN | nuciuruind Ne 10 ot
JIUCT B YaCTH JaThl, HOMEpPA MPOTOKOJIA 3acCeAaHUs 05 mas 2022 r.
Kadeapsl.
3. | AkTyanm3upoBaHa B yacTu yuebHo- | IIpoTokon 3acenanus
METONYECKOTO " WH(POPMAITMOHHOTO Kadeapsl
obecrieueHust B CBSI3U C MPOJJICHHEM KOHTPAaKTa C T'YMaHHUTAPHBIX U
O9bC u B :IaCTI/I MepeyHsi OCHOBHOM W COLIMAJIbHO- 22052023 1.
JOTIOTHUTEIPHON JIUTEPATyphl B CBSI3U C  €TO SKOHOMHMYECKHX
U3MEHEeHHEM. BHeceHbl M3MEHEHHUS! B TUTYJIbHBIN | nucuuruind Ne 10 ot
JIUCT B YaCTH JaThl, HOMEpPA MPOTOKOJIA 3aCEAAHUS 22 mag 2023 T.
Kadeapsl.
4. | AKkryanu3upoBaHa B YacTH yuebHo- | IIpoTokon 3acemanus
METOIUYECKOTO H WH(POPMAITMOHHOTO Kadeapsl
obOecrieueHnst B CBSI3M C MPOJUICHUEM KOHTPAKTa C T'YMaHHUTAPHBIX U
O9bC wu B :IaCTI/I MepeyHss OCHOBHOM U COLIMAJIbHO- 28.05.2004 I
JOTIOJTHUTEIBHON JIMTEPAaTyphl B CBSI3U C  €T0 SKOHOMHYECKHX
U3MeHeHHneM. BHeceHbl W3MEHEHHUs B TUTYIAbHBIN | mucturmiud Ne 11 ot
JIUCT B YaCTH JIaThl, HOMEpPA MPOTOKOJIA 3aCEeAAHUS 28 mag 2024 r.
Kadeapsl.
5. | BHecenbl u3MeHeHHs] B TUTYJIbHBIN JUCT B yactu | [IpoTokon 3acenanus
JaThl, HOMEpa MPOTOKOJIa 3acenaHusi Kadeapsl B Kadeapsl
cBs3u ¢ akryanusanuen OITOIT T'YMaHUTAPHBIX U
COIIHAJIBHO- 27.08.2024 r.
SKOHOMHUYECKHX

mucnuming Ne 1 ot
27 aBrycta 2024 r.
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