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[IporpamMmy cocTaBuiI(-1): KAaHAUAAT MEAArOTMYECKUX HAYK, TOLEHT Kadeapbl TyMaHUTAPHBIX U
COLIMAJIbHO-P)KOHOMHMYECKUX IUCLUILUINH, bypakoBa Mpuna CepreesHa

Pabouas nporpamma nucuumuinasl "KubepoeszonacHocTts" pazpadorana B coorBeTcTBUM ¢ PIOC:
®enepanbHBIA TOCYAapCTBEHHBIH 00pa30BaTeIbHBINA CTaHAAPT BBICIIETO 00pa30BaHUs - OaKagaBpHaT
1o HanpasieHuto moarotoBku 44.03.05 Iexaroruueckoe oOpazoBanue (¢ ABYMS IPOPHIIMH
noAroToBKH) (1puka3 MuHoOpHayku Poccuu ot 22.02.2018 1. Ne 125).

Pabouyas mporpamMma AUCHUILUIMHBI COCTaB/IeHa HA OCHOBaHUM yuyeOHoro miana: 44.03.05
[Tenarornueckoe oOpa3zoBanue (¢ AByMs MpOGUISIMHU TOATOTOBKH ), YTBEPKJACHHOTO YIYEHBIM COBETOM
By3a ot 29.05.2025, npotokoit Ne 6.

PaGouas mporpamma ogo0pena Ha 3acenanuu kadenpsl Kadeapa ryMaHUTapHBIX U COITUATBHO-
SKOHOMHYECKHUX TUCHUIUINH 0T 15.05.2025 1., mpotokon Ne 10 myst ucnonnenust B 2025-2026
y4eOHOM ToTy.

3aB. kadeapoit V% M.H. ApyTioHsH

Paboyas mporpaMma AMCHUILIMHBI COTVIACOBAHA C 3aBEAYIOLIMM OMOINOTEKOM.

3aB. OMOIHMOTEKOM / «fﬂ*‘“ / Kmumenko A.B. 15.05.2025 1.
v

Cpok geticTBust paboueit nmporpammbsl AUCHUILTHHBL: 2025-2026 y4eOHBIN TOI.



1. EJIX OCBOEHUSA AU CIIUIIJINHbI

(bopMHpOBaHHE IEJIOCTHOTO TMPEICTABICHUS O pPOJM COBPEMEHHOTO KHOEPIPOCTpAaHCTBA B
00pa3oBaTeNnpHON cpefie M TMeNaroruuyeckoil AesTenbHOCTH; (OpPMHUpPOBAHHE CHUCTEMbl 3HAHWUW, YMEHUU U
HaBBIKOB IS 0OecriedeHus1 kKnbepOe30macHOCTH cBOeH MPOPEeCCHOHAIBHON AeSTETHHOCTH.

2. 3AJAYU OCBOEHUA JTUCHUIIJIMHBI

(dhopmMupoBaHHE OOIIMX TMPEACTABICHHUS O O€30MAaCHOCTH B WH(OPMAIMOHHOM OOIIECTBE; M3YYCHHE OOIIUX
NPUHIIAIIOB TEXHOJOTUH, TNPUMEHSIEMBIX B WH(POPMAIMOHHON Oe3omacHOCTH; (OPMUPOBAHUE YMEHUS
NPUMEHSTh TpaBWiIa KAOEpOE30MacHOCTH BO BCceX cdepax JACATENBHOCTH; OCBOCHHE  3HAHHIA,
COCTaBISIONIMX Hadajga MpeACTaBiIcHH 00 WHPOPMAIMOHHON KapTHHE MHpa U HHPOPMAIIMOHHBIX
npolieccax; OBJIAJCHUE YMEHHEM HCIIOJIb30BaTh KOMITBPIOTEPHYIO TEXHUKY KaK MPAKTUYECKUH HHCTPYMEHT
it paboTel ¢ uWHpOpPMAIMEl B TIOBCETHEBHOW JKHU3HH, pA3BUTHE HABHIKOB OpPHUEHTHUPOBAHUS B
UH(QOPMAIMOHHBIX TTOTOKAX.

3. MECTO JUCIIAILJIMHBI B CTPYKTYPE OBPA3OBATEJIBHOI ITPOI'PAMMBI

Hukn (pa3nen) OOIT: | b1.B./ZIB.01

3.1. TpeGoBaHus K NpeIBAPUTETbHON MOATOTOBKE 00y4aIOIIEerocs:

beszomacHoCTh KHU3HEACATCIIBHOCTH

buoxumuns

KOHI.[CHTyaJIBHBIe OCHOBBI 0€30IMaCHOCTH KHU3HEACATCIIBHOCTH

MCTOI[BI HCCHCHOB&TGHBCKOﬁ n HpOCKTHOﬁ JACATCIIbHOCTH

Mertoapl MaTeMaTH4eCKON 00pabOTKH JTaHHBIX

OCHOBBI MEAUITMHCKUX 3HAHUNA

HepBa;I TIOMOIb MOCTPAAABIINM

HpI/IpO,Z[HBIC OIIACHOCTH U 3allliuTa OT HUX

Texnosoruu undpoBoro oopazoBaHus

VYuyebHast mnpakTHKa (HAYYHO-MCCIIEOBATENbCKas paboTa (MoylyueHHEe TEepPBHYHBIX HABBIKOB HAY4HO-

Dunocodus

3.2. IMCHUNJIMHBI U TPAKTUKH, AJI51 KOTOPBIX
OCBOCHHE JAHHOH IMCUUILTHHBI (MO1YJIs1) HE00X0AMMO KaK MpeallecTBYoIIee:

be3onacHsIil OTABIX U TypU3M

BrinonHenue 1 3ammra BeITYCKHOWM KBATU(DUKAITMOHHON pabOThI

I'paxnanckas o6opoHa

MeTtoanka 0310pOBHTENBHON (PU3HUECKON KyIbTYpHI

OCHOBEI BOGHHOMU IIOATOTOBKH

OCHOBBI HAYYHO-METOJUYECKOM IEITEIbHOCTH B (PU3UIECKON KYJIBTYpPE U CIIOPTE

[IpouzBoacTBeHHas (negaroruyeckas) NpakTuka 5

[IpousBoacTBEHHAs MPAKTUKA (HayYHO-HCCIeA0BaTeIbCcKas paboTa)

TGOpI/Ifl " MCTOAHKa OpraHu3anu JUCTAHIIMOHHOI'O O6y‘~I€HI/I${ B 06pa3OBaT€J'IBHI)IX opraHu3anusax

DxoJioruyeckas 0€301acHOCTh

OTHKa. DcTeTHKA

4. INTAHUPYEMBIE PE3YJIBTATbBI ObYYEHUA 110 JUCIHUIIJIMHE

KOII H HAMMCHOBAHHMEC HHIUKATOPA JOCTHIKCHUSA

Koa n HanMeHoBaHne KOMIETEeHIUHT
KOMIIeTeHIIMH

YK-1 Cnocoben OCyLIECTBJISITh nouck, | YK-1.1  JleMoHcTpupyeT 3HaHHEe OCOOEHHOCTEH
KPUTHYECKHI aHAJIM3 W CHHTe3 WHGOPMAINH, | CHCTEMHOTO " KPUTHYECKOTO MBIIIJICHUS,

YK-8 Cnocoden co3naBath W noaaepxuBath B|YK-8.1 OuenuBaer  Qaxkropbl  pHCKa, yMeeT
MOBCeAHEBHOIl KM3HM M B MNpodeccCHOHAIbHOM | 00ecreunBaTh JTHYHYIO 0€30macHOCTb "

B PE3YIbTATC OCBOCHUA NUCIIUIIIINHBI o6yqafom1/1171c;1 JOJDKCH:




3HATh:
0COOCHHOCTH CUCTEMHOTO u
KPUTHYECKOTO MBIILUIEHHUS,
apryMeHTHPOBAHHOE

(dhopmupoBanue COOCTBEHHOT'O
CY)K)IGHI/ISI nu OLCHKU
nH(popManumy, MIPUHSTHE

000CHOBAaHHOT'O PEIICHHUS.

KHN3HU H B
JCATCIIBHOCTH.

OKpY>KalollUX B

yMeThb:
NPUMEHATh JIorHueckue ¢GOopMbl U
HpOLIEAYPHI, crocodeH K
pedexkcun o TTOBOY
COOCTBEHHOM u qy KON
MEICIIATENbHOMN ACATCIIBHOCTH,
OLICHUBATD (baxTopbI pHCKa,
o0ecreunBaTh JTUYHYIO
0e30macHOCTh W 0e30macHOCTh

MMOBCEITHEBHOM
npodeccroHanbHOM

BJI/1eTh:
aHaJIu3a HCTOYHUKOB
UHpOpMaLUU c LENbIO
BBISIBJICHUS HMX IPOTUBOPEUYUN H

MOKMCKA JOCTOBEPHBIX CYXICHUN;
HpI/IMCHCHI/IH METOAOB 3alllUThl B
Ype3BBIYAMHBIX CHTyallUsIX U B
YCJ'IOBI/ISIX BOCHHBIX KOH(l)J'II/IKTOB,
(hopmMupoBaHus KYJBTYPbI
0e30macHOr0 HM OTBETCTBEHHOI'O
[IOBEACHMUSL.

5. OFbEM YUEBHOW JUCHUIIJIVHBI U BUJIbl YAEBHOM PABOTHI

OO6mmas TpyA0€MKOCTh TUCIUTIINHBI COCTaBIISACT 2 3a4eTHBIC (-bIX) equHMI (-bI) (72), BKIIOYas

IIPOMEXYTOYHYIO aTTECTALIUIO.

Pacnpegenexune 4acoB OUCLUMMNUHLI MO CEMECTPaM

Cemectp
(<Kypc>.<Ce 741
MCCTp Ha Htoro
Kypce>)
Henenp 16 3/6
Bupg 3apsatuin | vo | poo| o PII
Jlexumum 16 16 16 16
[IpakTrueckue 20 (20 |20 (20
Konrakrnas padora (0,3 (0,3 (0,3 (0,3
Ha IPpOMEKYTOYHYIO
arrecranuro
Uroro aya. 36 36 36 36
Konrakrnas padota | 36,3 (36,3 | 36,3 | 36,3
Cam. pabora 35,7 | 35,7 | 35,7 | 35,7
Uroro 72 72 |72 72
6. COAEP) KAHUE JUCHUIIJIMHBI 11O PA3AEJIAM (TEMAM) U BUJAM 3AHSATUN
Kon HaunmeHoBaHue pa3/iesioB U TeM /BT Cemectp | YacoB | Komneren- | Jluteparypa IIpumeuanue
3aHATHS 3aHATUSA/ / Kype 137004
Pasgen 1. O6ecne4veHune
MHopMaLMOHHOW 6e3onacHocTK
rocygapcrtsa v obliecTsa
1.1 Kubepbe3omacHOCT, B cUCTEMeE 7 0
HAIlMOHAJIHLHOM 0e30macHOCTH
P® /Tema/
1.2 | KubGepOe3omacHOCT B CHCTEME 7 2 |VYK-1.1 JIT.1J12.1
HaIlMOHAJILHOH 0€e30IMacHOCTH VK-1.2
PO /Jlex/ YK-1.3
VK-8.1
YK-8.2
1.3 | KubepOe30macHOCT, B CHUCTEME 7 2 | VK-1.1 JIL.1J12.1
HaIIMOHATHHOM 0€30ITaCHOCTH YK-1.2
PO /Tip/ VK-1.3
VK-8.1
VK-8.2




1.4 |Kubepbe3omacHOCTh B CHCTEME YK-1.1 JIL.1JI12.1
HaIllMOHATBHOM 0€30macHOCTH VK-1.2
PO /Tlp/ YK-1.3

YK-8.1
YK-8.2

1.5 KubGepbe3omacHocTh B cHucTEME YK-1.1 JIT.1J12.1
HaIlMOHAJILHOH 0€e30IMacHOCTH VK-1.2
P® /Cp/ VK-1.3

VK-8.1
VK-8.2

1.6 | KubGepnpecTyruieHus: npoTUB
JIMYHOCTH, ob1ecTBa i
rocyaapcTBa

/Tema/

1.7 Kubepnpecrynnenus MIPOTHUB VK-1.1 JI1.1J12.1
JIMYHOCTH, ob1iecTBa Hu VK-1.2
rocynapcTsa /JIex/ YK-1.3

YK-8.1
VK-8.2

1.8 KubGepnpecrymnenus MPOTHUB YK-1.1 JIT.1JI12.1
JIMYHOCTH, o01ecTBa u YK-1.2
rocynapctsa /I1p/ YK-1.3

VK-8.1
YK-8.2

1.9 Kubepnpecrynnenus MPOTHUB VK-1.1 JIL.1J12.1
JIMYHOCTH, o01mecTBa u VK-1.2
rocynapctsa /I1p/ YK-1.3

YK-8.1
VK-8.2

1.10 | KubepnpectymieHus MIPOTHUB VK-1.1 JI1.1J12.1
JIMIHOCTH, obmrecTBa u YK-1.2
rocynapctsa /Cp/ YK-1.3

VK-8.1
YK-8.2
Paspen 2. lNoHaTne wHpopmaummn n
MHopMaLMoHHasi 6e3onacHoOCTh

2.1 CoBpemMeHHOe
KUOEepIpOCTPaHCTBO
TexHuka 0€30MacHOCTH B
KuOepnpoCTpaHCTBE

/Tema/

2.2 CoBpeMeHHOE VK-1.1 JI1.1J12.1
KHOEpIPOCTPaHCTBO TexHuka YK-1.2
0e30MmacHOCTH B YK-1.3
kubepnpocrpanctse /Jlex/ YK-8.1

VK-8.2

2.3 CoBpemeHHoOe YK-1.1 JIT.1JI12.1
KUOEPIIPOCTPAHCTBO Texnuka YK-1.2
0€301acHOCTH B YK-1.3
kubepnpoctpanctse /JIex/ YK-8.1

VK-8.2




2.4 | CoBpeMeHHOE VK-1.1 JI1.1J12.1
KHOEpIPOCTPAHCTBO Texnuka VK-1.2
6e30macHOCTH B YK-1.3
kubepmnpoctpanctse /I1p/ YK-8.1

YK-8.2

2.5 CoBpemMeHHOe YK-1.1 JIT.1J12.1
KuOEepIpoCTPaHCTBO TexHuka VK-1.2
0€30MacHOCTH B VK-1.3
kubeprpoctpanctse /I1p/ YK-8.1

VK-8.2

2.6 | CoBpemeHHOE VK-1.1 JI1.1J12.1
KHOEpIPOCTPaHCTBO TexHuka YK-1.2
6e3omacHOCTH B YK-1.3
kubepmnpoctpanctse /Cp/ YK-8.1

VK-8.2

2.7  |IIpoGaemsr HNuTtepHeT-
3aBHCHMOCTH,
kubepOymara /Tema/

2.8 |IIpoGiemsr Wurepuer- YK-1.1 JI1.1J12.1
3aBHCUMOCTH, YK-1.2
knbepOymara /JIex/ YK-1.3

YK-8.1
VK-8.2

2.9 |IIpoGnemsl HHuTepHeT- VYK-1.1 JI1.1J12.1
3aBHCHMOCTH, YK-1.2
kubepOymuara /JIex/ VK-1.3

VK-8.1
YK-8.2
2.10 |IIpobGiembr WNHTepHeT- VK-1.1 JIT.1J12.1
3aBUCHUMOCTH, YK-1.2
kubepOymmara /Ip/ VK-1.3
VK-8.1
VK-8.2
2.11 | IIpobrembl WHTepuer- VK-1.1 JI1.1J12.1
3aBHCHMOCTH, VK-1.2
kubepOymmara /TIp/ VK-1.3
YK-8.1
VK-8.2
2.12 | IIpoGnemsl Nurepuer- YK-1.1 JIT.1JI12.1
3aBHCHMOCTH, YK-1.2
kubepOymuara /Cp/ YK-1.3
VK-8.1
YK-8.2
2.13 | Metonast obecrieueHus
oe3onacHoctu IIK m MuTepHeTa.
Bupycel u antuBupycel /Tema/
2.14 |Metonasl oOecrieyeHus VYK-1.1 JI1.1J12.1
0€30MacHOCTH IK " VK-1.2
Wnrepuera. /Jlex/ VK-1.3
VK-8.1

VK-8.2




2.15

Bupyce! u antusupycs! /Jlex/ 7

2 |VK-1.1
VK-1.2
VK-1.3
YK-8.1
YK-8.2

JI1.1J12.1

2.16 |Metonasl

6e3onacHoctu IIK u HHrepHera.
Bupycs! u antusupycel /Ip/

oOecrieueHus 7

2 | VK-1.1
VK-1.2
VK-1.3
VYK-8.1
YK-8.2

JIL.1J12.1

2.17 |Meronasl

oesonacHoctu IIK m WnTepHera.
Bupycs! u antusupycs! /I1p/

o0ecrieyeHus 7

2 | VK-1.1
VK-1.2
VK-1.3
VK-8.1
YK-8.2

JI1.1JI12.1

2.18 [Metoxasl

6e3onacuoctu IIK u HHTrepnera.
Bupycso u antuupycsi /Cp/

oOecreueHus 7

VK-1.1
VK-1.2
VK-1.3
YK-8.1
VK-8.2

9,7

JI1.1J12.1

2.19 |3auer /KITIA/

0,3 |VK-1.1
VK-1.2
VK-1.3
VK-8.1

VYK-8.2

JI1.1J12.1

* - Tema uzyuaetcsi ¢ yueTom npodeccHoHaTbHON HATPABICHHOCTH
[Tnans! npoBeAeHNs yUeOHBIX 3aHATHUH OTPaKEHBI B OIIeHOUHBIX MaTtepuanax ([Ipunoxenue 2.).

7. KOHTPOJIb KAYECTBA OCBOEHMSA JNCHUIIVINHbI

Kontposnb kauecTBa ocBOeHUsI yueOHOr0 MaTepuraa 1o AUCHUIUIMHE TPOBOAUTCA B (hOpMe TEKYIIEro
KOHTPOJIS YCTIEBAEMOCTH M TPOMEKYTOUHOM aTTecTallii B COOTBETCTBUH ¢ «Ilomoxenuem o ¢popmax,
MEPUOJUYHOCTH U MOPSAIKE TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHON aTTecTallun
obyuaromuxcs B IBOY BO CITIU u ero ¢punuanax».

Jlnig arrectanuy 00y4aromUXCsl HA COOTBETCTBUE MX NEPCOHAIBHBIX JOCTUKEHHUH TpeOOBaHUSIM
00pa3oBaTeNbHON MPOTrPAMMBI UCTIONB3YIOTCS OLEHOYHbIE MaTepHaIIbl TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH
u ipoMexxyTounoi arrectanuii (Ipunoxenue 2).

YpoBeHb c(hOPMUPOBAHHOCTH KOMIIETEHIIUN

chopmupoBana chopMHpOBaHa B chopmMupoBaHa
He chopMHpPOBaAHA (bopmup (bopmup (popmup
YaCTUYHO eJIOM MMOJTHOCTBIO
«He 3auTeHo» «3auTeHo»
«HeynoB/1eTBOPUTEIBHO» | «YIOBJIETBOPUTEIHLHO» «Xopomio» «OTInuHO»
Onucanne KpUTepUeB ONeHUBAHUS
OO0yuaromumiicst OO0yuarommiicst OO0yuarommiicst OO0yuarommiics
JIEMOHCTPHUPYET: JIEMOHCTPHUPYET: JEMOHCTPHUPYET: JIEMOHCTPHUPYET:
- CYIIIECTBCHHBIE | - 3HAHHS TEOPETHYCCKOTO |- 3HAHWE W IOHHUMAHHE |- IyOOKHe,
mpoOenbl B 3HAHMSX | MAaTepHaa; OCHOBHBIX BOTIPOCOB | BCECTOPOHHHE 51
y4e0OHOro MaTepHara; - HENOJIHbIE OTBEThl Ha| KOHTPOJIUPYEMOTO apryMEeHTHPOBAaHHBIC
- JIOTTYCKAIOTCSI | OCHOBHBIE BOTIPOCHI, | 00bEMa  TIPOTPAMMHOTO | 3HAHHS MIPOrPaMMHOTO
MPUHIIMITHATIbHBIC OIINOKH B OTBETE, | MaTEepHAIIa; MaTepuana,
OH_II/I6KI/I HpI/I OTBE€TC HaA| HECAOCTATOYHOC - TBep[[bIC 3HAHUIA | - ITIOJIHOC IIOHUMAHUC




OCHOBHBIE BOIIPOCHI
ousera, OTCYTCTBYET
3HAHHE€ M  IIOHMMAaHHE
OCHOBHBIX TOHATUH H
KaTeropuu;

- HEMOHUMAaHHe
CYLIHOCTH
JIOTIOTHUTEIbHBIX
BOIIPOCOB B paMKax
3aJaHuil Onera;

- OTCYTCTBHUE  YMEHHS
BBITIOJIHSATD
IPAKTUYECKUE  3a/laHus,
MIPeyCMOTPEHHbIE
IIPOTPaMMOn
JUCHUIINHBL,

- OTCYTCTBHE TI'OTOBHOCTH
(crocobHOCTH) K
JUCKYCCUM WM HM3Kas

CTCIICHb KOHTaKTHOCTU.

NOHUMaHNe CYIIIHOCTH
U3J1araeMbIX BOIIPOCOB;

- HEYBEpEHHBIE U
HETOYHbIE  OTBETHI  Ha
JIOTIOJTHUTENbHbIE
BOTIPOCHI;

- HEJOCTaTOYHOE
BJIQJICHUE  JIUTEPATypoOil,
PEKOMEHIOBAaHHOM
IIpOrpamMmon
JUCIUTLTAHBL,

- yMmeHue 0e3 TpyOBIX
OIMO0K pemiathb
NPaKTUIECKUE 3a/IaHHs.

TEOPETUIECKOTO
MaTepuana.

- CIIOCOOHOCTD
yCTaHABIIUBATh u
00BACHATH CBS3b

NpakTUKK W TEOpPHH,
BBISIBIIATH TPOTHUBOpPEUUS,
npoOJeMbl U TEHICHIUU
pa3BUTHS;

- MIPaBUJIbHBIC "
KOHKpETHBIE, 0e3 rpyOnIx
OIIINOOK, OTBETHI Ha
MOCTaBJICHHBIE BOTPOCHI;

- yMEHHUe pemath
MIpaKTUYECKUE  3aJlaHus,
KOTOpbIE clenyer
BBITIOJIHUTB;

- BJIAJCHHME OCHOBHOM
JUTEPATYPOH,
PEKOMEHJOBAaHHOM
MPOTPaMMOit
JTUCHUTLITAHBI;
Bo3MoxHBI
HE3HAUYUTEIbHbIE
HETOYHOCTHU B
PaCKpBITUM  OTACJIbHBIX
MOJIOKEHU N BOITPOCOB
ouiera, IIPUCYTCTBYET
HEYBEPEHHOCTH B
OTBETax Ha
JOTIOJTHUTEbHBIE
BOIIPOCHI.

CYIIHOCTH 51
B3aHUMOCBSI3HU
paccMaTpuBaeMbIX
MPOLECCOB W SIBJICHUI,
TOYHOE 3HaHUE
OCHOBHBIX TIOHSATHH B
pamKax 00CYyKIaeMBIX
3aJaHUM;

- CII0OCOOHOCTD
yCTaHABJIMBATh 51
00BACHATH CBS3b
MIPAKTHKH U TEOPUH;

- JIOTHYECKU
IOCJIEIOBATEIIbHEIC,
coJiepiKaTesbHbIE,
KOHKPETHBIC 51
HCYEPIBIBAIOIINE OTBETHI
Ha Bce 3aJaHus Ouiera, a
TaKKe JOIOJIHUTEILHBIE
BOIIPOCHI K3aMEHATOPA;

- yMEHHe pemnaTh
MpaKTUYECKUE 3a]IaHNS;

- HaJu4he COOCTBEHHOM

000CHOBAHHOH  ITO3UIINH
o 00cyXaaeMbIM
BOTIPOCAM;

- cBOOOIHOE
HCIIOJIb30BaHUE B
OTBETaX Ha  BOIPOCHI
MaTepUajoB
PEKOMEHOBAaHHOM
OCHOBHOM 178
JIOMOJHUTEIBHOMN
JTUTEPATYPHI.

8. YYEBHO-METOAUYECKOE OBECIIEYEHUE JTUCHUIIJIMHBI

VY4ebHO-MeToInueckoe obecneueHne JUCIUIUIMHBI BKII0YaeT pabouyro nporpaMmy AUCHUILINHBI,

MCTOAUYCCKHNEC MAaTCPUAJIbI,

OLCHOYHBIC MAaTCpHAJIbI.

Y4eOHo-MeToAnYECKOE 00eCIIeYeHHE CAMOCTOSTENBHON pabOThl 00YYAIONINXCS BKIIOYAET: YIeOHUKH,
y4eOHbIE TTOCOOUS, HIIEKTPOHHBIE 00Pa30BATEIIBHBIC PECYPChI, METOIUYECKUE MAaTEPHAIIBI.

CamocTosTenbHas paboTa o0ydaronmxcs spisieTcss GopMoii OpraHU3aIuu 00pa30BaTEIHLHOTO
rporiecca Mo JUCHUTIINHE U BKITIOYAET CJICIYIONINE BUBI IEATEIILHOCTHU: TTOUCK (TI0100p) ¥ 0030p
HAy4YHOU U y4eOHOM TUTepaTyphl, SIEKTPOHHBIX HCTOYHUKOB HH(GOPMAITUH 110 U3y4aeMoil TeMe; paboTa ¢
KOHCIICKTOM J'IeKI.[PIfI, OJICKTPOHHBIM y‘IC6HI/IKOM, CO CJIOBapAMH U CIIPAaBOYHUKAMHU U JpP. HICTOYHUKaAMU
nH(popmMannu (KOHCIIEKTUPOBAHHUE); COCTABJICHUE TUIaHA U TE3UCOB OTBETA; MOATOTOBKA pedepara;
BBITNIOJTHEHHE TBOPUYECKUX 3aJIaHUM U MPOOIEMHBIX CUTY-allui; HOJrOTOBKA K KOJJIOKBUYMY,
co0eceI0BaHUI0, MPAKTUYECKUM 3aHATHSAM; MOATOTOBKA K 3a4ETy U DK3aMEHY.

9. MEPEYEHb OCHOBHOM 1 JONOJHUTEJIBHOM JIUTEPATYPBI

9.1. Pexomenayemasi ureparypa

9.1.1. OcHoBHasi IMTEpPaTYypa




JI1.1 |Tony6un P. B., Ucakosa U. A., KopoTsimes A.

I1., Kocapesa H. C., Peixtuk I1. TI.

Kubepbe3onacHoCTh MOAPOCTKOB B c€TH UHTEpHET. [IpoTuBOelicTBUE KNOEpyTrpo3am
[DnexTpoHHBI pecypc]:yueOHo-MeToanyeckoe mocoodue. - Hkuuit Hosropoa: HHI'Y um. H. 1.
Jlo6aueBckoro, 2022. - 65 ¢. — Pexxum noctymna: https://e.lanbook.com/book/283286

9.1.2. JlonosiHUTEJIbHAS JIUTEpPaTypa

J2.1

https://e.lanbook.com/book/386636

Banuna A. T, Opén JI. B., Anukyes C. B. [lepconanbHas kubep6e30macHOCTb: Kypc JEKIUI
[DnexTpoHHBIN pecypc]:yuedHoe nocobue. - CtaBponoins: CKDVY, 2022. - 137 ¢. — Pexxum pocryna:

10.1 UaTepHeT-pecypcnl (02361 JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE
CHCTEMBI U JP.)

OBbC «Jlanb» https://e.lanbook.com
Hanmonanwsnas anexrponnas 6udmuoreka (HOB) https://rusneb.ru
9BC «¥Opaiit» https://urait.ru

OBbC «KypHanbHbIH 3a11»: PyCCKUI TOJICTHII
KYpHAJI KaK 3CTeTHYeCKuil peHomeH

https://magazines.gorky.media

«nexrponHas oubnuorexka UMJIN PAH»

http://biblio.imli.ru

«QnexTponHas 6ubnuorexka MPJIN
PAH» (Ilymxunackuii {om)

http://lib.pushkinskijdom.ru

Hayunsblii apxus

https://nayunsiitapxus.pd

OBC «llenarornyeckas 6MOIMOTEKAN http://pedlib.ru
OBC «AUGyKC.py» https://www.ibooks.ru
Hayunas snexrponHas oubnmoreka eLibrary.ru https://elibrary.ru
OBC Bykonnaiim https://bookonlime.ru
Hayunas snekrponnas 6ubanoreka https://cyberleninka.ru/
«KubepneHnHka

TocynapcTBeHHas myOJIMYHas HAyYHO-TEXHUYECKast
6ubanorexa Poccun. Pecypcel OTKpbITOrO JOCTYyna

http://www.gpntb.ru/elektronnye-resursy-
udalennogo-dostupa/1874-1024.html

bubnuoteka akanemun Hayk (BAH). Pecypcsl
OTKPBITOTO JAOCTYTIA

http://www.rasl.ru/e_resours/resursy otkrytogo dost

upa.php

10.2. IIpodeccuonanbHbie 6a3bl JAHHBIX U

HH(OPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

YHuBepcurerckas nHGOpMaIMOHHAs CUCTEMA
POCCHA

https://uisrussia.msu.ru

Enunoe okHO noctyna k oOpazoBaTeabHBIM
pecypcam

http://window.edu.ru/catalog

CroBapu 1 SHIMKIONEINN

https://dic.academic.ru

[lenarornueckas macrepckas «IlepBoe ceHTAOpA»

https://fond.1sept.ru

CaiitT Equnoit konnexuuu mu@poBbIx
00pa3oBaTeIbHBIX PECYPCOB

http://school-collection.edu.ru

Hanmonanenas mardopma «OTKpeITOE
o0OpaszoBaHHE»

https://openedu.ru

[Topran «Ennnas koynekus nugpoBbIX
00pa30BaTENbHBIX PECYPCOB

http://school-collection.edu.ru

Poccuiickoe oOpazoBanue. @enepanbHbIN MOpTA

http://edu.ru

ITopran @enepanbHbIX rOCY1apCTBEHHBIX
00pa3oBaTeIbHbIX CTAHIAPTOB BHICIIETO
o0Opa3oBaHUs

http://fgosvo.ru

Enunas uudpoast Koiekus NepBOUCTOYHUKOB
HaY4HBIX PabOT YJJOCTOBEPEHHOT'0 KayecTBa

https://nayunsiitapxus.p¢




[Topran npo¢kiayadeupapsuras nudpopas https://online.edu.ru
oOpa3oBatenbHast cpena B POy

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJIMHBI (MO YJIS)

3aHATUS, TEKyIIUMH KOHTPOJIb YCHEBAEMOCTH M MPOMEKYTOYHAs aTTecTalus [0 JAUCHUILIUHE
MPOBOJATCS B YYEOHBIX ayJUTOPUSAX, YKOMIUICKTOBAHHBIX THUIIOBOM MeOenpl0 i OOyYalomuxcs u
npenojaBaress, TEXHUYECKUMH U  MYJIbTUMEAUHHBIMU  CpEIACTBaMH OOY4YeHMs, BKIIOUYEHHBIMH B
JIOKAJIBHYIO CETh By3a U C JOCTYIIOM K HH(POPMAITMOHHBIM pecypcam ceTu VHTepHeT.

Paboune mecta i caMOCTOSTENbHON pabOThl OOYYarOIIMXCSl OCHAIIEHBl KOMIBIOTEPHOW TEXHUKON C
MOJKITIOUEHHEM K ceTh VIHTepHeT ® o0ecredeHbl JOCTYNOM B OJIEKTPOHHYIO HWH(POPMAIMOHHO-
00pa3oBaTeNbHYIO CPEIy By3a.

KommproTepHoe 000py/10BaHHE HMEET COOTBETCTBYIOIIEE JIUIICH3HOHHOE MPOTPaMMHOE 00ecIIeUeHuE:

1. [Maker mporpammuoro odecrneuenus obuero HazHaueHust Microsoft Office (MS Word, MS Microsoft
Excel, MS PowerPoint).

2. Adobe Acrobat Reader.

3. Bpaysep (Internet Explorer, Mozilla Firefox, Google Chrome, Opera u np.).

4. IIporpamMma TecTupoBaHusi AWpeH.




Ipuioxkenne 1

MeToauyeckue MaTePUAJIbI 10 JUCIHUIJINHE
«Kubep0e30macHoCTb»

1. IlnaHbl NpaKTHYEeCKUX PadoT M MeTOAHMYECKHE PEeKOMEHIallul

Tema 1. Kubep6e3omnacHoCTh B cucTeMe HallMOHaIbHOM O6e3omacHocTu PD

IIpakTuyeckoe 3ansaTue 1.1.

Bompocs! 1u1st 06cyxnenns:

1.

ook wm

['ocynapcTBeHHas MOJIUTUKA B 00JaCTH KNOEpOE301MacHOCTH KOMITBIOTEPHBIM aTakaM OT
15 suBaps 2013 r.

Yronosuslil koaeke P®, pazaen «Ilpectyminenus B chepe KOMIbIOTEpHON HH(MOPMAITUNY.
3amuTa KuOepIpocTpancTBa rocynapcrsoM. KubeppoiiHa.

[TpaBo na undopmanuio B Koncturyuu PO.

3amuTa rocyapcTBa U 3aliiuTa KUOepnpoCcTpaHCTBa.

JoxTprna nHGOpMaIMOHHON 0€30M1aCHOCTH.

IIpakTuyeckoe 3ansaTue 1.2,

Bompocsr 11st o6cyxaeHus

ook wdE

Kubeppoiicka. 3amura kKubepnpocTpaHcTBa Kak OHA U3 337a4 BOOPYKEHHBIX CHIL.
WNudopmannonnas BoiiHa. THPpOpMaAIIMOHHOE OpYKHE.

[TaTprOTH3M U UHTEPHET.

Wudopmannonnoe Bo3aeicTBue.

Boennas, rocyaapcTBeHHas, KOMMepUecKas TalHa.

3amuTa caiToB TOCYJapCTBEHHBIX OPraHoOB (3JIEKTPOHHOE MPAaBUTEILCTBO).

Tema 2. KuGepnpecrynjieHusi NpOTHB JUYHOCTH, 001IeCTBA U FOCYAapCTBa

IIpakTHyeckoe 3ansTue 2.1.

Bompocsr g5t o0cyxnenus

1.
2.

©CoN A

PeanbHast 1 BUpTyanbHas INYHOCTD.

[Icuxonoruueckas oocraHoBka B MHTEepHeTe: TpuUHT, KNOepOyUIHHT, KHOEpMOOOUHT,
TPOJITUHT, OYUTUIII.

be3omacHas paGota B ceTHM B Ipoliecce CETeBOW KOMMYHHMKAlUU (YaTbl, (OpPYMBI,
KOH(EepeHIINH, CKailIl, ColMaIbHbIE CETU U TIp.).

TepMHUHBI CETEBOTO ITUKETA: OBEPKBOTHUHT, uieiiM, iy, obdronuk, cMailiuku u ap.
[Tprmepsl STHYECKUX HApYLIEHNH. 3HaYEHHE CETEBOT0 ITUKETA.

CobcrBenHocTh B IHTEpHETE. ABTOpCKOE IIPABO.

WHTemiekTyanbHast COOCTBEHHOCTb.

[TnaTHas u 6ecruiaTHast HH(GOpPMAIIHS.

3ammra mpaB HoTpeOUTENe mnpu ucmoib3oBaHMU ycayr VHTepHer. 3amuTa mpaB
noTpeOuTenel ycayr mpoBanaepa.

IMpakTHyeckoe 3ansaTHE 2.2.

BOHpOCBI JJIsA 06cy>1<z[eHH$1

1.
2.

3.

OTBETCTBEHHOCTb 3a UHTCPHCT-MOIICHHUYCCTBO.

[IpaBoBble  akThl B  00OJacTd  MHPOPMALMOHHBIX  TEXHOJIOTMH W 3aIMUTHI
kuOepnpocTpancTBa. OTBETCTBEHHOCTD 32 KHOEPIIPECTYIIICHUSI.

KoHCTUTYyIIMOHHOE TpaBO Ha IOHMCK, MOJYyYEHHE M paclpocTpaHeHHe HH(OPMAIUH.
®denepanbHbiit 3ak0H OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammure aeteit ot



o

o

uH(popMaIuy, TPUIUHSIONIEH BPEa UX 3I0POBBIO0 U Pa3BUTHIO» (IeHCTBYET ¢ 1 ceHTIOps
2012 rona).

Nudopmanmonnoe 3akoHoAaTebcTBO PD.

3akoH P® «O6 undopmaium, nHGOPMAIMOHHBIX TEXHOJIOTHIX U O 3aIIUTE UH(OPMAITHNY.
VYTronoBHas OTBETCTBEHHOCTh 3a CO3JaHHe, MKCIONb30BaHHE M paclpoCTpaHEHHE
BPEIOHOCHBIX KOMIIbIOTEpHBIX Nporpamm (cT. 237 YK P®). [IpaBoBast oxpaHa nporpamm
1t OBM u BJI. Kommepueckoe I1O. becrmatnoe I1O (FreeWare, Free, Free GPL,
Adware), ycnoBHo-6ecrataoe 10 (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI JUIsI 3AIUTHI OT CIIaMa.

[IpaBoBass oxpana mporpamm it 9BM u BJl. Jluuensuonnoe I1O. Bunbel nuieH3uii
(OEM, FPP, kopnioparuBHbIe IuiieH3uu, noanucka). [10 ¢ otkpeiteim kosom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOPMAIUIO, HA COKPBITUE JAHHBIX, KATErOpUH UH(OPMALIUH.

[lepcoHanbHblE ©  OOMIENOCTYIHBIC JaHHBIC, OTPAHUYCHHBIM JocTym. 3akoH «O
MEPCOHAIBHBIX JaHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo TexHuka 0e301acHOCTH B KHOEPIPOCTPAHCTBE
IMpakTuyeckoe 3ansaTue 3.1.
Bonpocs! 1ia o6cyxenus

1.

2
3.
4.

oo

o~

Moennnyeckue neiictust B Uatepuere. Kubepnpecrymienus

CereBoii atuker. [Icuxonorus u cetp

[TpaBoBbI€ acTIEKTHI 3aLUTHI KUOEPIIPOCTPaHCTBA
Omnuaiin cepBUCHI 1t 0€30MaCHOCTH I0JIb30BaTENs B MHTEpHETE (MPOBEpKa KOMIIbIOTEpa
U ¢ailyioB Ha BUPYCHI OHJIAHH, OHJIAMH JeakTuBanus SMS-BUpYCOB, MpoBepKa caiiTa Ha
BUPYCHI, TpoBepka (ailoB mo e-mail, ompeneneHue aapeca CTpaHUIBL, MPOBEPKa
croumoctt CMC u 1ip.).
HacTpoiiku 6€30macHOCTH MOYTOBBIX MPOTPaMM.
3amuTa B NMOUCKOBBIX cucTeMax ((QUIBTPBI ISl OTpaHUYEHUS! MOTEHIIMAIBHO ONACHOTO
COJIEP’KHUMOTO).
Hacrpoiiku 6e3omacHoctu BeO-6paysepoB (Internet Explorer, Firefox u T.11.).
DJeKTpOHHAs MOYTa U CUCTEMbI MTHOBEHHOI'O 0OMEHA COOOIICHUAMHU.
Hactpoiiku 0e3onacHoctu Ckaiin, ICQ u np. CiocoObl o0ecriedenust 6€301macHOCTH BeO-
caifra.

10. Kubepnpectyruienusi. Buabl MHTEpHET-MOIIEHHHYECTBa (MHMChMa, peKiIaMa, OXOoTa 3a

JIMYHBIMU JaHHBIMHU U T.H.). OmacHOCTH MOOMIIBHOM CBSI3H. HpeHHO)KCHI/ISI 10 YCTAaHOBKC
BPCAOHOCHBIX HpI/IHO)I(eHHfI.

11. Momennnueckue CMC. VYTeuka M 0OHapojoBaHME JWYHBIX JaHHbIX. [logbop u

nepexsaT naposei.

12. B3nombl AKKAaYHTOB B COLIMAJIbHBIX CCTAX. Bupasl MomieHHHUYECTBA B I/IHTepHCTe. )500005150%

(papmuHr). A3apTHBIE UTPBHI.

13. Jloxxubie aHTHBHpYCHL. [loaMeHa cTpaHuIl B WHTepHETE (CalThI-KJIOHBI). DanblIUBbIE

baim000MEeHHUKH.

14. DnexTpoHHBIH Kolenek. MOIIEHHHYeCTBO PU pacnpocTpaHeHuu «oecruiataoroy [10.
15. TexHonoruu ManumnyaupoBanus B UHTepHere.
16. Tb npu uHTEpHET-00IICHUY.

IIpakTnyeckoe 3ansTue 3.2.

Bormpocs! 11t 00CykaeHus

1

2.
3.
4.

Tb npu peructpanuu Ha BeO-caifTax.
KomnrerotrepHoe nuparctso. [lnaruar.
KubepHaeMHUKH U KHOEPAETEKTHUBEI.
Ornenka ymiep6a oT KubepnpecTyIIeHUH.



5. Hurepner-stuket. [IpaBmia obmenus B laTepHere.

6. OCHOBBI CETEBOr0 3THKETA.

7. Tlepenucka B ceTwu.

8. IlpaBuia noBeneHus B ckaine. Popym.

9. OOuieHe B CETH U €r0 MOCIEICTBHU.

10. Arpeccus B cetu.

11. AHOHMMHOCTb B CETH.

12. Bunbel oTrkera (JIMYHBINA, ACTOBOWM, MUCHMEHHBIN, JUCKYCCHOHHBIH W mp.). Pazmmums
ATUKETa B Pa3HBIX CTpPaHax.

13. Drtuka nuckyccuii. B3anmMHoe yBakeHUE NIPH UHTEPHET-OOICHUH.

14. DTuker ¥ 60€30MaCHOCTD.

Tema 4. IIpoosembl UHTEpHET-3aBUCUMOCTH, KHOEPOYJIJIMHTA

IIpakTnyeckoe 3ansaTue 4.1.

Bomnpocs! qyis o0cyxaenus

['uruena komneroTEpAa.

KomnbroTep u kpoBooOparieHue.

[Tosib3a 1 Bpe KOMIIBIOTEPHBIX UTP.

Komnsrorep u 302K.

DU3NYECKOE U ICUXUYECKOE 3/10POBBE.

[TpaBuia noBeneHMs B KOMIIBIOTEPHOM KJjacce.

WuTepHeT B cuctemMe 0e301MacHOCTH.

TexHuka 0e30MacHOCTH MPHU paboTe ¢ KOMIIBIOTEPOM.

Kommiprorep 1 MOOMIIBHBIE YCTPOMCTBA B UPE3BBIUANHBIX CUTYAIUX.

0. Menununckas unpopmanus B MurepHere. KomnbroTepsl U MOOWIBbHBIE YCTPONCTBA B
IKCTPEMAIIBHBIX YCIOBUSX.

11. Bo3neiicTBHE paaMoOBOJIH Ha 30pOBhe U OKpysxatoryto cpeay (Wi-Fi, Bluetooth, GSM).

12.  KowMmrIutekc ynpaxHeHHUH Mpu paboTe 32 KOMITLIOTEPOM.

13. BozpaeiictBue Ha 3penue DJIT, KUIKOKPUCTAIIMYECKUX, CBETOINOIHBIX, MOHOXPOMHBIX

MOHMTOPOB.

14. KomnbroTep B pexxuMe TpyJa U OTJbIXa.

15. BnusiHHMe KOMIIbIOTEpA HA PENPOTYKTUBHYIO CUCTEMY.

16. Bpennsie ¢pakTophl pabOTHI 32 KOMIIBIOTEPOM M UX MOCIEICTBUS.

BOoo~NoOR~WNE

IIpakTHyeckoe 3ansTHe 4.2.
Bompocsr g5t o0cyxnenust
17.  Opranusanus pabouero Mecta
HNuTepHeT-coob11ecTBo.
HHTEepHET-3aBUCUMOCTb.
ConmanbHblie ceTH. JleTckre CoruanbHbIe CETH.
BuptyanbHas THYHOCTb.
3aBucuMocTh 0T HTepHET-0011IeH S,
PazBneuenus B IuTepHere.
IIpu3HaKy UrpoBOM 3aBUCUMOCTH.
CereBbl€ UIPBI.
Caiitel 3HakoMcTB. 30K 1 koMnbroTED.
0. Buas! 3aBucumoctu. JlectpykrruBHas nHpopmanus B IHTepHeTe.
11. Bunel HTEpHET-3aBUCUMOCTH.
12. KubepkynbpTypa (MaccoBasi KyJabTypa B CETH) U JIUYHOCTD.
13. ITcuxomorudeckoe BO3AeHCTBIE HH(POPMAIIMH HA YETIOBEKA.
14. YnpaBnenue JHUYHOCTBIO uepe3 ceTh. VIHTEpHET W KOMIBIOTEPHAs 3aBHCHMOCTH
(ammuKims).

BOoo~NoOR~WNE



15.

16.

17.

Kpurepuu 3aBuCUMOCTH (IPUOPUTETHOCTh, M3MEHEHMsI HACTPOEHHUS, TOJIEPAHTHOCTH,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUINB).

Tunbl UHTEPHET-3aBUCUMOCTH (TIpUCTpAacTUE K paboTe ¢ KOMIIBIOTEPOM, K HaBUTALUU U
NOUCKY MH(OPMAIIUN, UTPOMAHUS U SJIEKTPOHHBIE MOKYIKH, 3aBUCUMOCTh OT CETEBOTO
oO1eHus).

Knaccugukanus mHTEpHET-3aBHCUMOCTEH

Tema 5. Metoas! odecnieuenns 6e3onacHoct IIK u UntepHera. Bupycbl 1 aHTUBHPYCHI

NoakownE

9.

10.
11.
12.

IIpakTuyeckoe 3ansaTue 5.1.

KoHTeHT-(QUIbTPHI

[TouckoBsle cepBepsl.

[Tpu3Haku 3apakeHHst KOMIIBIOTEpa.

AHTHUBHpYCHAsI 3aLUTA.

3ammra ¢aitnos. besonacHOCTh pu cKauMBaHUU (PAKIIOB.

3amyTa IporpaMM U JIaHHbIX OT HECAHKIIMOHUPOBAHHOTO KOIIMPOBAHUS.
OpraHu3anyoHHbIe, OPUAMYECKHE, MPOTPaMMHBIE W TMPOTrPaMMHO-ANIapaTHbIE MephI
3alIUTBHI.

3ammTa mporpaMM M JAHHBIX C TIOMOIIBIO TAPOJEH, MPOTPAMMHBIX M AIIEKTPOHHBIX
KJIH04Eel, CepUMHBIX HOMEPOB, [IEPEHOCA B OHJIANH U T.II.

Henepemeraembie mporpaMmel.

3amurTa OT KONMMPOBAaHUS KOHTEHTA CaiTa.

Ncrounuku 3apaxenus [1K.

AnTusupycHoe I10, Bujb! 1 Ha3HaueHHe. MeTo/Ibl 3aIUThl OT BUPYCOB.

IIpakTu4yeckoe 3ansaTHe 5.2,

Bompocsr 11st o6cyxaeHus

1.

ook wd

10.
11.
12.

13.

14.

[Tpo6nemsr OezonacHocTH MH(pacTpykTyphl VHTEpHETa (IPOTOKOJIBI MapLIpyTHU3aLUU
CEeTH, CUCTEMA IOMEHHBIX UMEH, CPEJICTBA MAPLIPYTU3ALUH U T.I1.).

[TpoBepka noyuHHOCTH (ayTeHTU(UKanus) B HTepHeTe.

Mepsl 6e3onacHocty i nosnb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

Bupycsl 1151 MOOUIIBHBIX YCTPOHCTB (MOOMIIbHBIE OAHKEPHI U JIp. ).

Hactpoiika koMmnbrotepa Juist 0e3onacHoi paboThl. OMmNOKY MOJIB30BaTENS.

Meppl  nuuHOM  Oe3zomacHocTH  mpu  ceTeBoM  obuieHuu.  I[IpenorBpaieHue
HECaHKI[MOHUPOBAHHOTO noctyna K [IK.

[Taponu, 6GuomMeTpuUecKne METO/bl 3aIUThl U ayTeHTU(UKALUSA C OMOIIbIO BHEIIHUX
HOCHUTEJIEH.

[TpocThle n AUHAMUYECKU U3MEHsIoNMecs naposuu. bopsba ¢ yreukamu nHdopmMaru.
Cpenctsa koHTposis noctyna. [IpaBa monb3oBareneii. CriocoObl pa3rpaHUyeHUs JOCTYIIA.
OTnnuus BUPYCOB U 3aKJIaJOK.

AHTuBHpYycHBbIe porpaMmsbl ais [1K: ckanepsl, peBU30pHI U Ap.

Haubonee n3BectHsle anTuBUpycHble porpammbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe wu OecriaTHOE
antuBupycHoe I10.

Ownnaiin cepBUCH i1 0€30MacHOCTH MOJB30BATENIsl B MHTEPHETE (MPOBEPKa KOMITBIOTEPA
U (aiiioB Ha BUPYCHl OHJIAMH, OHJAMH AeakTuBanus SMS-BUPYCOB, MpOBepKa caifTa Ha
BUPYCHI, TpoBepka (ailioB mo e-mail, ompezneneHue aapeca CTpaHUIBL, MPOBEpKa
crouoct CMC u np.).

HacTpoiiku 06e30macHOCTH MOYTOBBIX MPOrpaMM. 3aluTa B IOUCKOBBIX CHCTEMax
(unbTpHI 11 OrpaHUYEHUS TOTEHLIUAIBHO OIMIACHOTO COJIEPKUMOTO).

2. 3agaHus 1Jsl CAMOCTOATEIbHOM PadoThl



Tema 1. KubepOe3zonacHOCTh B CUCTEME HAIMOHAIBHOM Oe3omacHocT PO
[ToaroTOBUTH JOKJIAJ IO TEME:

1. Huadopmanmonnas BoitHa. MHGOpMaIIMOHHOE OpYyKHE.

2. TlaTpmoTusMm M MHTEPHET.

3. MudopmanmoHHoe BO3ICHCTBHE.

Tema 2. KuGepnpectynieHusi IpOTHB JIUYHOCTH, OOIIECTBA M TOCYAApPCTBA
IloaroToBUTH NOKIAM IO TEME:
1. PeanbHas v BUpTyaJIbHAs TUYHOCTb.
2. Tlcuxonormueckas oOctanoBka B MHTepHeTe: rpuduHr, KHOepOy/LUIMHT, KHUOEpMOOOHHT,
TPOJUIMHT, OyJUTHIIHL.

Tema 3. CoBpemeHHOe KnbepnpocTpaHcTBO TexHHKa 6e3011acCHOCTH B KUOEpIIPOCTPAHCTBE
IToaroToBUTH JOKIA IO TEME:

1. DneKTpOHHBIN KOIIENCK.

2. MouleHHHYeCTBO MpH pacnpocTpaHenuu «oecruiaraoroy [10.

3. IlpaBuna noBesneHus B ckaiire.

4. ®opym. I[lpaBuia noBeneHus

Tema 4. [IpoGnemsl nTEpHET-3aBHCHMOCTH, KMOEPOYIIIMHT A
[ToaroToBUTH 1OKIJIAM IO TEME:
1. Bunawl MHTEpHET-3aBUCUMOCTH.
2. Kubepkynbrypa (MaccoBas KyJabTypa B CETH) U IUYHOCTb.
3. Tlcuxosoruueckoe Bo3aelicTBAE HHPOPMAITUU HA YSIIOBEKA

Tema 5. Metoas! obecrieuenus 6e3onacuoctu [1K u MaTepHeTa. Bupycsl 1 aHTHBHPYCHI
[ToaroToBuTH 1OKIIAM IO TEME:

1. Mepsl 6e3onacHoctu s nonb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

2. Bupycsl a5 MOOMIBHBIX YCTPOHUCTB (MOOMIIbHBIE OaHKEPHI U JIp.).

3. IlpumepHbIe TeMbl pedpepaToB

1. Wndopmanus - paxTop cymiecTBoBaHus U pa3BUTHs 001ecTBa. OCHOBHBIE (POPMBI

nposiBieHus: HH(opmarum, e€ cBoicTBa Kak 00beKTa 0€30MacCHOCTH.

[TonsiTue 6e3onacHocT U €€ cocrapistoue. besonacHocTs UHGOpMaLUU.

Obecneuenre nHPOPMALIMOHHOMN 0€30MMaCHOCTH: CO/IEPKaHUE U CTPYKTYpa TOHATHSL.

HanmonaneHble nHTEpECH B HH(POpMaLIMOHHON cdepe.

VcTouHuKM U coepikaHue yrpo3 B HH(GOpMaLMOHHOI chepe.

CooTHolleHHe MOHATUN «MH(POPMAaIIMOHHAs 0€30MaCHOCTb» U «HAIIMOHAIbHAS

6€30I1aCHOCTbY

7. Puck paboTsl Ha mepcoHAIBHOM KoMmbloTepe. [imannpoBanue 6e3omacHoi paboTh Ha
NEPCOHAIIBHOM KOMIIBIOTEDPE.

8. Mudopmarus - pakTop CymecTBOBaHUS U Pa3BUTHS 00OIIECTBA.

9. Ilenu u 3aauu 3aIUTHl HHMOPMAITUH.

10. Opranu3ans 3amuThl KOHQUICHINATEHOW HHPOPMAIINH.

11. Bune! 3amuinaemMoit nadopmaiyu B cepe rocy1apcTBEHHOT0 U MyHHIIUIIATBHOTO
yIpaBiIeHUs.

12. YpoBHuu Benenus nHhpopMaiMoHHON BoHHBL. OnepaTuBHas MACKUPOBKA.
Pannosnextponnas 6oprba. BozneiicTBue Ha ceTH.

13. OcHOBHbIE TMOJNOXKEHUSI TOCYJApCTBEHHON HH(POPMAIMOHHOW MONUTHKU Poccuiickoi
denepanuu.

oM wN



Kpurepun ouenku pedepara

Kpurepusimu otieHkH pedepaTa MOTYT BBICTYITUTD CIICAYIOIIHE MOMCHTHI:

— B Kakoi Mepe pacKpbIBaeTCs aKTyaJbHOCTh TEMBI;

—  KakoOB TEOPCTUYCCKHI YPOBEHb CYXXICHHH aBTOpa, Kak BIAJCET OH COBPEMCHHBIMU
METOJIOJIOTMYECKUMH OCHOBaMH HAyK TMPH OCBEIIECHHH IOCTABJICHHBIX B pedepare
BOIIPOCOB;

—  COOTBETCTBHE CTPYKTYPBI M COJiepKaHus pedepara miany;

—  LeJIOCTHOE, ITy0OKOE OHMMAaHUE BOIIPOCOB TEMBI MITH pa3padaThiBacMOil IPOOIIeMbl;

—  KaK yJaJloch aBTOPY CBs3aTh M3JlaracMbie B pedepare BOIPOCH TEOPHH C MPOOIeMaMU
CErOJHAIIHEr0 [HS, yMEHHE WCIOJIb30BaTh TEOPETUYCCKHE HWCTOYHHKH U y4eOHO-
METOJIMYECKYIO JINTEPATYPY;

—  JIOCTaTOYHO JIM TMPOSBJICHA aBTOPOM CaMOCTOSITEIBLHOCTh B IIOCTAHOBKE BOIPOCOB, B
TPAaKTOBKE WX, €CTh JIM B pabOTe OPUIMHAIBHBIC MBICIH, CBEXHE (AKThl, OMUCAHUE
Jy4IIEero ombITa pPadOThl, KOHKPETHBIX IPUMEPOB U3 NPAKTHKH, COOTBETCTBYIOILUE
PEKOMEHIALNH U TIPEIIOKEHHS

—  u3jaraercs Ju B pedepare COOCTBCHHOE MOHMMAaHKE PacCCMaTpUBAEMO TPOOIIEMBI,
JI0CTaTOYHA JIK €r0 apryMEHTALU;

—  Kkak oopmiteH pedepar wiu 10KIa] (00beM, HATHYKE [TaHa, COACPIKATEIbHOCTh
BBCJICHU, II0OJTHOTA CIIMCKA I/ICHOHB3Y€MOI>1 JIUTCPATyphbl, HAJIMINC HpHHO)KeHHﬁ, aHaJin3a
ombITa paboThI, CXeM, TabJIHII, THarpaMM, TIAHOB, AHKET H T.1I.);

—  HMeeT Jid paboTa OMpeIeICHHYIO IEHHOCTh, 4TOOBI PEKOMEHI0BATh €¢ B (DOH] yueOHBIX
OCOOMH 1Mo Kypcam.

Pedepar oriennBaercs 1mo 4-x 0ATBHON CHCTEME - «HEYIOBICTBOPUTEIIHLHOY,

«YJIOBJICTBOPUTEIILHOY, «XOPOIIOY, KOTIUIHO.



Ipuio:xkenne 2

OneHoYHbIe MATePHAJIBI N0 AUCHUILIHHE
«KnbepOe3onacHocTb»

1. Ounenouynble MaTepHaJbl 1JIsl TEKYLIer0 KOHTPOJIS
1.1. TecToBble MaTepHaIbI

Tect 2

1. K mpaBoBBeIM MeTOaM, 00ecreurBaIINM HHPOPMAIIMOHHYIO0 0€3011aCHOCTh, OTHOCSITCS:
1. Pa3paboTka anmapaTHBIX CPEJICTB 00ECIEeYEHUs MPABOBBIX JTaHHBIX
2. Pa3paboTka u yCTaHOBKA BO BCEX KOMIIBIOTEPHBIX IIPABOBBIX CETAX KYPHAIOB yuyeTa
JNeNCTBUI
3. Pa3paboTka m KOHKpeTH3aIus MPABOBBIX HOPMATHUBHBIX aKTOB 00eCTICYeHUS
Oe3omacHOCTH
2. Buasl nuapopmMannoHHON 6€30MaCHOCTH:
1. IlepconanbHasi, KOpImopaTUBHAasl, TOCYJapCTBEHHAs
2. Knumentckas, cepBepHas, ceTeBas
3. JlokanpHas, rinobanbHas, CMEIIaHHas
3. Lenu nnpopmarmoHHoON 0€30MaCHOCTH — CBOEBPEMEHHOE OOHApYKEHUE,
npeaynpexacHue:
1. HecaHKIMOHUPOBAHHOIO JOCTYIa, BO3/EHCTBUS B CETU
2. WHCalJepcTBa B OpraHU3alUU
3. upe3BBIYANHBIX CUTyaIlluH
4. OcHoOBHBIE 00BEKTHI HH()OPMAIIMOHHONW 0€30MMaCHOCTHU:
1. KomnbroTepHble ceTu, 6a3bl JaHHBIX
2. WudopmanmoHHBIE CHCTEMBI, ICUXOJIOTHYECKOE COCTOSTHHE TTOJIb30BaTENCH
3. busHec-opueHTHpOBaHHbIE, KOMMEPUYECKHE CUCTEMBI
5. OCHOBHBIMH pUCKaMU UH()OPMAITMOHHON 0€30TTaCHOCTHU SIBIISIIOTCS:
1. HUckaxeHue, ymeHblIeHHE 00beMa, IEPEKOAUPOBKA HH(OPMALIUU
2. TexHUYeCcKOe BMELIATEIbCTBO, BHIBEJIEHUE U3 CTPOsI 000PYyAOBaHUS CETU
3. Tloreps, uckaxxeHue, yreuyka HHQOpMauu
6. K OCHOBHBIM (DYHKIIMSIM CUCTEMbI 0€30IaCHOCTH MOKHO OTHECTH BCE MEPEUHCICHHOE:
1. VYcraHoBieHMe perjaMeHTa, ayAuT CUCTEMBI, BBISIBICHHE PUCKOB
2. YcTaHOBKa HOBBIX O(UCHBIX NMPUIOKEHUN, CMEHA XOCTUHT -KOMITAHUH
3. Bueapenue ayreHTH(]HUKALNU, TPOBEPKHU KOHTAKTHBIX JAHHBIX MMOJIb30BaTENEH
7. K OCHOBHBIM THIIaM CPEACTB BO3JEHCTBHS HA KOMIIBIOTEPHYIO CETh OTHOCUTCS:
1. KommneroTepHslii c6oif
2. Jlormyeckue 3aKJIagKkH («MUHBI»)
3. ABapuifHOE OTKIIIOUCHHE MUTAHUS
8. Korpa nmonyden cnam no e-mail ¢ npuiioxkeHHbIM (aitnom, ciaeayer:
1. IIpouuTaTh NpUIOKEHUE, €CITU OHO HE COACPIKUT HUUETO LIEHHOTO — yIaluTh
2. CoxpaHUTh NpHIOKeHUE B mapke «Crmam», BBISICHUTH 3aTeM [P-anpec reneparopa
crnama
3. YmanuTe NUCHMO € IPUIOKEHUEM, HE PACKpbIBast (HE YNTAs) €To
9. OUII — »ro:



1. DnexTpoHHO-TIUPPOBOI MpeoOpa3oBaTEIb

2. DneKTpoHHO-IU(pOBas MOAMUCH

3. DJeKTpoHHO-IHPPOBOH IPOIIECCOp
10. CgoiicTBamu uH(pOpMaIUK, HaHOOJIEE aKTyaJIbHBIMU MPU 00ECTICYCHU N
UH(OPMAITMOHHOM 0€30MaCHOCTH SIBISIOTCS:

1. IlemoCTHOCTH

2. JloCTymHOCTh

3. AKTyaJlbHOCTb
11. PazHoBugHOCTAMH yrpo3 0€30MacHOCTH (CETH, CUCTEMBI) SBJISIIOTCS BCE MEPUHCICHHOE
B CIIMCKE:

1. IIporpammHble, TEXHUYECKHE, OPraHU3alUOHHbIE, TEXHOJOTHUYECKHE

2. CepBepHble, KIMEHTCKHE, CTyTHUKOBBIE, HA3€MHbIE

3. Jluunble, KOPIIOPATHUBHBIC, COLUATBHBIC, HALIMOHAIBHbIE
12. Tlonutuka 6€30MaCHOCTH B CUCTEME (CETH) — ATO KOMILIEKC:

1. PykoBoxacTs, TpeboBaHMil oOecrieueHnst HEOOXOIUMOT0 YPOBHS 0€30MaCHOCTH

2. WHcTpyKuuid, anrOpUTMOB MOBECHUS MOJIb30BATEINS B CETH

3. Hopwmbl nuHpOpMaIMOHHOTO TIpaBa, cOOI01aeMbIE B CETH

Kpurepum ouenku:
JIist olleHKH pe3yJIbTATOB TeCTHPOBAHMS IPEAYCMOTPEHA CIICAYIOIIAs CHCTEMa OICHUBAHUS
y4eOHBIX JOCTH)KEHUN CTYICHTOB:
3a KaxAbli MPaBUIBHBIN OTBET CTaBUTCS 1 Oa,
3a HempaBWIbHBIN 0TBET — () 0aoB.
Ecnu crynent nabupaer
ot 85 10 100 % npaBUIBHBIX OTBETOB €MY BBICTABIISICTCS OLIEHKA OTIHYHOY;
oT 72 1o 84 % TpaBHILHBIX OTBETOB — OLIEHKA «XOPOIIIOY,
ot 51 10 71 % npaBUIBHBIX OTBETOB — OIIEHKA «YAOBIECTBOPUTEIBHO,
MeHee 50 0ayioB — OILIEHKA «HEYIOBICTBOPUTEIHLHO.

1.2. Bonpocsl 1151 cobece10BaHUA

Tema 1. KubGepOe3onacHocTh B ccTeMe HAIMOHAJIBHOM Oe3onacHocTu PO
1. TocynapcTBeHHas NOJUTHKA B 001acTu KMOepOe30MacHOCTH KOMIIBIOTEPHBIM aTakam OT
15 suBaps 2013 .
2. YronoBHbIH koneke PD, pasnen «lIpecrymienus B cdepe KOMITBIOTEPHOM
UHpOpMALIUN.
3ammTa KuOEpIpoCcTpaHCcTBa rocynapctsoM. Kubdepnoiina.
IIpaBo Ha undopmanuto B Koncrutymuu PO.
3amuTa rocyapcTsa U 3aiiuTa KuOepnpocTpaHCTBa.
JlokTprHa HHPOPMALIMOHHOM O€30MaCHOCTH.
Kubeppoticka. 3anura KuOepnpocTpaHCTBa KaK OJTHA W3 3a7a9 BOOPYKEHHBIX CHJL.
WNudopmanronnas BoitHa. MH(popMaIimoHHOE OpyXHUe.
[TaTpnoTH3M 1 UHTEPHET.
10. UnopmarrioHHOE BO3/IEHCTBHE.
11. BoenHas, rocyiapcTBeHHasi, KOMMepuecKas TaiiHa.
12. 3amuTa caiiTOB roCyAapCTBEHHBIX OPTaHOB (3JEKTPOHHOE NMPABUTEILCTBO).

©COoNo kAW

Tema 2. KubGepnpectynijieHusi NpOTHB JTHYHOCTH, 001ECTBA U FOCYAapCTBa



©CoNo O~

11.

12.

13.
14.

15.

16.

17.
18.

PeanpHas u BUpTyaJibHAs JIMYHOCTb.

[Tcuxonorudeckass o0ctaHoBka B MHTepHere: rpuduHr, KUOSpOYIIHMHT, KHOEpMOOOUHT,
TPOJUIMHT, OYJUTULIU.

Besonacnass pabora B ceTH B IpoOLECCe CETEBOM KOMMYHUKAUUHU (4aTbl, (HOpPYMBI,
KOH(epeHIIMH, CKalIl, COLUaTbHbIE CETH U TP.).

TepMUHBI CETEBOTO 3TUKETA: OBEPKBOTHHT, duieiiM, ¢y, oddTOMHMK, CMAWITUKA U JIp.
[Ipumepsl 3THYECKUX HApYLIEHUN. 3HAYEHHUE CETEBOr0 3TUKETA.

CobcrBenHocTs B IHTEpHETE. ABTOPCKOE MPaBo.

HuTennextyanbHasi COOCTBEHHOCTb.

[TnatHast u 6ecrutatHast UH(HOPMAITHSL.

3amuTa mpaB mnoTpeduTeneil MmpH UCHoib30BaHWMU ycuyr MuTtepher. 3amuTa mpas
noTpeduTenelt ycinyr npoBanaepa.

OTBETCTBEHHOCTh 332 HUHTEPHET-MOUIEHHUYECTBO.

[IpaBoBbie  akTBl B  0OjMacTh  WHPOPMALMOHHBIX  TEXHOJOTMA W 3aIIUTHI
kubeprpocTpaHcTBa. OTBETCTBEHHOCTD 32 KHOEPIIPECTYIICHUSI.

KoHCTUTYITMOHHOE TIpaBO Ha TMOKWCK, MOJYYeHHE M paclpocTpaHeHHE HH(OpMAIIH.
®denepanbHbii 3akoH 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammure aereit ot
uH(pOopMaliy, IPUUYUHSIIONIEH Bpea UX 370POBBI0 U Pa3BUTHIO» (IE€HUCTBYET ¢ 1 ceHTAOps
2012 rona).

HHpopmaninoHHOE 3aKO0HO1aTeNbCTBO PO.

3akon P® «O06 undopmannu, HGOPMAITMOHHBIX TEXHOJIOTHSIX U O 3alUTe UHPOPMAITUI.
VYronoBHass OTBETCTBEHHOCTb 3a CO3JIaHUE, MCIOJIb30BAaHUE U  PACHpPOCTPaHEHUE
BPEJIOHOCHBIX KOMIBIOTEpHBIX Iporpamm (ct. 237 YK P®). [IpaBoBas oxpaHa mporpamm
st OBM u BJI. Kommepueckoe I10. becrmatnHoe I1O (FreeWare, Free, Free GPL,
Adware), ycinoBno-6ecratnoe 10 (Trial, Shareware, Demo).

[IpaBoBbBIE OCHOBBI JUIsl 3AIUTHI OT CIIAMA.

IIpaBoBasi oxpana mporpamm st OBM u BJl. Jlunensuonnoe I10. Buawl nunensuit
(OEM, FPP, xopnopatuBHble nuneH3uu, noamnucka). [10 ¢ orkpeiteim kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOpPMAIHUIO, HA COKPBITUE JAHHBIX, KATErOpUH HH(OPMALIHH.

[TepcoHanbHble W OOLIENOCTYNHBIE JAHHBIE, OrPAHUWYEHHBIH JocTym. 3akoH «O
NEPCOHAIBHBIX JaHHBIX.

Tema 3. CoBpemenHoe kudeprnpocTpancTBo. TexHuka 6e301acHOCTH B KHOEPNPOCTPAHCTBE

1.

2.
3.
4

o

o N

10.

Mormennnueckue aeiictsust B UntepHere. Kubepnpecryminenus

CereBoii aTuker. [Icuxonorus u cetb

[TpaBoBBIE acTEeKThI 3aLUTHI KHOEPIPOCTPAHCTBA

OmnutaitH cepBHCHI I O€30MTaCHOCTH MOJIb30BaTENs B UHTEpHETE (TIPOBEpKa KOMITBIOTEpA U
¢aiinoB Ha BUPYyCHI OHJIAIH, OHJNAMH neakTuBanus SMS-BupycoB, IpoBepka caifta Ha
BUPYCHI, MpOBepKa (aiiioB mo e-mail, onpeaeneHne ajpeca CTPaHHUIIB, TPOBEpKa
croumoct CMC u nip.).

Hactpoiiku 6€301macHOCTH OYTOBBIX MTPOTPaMM.

3amuTa B MOMCKOBBIX cUCTeMax ((MIBTPHI VISl OTPAaHUYECHUS TOTEHIIMATBHO OIIAaCHOTO
COJIEPKUMOTO).

Hactpoiiku 6e3omacHocTr Be6-OpaysepoB (Internet Explorer, Firefox u T.11.).
DJEeKTpOHHAs TI0YTa M CHCTEMbI MTHOBEHHOTO OOMEHa COOOIIICHUSIMHU.

Hactpoiiku 6e3omnacHoctu Ckaiirn, ICQ u np. Crioco6s1 o0ecrieueHust 6€301macHOCTH BeO-
caira.

Kubepnpectyruienus. Busipl nHTepHET-MOIIEHHUYECTBA (MMMChbMa, peKkiiaMma, 0X0Ta 3a
JTUYHBIMH JTAHHBIMU U T.11.). OnacHOCTH MOOUITBEHOM CBsi3H. [IpenokeHus 1Mo ycTaHOBKe
BPEIOHOCHBIX PUIIOKEHUH.



11.

12.

13.

14.
15.
16.
17.
18.

Momenanueckue CMC. YTeuka u oOHapoI0BaHUE JTUYHBIX JaHHBIX. [lom0op u mepexsar
apoJIeH.

B3yioMBI akKayHTOB B COLMAIBHBIX CeTAX. Buabl MmomennuuectBa B utepuere. @uiHr
(apmuHr). A3apTHBIC UTPHIL.

Jloxubie anTuBUpychl. [TonMena cTpanul B UHTepHETE (CalThI-KJIOHBI). DabIInBbIe
(haitio0OMEeHHUKH.

DIIEKTPOHHBIN KolIeeK. MOIIEHHUYECTBO MPH pacpocTpaHeHuH «OecriaTHoro» I10.
TexHosornu ManunyinupoBanus B lHTepHere.

Tb npu uHTEpHET-OOIIICHUH.

Tb npu peructpanuu Ha BeO-caifTax.

Komnerorepnoe nuparcrBo. [Lnaruar.

Tema 4. IIpodaembl UHTEpHET-32aBUCUMOCTH, KHOEpOYJ/UIMHT A

N

ook

25.

TexHuka 0e30macHOCTH NPU paboTe ¢ KOMIIBIOTEPOM.

Komnprotep 1 MOOUIIBHBIE YCTPOMCTBA B UPE3BBIUANHBIX CUTYAIUX.

Menununackas uHpopmauus B MurepHere. KommbroTepsl U MOOWIIBbHBIE YCTPOHCTBAa B
IKCTPEMAJIIbHBIX YCIOBUSX.

Bo3sneiicTBre paaroBosH Ha 310poBbe U okpyxatontyto cpeny (Wi-Fi, Bluetooth, GSM).
Kommuiekc ynpakHeHui npu paboTe 3a KOMIIBIOTEPOM.

BozpeiictBue Ha 3penue OJIT, KuAKOKPUCTAUNIMYECKUX, CBETOIMOAHBIX, MOHOXPOMHBIX
MOHHTOPOB.

Komnerotep B pexxumMe TpyJa U OTAbIXA.

Bnusinue komnbroTepa Ha penpoAyKTUBHYIO CUCTEMY.

Bpenubie GpakTopsl paboThl 32 KOMIIBIOTEPOM U UX MOCIEICTBHSL.

Opranuzanus pabodero Mecra

HuTepHeT-coo0m1ecTBo.

HHTEepHET-3aBUCUMOCTb.

ConuanbsHble ceTu. J[eTckue COlMabHbIE CETH.

BupryansHas TM4HOCTS.

3aBucuMOCTh OT MIHTEepHET-001IeHHS.

PazBneuenus B UuTepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBble UTPBI.

Caiitsl 3HaKoMcTB. 30K 1 KOMIBIOTED.

Bunei 3aBucumoctu. JlectpykruBHas nndopmanus B UuTepHere.

Bunsl THTEpHET-3aBUCUMOCTH.

KubepxynbpTypa (MaccoBasi KyJbTypa B CETH) U JIMYHOCTb.

Kpurepun 3aBucuMocTd (IPUOPUTETHOCTb, HM3MEHEHHUS HACTPOCHMS, TOJEPAHTHOCTb,
CUMIITOM pa3pbiBa, KOHQIIUKT, PELIUIUB).

THMbl UHTEPHET-3aBUCUMOCTH (IPUCTPACTHE K paboTe ¢ KOMIBIOTEPOM, K HABUTALUU U
MOMCKY HMH(OpMalMM, UTPOMAHUS U AJIEKTPOHHbIE MOKYIKH, 3aBUCUMOCTb OT CETEBOTO
oOmIeHus).

Knaccudukanmst ”HTepHET-3aBUCUMOCTEH

Tema 5. Metoab! o6ecnneuenus 6ezonacuoctu I1K u Unrepuera. Bupychbl 1 aHTUBHpYCHI

NS

IIpu3Haky 3apaxxeHuss KOMIIbIOTEpPA.

AHTHBHpYCHAs 3alllUTa.

3amuTa Qaitnos. bezonacHoCTh Npy ckauyMBaHUM (PailyioB.

3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOITMPOBAHUS.



5. OpranuzalvoHHBIE, IOPUIWYECKHE, MPOTPaMMHBIE U IPOrpaMMHO-ANIMapaTHbIE MEpPbI
3aIUTBHI.

6. 3amuTa mporpaMM U JaHHBIX C IOMOIIBIO MApOJIeH, MPOrPAMMHBIX M AJIEKTPOHHBIX
KJIFOYEH, CEPUIHBIX HOMEPOB, IIEPEHOCA B OHJIAWH U T.II.

7 Henepemerniaemble mporpaMmebi.

8.  3ammuTa OT KOMUPOBaHMS KOHTEHTA CalTa.

9.  Hcrounuku 3apaxkenus [1K.

10. AwntuBupycnoe I10, Buapl u Ha3HaAYeHHE. METOBI 3aLIUTHI OT BUPYCOB.

11. TIpobGmembr Oe3omacHOCTH HHPPACTPYKTyphl MHTEepHeTa (IPOTOKOIBI MapIIpyTH3ALHUH
CeTH, CHCTEMa JOMEHHBIX UMEH, CPECTBA MAPLIPYTU3ALIMHU H T.11.).

12. TlIpomepka nmomamuuHOCTH (ayreHTUduKanus) B IHTEpHETE.

13. Mepsi 6e3omacHocTH Tt Tosk3oBaTens WiFi. Hactpoiika 6e3omacHocTy.

14. Bupychl ais MOOMIIBHBIX YCTPOUCTB (MOOUIILHBIE OaHKEPHI U AP.).

15. Hactpoiika komnbroTepa it 6e30macHoi padoThl. OMMOKH MOIB30BATES.

16. IlpocTble 1 TMHAMUYECKU U3MeHsIonecs napoiu. bopsda ¢ yreukamu nHdopmanuu.

17. CpencrBa koHTposs nocryna. [IpaBa nonabs3zoBatenei. CriocoObl pa3rpaHUYeHUs] JOCTYIA.

18. OTtinuus BUPYCOB U 3aKJIAJIOK.

19.  AwnTtuBupycHsie nporpammsl 1y [1K: ckanepsl, peBU30pEI U Ap.

Kpurepun onenku:

OLICHKA «OTJHMYHO» BBICTABISETCS CTYIEHTY, €CIM OH IIPOAEMOHCTPUPOBAI IIOJHOTY U
rnyOMHY 3HaHHMW MO BCEM BOIPOCAM, 3HACT OCHOBHBIE TEPMHUHBI [0 KOHTPOIUPYEMBIM TEMaM,
BJIaJieeT 3HaHUAMM 00 OCHOBHBIX OCOOEHHOCTSX pElIeHUs 3a7a4. YMeeT IPHUMEHATh IOTy4eHHbIe
3HAHUS JUTSL PELLIEHHS] KOHKPETHBIX MPAKTUUECKUX 33/1a4.

OLICHKA «XOpPOLIO» BBICTABISIETCA CTYIEHTY, KOTOPBIA IPOAEMOHCTPUPOBAN IOJIHOTY U
[NIyOMHY 3HAHUH 110 BCEM BOINPOCAaM paszeiia, JIOTUYHO U3JIaraeT MaTepual.

OLICHKA «YAOBJICTBOPHUTEJIBHO» BBICTABIIACTCA CTYIEHTY, NPU HAJIUYUU Yy HEr0 3HAHUU
OCHOBHBIX KaTeropuil M MOHATHI MO MpeIMeTy, YMEHMs JIOCTaTOYHO TIPaMOTHO H3JIOKUTh
MaTepual.

OlIEHKA «HEeY/0BJIETBOPHUTEJbHO» BbBICTABISECTCS CTYJIEHTY, KOTOPbII HE OCBOMJI OCHOBHOI'O
COIEpKaHMs IPEIMETa, HE BIAICET 3HAHUAMHU AUCLUIUIMHE.

2. OueHoOYHbIe MATEPHAJBI VI MPOMEKYTOYHOH aTTecTaluu
2.1. IIpumepHBIii NepeYeHb BONMPOCOB IS 3a4eTa.

1.  KoHcTUTyLMOHHOE NPaBO HA MOUCK, MOJIYYEHUE U PACIPOCTPaHEHHE HHPOPMALIUH.
®denepanbHbiit 3ak0H 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure neteit ot
UH(pOpMaLKK, TPUUUHSIIOIEH Bpea UX 3I0pPOBbIO U PA3BUTHIO» (AeHCTBYET ¢ 1 ceHTsA0ps
2012 rona).

3ammTa rocyaapcTBa U 3aluTa KHOepnpoCcTpaHCTBa.

JlokTprHa nHGOPMAIIMOHHOI 0€3011aCHOCTH.

KubepBoiicka. 3amura KubepnpocTpaHcTBa Kak OHA U3 337a4 BOOPY>KEHHBIX CHIL.
Nudopmanmonnas BoiiHa. H(DOpMaIimonHoe opyxue.

[TaTprnOTH3M U HHTEpHET.

WNudpopmaninoHHoe Bo3aeicTBHE.

be3onacnass pabora B ceTH B MpoLECCe CETEBOM KOMMYHUKALUUHU (4aTbl, (HOpyMBHI,
KOH(epeHIINH, CKalIl, COLUaIbHbIE CETH U TP.).

9.  Ilpumepsl 3TUYECKUX HAPYIICHUH. 3HAUCHHE CETEBOT0 ITUKETA.

10. CobctBeHHOCTH B MIHTEpHETE. ABTOpPCKOE MPABO.

11. UnrennexryanbHasi COOCTBEHHOCTb.

12. Tlnarnas u OecriaTHas HHOOPMAITHS.

N WN



13.
14.

15.
16.

17.
18.
19.

20.
21.
22.
23.
24.

25.
26.
217.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.
38.

39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.

52.
53.
54.
55.

Nudopmanmonnoe 3akoHoAaTeIbeTBO PD.

ITpaBoBas oxpana mporpamm ansi OBM u BJl. Kommepueckoe I1O. becmiatHoe 110
(FreeWare, Free, Free GPL, Adware), ycnoBrno-6ecmuiatnoe I10 (Trial, Shareware, Demo).
[IpaBOBBIC OCHOBBI JIJIs 3AIIUTHI OT CIIAMA.

[lepconanbHple W OOMIEAOCTYIHBIC JaHHBIC, OTPaHUYCHHBIA JOCTyH. 3akoH «O
MIEPCOHANIBHBIX JTAHHBIX).

CereBoii atuker. [Icuxonorus u cetp

OmnuaifH cepBUCHI AJIsi OE30MACHOCTH MOJIB30BATENSI B MHTCPHETE

3aiuTa B MOMCKOBBIX CUCTeMaX ((PHIIBTPHI AJ11 OTPAaHUYEHUSI TOTEHIIUAIBHO OMAaCHOTO
COJIEPKUMOTO).

Buel nHTEpHET-MOIIIEHHUYECTBA (ITMChMa, peKIaMa, 0X0Ta 3a JIMYHBIMU JaHHBIMH U T.I1.).
OmnacHocTy MOOWIBHOM CBsi3H. [IpeioxkeHus o YCTaHOBKE BPEIOHOCHBIX MTPHII0KCHUN.
Bunbl momenandectBa B MaTepuere. @umunr (papmuHr).

A3apTHBIE UTPBI.

Jloxubie anTuBUpychl. [lonMena cTpanull B UHTepHETE (CalThI-KJIOHBI). DajbIInBbIe
(haitI000MEHHUKH.

DNEeKTPOHHBIN Kolienek. MoleHHU4eCcTBO Mpu pacrpocTpaneHuu «oecruatuoro» [10.
Wnrepuer-stuker. [IpaBuiia oOuienust B IntepHere.

OCHOBBI CETEBOI0 3THKETA.

[Tepenucka B ceTwu.

[IpaBuna noenenus B ckaiine. Popym.

OO111eH1E B CETU U €r0 MOCIEACTBHUSL.

Arpeccusi B CETH.

AHOHUMHOCTD B CETH.

Bunel sTukeTa (JIMUHBIHN, 1€710BOM, MUCHMEHHBIN, AUCKYCCUOHHBIN U 11p.). Pasnuuus
ATUKETA B PA3HBIX CTPAHAX.

['uruena komnsroTEpA.

[Tonp3a 1 Bpea KOMIBIOTEPHBIX UT.

TexHrKa 0€30MaCHOCTH MPU PadOTE C KOMIIBIOTEPOM.

Komneiotep 1 MOOUITbHBIE YCTPOWCTBA B UPE3BBIUANHBIX CUTYAIUX.

Menuuunckast undopmanus B Marepaere. KomnbroTepsl 1 MOOHIIbHBIE YCTPOICTBA B
AKCTPEMAJIbHBIX YCIIOBUSX.

Kommnbrorep B pexxume Tpyaa U OTAbIXa.

Bpennbie ¢pakTopsl pabOTHI 32 KOMITIBIOTEPOM U UX TIOCIIEICTBHUS.
HNHTepHeT-3aBUCUMOCTb.

CoumanbHblie ceTH. JleTcKue colnaibHbIe CETH.

BupryanbHas TMUHOCTB.

3aBucuMocTh 0T HTEpHET-0011IeH S.

PazBnieuenus B HrepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBbl€ UIPBI.

Buner 3aBucumoctu. JlectpyktuBHas nndopmanus B UnTepHere.

Bunel THTEpHET-3aBUCUMOCTH.

[Icuxonorudeckoe Bo3AecTBHE HH(DOPMAITUK HA YETTOBEKA.

Kpurepuu 3aBucCuMOoCTH (IPUOPUTETHOCTH, U3MEHEHHUSI HACTPOEHHUS, TOJIEPAHTHOCTb,
CUMIITOM pa3pbiBa, KOHQIIUKT, PEIUIUB).

Knaccudukanus nHTepHET-3aBUCUMOCTEN

IIpu3Haky 3apaxxeHuss KOMIIbIOTEpPA.

AHTHUBUpYCHAas 3alllUTA.

OpraHu3anioHHbIE, IOPUANYECKUE, MPOTpaMMHBIE W TPOrPaMMHO-ANMapaTHBIE MEPHI
3aIIUTHI.



56. 3amuTa mporpaMM W JaHHBIX C TOMOIIBIO MApOJIel, MPOrPaMMHBIX M AJIEKTPOHHBIX
KJIIOYEH, CEPUIHBIX HOMEPOB, IIEPEHOCA B OHJIAWH U T.II.

57. AntuBupycnoe I10, Bunbp1 1 Ha3HaueHUE. METOIBI 3aIUTHI OT BUPYCOB.

58. Meps! OezomacHocTu ais nonb3oBatens WiFi. Hactpoiika 6ezomacHoctu.

59.  Bupycsl 1ji1 MOOMJIBHBIX YCTPOMCTB (MOOHMIIbHBIE OAHKEPHI U JIP. ).

Kpurepun onenkmu:

- OLICHKA «3a4TE€HO» BBICTABJIAETCS CTY/AEHTY, €CIIM OH IPOAEMOHCTPUPOBAJ JOCTATOYHO MOJIHOE
3HQHUe MaTepuana; IPOAEMOHCTPUPOBANl 3HAHUE OCHOBHBIX TEOPETUYECKUX IOHATHI;
JIOCTAaTOYHO IIOCJIEOBATENbHO, TIPAMOTHO M JIOTUYECKM CTPOMHO H3JIOKWI MaTepua;
IIPOJEMOHCTPUPOBAIl yMeHUe OPUEHTUPOBATHCS B JUTEpAType MO NMPOOIEMATUKE JUCLHUIUIMHBI;
Ymeem cAeNaTh JOCTATOYHO 0OOCHOBAaHHBIE BBIBOJIBI 10 U3JIara€éMOMy MaTepuay.

- OLICHKA «HE 3a4TE€HO)» BBICTABIIECTCS B Cllydae HE3HAHUS 3HAUUTEIBbHOW YacTU IPOrPaMMHOIO
MaTepHala; He BJaJeHUs MOHATHMHBIM alnapaToM AMCLUIUIMHBL, CYLIECTBEHHBIX OLIMOOK MpHU
U3JI0)KEHUU y4eOHOro Marepuallia; HEYMEHMsI CTPOUTb OTBET B COOTBETCTBHM CO CTPYKTYpOMH
U3J1araeMoro BoIpoca; HeyMEHHUs JIeNlaTh BbIBO/IbI 110 U3JIaraeéMOMY MaTepuay.
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