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1. leapb u 32124 THCHUIJIHHBI

LenssMu OCBOCHUS TUCIMILIMHBI SBISTIOTCS: (DOPMUPOBAHKE IEIOCTHOTO TPEACTABICHUS
O pOJH COBPEMEHHOI0 KHOEpIPOCTPAHCTBA B 0O0pa30BaTEIbHOM CpeAe M MeAarorHyecKou
NeSITeIbHOCTH, (POPMUPOBAHHE CHUCTEMBl 3HAHHWW, YMEHHH M HABBIKOB I OOCCIICUCHHS
krbOepOe30macHOCTH CBOCH MPpodecCOHABHOMN 1A TEIHPHOCTH.

YyeoHunie 321241 AUCHUILIMHEIL:

- dbopMupoBaHHe 00IINX MPEICTABICHHS O 6€30MaCHOCTH B MH(OPMAIIMOHHOM OOIIIECTBE;

—  uW3ydeHHWe OOIUX NPUHIUIIOB TEXHOJOTUH, NPUMEHSICMBIX B HWH(POPMAIMOHHOM
0€30I1aCHOCTH;

- dbopMUpOBaHHE YMEHUS MPUMEHSTH MpaBWiIa KUOEpOE30macHOCTH BO Bcex cdepax
JCSITeIbHOCTH;

—  OCBOCHHE 3HAaHMM, COCTABJISIFOIIMX Hayalia MPeJCTaBICHU 00 HHHOPMAIIMOHHON KapTHHE
MUpa ¥ HH(HOPMAIIMOHHBIX MPOIIeccax;

—  OBIQJCHHE YMCHHEM HKCIIOJb30BaTh KOMITBIOTEPHYIO TEXHHKY KaK IPaKTHUYCCKHI
UHCTPYMEHT Ui  paboThl ¢ HHGOPMALIUEH B IIOBCETHEBHOMN KU3HU;

—  pa3BHUTHE HAaBBIKOB OPHEHTHPOBAHUS B MHPOPMAIMOHHBIX IOTOKAX.

2. MecTo IMCHUILIAHBI B CTPYKTYpe 00pa30BaTe/ibHON MPOrpaMMbI

Hucnummaa «Kubepbe3omacHOCTh» OTHOCHTCS K 4Yactu bioka 1, dopmupyemoi
Y4aCTHUKaMU 00pa30BaTEIbHBIX OTHOIICHUH, SBISICTCS AUCIUIUIMHON 1O BBIOODY.

Jlsis ocBOeHHsI y4eOHOTO MaTepuaia 1Mo AWCIHILIAHE WCTOIB3YIOTCS 3HAHUWS, YMCHUS,
HaBBIKH, C(HOPMHUPOBAHHBIC MPEIIICCTBYIOMUME IUCHUILTHHAMU: WHpopMaTuka (IIKOJIbHBIHN
Kypc), Texnonmoruu uugppoBoro o0pa3oBaHusl.

3HaHUs, YMCHHUs, HaBBIKHM, CPOPMHUPOBAHHBIC B TIPOIECCE M3YYCHHUS IUCIUTUINHBI
HEOOXOAUMBI JIISI MPOXOXKICHHSI y4eOHOW W MPOU3BOACTBEHHON MPAKTHK, IMOJITOTOBKH K
roCyJapCTBEHHON UTOTOBOM aTTECTAIINH.

3. IlllanupyeMble pe3yJbTaThl 00yUeHHUs] 10 TUCHHILIHHE

Kon u Kon u HammeHnoBaHue
Pe3yabTaThl 00yyeHus
HanMeHOBaHHe HHIUKATOPA A0CTHKEHHS
M0 AUCHHIIHHE
KOMIIeTeHIIHH KOMIIeTeHIUH
Ynusepcanvnvie komnemenyuu
YK-1. VK-1.1 - 3HaeT TOpSAOK  OIpPEIEICHHUS
Cnocoben JleMoHCTpHpYyeT 3HaHHE HMCTOYHUKOB HH(MOpPMALUH, MOPSAIOK
OCYILIECTBIISATh 0COOEHHOCTEH CUCTEMHOTO U | TOJIy4EHHS JIOCTYTa K HUM.
MOUCK, KPUTHUYECKHH | KPUTHYECKOTO MBIIIICHHS, - 3HAaeT METOJIbl  ONHCAaHUS W
aHalU3 W CHHTE3 | apryMEHTHPOBAHHO (bopmanuzanum MOJTy4EeHHOM
uH(popMaluuy, dbopMupyeT cCOOCTBEHHOE nH(popMaLuu.
IPUMEHSTh CYXJIEHUE U OLIEHKY - 3HaeT crHocoObl  BepUUKALUH
CHUCTEMHBIH TOIXOA | WH(pOpPMAINU, TPUHAMAET moJry4aeMoit HH(OpMaIIHH.
ISt peuieHus | 000CHOBaHHOE pellIeHHE. - 3HAaeT NPUHIUIBI  CHUCTEMHOTO
MIOCTABJICHHBIX 3319 MO/IX0/1a.
- Croco0eH BhIpabaThIBATh CTPATETUIO
NeWCTBUIIT Ha OCHOBE CHCTEMHOTO
MOAX0/la HCMOIB3ys 00paboTaHHYIO
MOJIYY€HHYI0 HH(GOPMAIHIO.
YK-1.2 - croco0eH MPOBECTH AHAIIN3
IIpumensieT nornueckue nH(popManuy npeIMeTHONW 00JacTH
(bopMBI U ITPOLIEAYPHI, nosry4yeHHoil ¢ ucnonb3oBanuem UKT.
croco0eH K pediIeKkcuu mo - 3HAaeT OCHOBBI 00PAOOTKH
MOBO/Y COOCTBEHHOU M UyOi | MHPOpMAaLUHU B PodhecCHOHAITBHOM
MBICITUTEIEHON ESITETLHOCTH. | Cepsl;




- CIIOCOOEH MPOBECTH BHIOOD
HE00X0AUMOM nHpOopMaUU
IpeMETHOM 001acTH ¢
ucnoJibzoBanueM [1K u nakeTos
NPUKJIAJHBIX TIPOTPAMM.

yMEeT TOJy4aTh HOBBIE 3HAHUSA Ha
OCHOBE aHam3a u CHHTE32
unpopmanuu; cobupath U 0000mATH
JaHHBIE TI0 Hay4YyHBIM IpolJieMawm,
OTHOCALIMMCA K TpOo(hecCHOHATbHOM
obOnacTu;

OCYILIECTBIISATh TMOMCK WH(POpPMAIMU H
NPUMEHATh CUCTEMHBIA TOAXOJ JUIS

peICHUA IIOCTAaBJICHHBIX 3aaa4,
OIIPECACIIATh u OLICHUBAThb
IMPAKTUYCCKUC IIOCICACTBUA

BO3MOXXHBIX peH_IeHI/Iﬁ 3aJadu.

VK-1.3.

AHanu3upyeT UCTOYHUKH
MH(OpPMALIUU C LIETBIO
BBISIBIICHUS UX TTPOTUBOPEUYHI
Y TIOMCKA JJOCTOBEPHBIX
CYXKJICHUH.

BJIaJIceT HaBBIKAMU MCCIICIOBAHUS
npo0semM npodeccroHanTbHON
NEeSITeIbHOCTH C TIPUMEHEHUEM
aHalM3a, CUHTE3a U JIPYTHX METOJIOB
MHTEJUICKTYaTbHOH JIeITEbHOCTH;
BBISIBIICHHSI HAYYHBIX MTPOOJIEM U
UCTIOJIb30BaHUS aICKBATHBIX
METOJIOB JIJISl KX PEIICHUS;
(hopMyJIpOBaHHSI OIIECHOYHBIX
CYXIICHUH MPH PEIICHUH
npoeccroHaANIbHBIX 3a]1a4.

YK-8.

CnocobeH co3iaBaTh
U TOAJAEpPXHUBATh B
MTOBCETHEBHOM
KU3HU u B
npodecCuOHAIbHON
JEeSITEIbHOCTH
Oe3omacHbIe
yCIOBUS
KU3ZHEICATCIIEHOCTH
TUIS COXpaHEHHUS
MPUPOAHON  CpEJibl,
obecrnieueHus
YCTONYUBOTO
pa3BUTHS OOIIECTBA,
B TOM YHUCIIC TIpH
yrpose u
BO3HUKHOBEHUH
Ype3BBIYANHBIX
CUTyarun u
BOCHHBIX
KOH(JIMKTOB

VK-8.1

OuenuBaer (akTopbl pHUCKA,
yMmeeT obecreynBaTh JTUYHYIO
0e30IacHOCTh U 0€30IaCHOCTh

CrnocoOeH co3/1aBaTh U MOJIEPKUBATh
HEOOXOUMBIE YCIOBHS O€30MaCHOCTH
JUISL y9aCTHUKOB 00pa30oBaTeNbHOTO
mporecca 1 JMYHONW Oe30MacCHOCTH.

OKPY’KaIOIIUX B | Bnaneer HaBbIkamMM OLICHUBaHUS,
MOBCEIHEBHOM JKM3HM U B | (PaKTOPOB pUCKa, U 0OecreueHus
npodeccuoHaIbHON JIUYHOU 6€30IacHOCTH U 0€301MaCHOCTH
JIeSITEIIbHOCTH. Y4aCTHUKOB 00pa30BaTeIbHOrO
npolecca.
YK-8.2 3HaeT OCHOBHBIC METO/IbI CO3JaHUS U
3HaeT U MOXKET MPUMEHATH | MOAJEPKAHUS B IOBCEAHEBHOM KU3HU
METO/IBI 3aIlUTHI B | 1 mpoheccCuoHaNBbHOM e TENbHOCTH
YpEe3BbIUANHBIX CUTYallUsIX HMB | YCIOBHUH B Upe3BbIUYANHBIX CUTYAIUIX.
YCIIOBUSAX BOCHHBIX | [I[puMeHseT Ha MPaKTUKE METOIBI
KOH(JIUKTOB, (dopMUpyeT | 3aIIUTHI B YpEe3BbIYAMHBIX CUTYAlIUsX,
KylIbTypy  0€30MacHOro Y | JOHECTU IPUHLHUIIBI KYJIbTYpPbl

OTBCTCTBCHHOI'O ITIOBCACHMA.

0€301acHOTO M OTBETCTBEHHOTO
MOBEICHUS 00Y4aeMbIX.

CnocoOeH 00yYuTh HaBBIKAM CO3JaHUS
U TOIJICP)KaHKs B TIOBCETHEBHOM
KHM3HU ¥ TPOPECCHOHATIBHOM
JeATEIbHOCTH HEOOXOMMBIX YCIOBHI
ISl OTBETCTBEHHOT'O TTOBEJICHUS
00yJaeMbIX.




4. O0bem y4eOHOM TUCHUILIMHBI H BBl y4eOHOH padoThI
OOmast TPyI0EMKOCTh JUCIHUILIMHBI COCTABISCT 2 3adeTHhIC eAuHHUIl (72 9acoB),

BKJIIO4as MPOMECIKKYTOUYHYIO aTTCCTALUIO.
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[Tnanel mpoBeneHUs YYEOHBIX 3aHATUH OTPaXEHbI B METOAMYECKHX MaTepHaiax
(ITpunoxxenwue 1.).

6. KoHTpoJIb KauecTBa 0OCBOCHUS M CIUTIINHbBI

Kontponbs kadecTBa OCBOEHHUS y4yeOHOro marepuaja MO JUCHUIUIMHE MPOBOIUTCS B
dopMe TEKyIIero KOHTPOJIS YCHEBAEMOCTH M TPOMEKYTOYHON aTTECTallid B COOTBETCTBUU C
«[lomoxxennem o (opmax, MEPUOAUYHOCTA U TMOPSAKE TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M
npomexxyrouHoi arrectanuu odyyaromuxcs B [BOY BO CI'TIN u ero ¢punnanaxy».

Jis arrectauuu OOYyYaroOIIUMXCAd Ha COOTBETCTBUE MX IMEPCOHAIBHBIX JIOCTHMIKEHUH
TpeOoBaHUAM 00Pa30BaTEILHON MPOrpaMMbl UCHOJIb3YIOTCS OLIEHOUHBbIE MaTepHallbl TEKYILEro

KOHTPOJIS YCIIEBAEMOCTH U ITpOMEKyTouHO# aTTectanuil (IIpunoxenue 2).

YpoBeHb ¢chOpMHUPOBAHHOCTH KOMIIETEHIIMH

He chopMEpOBARA chopmupoBaHa chopmupoBana chopmupoBana
YACTHYHO B 1€JIOM MOJIHOCTBIO
«He 3auTeHo» «3auTeHo»
«Heyzml:j:{iT:opnTen «Y10BJIETBOPHUTEIHHO» «Xopouio» «OTaAu4YHO»
Onucanue KpuTepueB OlleHUBAHUS

Obyyaromuiics OO6yuaromuiicst OO6yuaromuiicst OOyuaronmiics
JEMOHCTPHUPYET: JEMOHCTPHUPYET: JEMOHCTPHUPYET: J€MOHCTPHUPYET:
- CYILIECTBEHHbIE - 3HaHUS - 3HaHHE U - ri1yookue,
npoOesnbl B 3HAHUSX | TEOPETHUECKOTO MOHMMAaHUe BCECTOPOHHHE U
yueOHOro Marepuana; | Marepuana; OCHOBHBIX apryMEHTHPOBaHHBIC
- IOIIYCKarOTCs - HETOJIHBIC OTBETHI HA | BOIIPOCOB 3HaHUS
NPUHIUITHATbHbIE OCHOBHBIE BOIIPOCHI, KOHTPOJHMPYEMOI'O | MPOrPaMMHOIO
OLIMOKM IIPU OTBETE | OLIMOKH B OTBETE, o0beMa MaTepHaa,;
Ha OCHOBHbIE HEJ0CTaTOYHOE MIPOrpaMMHOT0 - IOJIHOE TIOHUMaHUE
BOIPOCHI OuIieTa, MOHMMAaHHE CYITHOCTH | MaTepuana; CYIIIHOCTU U
OTCYTCTBYET 3HaHUE | M3JIara€MbIX BOIIPOCOB; | - TBEP/AbIC 3HAHUS | B3aUMOCBS3HU
U TIOHUMaHue - HEYBEpPEHHbIE U TEOPETUYECKOT O paccMaTpUBaeMBbIX
OCHOBHBIX MTOHATHI U | HETOYHBIE OTBETHI HA Marepuana. IIPOLIECCOB U
KaTeropui; JIOTIOJTHUTENbHbIE - CIIOCOOHOCTH SBJICHUH, TOYHOE
- HETIOHUMAaHNe BOTIPOCHI, yCTaHaBJINBATh U 3HaHUE OCHOBHBIX
CYILIHOCTHU - HEJJOCTaTOYHOE OOBSICHATH CBSI3b MOHATHUH B paMKax
JIOTIOTHUTEIBHBIX BJIQJICHHE JIUTEPATYPOH, | PAKTUKHU H 00CYKITaeMbIX
BOIIPOCOB B paMKax PEKOMEHI0BaHHON TEOPHH, BBIABIATh | 33/1aHUM;
3aJaHui Omiera; MPOrpaMMOit MPOTUBOPEYHS, - CIOCOOHOCTH
- OTCYTCTBUE YMEHHS | AUCLUIUINHBL npoo6IeMBI U yCTaHaBJIMBATh U
BBIIIOJIHATh - ymeHue 0e3 rpyobIx TEHJICHLIUH OOBSICHATH CBSI3b
NpaKTUYEeCKHe olIMOOK periaTh pa3BUTHS, NPAaKTUKU U TEOPUH;
3aaHus, MPAKTHYECKHE 3aJaHNs. | - IPABUJIbHBIC U - JJOTHYECKH
IIPEyCMOTPEHHBIE KOHKpETHbIE, 0e3 nocje10BaTebHbIe,
MPOTPaMMOit rpyOBIX OMHOOK, COZIepKATENbHBIE,
JUCLUIUIMHBI, OTBETHI Ha KOHKPETHBIE U
- OTCYTCTBUE MIOCTABJICHHBIE HCYEpIbIBAIOIINE
TOTOBHOCTHU BOIIPOCHI; OTBETHI Ha BCE
(crmocoGHOCTH) K - YMEHHE peliarth 3a/laHus Ouiera, a




JUCKYCCUU U HU3Kas MIPaKTUYECKUE TaKxe

CTEINEHb 3a/1aHMs], KOTOPbIE | IOMOJIHUTEIbHbIE

KOHTaKTHOCTH. cienyer BOITPOCHI
BBITIOJTHUTH; 9K3aMEHATOPA;
- BJIQJICHUE - YMEHHUE peliaTh
OCHOBHOM [IPAaKTUYECKUE
JUTEPATYPOU, 3a/1aHMUS;
PEKOMEHIOBAHHON | - HAIMYKE
MPOTrpaMMoOit cOOCTBEHHOM
JIMCHUILIMHEL, 000CHOBAaHHOH
Bo3moxHbI MTO3ULIMHU 110
HE3HAYUTEIIbHbIC 00CyKIaeMbIM
HETOYHOCTH B BOIIPOCAM;
PaCKpBITUU - cB0OOAHOE
OTJIEJIbHBIX HCII0JIb30BAHUE B
MOJIOKEHUHN OTBETaX Ha BOMPOCHI
BONPOCOB Omiiera, | MaTepuUasoB
MPUCYTCTBYET PEKOMEHI0BaHHOM
HEYBEPEHHOCTH B OCHOBHOU U
OTBETax Ha JOTIOJTHUTEIBHOU
JOTIOJTHUTEIbHBIC JTUTEPaTyPHI.
BOIIPOCHI.

7. Y4eOHO-MeToaAMYecKoe o0ecneueHue TUCIUIINHbI

VY4aebHO-MeTOoIM4ecKoe obOecreueHne MUCHUIUIMHBI BKIIIOYAeT pPadovylo MporpamMmy
JUCLUIUIMHBL, METOAUYECKHE MaTepHalibl, OLIEHOYHbIC MaTEPUAIIbI.

[TonHBI KOMIUIEKT MeTOIMYeCKUX JOKyMeHTOB pa3menieH Ha DMOC dununana CI'TIN B
r. JKenesznoBocke.

VY4eOHO-MeTOIMYECKOE  OOECeueHue CaMOCTOSITENIbHOM  paboThl  o0ywaroumxcs
BKJIIOYAeT: y4eOHUKH, YydeOHble TOCOOHs, 3JIEKTPOHHbIE O0Opa3oBaTEelIbHBIE PECYPCHI,
METOAMYECKHE MaTepUAIIbI.

CamocrosarenbHass ~ pabota  oOywaromuxcst — siBiasgercs  (GopMoil  opraHuzanuu
00pa30BaTeNLHOTO Tpollecca MO AUCHUIUIMHE W BKIIOYAET CIEAYIOUINE BHUIBI JEATEIbHOCTH:
nouck (moxdop) u 0030p HayyHOH M Yy4eOHOW JUTEpaTyphl, 3JIEKTPOHHBIX HCTOYHUKOB
UHpOPMaLIMU IO U3ydaeMol TeMe; paboTa ¢ KOHCIIEKTOM JIEKIIUH, SJIEKTPOHHBIM Y4€OHHKOM, CO
CJIOBapsSIMU U CIIPAaBOYHHKAMH, HOPMAaTUBHBIMU JTOKYMEHTAMH, apXUBHBIMU H JIp. HUCTOYHUKAMU
uHpopMaluu (KOHCIEKTHPOBAHUE); COCTaBJIEHUE IIJJaHAa M TE3UCOB OTBETa; IOJrOTOBKA
coobmienusi (pedepara); cobecemoBaHHE, TPE3EHTAIMU; BBHIMOJHEHUE WHAMBUIYATbHBIX
3aJJaHMii; TOJrOTOBKA K MPAaKTUYECKUM 3aHATHSIM U JIp.; TOATOTOBKA K 3aUeTy.

8. IlepeyeHb OCHOBHOI M JOMOJHUTEIbLHON y4eOHOI IuTEepaTypsbl
OcHognas numepamypa:
1. BhaykoB, A. A. 3ammra uHpopMauH : yaeOHOe mocoOue s By30B /
A. A. BaykoB. — 3-e u3., mepepad. u gomn. — Mocksa : U3natenberBo FOpaiit, 2023, —

161 c. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-07248-8. — Tekcr : ayieKTpOHHBIH //
O6pasoBarenbHas wiathopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/512268



https://urait.ru/bcode/512268

Lononnumenvnasn numepamypa:

2. KubepbOe30macHOCTh MOIPOCTKOB B CETHU MHTEpHET. [IpoTuBOeiicTBHE KHOEpyrpo3am :
yaeOHo-MeToanueckoe nmocooue / P. B. I'omy6un, U. A. Hcakosa, A. I1. KopoTsimes [u ap.]. —
Hwxnuit Hosropox : HHI'Y um. H. U. Jlo6aueBckoro, 2022. — 65 ¢. — TeKcT : 3eKTpOHHBIH //
Jlansb : anekTpoHHO-O0MOIHoTeuHas cucrema. — URL: https://e.lanbook.com/book/283286

3. Tpodumosa, H. b. KubepOe3zomacHocTs: nHGOpMALIMOHHAS OE30MACHOCTh 00YJaIOIINXCS
B cetn MHurepHer. [IpodunakTrka CyHIMIAIBHBIX PUCKOB y NETEW MW MOJIPOCTKOB : y4eOHO-
meTtoaudeckoe nmocodbue / H. b. Tpodumona, E. M. becnanenko. — Boponex : BI'TIY, 2022. —
68 c. — Tekct : anexkrtponHsld // JlaHb : 31eKTpoHHO-OMOMMoOTeyHas cuctema. — URL:
https://e.lanbook.com/book/317732

4, Jloch, A. b. Kpunrorpagudyeckne MeTObl 3aIIUTHl MHPOPMALIMH I H3YYAFOIINX
KOMITBIOTEPHYIO Oe30macHoCTh : yueOHuk s By30B / A. b. Jlocs, A. FO. Hecrepenko, M. .
PoxkoB. — 2-e u3n., ucnp. — Mocksa : U3narensctBo Opaiit, 2023. — 473 ¢. — (Bsicmee
obpazoBanue). — ISBN 978-5-534-12474-3. — Texkct : anexkTpoHHBIN // OOpa3zoBareibHas
wiatgopma tOpaiit [caiit]. — URL: https://urait.ru/bcode/511138

5. Kazapun, O. B. HangexxHocTh U 0€301aCHOCTh MPOTPAMMHOIO OOECIieueHus : yueOHoe

nocobue ans By3oB / O. B. Kazapun, U. b. Illy6unckuii. — Mocksa : M3garensctBo FOpaiir,
2023. — 342 c. — (Boicuiee o6OpaszoBanme). — ISBN 978-5-534-05142-1. — Tekcr :
anekTpoHHbd  //  OOpasoBarenpHas  miatdpopma  HOpaiit  [caiit]. —  URL:

https://urait.ru/bcode/515435

Ilepuoouueckue uzoanus:
1) XKypuHan «Du3KyIbTypa U CIOPT»
2) Kypnan «dusndeckas KyibTypa B HIKOJIC)
3) XKypuan «MudpopmaTrka U 00pazoBaHUE

Humepnem-pecypchot.

9BC

Ne HaunMeHoBaHHue Anpec caiita

n/n

1. OBC «fOpaiiT» www.biblio-online.ru

2. OBbC «lOpaiit» (pa3nen «Jlerengapuele kHurny) | www.biblio-online.ru

3. DJeKTpOHHO-0MOIMoTeuHas cructema «JIanby http://e.lanbook.com/
0P

Ne HaunMeHoBaHHne Anpec caiita

n/n

6. «YHHBepcuTeTCKas nHpopMaImoHHas cucteMa | http://uisrussia.msu.ru
POCCHUS»

7. «HayuHb1i1 apxuB» https://HayunbliiapxuB.pd/

8. MuHnucrepcTBo 00pa3oBaHus U Hayku Poccuiickoit | https://minobrnauki.gov.ru/
Denepaunu

9. [Tapaamentckas oubmuoreka. demepanbHoe http://www.duma.gov.ru/a
cobpanue Poccuiickoit ®enepanuu. nalytics/library/
I'ocynapcrennast Jlyma. Opunnanbueiii cailT

10. | OdunmaneHbIil calT MUHUCTEPCTBA http://www.stavminobr.ru/
oOpazoBanusi CTaBpOMOJILCKOTO Kpast

11. | ®enepanbublit nopran «Poccuiickoe http://www.edu.ru/
o0pazoBaHHE

12. | Ilopran ®enepabHBIX TOCYAaPCTBEHHBIX http://fgosvo.ru/
o0pa30BaTeNbHbIX CTAH/IAPTOB



https://e.lanbook.com/book/283286
https://e.lanbook.com/book/317732
https://urait.ru/bcode/511138
https://urait.ru/bcode/515435
http://www.biblio-online.ru/
http://www.biblio-online.ru/
http://e.lanbook.com/
http://uisrussia.msu.ru/
https://научныйархив.рф/
https://minobrnauki.gov.ru/
http://www.duma.gov.ru/a%20nalytics/library/
http://www.duma.gov.ru/a%20nalytics/library/
http://www.stavminobr.ru/
http://www.edu.ru/
http://fgosvo.ru/

13. | ®enepanbHbIi HEHTP HHPOPMAITHOHHO- http://fcior.edu.ru/
00pa3oBaTEeIbHBIX PECYPCOB

14. | Uudopmanronnas cucrema «EnquHoe OKHO http://window.edu.ru/
JI0CTyIIa K 00pa30oBaTeIbHBIM PeCypcamy

15. | Poccuiickas rocyaapcTBeHHas OMOIMoTeKa http://www.rsl.ru/

16. | Hayunas snekTpoHHast OMOJIMOTeKA https://elibrary.ru/defaultx.asp
eLIBRARY.RU

17. | Yupexnenue Poccuiickoit akanemMun http://www.gnpbu.ru/
obpazoBanus. Hayunast nemarornveckast
oubmmoreka um. K. JI. Ymmuckoro

18. | Caiit Exarepunbl KucaoBoii http://ekislova.ru/

19. | CopaBousslii HopTan « SHUMKIONEIHYM: http://enc.biblioclub.ru/
OHIUKIIONIEANH, CJIOBAPU, CIIPABOYHUKID)

20. | CpaBouHO-MH(OPMAIMOHHBI MTOPTAT http://gramota.ru/slovari/online/#3
«'PAMOTA.PY»

21. | Caiir «CJIOBAPU.PY» https://www.slovari.ru/start.aspx?s=0

&p=3050

22. | CnoBapu, SHIMKJIONEIUN U CIIPABOYHUKH https://slovaronline.com/
OHJIANH

23. DHIMKJIONEANHN U CIPABOYHUKH MHTEPHETA https://library.mirea.ru/Pecy

24. | XKypHaubHbIi 3aJ1: TUTEpATYPHBIA HHTEPHET- http://magazines.russ.ru/
IPOEKT

25. | Pa3BuTHE TMYHOCTH: XKypHAT (BXOJHUT B http://rl-online.ru/
nepeueHr BAK)

26. | DnekrponHas 6a3a nanHbix 0030p CMU http://polpred.com/
Polpred.com

9. MaTepnanbHO-TeXHH4YECKOE o0ecnedyeHne M CIUIIJIMHbI

3aHATHS, TEKYNIMH KOHTPOJbh YCIIEBAEMOCTH U TPOMEXKYTOYHAsh aTTecTalus II0
JUCLUIUIMHE TPOBOJATCA B YUEOHBIX ayJUTOPUAX, YKOMIIJIEKTOBAaHHBIX TUIIOBOM MeOesbto JUis
oOyuaromuxcs 1 npenonasarens. [1o 3asBke ycraHaBiuBaeTcsi MOOUIbHBIA KOMIUIEKT (HOYTOVK,
IPOEKTOP, FIKPaH, KOJIOHKH).

[Tomemienust 111 caMOCTOSTENBHON pabOThl O0YYaIOUIMXCS OCHAIEHbl KOMITbIOTEPHOM
TEXHUKOM € MOAKIIOUeHHEM K ceTu VHTepHeT M olecredeHbl JOCTYNIOM B 3JIEKTPOHHYIO
UH(POPMAIMOHHO-00pa30BaTENBHYIO CPENly By3a.

KomnbrotrepHoe 000pyJOBaHHE OCHAIIEHO KOMIUIEKTOM JIMLEH3MOHHOTO M CBOOOIHO
pacmpocTpaHseMoro MporpaMMHOTO 00ECTIeUeH s, B TOM YHCIIe OTEYECTBEHHOTO TIPOU3BO/ICTBA:
1. OmnepamnponHas cuctemMa (BO3MOXHBI cieayronme Bapuanthl: «Microsoft Windowsy,
«Linuxy»).

2. IMakets! 1O oOmero HazHaueHUs (BO3MOXKHBI cieaytomue BapuaHThl: «Microsoft Officey,
«LibreOffice», «ApacheOpenOffice», «MoitOduc ObpazoBanue» ).

3. IIpunosxenue, MO3BOJIAIONIEE TPOCMATPUBATh M BOCIIPOU3BOAUTH MenuakoHTeHT PDFaiinon
(BO3MOKHBI ciieytoniue BapuaHThl: «AdobeAcrobatReader DCy», «Sumatra PDFy).

4. IlpunoxxeHue, NO3BOJIONIEE CKAaHUPOBATH UM PACHO3HABATh TEKCTOBBIE JOKYMEHTHI
(Bo3moxHBI cinenytomue BapuanTol: «<ABBYY FineReader», « WinScan2PDF»).

5. Ilporpamma-(aiaoBblif apxuBaToOp (BO3MOXKHBI CIEYIOIIUE BapHaHThL: «7-zip», « WInRARY).
6. IlporpamMma pansi OpraHU3ali W TPOBEIEHUS TECTHPOBAHHSA (BO3SMOXKHBI CIIEIYIOIINE
BapHaHThI: «Alpen», «Mytest X»).

7. TlporpaMmma mpocMOTpa HHTEPHET-KOHTEHTa (Opay3ep) (BO3MOXKHBI CICIYIONINE BaPHAHTHI: (
«Yandex).

8. AntuBupycHas mporpamma «AaTHBUpYC Kaspersky Endpoint Security ayist OuzHecay.
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IIpuaoxenue 1

MeTtoanyeckue MaTepUAaIbI 0 JHCHHUIIIMHE
« Knbepoe3onacnocrn»

1. IlmaHbl NMPAKTUIECCKUX paﬁoT H METOAUIECCKUE PEKOMEHAALIUN

Tema 1. Kubep6e3omacHoCTh B cUCTEME HAIMOHAIBHOUN Oe3omacHocT PO

IIpakTyeckoe 3ansTue 1.1.

Bormpocs! 1u1st 00cyx1eHus

1.

oM wN

['ocymapcTBeHHas MOMUTUKA B 00J1aCTH KHOEPOE30MaCHOCTH KOMIIBIOTEPHBIM aTakaM OT
15 suBapsa 2013 r.

VYronosusii kKoneke PO, paznen «IIpectyminenus B chepe KOMIBIOTEPHON HH(OPMAITII.
3amura KubepnpocTpaHcTBa rocynapctsom. Kubeppoiina.

[IpaBo Ha nuadopmanuio B Koncruryuu PO.

3amuTa rocyAapcTBa 1 3aliuTa KHoepnpocTpaHCTBa.

JlokTprHa MHPOPMALIMOHHOM 0€30MacHOCTH.

IIpakTuyeckoe 3ansaTue 1.2.

Bonpocs! 1ia o6cyxnenus

1.

ook wm

KubepBoiicka. 3amuTa KHOSpIpOCTPAHCTBA KaK OHA U3 3a/1a4 BOOPYKCHHBIX CHII.
WNudopmanronnas BoiHa. IHpopMaIimoHHOE OpyXKHeE.

ITaTpuOTH3M M UHTEPHET.

NudopmannonHoe Bo3aeiicTBHeE.

Boennas, rocynapcTBeHHas, KOMMepUecKas TaiiHa.

3amuTa caiiTOB TOCYJapPCTBEHHBIX OPTraHOB (NIEKTPOHHOE MPABUTEIHCTBO).

Tema 2. KuGepnpecrynjieHusi NpOTHB JTHYHOCTH, 00IECTBA U TOCYAapCTBA

IMpakTuyeckoe 3ansaTue 2.1.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

1.
2.

©oNo A

PeanbHas 1 BUpTyalibHAS IMYHOCTb.

[Tcuxonoruueckas oocranoBka B MHTepHeTe: rpuduHr, kudbepOyuInHT, KHOEepMOOOUHT,
TPOJUTUHT, OYJITUITU].

bezonacHass pabora B ceTH B Ipolecce CeTeBOM KOMMYHHMKAalMU (4aThl, (OPYMBI,
KOH(epeHIIMH, CKalIl, COLMaIbHbIE CETH U TIP.).

TepMHUHBI CETEBOIO ATUKETA: OBEPKBOTHUHT, (hiieiM, iy, opdToNuK, CMalIuKK U ap.
[Tpumepsl STHUECKUX HapyIIEHUH. 3HaUeHHE CETEBOT0 3TUKETA.

CobcTBeHHOCTH B IHTEpHETE. ABTOPCKOE MPaBo.

WuTennextyanbHas COOCTBEHHOCTb.

[TnatHast u 6ecrutatHast UH(GOpPMAIIHSL.

3amuTa mpaB MoTpeOuTeNnel npu ucnonb3oBaHuM yciayr WMHrepHer. 3ammra mpas
notpeduTeneil ycnyr npoaiiaepa.

IIpakTHyeckoe 3ansTHe 2.2.

Bormpocs! 11t 00CykaeHus

1.
2.

3.

OTBETCTBEHHOCTh 32 HHTEPHET-MOLIEHHUYECTBO.

[IpaBoBble  akThl B O0sacTd  HMHMOPMALMOHHBIX  TEXHOJOTMH U 3AIIUTHI
kubepnpocTtpancTBa. OTBETCTBEHHOCTD 32 KHOEPIPECTYIUICHUS.

KoHcTuTynimonHoe mnpaBo Ha MOHMCK, MOJy4YeHHE M paclpocTpaHeHHe HWH(GOPMaLUU.
®enepanbHblil 3ak0H 0T 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3ammute aeren ot
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&

©o

uH(pOpMaIH, IPUYUHSIONIEH Bpe] UX 370POBBIO U PA3BUTHION» (IEHCTBYET ¢ 1 ceHTAOps
2012 rona).

HNudopmanroHHoe 3aKOHOIATeNBCTBO PO.

3akoH P® «O6 nndopmannu, MHPOPMAITMOHHBIX TEXHOJIOTHAX U O 3alIUTe HH(HOPMAITUN.
VYroyioBHas OTBETCTBEHHOCTh 3a CO3JaHUE, WCIOJb30BAHUE U  PACIPOCTPAHECHHE
BPEJOHOCHBIX KOMIBIOTEpHBIX Mporpamm (ct. 237 YK P®). [IpaBoBas oxpaHa mporpamm
st OBM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycnoHo-6ecriatHoe [1O (Trial, Shareware, Demo).

[IpaBOBbIE OCHOBBI JJIs 3AIIMTHI OT CIIAMA.

IIpaBoBasi oxpana mporpamm st OBM u BJl. Jlunensuonnoe I10. Buawl nunensuit
(OEM, FPP, kopnoparuBHbie Iuiien3uu, noamnucka). [10 ¢ orkpsiteim kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE JTAHHBIX, KATETOPHH UH()OPMAIIHH.

[lepconanbaple W OOMIEAOCTYIHBIC JIaHHBIC, OTPaHUYCHHBIA JOCTyH. 3akoH «O
MIEPCOHANIBHBIX JTAHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo TexHuka 6e30nacHOCTH B KMOEPNPOCTPAHCTBE
IIpakTuyeckoe 3anaTue 3.1.
Bompocsr 11t o6cyxaenust

1.

2
3.
4.

o

o N

Momennnueckue aeiictsust B MatepHere. Kubepnpecrymninenus

CereBoii aTuker. [Icuxonorus u cetb

[TpaBoBBIE aclEKThI 3aLUTHI KHOEPIIPOCTPAHCTBA
OmnnaitH  cepBUCHl sl O€30MACHOCTH IOJIB30BATEIsl B HMH-TEpHETE (IIpOBEpKa
KoMmIbloTepa U (ail;loB Ha BHUPYChl OHJIAlH, OHJAMH neakTuBanus SMS-BHpYCOB,
NpoBEpKa caiiTa Ha BHPYCH, NpoBepka (daimoB mo e-mail, ompeneneHue aapeca
cTpaHu1Ibl, MpoBepka croumoctu CMC u ap.).
Hactpoiiku 6€301macHOCTH MOYTOBBIX MTPOTPaMM.
3ammTa B MOMCKOBBIX cUCTeMax ((QMIBTPHI ISl OTPAaHUYEHUS] NOTEHIIM-ATBHO OMAacHOTO
COJIEPKUMOTO).
Hacrpoiiku 6e3onacHoctu Be6-0paysepos (Internet Explorer, Firefox u T.11.).
DNEeKTPOHHAs IOYTa U CUCTEMbI MTHOBEHHOTO OOMEHa COOOIICHUSIMH.
Hacrpoiiku 6e3onacHoct Ckaiin, ICQ u mp. Crioco6sl o0ecrieueHus: 6e301macHOCTH BeO-
caifra.

10. Kubepnpectyruienusi. Buasl MHTEpHET-MOIIEHHUYECTBa (MMCbMa, peK-lama, OXoTa 3a

JUYHBIMHA JAaHHBIMH U T.11.). OnacHOCTH MOOMIIBHOU CBsi3H. [IpennoskeHus mo ycTaHOBKe
BPEIOHOCHBIX MPUITI0KEHHI.

11. Momennnueckue CMC. VYTeuka W 0OOHapoJOBaHME JHMYHBIX JaHHBIX. [logbop wu

nepexsar naponeﬁ.

12. B310MbI aKKayHTOB B COIMAIILHBIX CETsIX. Buasl MomenHndecTBa B IHTepHETEe. DUIIMHT

(papmuHr). A3apTHBIE UTPBHI.

13. Jloxxubie aHTHBHPYCHL. [logMeHa cTpaHUWI] B WHTEpHETe (CaHTHI-KIOHBI). DanbIIUBHIC

¢baitnooOMeHHUKH.

14. DnexTpoHHBIN KoleneK. MOImEeHHnYeCTBO MPH pacrpocTpaneHnn «oecturataoroy I10.
15. TexHonoruu MaHumyaupoBanus B UHTepHeTe.
16. Tb npu uHTEpHET-00IICHNN.

IMpakTHyeckoe 3ansaTHe 3.2.

BOHpOCBI JJIsA 06cy>1<z[eHH$1

1

2.
3.
4.

Tb npu peructpanuu Ha BeO-caliTax.
KommnbrotepHoe nuparctso. [lnaruar.
KubepnaemHuku u kuOep1eTEKTHUBBI.
Onenka ymiep6a oT KuOeprpecTynIeHUH.
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Wutepner-stuker. [IpaBuia obmenus B MnTepHere.
OCHOBBI CETEBOT0 ITHKETA.

[Tepenucka B ceTu.

[IpaBuna noBeneHus B ckaie. @opym.

OO0111eHNE B CETU U €r0 MOCIEACTBHUSL.

10. Arpeccus B ceTu.
11. AHOHUMHOCTb B CETH.
12. Buaer stuketa (JIMYHBIN, JETOBOM, MHUCHMEHHBIN, NUCKYCCHOHHBIA W TIp.). Pazmwums

9THUKCTA B Pa3HbIX CTPAaHaX.

13. Dtuka nuckyccuii. B3auMHoe yBakKeHHE ITPH HHTEPHET-O0IICHUH.
14. Dtuker 1 0€30MACHOCTb.

Tema 4. IIpo6siembl UHTEpHET-3aBHCUMOCTH, KHOEPOYJIIHHT A
IpakTuyeckoe 3ansaTue 4.1.
Bompocsr 11t 06cyxaenus

CoNoOA~WNE

[EEN
©

11.
12.
13.

14.
15.
16.

['uruena kommneroTepa.

Kommbrorep u kpoBooOpaleHue.

[Tonb3a 1 Bpel KOMIBIOTEPHBIX UTP.

Kommbrorep u 30K.

du3nuecKoe U ICUXUUECKOE 3J0POBbE.

[TpaBuiia noBeieHUsI B KOMIIBIOTEPHOM KJIacce.

WuTepHeT B cucreMe 6€30MacHOCTH.

TexHuka 0€30mMacHOCTH IPU pabOTe ¢ KOMITBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BbIUANHBIX CUTYaLIUSX.

Menuuunckas unpopmanus B MutepHere. KommbroTepsl 1 MOOWIBHBIE yCTPOHCTBAa B
9KCTPEMAIIbHBIX YCIOBHSIX.

BosnaeiicTBre pagroBOJIH Ha 3710poBbe U oKpysxatoiryto cpeay (Wi-Fi, Bluetooth, GSM).
Kommekc ynpaxHeHui npu padboTe 3a KOMIIBIOTEPOM.

BoszneiictBue Ha 3penue DJIT, KUIKOKPUCTATUIMYECKUX, CBETOAMOIHBIX, MOHOXPOMHBIX
MOHHTOPOB.

KomnreioTep B pexxumMe TpyJa U OT/bIXa.

BnusiHue koMnbroTEpa Ha pENPOAYKTUBHYIO CUCTEMY.

Bpennsie ¢pakTopbl paboThI 32 KOMIIBIOTEPOM U UX TOCIEICTBHUS.

IMpakTuyeckoe 3ansaTue 4.2.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

17.

Opranuzanus padbodero Mecrta
1. HnrtepHeT-cooOm1ecTBO.
2. VHTepHeT-3aBHCUMOCTb.
3. CounanpHble ceTu. [leTckue coluanbHble CETH.
4. BuptryasibHas JMYHOCTD.
5. 3aBucumoctb 0T UHTEpHET-00IIICHUS.
6. Pasneuenus B MHTepHeTE.
7. Tlpu3Haku UTPOBOM 3aBUCHMOCTH.
8. CereBble UTpHIL.
9. Caiitsl 3HakoMcTB. 302K 1 KOMIBIOTED.
10. Bugp! 3aBucumoctu. JlectpykruBHas uHpopmanus B HTEepHETE.
11. Bunsl IHTEpHET-3aBUCMOCTH.
12. KubepkynbpTypa (MaccoBasi KyJabTypa B CETH) U JIMYHOCTD.
13. Ilcuxonoruyeckoe Bo3zeicTBUE HH(OPMAIIMK Ha YeJlOBeKa.
14. YopaBneHue JUYHOCTBIO 4Yepe3 ceThb. VIHTepHET W KOMIIbIOTEpHas: 3aBHCHMOCTD

(amauKims).
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15.

16.

17.

Kputepun 3aBUCHUMOCTH (IIPHOPUTETHOCTb, W3MEHEHUS HACTPOEHMsI, TOJEPAHTHOCT,
CHUMIITOM Pa3pbiBa, KOHQIMKT, PEIUINUB).

Tumbl UHTEPHET-3aBUCUMOCTH (TIpHCTpacThe K paboTe ¢ KOMIBIOTEPOM, K HaBUTALIUU H
MOUCKY MH(OPMAIIUU, UTPOMAHHUS U AJIEKTPOHHBIC MOKYIKH, 3aBUCUMOCTh OT CETEBOTO
o01IIeHU).

Knaccudukanus HHTEpHET-3aBUCUMOCTEH

Tema 5. MeTtoabl o6ecniedenusi 6esonacHocTu 1K n Uurepuera. Bupycbl 1 aHTUBHPYCHI

NoakowhE

9.

10.
11.
12.

IIpakTHyeckoe 3ansaTHe 5.1.

KonTeHT-punppsr.

IlouckoBble cEpBEPBL.

[Ipu3Haky 3apaxxeHusi KOMIIbIOTEpA.

AHTHUBUpPYCHAs 3aIMTA.

3ammura daitioB. bezonacHocTh npu ckaunBaHUU (HaNIOB.

3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOIIMPOBAHMUSI.
Opranu3alvoOHHbIE, IOPUINYECKHUE, MPOrPaMMHBIE U MPOTrPaMMHO-aNIapaTHble MEpPbI
3aIIUTBHI.

3amura mporpaMM M JIaHHBIX C MOMOUIBIO IAPOJIEH, MPOTPAMMHBIX M 3JEKTPOHHBIX
KJIFOYEH, CEpUMHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

Henepemeniaembie nporpaMMsl.

3amuTa OT KONMPOBAaHUS KOHTEHTA cailTa.

Uctounuku 3apaxxenus [1K.

AntuBupycHoe [10, Buapl u HazHaueHHe. MeTo bl 3alUThl OT BUPYCOB.

IIpakTuyeckoe 3ansaTHE 5.2.

Bonpocs! 1ia o6cyxnenus

1.

oM wN

10.
11.
12.

13.

14.

[Tpobnemsr GezonacHocTH MHPpacTpyKTypsl VHTEpHETA (IIPOTOKOIBI MapHIPyTH3AIHH
CeTH, CUCcTeMa JOMEHHBIX UMEH, CPEJICTBA MapLIPyTU3ALIUHU U T.11.).

ITpoBepka nomrHHOCTH (ayTeHTU(UKalus) B IHTepHeTe.

Meps! 6e3onacHocTH 11 osab3oBarenst WiFi. Hactpoiika 6e3onmacHocTH.

Bupycsl 11 MOOMIBHBIX YCTPOMCTB (MOOUIIbHBIE OaHKEPHI U JIP. ).

Hacrpoiika komnbroTepa i 6e3onacHoit padboTsl. OmMOKY MOIb30BATENS.

Mepsl  nuuHOM ~ Oe3omacHOocTH  mpu  cereBoM  odOmieHuu.  [IpenoTpaieHue
HEeCaHKIMOHMpOBaHHOro nocryna k [1K.

[Taponu, 6uoMeTpuyecKUe METOABI 3aIlIUTHI U ayTeHTH(PHUKALMSA C MOMOIIbI0 BHEIIHUX
HOCHUTEJIEH.

[TpocThie M AMHAMUYECKU U3MEHsoIMecs napoyu. bopp0a ¢ yreukamu HHpOpMaLMH.
CpenctBa koHTpouss goctyna. I[IpaBa nons3oBareneid. CriocoObl pa3rpaHUYeHUs JOCTYIA.
OTnuuust BUPYCOB U 3aKJIaJI0K.

AnTuBHpycHble mporpaMmsl ais 11K: ckanepsl, peBU30pEI U Ap.

Haubonee uzBectHble aHTUBHUpYCHBIE TporpamMmel. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe wu OecruiatHoe
antusupycHoe I10.

OmnuaitH cepBUCHI 1J1s1 0€30MaCHOCTH IOJIb30BaTENsl B MHTEPHETE (MIPOBEpKa KOMIIBIOTEpa
u (aiiyIoB HA BUPYCHl OHJIAMH, OHJIAWH neakTuBanus SMS-BUpycoOB, MpoBepKa caiTa Ha
BUPYCHI, TpoBepka (QaiioB mo e-mail, ompeneneHue aapeca CTPaHUIBI, MPOBEpKa
cronoctu CMC u ap.).

Hactpoiiku 06e30MacHOCTH IOYTOBBIX MMpOrpamMM. 3aliuTa B TOUCKOBBIX CHCTEMax
(unbTpHI A1 OrpaHUYEHUS! TOTEHIIUAIBHO OMACHOTO COAEPKUMOTO).

2. 3agaHus 1Jsl CAMOCTOATEIbHOI PadoThI
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Tema 1. KubGepbe3omnacHoCTh B CHCTEME HAIIMOHAIbHOM Oe3omacHocT PO
[ToaroTOBUTH MOKIIAM IO TEME:

1. HNudopmanmnonnas BoitHa. THpOpMAIIMOHHOE OpYXKHE.

2. TlaTpmoTn3Mm M MHTEPHET.

3. Hudopmannonnoe Bo3aeicTaue.

Tema 2. KuOepnpecTyniaeHus NpoTUB JUYHOCTH, OOLIECTBA U FOCYAAPCTBA
[ToaroToBUTH MOKIIAM IO TEME:
1. PeanpHas u BUpTyajbHast JUYHOCTb.
2. llcuxomornueckas obcraHoBka B MHTEepHeTe: rpuduHr, KuOepOyuMHT, KuOepMOOOUHT,
TPOJUIMHT, OYJUIULIUL.

Tema 3. CoBpemeHHOE KHOEpIpoCcTpaHCTBO TexHMKa 6€30MacHOCTH B KHOEPIIPOCTPAHCTBE
[ToAroToBUTH AOKIAM MO TEME:

1. DnexTpoHHBII KOLIENEK.

2. MoueHHHYEeCTBO MU pacnpocTpaHeHnu «oecmmaTHoro» [10.

3. IlpaBuna moBeneHUs B CKaiIie.

4. ®opym. I[lpaBuna noBeaeHus

Tema 4. [Ipo6nemsl HTEpHET-3aBUCUMOCTH, KMOEPOYIIHMHTA
[ToaroToBUTH JOKJIA IO TEME:
1. Bunaer HTEpHET-3aBUCUMOCTH.
2. Kubepkynbrypa (MaccoBas KyJlIbTypa B CETH) M IMIHOCTD.
3. Tlcuxonoruueckoe Bo3aercTBre HHGOPMAIIUU HA YEIOBEKA

Tema 5. Metoast obecrieuenus 6ezonacHoctu [1K u MaTepuera. Bupycsl u aHTUBHPYCHI
IToAroTOBUTE NOKIA IO TEME:

1. Mepsl 6e30nacHoctu s nosab3osarens WiFi. Hactpoiika 6e3onacHocTy.

2. Bupycsl aiist MOOMITBHBIX YCTPOUCTB (MOOMIIBHBIE OaHKEPHI U JIP. ).

3. Ilpumepnbie TeMbl pedepaToB

1. Undopmanus - GpakTop cyliecTBOBaHHS U pa3BUTHs o0mecTBa. OCHOBHBIE (OPMBI

nposiBIeHUs MHQOpMaluu, €€ CBOMCTBA Kak 00bEKTa OE30MacCHOCTH.

[Tonsatue GezomacHocTH U €€ cocTapistomue. bezonacHocts HHGOpMaIUM.

Obecnieuenne HHPpOPMALIMOHHON 0€30MaCHOCTH: COAEPKAHUE U CTPYKTYpa MOHSITHSL.

HanuonaneHble HHTEpECH! B MH(GOPMALMOHHOI cepe.

WcTounuku u coaepkanue yrpo3 B ”HGOpMaIlMOHHOM cdepe.

CooTHolleHne MOHATHH «MH(pOpMallMOHHAast 0€30MaCHOCTbY U «HALIMOHAJIbHAs

0€30I1aCHOCTBY

7. Puck pa®oTbl Ha HepcoHANBHOM KoMmIbioTepe. [InanupoBanue 6e3omacHoi paboThl Ha
MEPCOHAIBHOM KOMIIBIOTEPE.

8. Mudopmarus - pakTop CylecTBOBaHUS U pa3BUTHS OOIIECTBA.

9. Ilenwm u 3a7a9n 3a0TUTHI HHPOPMAITHH.

10. Opranu3anus 3auThl KOH(UIEHINAIBHOW HHPOPMALIUH.

11. Buasl 3amumaemMoit nHpopmanuu B chepe rocyaapCTBEHHOTO U MyHHUIIMITAILHOTO
yIIpaBJICHUSL.

12. YpoBHu BeneHus HHGOpMAIIMOHHON BOWHBI. OriepaTnBHAs MACKHPOBKA.
Pagunosnextponnas 6ops0a. Bo3nelictBue Ha ceTH.

13. OcHOBHBIE TIOJNOKEHUSI TOCYIApCTBEHHON WH(POPMAIMOHHOW IONUTHKH Poccuiickoit
denepanuu.

ook wd
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Kpurepun onenkn peepara

Kpurepusimu ouieHku pedepara MOTYT BHICTYIHUTD CIIEIYIONIHE MOMEHTHI:

— B KaKoOH Mepe pacKpbIBaeTCs aKTyaIbHOCTh TEMBI;

—  KakoB TEOPETUYECKHH YPOBEHb CYXJCHUU aBTOpa, Kak BIJIAZAECET OH COBPEMEHHBIMHU
METOAOJIOTMYECKIMH OCHOBAaMHM HayK IIPU OCBEIICHWH IIOCTAaBICHHBIX B pedepare
BOIIPOCOB;

—  COOTBETCTBHE CTPYKTYpHI H cOJiepaHus pedepara miany;

—  LeJIOCTHOE, INTyOOKOe NOHMMAaHUE BOIIPOCOB TEMBI HIIH pa3pabaThiBaeMoi IpoOIeMBbl;

—  KaK yJaJoch aBTOpPY CBs3aTh M3JIaracéMele B pedepare BOIPOCHI TEOPUM C MPOoOIeMaMU
CETOJHSIIHEr0 JHSA, yMEHHE MHCIONb30BaTh TEOPETUYECKHE WCTOYHMKH M y4eOHO-
METOIMYECKYIO JINTEPaTypy;

—  JIOCTaTOYHO JH TMpPOSBJICHA aBTOPOM CAMOCTOSITENIHOCTh B IIOCTAHOBKE BOIIPOCOB, B
TPAaKTOBKE HX, €CTh JIM1 B PadOTE OPUTHHAJIBHBIC MBICIH, CBEXHE (aKThl, ONHCAHUE
JY4LIETO OMbITa PabOThl, KOHKPETHBIX MPUMEPOB U3 MPAKTUKH, COOTBETCTBYIOILIUE
PEKOMEHAALNY ¥ MTPEIOKEHUS;

—  W3Jaraercs JH B pedepare COOCTBEHHOE IIOHMMaHHE pacCMaTpUBaeMOl POOIIEMBI,
JOCTaTOYHA JIM €T0 apryMEHTAIIHS;

—  Kak odopmiteH pedepar wiH JokiIa (00beM, HaTM4ue IIaHa, COACPIKAaTeIbHOCTD
BBEJICHHSI, TIOJIHOTA CITMCKA UCIIOJIb3yEeMOH JINTEPATypPhl, HATMYUE MTPUI0KEHHH, aHAIn3a
OTIbITa PabOTHI, CXEM, TAOJIHII, AUArPaMM, TUTAHOB, aHKET H T.J.);

—  uMeeT i paboTa ompeiesIeHHYIO IEHHOCTh, YTOOBI PEKOMEHI0BATh €€ B (hOHT y4eOHBIX
mocoOuii mo Kypcam.

Pedepat onenuBaercs no 4-x 0auIbHON CHUCTEME - «HEYIOBJIETBOPUTEIHHO,

«yJIOBIIETBOPUTEIBHOY, «XOPOILOY, KOTIUIHOY.
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[Tpunoxenue 2

OueHouyHbIe MAaTEPHAJIBI 110 TUCHUILIHHE
« Knbep0e3onacHocTb)

1. OueHo4YHbIe MATEPHAJBI JUISl TEKYIIET0 KOHTPOJIS
1.1. TecToBBIe MaTEepHAIBI

Tect 2

1. K npaBoBeIM MeTO1aM, 0OecIIeYMBaIOIUM HHPOPMALIUOHHYIO 0€3011aCHOCTh, OTHOCSTCS:
1. Pa3paboTka anmapaTHBIX CPEJICTB 00ECIeYEHUs MPABOBBIX JTaHHBIX
2. Pa3paboTka u ycTaHOBKAa BO BCEX KOMITBIOTEPHBIX MPABOBBIX CETSX KYPHAJIOB y4eTa
NEeNCTBUU
3. Pa3zpaboTka m KOHKpeTH3alus MPABOBBIX HOPMATHBHBIX aKTOB 00ECTICUCHHS
Oe3omacHOCTH
2. Buasl nadopmMannoHHON 6€30MaCHOCTH:
1. IlepconanbHasi, KOpopaTUBHAasl, TOCYJapCTBEHHAs
2. Kiuuenrtckas, cepBepHas, ceTeBas
3. JlokanpHas, rinobanbHas, CMEIIaHHas
3. Uenu nndopmanunoHHOM 6€30MaCHOCTH — CBOEBPEMEHHOE 0OHapyKEeHHE,
npeaynpexieHue:
1. HecaHKIMOHMPOBAHHOIO JOCTYIa, BO3/IEHCTBUS B CETU
2. WHcalJlepcTBa B OpraHU3alUU
3. upe3BbIYANHBIX CUTyallUH
4. OcHOBHBIE OOBEKTHI HHPOPMAIIMOHHON 0€30MacCHOCTH:
1. KomnbroTepHsle ceTu, 6a3bl JaHHBIX
2. WudopmanmoHHBIE CHCTEMBI, ICUXOJIOTHYECKOE COCTOSTHHE TTOJb30BaTENICH
3. busHec-opueHTHpOBaHHBIE, KOMMEPUYECKHE CUCTEMBI
5. OCHOBHBIMHU pUCKaMH MH(GOPMAIIMOHHON 0€30MaCHOCTH SBIISAIOTCS:
1. HUckaxeHue, ymMmeHblIeHHE 00beMa, EPEKOAUPOBKA HH(OPMALIUU
2. TexHUYecKOe BMELIATEIbCTBO, BEIBEEHUE U3 CTPOs 000pYAOBaHUS CETU
3. Tloreps, uckaxxenue, yreuka HHGpopMaluu
6. K 0CHOBHBIM (yHKIIUSIM CUCTEMbI 0€30MaCHOCTH MOKHO OTHECTH BCE MEPEUHCIECHHOE:
1. VYcraHoBieHMe perjaMeHTa, ayAuT CUCTEMBI, BBISIBICHHE PUCKOB
2. YcTaHOBKa HOBBIX OUCHBIX NMPUIOKEHUN, CMEHA XOCTHUHT -KOMITAaHUH
3. Bueapenwue ayreHTH(]UKANH, TPOBEPKHA KOHTAKTHBIX JAHHBIX MMOJIb30BaTENEH
7. K OCHOBHBIM THIIaM CpPEJICTB BO3AECHCTBUS HA KOMIIBIOTEPHYIO CETh OTHOCHUTCS:
1. KommneroTepHslii c6oif
2. Jlormyeckue 3aKJIagKHu («MUHBI»)
3. ABapuiiHO€ OTKJIIOUEHUE MUTAHUS
8. Korna monyuen cram 1o e-mail ¢ npuioxxeHHbIM (ailiom, ciaeayer:
1. IIpouyuTaTh NpUIOKEHUE, €CITU OHO HE COACPIKUT HUUET O IEHHOTO — yIaluTh
2. CoxpaHuUTh IpHIOKeHUE B mapke «Cmamy, BISICHUTH 3aTeM [P-anpec reneparopa
crama
3. YaanuTh NUCbMO C MPHIOKEHUEM, HE pacKphIBas (He YUTas) €ro



9. BIII — sro:
1. DnexTpoHHO-TIUPPOBOI MpeoOpa3oBaTEIb
2. DneKTpoHHO-IU(POBas MOAMUCH
3. DIeKTpoHHO-IHPPOBOH IPOIIECCOP
10. CgoiicTBamu uH(pOpMaIuK, HanOOJIee aKTyaJIbHBIMU MPU 00ECTICYCHU N
uH(OpPMAITMOHHOM 0€30MaCHOCTH SIBISIOTCS:
1. IlemoCTHOCTH
2. JloCTymHOCTH
3. AkTyanbHOCTBHI
11. PazHoBugHOCTAMH yrpo3 0€30MacHOCTH (CETH, CUCTEMBI) SBJISIIOTCS BCE MEPUHCICHHOE
B CIIMCKE:
1. IIporpammHble, TEXHHYECKHUE, OPTraHU3aLMOHHbIE, TEXHOJIOTHYECKHIE
2. CepBepHble, KIMEHTCKHE, CTyTHUKOBBIE, HA3€MHbIE
3. Jluunble, KOPIOPATUBHBIC, COIMATBHBIC, HAITMOHAIBHBIC
12. Tlonutuka 6€30MaCHOCTH B CUCTEME (CETH) — ATO KOMILIEKC:
1. PykoBoxacTB, TpeboBaHMil oOecrieueHnst HEOOXOIUMOT0 YPOBHS 0€30MacHOCTH
2. WHcTpyKuuid, anrOpUTMOB MOBEEHUS MOJIb30BATEINS B CETH
3. Hopwmbl nuHpOpMaAIIMOHHOTO TIpaBa, cOOI01aeMbIE B CETH

Kpurepum ouenku:
JIJist olleHKH pe3yJIbTATOB TeCTHPOBAHMS IMPEAYCMOTPEHA CIICIYIOIIAs CHCTeMa OICHUBAHUS
y4eOHBIX JOCTH)KEHUN CTYICHTOB:
3a KaX[Iblid TPaBWIIBHBIN OTBET CTaBUTCS 1 Oa,
3a HempaBWIbHBIN 0TBET — () OaoB.
Ecnu crynent nabupaer
ot 85 10 100 % mpaBUIBLHBIX OTBETOB €MY BBICTABIISIETCS OLIEHKA «OTIUYHO;
oT 72 1o 84 % TIpaBMIILHBIX OTBETOB — OLIEHKA «XOPOIIIOY,
ot 51 10 71 % mpaBUIBLHBIX OTBETOB — OIIEHKA «YAOBIECTBOPUTEIBHO,
MeHee 50 0ayioB — OLIEHKA «HEYOBICTBOPUTEIHLHO.

1.2. Bonpocsl 1151 cobece10BaHUA

Tema 1. KubGepOe3onacHocTh B cMcTeMe HAIMOHAJIBLHOM Oe3onacHocTu PD
1. TocynapcTBeHHas moaUTHKA B 001acTu KMOepOe30MacHOCTH KOMIIBIOTEPHBIM aTakam OT
15 suBaps 2013 r.
2. YronoBHbIH koneke PD, paznen «lIpectymienus B chepe KOMIBIOTEPHON
UHpOpMALIUN».
3ammTa KHOEpInpoCcTpaHCcTBa rocynapcTsom. Kubeproiina.
IIpaBo Ha undopmanuto B Koncrutymuu PO.
3amuTa rocyapcTsa U 3aiiuTa KuOepnpocTpaHCTBa.
JlokTprHa HHPOPMALIMOHHOM O€30MaCHOCTH.
Kubeppoticka. 3anura KuOepnpocTpaHCTBa KaK OJTHA W3 3a7a9 BOOPYKEHHBIX CHJL.
WNudopmanronnas BoitHa. MH(popMaIimoHHOE OpyXHUe.
. ITaTpnoTH3M U UHTEPHET.
10. MudopmarmioHHOE BO3/ICHCTBHE.
11. Boennas, rocyaapcTBeHHasi, KoOMMepUecKast TaifHa.
12. 3amuTa caliTOB rOCYAapCTBEHHBIX OPTaHOB (3JIEKTPOHHOE IMPABUTEIHCTBO).

©oNO O W

Tema 2. KubGepnpectynjieHusi IpOTUB JIUYHOCTH, 001IeCTBA U FOCYAapCcTBa
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©CoN A

11.

12.

13.
14.

15.

16.

17.
18.

PeanpHas u BUpTyasbHas TMYHOCTb.

[Tcuxonorudeckass o0ctanoBka B WMHTepHere: rpuduHr, KUOSpOYIIHMHT, KHOEpMOOOUHT,
TPOJUIMHT, OYJUTULIU].

besonacnass pabora B ceTH B MpoOLECCE CETEBOM KOMMYHHKALUU (4aTbl, (HOPYMBI,
KOH(epeHIINH, CKaIl, COLUATbHbIE CETH U TIP.).

TepMUHBI CETEBOTO 3TUKETA: OBEPKBOTHHT, (uiekiM, Gy, opPTOMHK, CMAUIUKU U JIp.
[Ipumepsl 3THYECKUX HApYLIEHUN. 3HAYEHHUE CETEBOr0 3TUKETA.

CobcrBenHocTs B IHTEpHETE. ABTOPCKOE MPaBo.

WuTennexTyanbHasi COOCTBEHHOCTb.

[TnatHast u 6ecrutatHast UH(HOPMAITHSL.

3amuTa mpaB NOTpeOUTENell MpH HUCHOIb30BaHUU yciayr VHTepHeT. 3ammra mpas
noTpeduTenelt ycinyr npoBanaepa.

OTBETCTBEHHOCTh 332 HUHTEPHET-MOLUIEHHUYECTBO.

[IpaBoBpie  akThl B  OOJacTd  WHMDOPMAIMOHHBIX  TEXHOJOTMA W 3aIIUTHI
kubeprnpocTpancTBa. OTBETCTBEHHOCTD 32 KHOSPIIPECTYILIICHUSI.

KoHCTUTYIIMOHHOE TIpaBO Ha TIOMCK, MOJYYCHHE M pPACIpOCTpaHeHHWE HH(OPMAIIH.
®depnepanbHbiit 3akoH OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammre aereit ot
uH(pOopMaL, NIPUUYUHSIOIEN Bpe] UX 30POBBIO M Pa3BUTHUIO» (AeHcTBYET ¢ 1 ceHTAOps
2012 rona).

HNHupopmaninoHHOe 3aK0HO01aTeNbCTBO PO.

3akon P® «O06 unbopmaiinu, HHPOPMAITMOHHBIX TEXHOJIOTHUSIX U O 3alIUTe UH(DOPMAITUI.
VYrojoBHass OTBETCTBEHHOCTb 3a CO3/laHUE, MCIOJIb30BAaHUE U  PaCHpPOCTPAHEHUE
BPEJIOHOCHBIX KOMIBIOTEpHBIX Iporpamm (ct. 237 YK P®). [IpaBoBas oxpaHa mporpamm
st O9BM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycinoBHo-6ecratnoe 10 (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI JUIsl 3AIUTHI OT CIIAMA.

[IpaBoBass oxpana mporpamm st O9BM u BbJl. Jlunensuonnoe I10. Buael nuuensuit
(OEM, FPP, xopnoparusHble auueH3uu, noamnucka). [10 ¢ otkpeireiv kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOpPMAIHUIO, HA COKPBITUE JAAHHBIX, KATErOpUH HH(OPMALIHH.

[lepconanbHble u  OOIIENOCTYNHBIE MJaHHBIE, OTPaHWYEHHBIH nocTtym. 3akoH «O
MIEPCOHANIBHBIX JTAHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo TexHUKA 0€30M1aCHOCTH B KHOEPNPOCTPAHCTBE

1.

2.
3.
4

o

o N

10.

Momennnueckue aeiicteust B UntepHere. Kubepnpecryminenus

CereBoii aTuker. [Icuxonorus u ceth

[TpaBoBBIE acTIEKThI 3aLUTHI KHOEPIPOCTPAHCTBA

OmnuaiiH cepBHCHI AJ1s1 OE30MMACHOCTH I0JIb30BATENS B MHTEpHETE (IIPOBEPKa KOMIIbIOTEPA U
¢aiinoB Ha BUPYChI OHJIAIH, OHJIAMH JeakTuBanus SMS-BUpYCOB, IpOBEpKa caiita Ha
BUPYCHI, ITpoBepKa (ailioB 1o e-mail, onpeneneHue agpeca CTpaHULbI, IPOBEPKa
croumoct CMC u nip.).

HacTpoiiku 6€301macHOCTH OYTOBBIX MTPOTPaMM.

3amuTa B MOMCKOBBIX cUCTeMax ((MIIBTPHI VISl OTPAaHUYEHUSI TOTEHIIMATBHO OITAaCHOTO
COJIEPKUMOTO).

Hactpoiiku 6e3omacHocTr Be6-Opaysepos (Internet Explorer, Firefox u T.11.).
DNeKTpOHHAs OYTa U CUCTEMbI MTHOBEHHOTO OOMEHa COOOIEHUSIMHU.

Hactpoiiku 6e3omnacHoctu Ckaiirn, ICQ u np. Crioco6s1 o0ecnieueHust 6€30macHOCTH BeO-
caura.

Kubepnpectyruienus. Buspl nHTEpHET-MOILIEHHUYECTBA (MIMChMa, peK-lama, 0X0Ta 3a
JTUYHBIMH JTAHHBIMU U T.11.). OnacHOCTH MOOUITBEHOM CBsi3H. [IpenokeHus 1Mo ycTaHOBKe
BPEIOHOCHBIX MTPUIJIOKEHUH.
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11.

12.

13.

14.
15.
16.
17.
18.

Momennnyeckne CMC. YTeuka u o0Hapo10BaHKE JIMYHBIX AaHHBIX. [lonbop u nepexsar
napoJiei.

B310MBI aKKayHTOB B COLIMANIBHBIX CETAX. Buasl Momennnyecrsa B Miarepuere. GummHr
(dbapmuHT). A3apTHBIE UTPHI.

JloxHble anTUBUpPYCHL. [ToMeHa cTpaHull B MUHTEpHETE (CaUThI-KJIOHBI). DajbIInuBbIe
(haliI000MEHHUKH.

DJEeKTPOHHBIN Kolenek. MOIIEeHHNYeCTBO MU pacnpocTpaHenun «oecruiataoroy [10.
TexHonornn Manunyiauposanus B lHTepHere.

Tb npu nHTEpHET-OOLIEHUH.

Tb npu peructpaiuu Ha BeO-caiTax.

Komnsrorepnoe nuparctso. Inarnar.

Tema 4. IIpodaembl UHTepHeT-3aBHCHMOCTH, KHOEPOYJUIMHT A

no

o gk

25.

TexHHKa 0€30NaCHOCTH MPU PAdOTE C KOMITBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BbIUAHBIX CUTYALUSX.

MenuuuHackas uHpopmanus B MutepHere. KoMnbroTepsl 1 MOOHIBHBIE YCTPOWCTBA B
9KCTPEMAJIbHBIX YCIOBHSIX.

BosnaeiicTBre pagnoBoJIH Ha 370poBbe U oKpysxatomryto cpeay (Wi-Fi, Bluetooth, GSM).
Kommekc ynpaxHeHui npu padboTe 3a KOMIIbIOTEPOM.

BoszneiictBue Ha 3penue DJIT, KUIKOKPUCTAUIMYECKUX, CBETOAMOIAHBIX, MOHOXPOMHBIX
MOHMTOPOB.

KomnreioTep B pexxumMe TpyJa U OTAbIXa.

BnusiHue KoMnbproTEpa Ha PEPOLYKTUBHYIO CUCTEMY.

Bpennbie ¢pakTopsl paboThI 32 KOMITBIOTEPOM H UX MTOCIIEICTBUSI.

Opranuzanus pabouyero Mecta

HHTepHeT-co0011eCTBO.

HHTEpHET-3aBUCUMOCTb.

ConuanbHble ceTu. JleTckue colranbHble CETH.

BupTtyanbHas IMYHOCTS.

3aBucuMocTh 0T HTepHEeT-0011IeH S

PazBnieuenus B HTepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBble UIPBI.

Caiitsl 3HaKoMCTB. 30K 1 KOMIIBIOTED.

Bunpl 3aBucumoctu. JlectpyktuBHas unpopmanus B MHTepHere.

Buael IHTEpHET-3aBUCUMOCTH.

KubepkynpTypa (MaccoBasi KyJabTypa B CETH) U JIUYHOCTb.

Kpurepun 3aBucumoctd (IPUOPUTETHOCTb, HM3MEHEHMS] HACTPOEHMSI, TOJIEPAHTHOCTD,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUIUB).

Tunsl UHTEpHET-3aBUCUMOCTH (TPUCTpAacTUE K paboTe C KOMIIBIOTEPOM, K HaBUTALUU U
MOUCKY MH(OpMAaIMKM, UIPOMAHUS U DJIEKTPOHHBIE MOKYIKH, 3aBUCHMOCTh OT CETEBOTO
o01eHus).

Knaccugukanus MHTEpHET-3aBUCUMOCTEH

Tema 5. Metoab! o0ecneuenus 0ezonacnoctu IIK u UntepHera. Bupycbl 1 aHTHBHPYCHI

el N

IIpu3Haky 3apaxeHUs1 KOMIIBIOTEPA.

AHTUBUpYCHAas 3alUTa.

3ammra ¢aitnos. besonacHoCTh Mpu cKauMBaHUU (PAKIIOB.

3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOMTMPOBAHUSI.
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5. OpranuzanuoHHBIE, IOPUIWYECKUE, MPOTPAMMHBIE U TPOrPAMMHO-AIMIAPATHBIE MEPHI
3aIUTHI.

6. 3amura mporpaMM M JaHHBIX C IOMOIIBIO TMApOJEH, MPOTrPaMMHBIX U 3JIEKTPOHHBIX
KJIFOUYEH, CEpUMHBIX HOMEPOB, IIEPEHOCA B OHJIAWH U T.1I.

7 Henepemernaemblie mporpaMmei.

8.  3ammuTa OT KONMPOBAHUS KOHTEHTA cailTa.

9.  Hcrounukwu 3apaxenus [1K.

10. AmnrtuBupycHoe I10, Buabpl 1 Ha3HAYeHUE. METOIbI 3aIUTHI OT BUPYCOB.

11. TIIpobGnemsl Oe3omacHocTH UHQPPACTPyKTypbl MHTepHETa (IPOTOKOJBI MapIIpyTHU3AIUN
CEeTH, CUCTEMA JIOMEHHBIX UMEH, CPECTBA MapUIPYTH3ALUU U T.I1.).

12. TIpoBepka nmomauMHHOCTHU (ayTeHTH(HUKaNM) B IHTEepHETE.

13. Mepni 6e3omacHocT Ju1st modk3oBatens WiFi. Hactpoiika 6e3omacHocTH.

14. Bupycsl 111 MOOMIIBHBIX YCTPOUCTB (MOOMIIbHBIE OaHKEPHI U JIp. ).

15. Hacrpoiika komnbroTepa ajis 6e30macHoi padboTel. OMIMOKH MOTH30BATEIIA.

16. TIpocTeie M TMHAMUYECKU H3MEHSIONTNECs mapoiiu. boprda ¢ yreukamu nHbopManuu.

17. Cpencra kouTposs nocryna. [IpaBa mons3zoBateneir. CriocoObl pa3rpaHUYeHUs JOCTYTIA.

18. Otimumst BUPYCOB M 3aKJIAJIOK.

19. AwntuBupycusie nporpammsl i [1K: ckanepsl, peBU30psI  1Ip.

Kpurepum ounenku:

OLIEHKA «OTJHMYHO» BBICTABISICTCS CTYACHTY, €CIM OH TMPOJEMOHCTPHPOBA TMOJHOTY |
rnyOuHyY 3HaHUM MO BCEM BOMpOCaM, 3HAET OCHOBHBIE TEPMUHBI IO KOHTPOJIUPYEMbIM TeMaM,
BJIaJ€eT 3HAHUAMH 00 OCHOBHBIX OCOOCHHOCTSIX PEIICHUs 3a7a4. YMEET IPHUMEHSTH ITOTydeHHbIS
3HAHUSI [T PELLIEHNs] KOHKPETHBIX MPAKTIYECKHX 3a/1a4.

OLICHKA «XOPOILLUO0» BBICTABIACTCS CTYIEHTY, KOTOPBIA IIPOJEMOHCTPUPOBAN IIOJHOTY U
[IyOMHY 3HAHUH 1O BCEM BOIMPOCaM paszelia, IOTUYHO U3laraeT MaTepua.

OLIEHKA «YJAOBJIETBOPUTEJIbHO» BBICTABIIACTCA CTYJACHTY, NMPU HAJIWYUU Yy HEro 3HAHHUU
OCHOBHBIX KaTEropuil M MOHATHH MO NpPEeIMETy, YMEHHs JOCTaTOYHO TI'PAMOTHO H3JIOKUTh
MaTepual.

OLICHKA «HEY/JAOBJIETBOPUTEJIbHO» BBICTABISECTCS CTYIAEHTY, KOTOPBIII HE OCBOMJI OCHOBHOTO
CoZIepKaHMsI TpeIMeTa, He BIaJIeeT 3HAHUSIMU TUCIUTUINHE.
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2. OueHo4Hble MaTepHAJIbI 1JIS1 MPOMEKYTOYHOM aTTecTalluu
2.1. [IpumepHbIii IepevYeHb BONPOCOB /IJIf 3a4eTa.

KoHcTuTylmonHoe npaBo Ha IOUCK, IOJIyY€HHE U pacpoCTpaHeHUue HH(OPMALIHH.
®epnepanbubliit 3ak0H 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure nereit ot
UH(pOpMaLKK, IPUUUHSIIOIEH Bpe UX 3JI0POBbIO U PA3BUTHIO» (AeHCTBYET € 1 ceHTA0ps
2012 rona).

3amurTa rocyAapcTBa 1 3aliura KHOepnpoCcTpaHCTBa.

JlokTprHa MHPOPMALMOHHOHN 6€30MacHOCTH.

KubepBoiicka. 3amura KubepnpocTpaHCTBa Kak OHA U3 337a4 BOOPYKEHHBIX CHUIL.
WNudopmanronnas BoviHa. THGpOpMaIIMOHHOE OpYXKHE.

ITaTprOTH3M U UHTEpHET.

WNudopmanronHoe Bo3/eicTBuIE.

bezonacnas pabota B ceTHM B Ipolecce CETeBOM KOMMYHUKAIMHM (4aTbl, (OPYMBI,
KOH(EepEHIINH, CKAHII, COIUAILHBIC CETH H TIP. ).

[Tprmeprl STHUECKUX HApYLIECHNUH. 3HaYEHUE CETEBOT0 ITUKETA.

CobcrBeHHoCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WuTemiekTyanbHast COOCTBEHHOCTb.

[TnatHas u 6ecrmataast uHGOpPMAITHS.

NudopmanmonHoe 3akoHoAaTeIbCTBO PD.

[TpaBoBas oxpana nporpamm ansi OBM u BJl. Kommepueckoe I1O. becmiatHoe 110
(FreeWare, Free, Free GPL, Adware), ycnoBro-06ecrnarnoe 10 (Trial, Shareware, Demo).
[TpaBoBbI€ OCHOBBI JUIs 3aILUTHI OT CIIaMa.

[lepcoHanbHble W OOLIENOCTYNHBIE JAHHBIE, OrPAHMYEHHBIH JocTyl. 3akoH «O
NEPCOHAIBHBIX JTaHHBIX.

CereBoii aTuker. [Icuxonorus u cetb

OmnutaiiH cepBHUCHI AJis1 O€30MACHOCTH 10JIb30BATENS B UHTEPHETE

3amuTa B MOMCKOBBIX cUCTeMax ((HIBTPHI s OTPaHUYEHUS TOTEHIIUAIBHO OMAaCHOTO
COJIEPKUMOTO).

Bupl HHTEpHET-MOIIEHHUYECTBA (TUCbMa, pEK-J1aMa, 0X0Ta 3a JMYHBIMU JJAHHBIMH U
T.IL.).

OnacHocTy MOOMIIbHOM CcBs13U. [IpenoxkeHns o yCTaHOBKE BPEIOHOCHBIX MPUITOKEHHH.
Buast momennudectBa B Untepuere. @umuHr (papMuHr).

A3apTHBIE UTPBIL.

Jloxubie anTUBUpPYCHL. [TonMeHa cTpaHull B UHTEpHETE (CalThI-KJIOHBI). DajbIINBbIe
¢baitnooOMeHHUKH.

ONEeKTPOHHBIN Komiesnek. MollleHHU4ecTBO Npu pacipocTpaneHnn «oecraraoro» I10.
Wntepner-stuker. [IpaBuna obmenus B IuTepHere.

OCHOBBI CETEBOTO ITHKETA.

Ilepenncka B ceTu.

[IpaBuna noBeneHus B ckaie. opym.

OO1eHne B CETH U €ro MOCIEICTBHS.

Arpeccusi B CeTH.

AHOHUMHOCTB B CETH.

Bunel sTukera (JIMUHBIHN, 1€710BOM, MUCbMEHHBIN, AUCKYCCUOHHBIN U 11p.). Pasnuuus
ATHKETA B PA3HBIX CTPAHAX.

['uruena komneroTEpA.

ITosb3a 1 Bpe KOMIIBIOTEPHBIX UTP.

TexHuka 6€30MaCHOCTH MpPU PabOTE ¢ KOMIIBIOTEPOM.

KommnbroTep 1 MOOMIIbHBIE YCTPOICTBA B UpE3BBIYAHBIX CUTYalIUAX.
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38. Menununckas uHpopmanus B Marepaere. KomnbroTepsl 1 MOOUIIBHBIE YCTPOUCTBA B
9KCTpPEMAaJIbHBIX YCIOBHSIX.

39. KowmmbroTep B peKUMe TpyAa U OT/AbIXA.

40. Bpeansie hakTopbl pabOTHI 32 KOMIIBIOTEPOM U UX MOCICACTBUS.

41. HHTepHET-3aBUCUMOCTD.

42. CouunanbHble ceTu. JleTckue colranbHbIe CEeTH.

43. BupryanabHas JMYHOCTb.

44, 3apucumocTh 0T HTepHET-001IIEeHN .

45. Passneuenus B Mutepuere.

46. Ilpu3Haku UTPOBOM 3aBUCUMOCTH.

47. CereBble UIPBHIL.

48. Bunel 3aBucumoctu. JlectpykruBHas nndopmanus B UutepHere.

49. Bunbl IHTEpHET-3aBUCIMOCTH.

50. Ilcuxonoruueckoe Bo3zaeicTBHE HH(OPMALIMY HA YEIOBEKa.

51. Kpurepun 3aBUCUMOCTH (IPUOPUTETHOCTD, U3MEHEHHUSI HACTPOEHM S, TOJIEPAHTHOCT,
CUMIITOM pa3pbiBa, KOHQIUKT, PEIUIUB).

52. Kiaccuduxanus nHTEpHET-3aBUCIMOCTEN

53. IIpu3Haku 3apa)keHHs] KOMIIBIOTEpa.

54. AHTHBUpYCHas 3allUTA.

55. OpraHu3alnHMoOHHBIC, IOPUAMYECKHE, TPOrpaMMHBIE U MPOTrPAMMHO-ANMNapaTHbIE Mepbl
3aIIHUTEHI.

56. 3amura mporpaMMm M JAaHHBIX C TOMOINBIO Mapojei, MPOrpaMMHBIX U 3JIEKTPOHHBIX
KJIFOYEH, CEpUHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

57. AwntuupycHoe [10, Buapl u Ha3HaueHHE. MeTo bl 3alIUTHl OT BUPYCOB.

58. Mepsl OezomacHocTy ais nmonb3oBatens WiFi. Hactpoiika 6e3omacHocTy.

59. Bupycsl s MOOMIBHBIX YCTPOMCTB (MOOHIIbHBIE OaHKEPHI U JIP.).

Kpurepun onenku:

- OLIEHKA «3a4TE€HO» BBICTABIISIETCS CTYACHTY, €CIIU OH IPOJAEMOHCTPUPOBAI IOCTATOYHO MOJIHOE
3HQHUe MaTepuaina; MPOAEMOHCTPUPOBA 3HAHUE OCHOBHBIX TEOPETUYECKHX IOHATHI;
JIOCTaTOYHO IIOCIEA0BAaTENbHO, TI'PAMOTHO M JIOTMUECKH CTPOMHO W3JIOKHI MaTepual,
IPOJIEMOHCTPUPOBAIl yMeHUe OPUEHTUPOBATHCSA B JIUTEpAType MO MpoOIeMATUKE JUCHUILUIMHBI;
Ymeem CAENATh JOCTATOYHO 0OOCHOBAHHBIE BHIBOJIBI IO U3JIaracMOMy MaTepHaiy.

- OIICHKA «HE 3a4TE€HO)» BBICTABIIETCS B Cllydae HE3HAHUS 3HAUMTEIHbHOW YacTH MPOrpPaMMHOTO
MaTepHala; He BJIaJeHUS TOHATHUIHBIM arnapaToM AUCLUIUIMHBL, CYIIECTBEHHBIX OLIMOOK HpU
U3JIO)KEHUU y4eOHOro MarepHualia; HEYMEHMsI CTPOMTb OTBET B COOTBETCTBHM CO CTPYKTYpOIl
M3JIaraéMoro BOIIPOCA; HEYMEHMSI JIENaTh BHIBOJBI 110 U3JIaraéMOMY MaTEpHaIy.
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JIuCcT n3MeHeHnit padoveil MporpaMmbl JUCHHUIIIIMHBI

Ne Coneprxanue u3MeHEeHU! PexBu3uTHI TOKyMEHTa JlaTa BHECEHUS
m\it 00 yTBEp)KICHUH W3MEHEHUI
U3MCHEHUH
1. | AkTyanuzupoBaHa B 4acTH y4eOHO- [IpoTokon 3acenanust 22.05.2023 r.
METOJUYECKOr0 ¥  HH(DOPMAIMOHHOTO Kadeapbl UCTOPUKO-
obecrieueHUsT B CBSI3M C IPOJJICHUEM (UITOIOTHYECKUX
koHTpakTa ¢ OBC M B uyactu nepedHs quctuiuinH Ne9 ot «22»
OCHOBHOMH u JOIOJHUTEIbHON mas 2023 T.
JUTEPATYphbl B CBS3U C €r0 M3MEHEHHEM.
BHeceHbl H3MEHEHUS B TUTYJIBHBIN JTUCT B
yacTH  JaThl, = HOMEpa  MPOTOKOJIa
3acenanus Kadeapol.
2. | AKTyanu3upoBaHa B YacTd  ydeOHO- ITporoxon 3acenanust 28.05.2024 1.
METOJMYECKOr0 ¢  HMH(POPMAIIMOHHOTO Kadeapbl HCTOPUKO-
obecrieueHUsT B CBSI3M C MPOJJICHUEM (UTOIOTHYECKUX
KoHTpakTa ¢ ObBC M B yactu mnepedHs mucnumianH Ne 13 ot
OCHOBHOH i JIOIIOJTHUTEIILHOM 28.05.2024 r.
JUTEPATyphl B CBSI3U C €T0 W3MEHEHHEM.
BHeceHbl H3MEHEHUS B TUTYJIBHBIN JIUCT B
yacTH  JaThl, HOMEpa  IPOTOKOJIA
3acenanus Kadeapol.
3. BHeceHbl U3MEHEHUS B TUTYJIbHBIN JUCT B [IpoTokon 3acenanust 27.08.2024 .

qacTu JaThl, HOMepa
3acemanus  Kadgeapel B
akryanuzanueit OI1OIT

IPOTOKOJIA
CB3U C

Kadeapbl HCTOPUKO-
(buUI0I0rHYeCKUX
nucturaH Ne 1 ot 31
aBrycra 2024 r.




