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1. leapb u 32124 THCHUIJIHHBI
LenssMu OCBOCHUS TUCIMITIMHBI SBISIOTCS: (POPMUPOBAHKE IIETIOCTHOTO TPEACTABICHUS
O pOJH COBPEMEHHOI0 KHOEpPIPOCTPAHCTBA B 00pa30oBaTEIbHON Cpele U IeAarorHuecKou
NeSITeIbHOCTH, (POPMUPOBAHHE CHUCTEMBl 3HAHWW, YMEHHH W HABBIKOB Ui OOCCIICUCHHS
krbOepOe30macHOCTH CBOCH MpodecCOHABHOM 1A TEITBHOCTH.
YyeoHunie 3a1a4d AUCHUILIMHEI:
- dbopMupoBaHUe OOIINX MPECTaBICHUS 0 0€30MaCHOCTH B MH(POPMAITMOHHOM OOIIIECTBE;

— U3yYCHHUE
0€30I1aCHOCTH;

0o0ImMUX TPHUHITUIIOB

TEXHOJIOTH,

OPUMEHSEMbIX B HHGOPMAIMOHHOMN

—  (¢opMHpOBaHME YMEHHs TPHUMEHATh MpaBUja KuOepOEe30macHOCTH BO BcexX cdepax

JIeSTCIIEHOCTH;

- OCBOEHHUE 3HAHM, COCTABJIAIONINX Hayana MpeacTaBiIeHuid 00 MHPOPMAIIMOHHON KapTHHE
Mupa ¥ HHHOPMALIMOHHBIX MPOLIECCcaX;

- OBJIQJICHUE YMEHUEM HCIIOJIb30BaTh KOMIIBIOTEPHYI0 TEXHMKY Kak IpPaKTHYECKUI
UHCTPYMEHT Uil  paboThl ¢ HHGOpMaLKeil B OBCETHEBHON JKU3HU;

- pa3BUTHE HABBIKOB OPUEHTUPOBAHUS B HH()OPMALIMOHHBIX TOTOKAX.

2. MecTo IMCcUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI NPOrpaMMbl

Hucuummaa «KubepOe3omacHOCTh» OTHOCHTCS K 4Yactu bioka 1, dopmupyemoi
y4acTHUKaMU 00pa30BaTeNbHBIX OTHOIICHUM, SIBISICTCS IUCIUIUTMHOMN IO BEIOODY.

Jlig ocBoeHMsI y4eOHOro Mmarepuana Mo AUCLMIUIMHE HCHOJIb3YIOTCS 3HAHUS, YMEHUS,
HaBbIKH, C(OPMHUPOBAHHBIE MPEIIIECTBYIOIIMMH AUcCUUIUIMHAMU: MHpopmaThka (IIKOIBHBIN
Kypc), Texnonoruu uugppoBoro oOpa3oBaHusi.

3HaHUs, YMEHHs, HaBBIKH, C(HOPMHUPOBAHHBIE B MPOLECCE HM3IYUEHUS TUCIUILIAHBI
HEOOXOAUMBI JJIsl TPOXOXKJICHHsSI y4eOHOW W TPOM3BOACTBEHHOM IPAKTHK, MOJATOTOBKHA K
rocyJapCTBEHHON UTOTOBOM aTTECTALUH.

3. IlllanupyeMble pe3yJbTaThl 00yUeHHUs] 10 TUCHHILIHHE

Koa u Kon u nanmenoBanue
Pe3yabTaThl 00yyeHus
HanMeHOBaHHe HHIUKATOPA A0CTHKEHHS
M0 AUCHHUILIUHE
KOMIIeTeHIIHH KOMIIeTeHIUH
Ynusepcanvnvie komnemenyuu

YK-1. VK-1.1 - 3HaeT TOpPSAOK  ONpPEIEIICHHUS
Cnocoben JleMoHCTpHpYyeT 3HaHHE HUCTOYHUKOB HH(MOpMALUK, MOPAIOK
OCYLIECTBIIATh 0COOEHHOCTEHM CUCTEMHOTO U | TOJIy4EHHS JIOCTYTa K HUM.
MIOWCK, KPUTHYECKHUH | KPUTHYECKOTO MBIIICHHS U - 3HAaeT METOJIbl  ONHCAHUS W
aHaJlu3 W CHHTE3 | FTOTOBHOCTb K HEMY. (bopmanuzanuu MOJy4EeHHOM
uH(popMaluuy, nHpopmanuu.
IPUMEHSTh
cucteMHbli noaxon | YK-1.2 - CIoco0eH TMPOBECTH JIOTUYECKHE
ISt pewenus | [Ipumensier gsoruueckue ¢bopMBl U TpOLENYpHI, CIOCOOEH K

IIOCTAaBJICHHBIX 3aJa4

(GbopMBI U TPOLIEAYPHI,
crocoOeH K peduiekcuu 1o
MOBOJTy COOCTBEHHOM U Uy O
MBICIIUTEIBHOM JeSITETbHOCTH.

pedrekcuu 1no mnoBoay coOCTBEHHOHN U
Yy>KOH MBICIIUTENILHON AESATENbHOCTH

YK-1.3

AHanu3upyeT UCTOYHUKH
MH(OPMALINH C IEIbIO
BBISIBJICHUSI UX IIPOTUBOPEUNI
Y TIOUCKA TOCTOBEPHBIX
CYXKIEHUM.

- BbISIBJICHUA HCTOYHUKN I/IH(l)OpMaI_[I/II/I
C LCJIBIO BBIABIICHUA UX HpOTI/IBOpC‘-II/Iﬁ
1 IOMCKa TOCTOBCPHBIX CY)K)IQHI/II\/'I.




YK-8.
CrocobeH co3naBarthb
U TOAJEpPXKHUBATh B
MTOBCETHEBHOM
KU3HU u B
npohecCHOHATBLHOM
JEeSTeIbHOCTH
Oe3omnacHbIe
yCIIOBUS
KU3HEACSITEIIbHOCTU
TUIS COXpaHEHHUS
MPUPOAHON  Cpelibl,
obecrieueHus
YCTOMYUBOIO
pa3BUTHA OOIIECTBA,
B TOM 4HCIE IIpHU
yrpose u
BO3HUKHOBEHUHU
YpE3BBIYANHBIX
CUTyalUi "
BOEHHBIX
KOH(JIMKTOB

YK-8.1 OuenuBaet GhakTops
pHCKa, yMeeT 00ecreunBaTh
JMYHYIO 0€30MaCHOCTh U
0€30MacCHOCTb OKPYXKAIOLIUX B
TIOBCEIHEBHOM KU3HU U B
npodecCHOHATBLHOM
NEeSITETTLHOCTH.

- COCOOCH OlIEHUBATh (DaKTOPBI PUCKa,
yMeeT 00ecreurnBaTh JINYHYIO
0e301acHOCTh M 0€30MacHOCTh
OKpY>KalOINX B IOBCETHEBHOM KU3HU
¥ B MPO(eCCHOHAILHOW JAESTEIbHOCTH.

VK-8.2. 3naet u Mmoxer
HNPUMEHATh METO/IbI 3aIlIUTHI B
Ype3BbIUANHBIX CUTYAIHSIX UB
YCIIOBUSX BOCHHBIX
KOH(IIMKTOB, (hOpMUpPYET
KyJIbTYpy O€301acHOTO U
OTBETCTBEHHOTO ITOBE/ICHHUSI.

- CIIOCOOEH MPUMEHSITh METOIBI
3alIUTHI B YPE3BBIYAHHBIX CUTYAITHSIX
VB YCIIOBUSX BOCHHBIX KOH(JIMKTOB,
dhopmupyet KynbTypy 6€30macHOTO U
OTBETCTBEHHOTO TIOBEICHUS

4. O0beM y4eOHOM TUCHUIITUHBI U BU/bI y4eOHOH padoTshl
OOmiasi TpyJ0EMKOCTh JWCIMIUIMHBI COCTAaBIISICT 2 3a4eTHble eAuHUIbl (72 4Yacos),
BKJII0Yasl IPOMEKYTOUHYIO aTTECTALUIO.

Bun yuebHo# paboTh Bcero gacos CGMZCTPH
2 Bceero: 36,3 36,3
= Jlextuu (JIek) 2 2
@]
E [TpakTudeckue 3aHATHS (B T.4. CEMUHAPHI) 4 4
> (ITp/Cem)
<
= JlaGopaTtopusbie 3ansTHs (J1ab)
Q NunuBunyansusie 3anstus (M13)
a S | Bauer, 3aUeT C OIEHKOI1, YK3aMeH (KITA) 0,3 0,3
w3
S g 5 Koncynpranus k sx3ameny (Konc)
50
:a c% Kypcosas pa6ora (Kp)
CamocrositenbHas pabora ctynentoB (CP) 35,7 35,7
[ToaroroBka k sx3ameny (KoHTpoJib)
By mpoMexxyTOUHOM aTTecTanuu 3auer 3auer
OO0mas Tpy10eMKOCTh (110 IJIAHY) 72 72

5. CoaepsxkaHue TUCHMILIMHBI N0 pa3jiesiaM (TeMaM) U BUAAM 3aHATHH




HaunmenoBanue pazzaena (TeMbl)
JUCITUTUIAHBI

Jlexmun

IIpakTnueckue

3aHATHA (B T.9.

CEMUHAPHI)

JlabopatopHsie

3aHATUA

CPC

Bcero

IInanupyemsbie
pe3ylibTaTta 00y4YeHUs

DopMBbI TEKYLIETO
KOHTPOJIS

Cemectp 5

Kubepb6e3omacHOCTb B cucTEME
HaAlIMOHAJILHOI Oe3oracHocT PD

16

YK-8.2

Jloxman
cobecenoBanue

KubepnpecTyruieHus: mpoTus
JUYHOCTH, 00IIIECTBA U TOCYAapCTBa

16

YK-8.2

TIOKJIA
cobecenoBanue

CoBpeMeHHOE KHOEepITPOCTPaHCTBO
TexHuka 6€3001aCHOCTHU B
KHOEPIPOCTPAHCTBE

14

YK-8.2

JIOKJIAJ
cobecenoBanue

[TpoGuiembl IHTEpHET-3aBUCUMOCTH,
KuOepOyIIHra

14

YK-8.2

IOKJIA
cobecenoBaHue

Mertonbl obecnieuenus 6ezonacHoct [TK
u MHTepHeTa. Bupychbl 1 aHTUBHPYCHI

7,7

11.7

VK-8.2

JIOKJIa ]
TecT
cobecenoBaHue

dopma MPOMEKYTOYHON aTTecTalluu
(3auer)

0,3

cobecenoBanue

Bcero 3a cemecrp:

16

20

35,7

72

[Inanbl mpoBedeHHs] Y4YEOHBIX 3aHSATUH OTpPaKEHbl B METOJMYECKMX MaTepuajax

(ITpunoxxenwue 1.).




6. KoHTpoJIb KauecTBa 0OCBOCHUSA M CIUTIIMHbBI

KonTponp kadecTBa OCBOEHHs yuyeOHOro Marepualia MO JUCHUIUIMHE HPOBOAMUTCA B (popme
TEKYIIEro KOHTPOJISl YCIIEBAEMOCTH U MTPOMEXKYTOUHOM aTTECTAllUH.
s aTTectanuu 00y4aromMXCs HA COOTBETCTBHE UX MEPCOHAIBHBIX JTOCTHKEHUN TpeOOBaHUAM
00pa3oBaTebHOM MPOrpaMMbl HCIOIB3YIOTCSI OIICHOYHBIE MaTepHalibl TEKYIIEro KOHTPOJIs
YCIIEBaeMOCTH U ITpoMekyTouHou aTTecTanuil (IIpunoxenue 2).

YpoBeHb chopMHUPOBAHHOCTH KOMIETEHNH

He chopMEpoBaHa chopmupoBana chopmupoBana chopmupoBana
YaCTHYHO B 11eJIOM MOJIHOCTBIO
«He 3auTeHo» «3auTeHo»
«Heyum:).l:{eOT):sopnTen «Y10BJIETBOPHUTEJIBHO» «Xopomo» «OTIANYHO»
Onucanne KpuTepHeB OLICHUBAHUS
Obyyaromuiics OO6yuaromuiicst OO6yyaromumiicst OOyuaronmiics
JIEMOHCTPHUPYET: JI€MOHCTPUPYET: JI€MOHCTPHUPYET: JI€MOHCTPHUPYET:
- CYILIECTBEHHbIE - 3HaHUS - 3HaHHE U - ri1yookue,
npoOenbl B 3HAHUAX | TEOPETUYECKOTO IOHUMaHHe BCECTOPOHHME U
yueOHOro Marepuana; | Marepuana; OCHOBHBIX apryMEHTHPOBaHHBIC
- JIOITyCKAI0TCA - HEIOJIHbIC OTBETHI HA | BOIIPOCOB 3HAHUS
NPUHIUIHATbHbIC OCHOBHBIE BOITPOCHI, KOHTPOJIUPYEMOT'O | IPOrPaMMHOTO
OLIMOKM IIPU OTBETE | OLIMOKH B OTBETE, o0beMa MarepHaa;
Ha OCHOBHbIE HEJ0CTaTOYHOE IPOrpPaMMHOTO - [I0JIHOE [IOHUMaHUE
BOIIPOCHI OMIIeTa, MIOHMMaHKE CYITHOCTH | MaTepuana; CYUIHOCTH U
OTCYTCTBYET 3HaHUE | U3JIara€MbIX BOIIPOCOB; | - TBEP/AbIC 3HAHUS | B3aUMOCBS3U
U IOHUMaHue - HEyBEpPEHHbIE U TEOPETUYECKOTO paccMaTpUBaeMBbIX
OCHOBHBIX MTOHATHI U | HETOYHBIE OTBETHI HA Marepuana. IIPOLIECCOB U
KaTeropui; JIOTIOJTHUTEIIbHBIE - CIIOCOOHOCTH SBJICHUH, TOYHOE
- HEMIOHMMAaHNe BOIIPOCHI; yCTaHaBIMBaTh U 3HAaHHE OCHOBHBIX
CYILIHOCTHU - HEJJOCTaTOYHOE OOBSICHATH CBSI3b MOHATHUI B paMKax
JIOTIOTHUTEIBHBIX BJIa/ICHUE JIUTEPATYPOH, | IPAKTUKHU U 00CyX1aeMBbIX
BOIIPOCOB B paMKax PEKOMEH0BaHHON TEOPHH, BBISABIATh | 3a/1aHUM;
3a/laHui Ousera; IpOrpaMMon MIPOTUBOPEYUS, - CIIOCOOHOCTh
- OTCYTCTBUE YMEHMS | AUCLUIUINHBL; npoOIeMbl U yCTaHaBIIUBATh U
BBIIIOJIHATh - ymeHue 0e3 rpyobIx TEHJICHLIUH OOBSCHATH CBA3b
NpaKTUYEeCKHe OLIMOOK periaTh pa3BUTHS; NPAaKTUKU U TEOPUH;
3a/1aHus, MPaKTUYECKHE 3a/laHusl. | - IPaBUIIbHbBIE U - JIOTUYECKH
IIPEyCMOTPEHHBIE KOHKpETHbIE, 6e3 MIOCJIEZI0BATENbHBIE,
MPOTPaMMOt rpyOBIX OIMHOOK, coaepKaTeNbHBbIE,
JUCLUIUIMHBI, OTBETHI Ha KOHKpPETHBIE U
- OTCYTCTBUE MIOCTaBJICHHBIE HCYEpIbIBAIOIINE
TOTOBHOCTHU BOIIPOCHI; OTBETHI Ha BCE
(crocoOHOCTH) K - YMEHHE peliaTh 3ajaHus Ousera, a
JTUCKYCCUU U HU3Kast MpaKTUYECKHE TaKxe
CTETECHb 3aJaHus, KOTOpbIe | JIOTIOJIHUTENIbHBIE
KOHTaKTHOCTH. clenyer BOIIPOCHI
BBITOJIHUTB; HK3aMEHaTOpa;
- BJIaJICHHE - YMEHHE peliaTh




OCHOBHOMH
JIUTEPATYPOH,
PEKOMEHTIOBAHHOM
IpOrpaMMon
JTUCIUILINHEL,
Bo3MoxHEI
HE3HAYHNTEIIbHEIC
HETOYHOCTH B
PacKpBITHU
OTJECIBHBIX
ITOJIOKCHUH
BOIPOCOB OuJiera,
MIPUCYTCTBYET
HEYBEPEHHOCTH B
OTBETax Ha
JIOIIOJIHUTEIILHBIC
BOIIPOCHI.

MIPAKTUICCKHE
3aaHHUs;

- HATM4YHe
COOCTBEHHOI
000CHOBAHHOM
MIO3UIIUH I10
00CyX1aeMbIM
BOIIPOCaM;

- cBOOOIHOE
HCIIOJIL30BAaHHE B
OTBETax Ha BOIIPOCHI
MaTepUasoB
PEKOMEHIOBAaHHOM
OCHOBHOH M
JIOITOTHUTEILHOM
JTUTEPATYPHI.

7. YueOHO-MeTOAMYecKoe o0eceueHue U CIUIINHbI

Y4eOHo-MeToAUYECKOEe OOecTeueHue AUCHUIUIMHBL BKIIOYaeT pabouyyr Mporpammy
JTUCHHUTITMHBI, METOJUYECKHUE MaTepHaIIbl, OLICHOYHBIC MaTEPUAJIbI.

[TonHbIA KOMILJIEKT METOIUYECKUX JOKYMEHTOB pa3MelleH Ha DMOC @unuana CI'TIN B
r. XKeme3HoBoacke.

VYuyebHO-MeToIMYecKoe  00ecreueHue  CaMOCTOSITENbHONH  paboThl  00ydaroluxcs
BKJIIIOYAeT: y4eOHWKH, YdeOHBIE TIOCOOMS, JJIEKTPOHHBIE 00pa30BaTelbHBIE PECYPCHI,
METOJINYECKHE MaTepUaIbL.

CamocrositenbHast ~ pabora  oOywaromuxcst — sBisercss  (GOpMOM  opraHuzanuu

00pa30BaTEeNLHOrO MPOoIecca MO AUCUUIUIMHE W BKIIOYACT CICIAYIOUIME BHJIbI JCATEILHOCTH:
nouck (mogdop) u 0030p HaydyHOW W Y4YEOHOW JHMTEPATyphl, SJIEKTPOHHBIX HCTOYHHUKOB
UH(pOpMAIINHU TI0 U3y4aeMOi TeMe; paboTa ¢ KOHCIIEKTOM JIEKIIUH, SJIEKTPOHHBIM Y4eOHHKOM, CO
CJIOBapsAMH U CIIpaBOYHHUKAMH, HOPMATUBHBIMH JOKYMCHTAMHU, ApXHWUBHBIMU U AP. HCTOYHHUKAMHA
uHpopManuy (KOHCHEKTHPOBAHKE); COCTABJICHHE IUIaHA W TE3MCOB OTBETA; MOJTOTOBKA
coobmienusi (pedepara); cobecemoBaHHUE;, TPE3EHTAIMU; BBHIMOJHEHUE WHAUBUAYATbHBIX
3aJ]aHui; MOJrOTOBKA K MPAKTHUECKUM 3aHITHUSM U JIp.; IOJTOTOBKA K 3a4eTy.

8. IlepeyeHb OCHOBHOI M TOMOJHUTEILHON y4eOHOI IUTEepaTypsbl



OcHognas numepamypa:

1)Jlocs, A.B. Kpunrorpapudeckue MeTOmbl 3alIUThl HHOOPMALUH Ui H3YYaIOIINX
KOMITBIOTEPHYIO Oe3omacHOCTh : yueOHuk i By3oB/ A.b.Jlocs, A. IO. Hecrepenko,
M. U. PoxkoB. — 2-e¢ u3a., ucnp. — Mocksa: M3garensctBo IOpaiir, 2022. — 473 c. —
(Beiciiee  oOpazoBanme). — ISBN 978-5-534-12474-3. — Tekct : DOIEKTpOHHBIA //
Oo6pasoBarenbHas wiathopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/489242

2)Borynbckas, H. A. Mozenu 6e301acHOCTH KOMIIBIOTEPHBIX CUCTEM : ydeOHOe mocodue
/ H. A. Borynbckas, M. M. Kydepos. — Kpacnosipck : COVY, 2019. — 206 c. — ISBN 978-5-
7638-4008-7. — Texkcr : anekTpoHHbIM // JlaHb : 37eKkTpoHHO-OMONMHoTeyHas cuctema. — URL:
https://e.lanbook.com/book/157578

Lononnumenvnasn numepamypa:

1)JIeontseB, A. C. Bamura undpopmanuu : yuebHoe mocobue / A. C. JlcoHTheB. —
Mocksa : PTY MUPDA, 2021. — 79 c.— Tekcrt : 3neKTpoHHBIH // JlaHb : 3JIEKTPOHHO-
oubnuoreunas cucrema. — URL: https://e.lanbook.com/book/182491

2)[1yrun, B. B. 3amura uHpopMauu B KOMITBIOTEPHBIX HH)OPMALMOHHBIX CHCTEMAX :
yuebHoe nocobue / B. B. Ilyrun, E. YO. I'ony6nuyas, C. A. Jlabaga. — Camapa : III'VTH, 2018.
— 119 c.— Texkct : anmekrponsbli / Jlanb : 31ekTpoHHO-OMOMMOTEeYHas cuctema. — URL:
https://e.lanbook.com/book/182299

3)Kupuuek, Kcenust AnexcanapoBHa , Kak oOecnieunTh HHGOPMALUMOHHYIO 3alIUTY
aBTOpcKux npaB? Meroauueckue pekomenaanuu / K.A. Kupeuek, O.B. Ilenux, A.C. Peasanos,
B.C. Touckun — CraBpono:is : u3a-so «Tumuenko O.I'.». 2020.- 51 c.

4)bubapcosa I'.I11. TIpaBoBoe obecrieueHre WHPOPMAIMOHHBIX TEXHOJIOTHIT: YdeOHOe
noco6ue.- Craponosns: CI'TIN, 2010.- 100 c.

5)®opmupoBanie HHPOPMAITHOHHON TUTHEHBI Y OyIyIIMX eIaroros: yueoHoe mocooue
/ Bypnakosa 1.C., Cutak JI.A, u np. Mocksa, 2020.- 3aanue —M- 80 ¢

6)Touckun B.C. u ap. MadopmannoHHble TEXHOJIOTHU Oe30macHas oOpa3oBaTeibHas
cpena B obmectBe XXI| Beka — yuutensm uHpopmatuku: yuebnoe mocodbue / B,C. Touckus,
B.B. Kpacunbaukos, O.B. [lenux.- CtaBponons: U3n-Bo «Tumuenko O.I.», 2021. — 121 c..
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1) HAYAJIbHAS HIKOJIA (OCHOBAH B 1933T".)
2) TIEJATOTUKA

3) KJIACCHBIM PYKOBOJ/WUTEJIb

Humepnem-pecypcul:

9bC
Ne HaumeHoBaHue Anpec caiita
n/n
1. OBC «fOpaiiT» www.biblio-online.ru
2. OBbC «tOpaiiT» www.biblio-online.ru
(paznen «JlerenpapHble KHUTH)
3. OBbC "HaunonanbsHblil 1upoBoii pecypc http://rucont.ru/
"PykonT"
4 DIeKTPOHHO-0MOIMOTeYHast cucTeMa «JIaHby http://e.lanbook.com/
20P
No HaunmenoBaHue Anpec caiita
/11
1. «YHUBEpCUTETCKass HHPOPMALIMOHHAS CHCTEMA http://uisrussia.msu.ru
POCCUS»



https://urait.ru/bcode/489242
https://e.lanbook.com/book/157578
https://e.lanbook.com/book/182491
https://e.lanbook.com/book/182299
http://www.biblio-online.ru/
http://www.biblio-online.ru/
http://rucont.ru/
http://e.lanbook.com/
http://uisrussia.msu.ru/

2. «Hayunbrit apxuB» https://Hayunbritapxus.pd/
3. MunucTepcTBO 00pa30BaHus U HAYKH https://minobrnauki.gov.ru/
Poccuiickoit @enepanuu
4. [MTapnamentckas 6ubnuoreka. denepanbHOe http://www.duma.gov.ru/a
cobpanue Poccuiickoit denepanuu. nalytics/library/
Tl'ocynapcreennas {yma. OdunmuanbHbiid cailT
5. OdurmansHeIi calT MUHHCTEPCTBA http://www.stavminobr.ru/
o6pazoBanusi CTaBpOMOJIbCKOTO Kpasi
6. denepanbHblil mopran «Poccuiickoe http://www.edu.ru/
o0Opa3oBaHHE»
7. [Topran MemepanbHbIX rOCYIaPCTBEHHBIX http://fgosvo.ru/
00pa30BaTENbHBIX CTAaHAAPTOB
8. ®enepanbHbIi HEHTP HHOOPMAIITOHHO- http://fcior.edu.ru/
00pa3oBaTeNbHBIX PECYPCOB
9. WNndopmannonnas cucrema «EnnHoe OKHO http://window.edu.ru/
JI0CTyIa K 00pa30BaTeIbHBIM PECypcam»
10. Poccuiickast rocynapcTBeHHast OnOIMOTEKA http://www.rsl.ru/
11. Hayu4nast snextponHas OubaroTeka https://elibrary.ru/defaultx.asp
eLIBRARY.RU
12. Vupexxaenne Poccuiickoii akageMuu http://www.gnpbu.ru/

oOpa3oBanus. Hay4ynas nemarornyeckas
oubmuorexa um. K.J[. Yimmuackoro

13. Caiit Exarepunsl Kucnosoit http://ekislova.ru/
14, CripaBO4HBI TOPTAT «IHIUKIONECIUYM: http://enc.biblioclub.ru/
SHIMKIIOTICTHH, CIIOBAPH, CIIPABOYHHKID)
15. CpaBo4yHO-MH()OPMAITMOHHBIN TTOPTAI http://gramota.ru/slovari/online/#3
«I'PAMOTA.PVY»
16. Caiit «CJIOBAPU.PY» https://www.slovari.ru/start.aspx?s=0
&p=3050

17. CroBapu, SHIMKJIONEINH ¥ CIPABOYHUKA https://slovaronline.com/
OHJIANH

18. OHIMKIIONEINU U CIIPAaBOYHUKH UHTEPHETA https://library.mirea.ru/Pecy

19. JXypHanbHbIH 3a: TUTEPAaTYPHBIA HHTEPHET- http://magazines.russ.ru/
TPOEKT

20. Pa3Butne MTUYHOCTHU: )KypHAT (BXOIHT B http://rl-online.ru/

nepeueHs BAK)
21. OnektponHas 0a3a qaHHbIX 0030p CMU http://polpred.com/
Polpred.com

9. MarepuajbHO-TeXHUYECKOe o0ecredeHne TUCHUNINHBI

3aHATHS, TEKYIIMHA KOHTPOJIb YCIEBAEMOCTH U TMPOMEXKYTOYHAs aTTecTalus 110
JUCLUIUIMHE TPOBOJATCA B YUEOHBIX ayJUTOPUSAX, YKOMIIJIEKTOBAaHHBIX TUIIOBON MeOesbto JUis
oOyuaromuxcs 1 npemnojaasarens. [1o 3asBke ycraHaBiuBaeTcss MOOUIbHBIA KOMIUIEKT (HOYTOVK,
IIPOEKTOP, IKpPaH, KOJIOHKH).

[Tomemienust 1y caMOCTOSTENBHON pabOThl OOYYarOMIMXCS OCHAILEHBl KOMITbIOTEPHOM
TEXHUKOM C MOAKIIOYEHHEM K ceTu VIHTepHeT M oOecredeHbl JOCTYIIOM B 3IIEKTPOHHYIO
MH(}OpPMallMOHHO-00pa30BaTEIbHYIO CPEY By3a.

KomnbroTepHoe 000pyJOBaHHE OCHAIIEHO KOMIUIEKTOM JIMLEH3MOHHOTO M CBOOOIHO
pacrnpocTpaHseMOoro NporpaMMHOI0 00eCreYeHtsl, B TOM YUCJIe OT€YECTBEHHOTO MMPOU3BOJICTBA!

1. [TakeTs! mporpamMmMHOro obecredyeHuss oOmero Ha3zHaueHUs (BO3MOXKHBI
cnenyromue BapuanThl: «MoitlOducy, «MicrosoftOfficer, «LibreOffice», «ApacheOpenOfficey).
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2. HpI/I.HO)I(eHI/Ie, IMMO3BOJIAIOMICC MPOCMATPUBATL U BOCIIPOU3BOJAUTH MCIUAKOHTCHT
PDF-¢aiinoB «Sumatra PDF Reader», «AdobeAcrobatReaderDCy.

3. [IpwiokeHne, MO3BOJISIIONIEE CKAHMPOBaTb M PACIIO3HABATh  TEKCTOBBIE
JIOKYMEHTHI (BO3MOKHEHI cienytoniue BapuanTel: «ABBY YFineReadery», « WinScan2PDF»).

4. [Tporpamma-daiinioBslii apxuBaTop (BO3MOXHBI CIEIYIOIINE BAPHAHTHL: «7-Zipy,
«WIinRARY).

S. [IporpamMMa i1 opraHu3alMd M HPOBEACHUS TECTUPOBAHMS (BO3MOXKHBI
CJICYIOIINE BapUAHTHI: «AHpen», «MytestX»).

6. [Iporpamma mpocMOTpa MHTEpPHET-KOHTEHTa (Opay3ep) (BO3MOXKEH CIEAYIOMINUN

BapuaHT: «Yandex»).
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IIpuaoxenue 1

MeTtoanyeckue MaTepUAaIbI 0 JHCHHUIIIMHE
«Kunbepbe3onacHocTn»

1. IlmaHbl NMPAKTUIECCKUX p360T H METOAUIECCKUE PEKOMEHAALIUN

Tema 1. Kubepb6e3omacHoCTh B cUCTEME HAIMOHAIBHOM Oe3omacHocT PO

IIpakTnyeckoe 3ansaTue 1.1.

Bormpocs! 1u1st 00cyx1eHus

1.

oM wN

['ocymapcTBeHHas MOIUTUKA B 00J1aCTH KHOEPOE30MaCHOCTH KOMIIBIOTEPHBIM aTakaM OT
15 suBapsa 2013 r.

VYronosusii kKoneke PO, paznen «[Ipecryminenus B chepe KOMIBIOTEPHON HH(OPMAITII.
3amura kubepnpocTpaHcTBa rocyaapcrsoM. Kubeppoiina.

[IpaBo Ha nuadopmanuio B Koncruryuu PO.

3amuTa rocyAapcTBa 1 3aluTa KuoepnpocTpaHCTBa.

JlokTprHa MHPOPMALIMOHHOM 0€30MacHOCTH.

IIpakTuyeckoe 3ansaTue 1.2.

Bonpocs! 1ia o6cyxnenus

1.

ook wm

KubepBoiicka. 3amuTa KHOSpIpOCTPAHCTBA KaK OJHA U3 33/1a4 BOOPYKCHHBIX CHII.
WNudopmanronnas BoiHa. IHpopMaIimoHHOE OpyXKHeE.

ITaTpuOTH3M M UHTEPHET.

NudopmannonHoe Bo3aeiicTBHeE.

Boennas, rocytapcTBeHHas1, KOMMepUYecKas TaiiHa.

3amuTa caiiTOB TOCYJapPCTBEHHBIX OPraHOB (3JIEKTPOHHOE MPABUTEILCTBO).

Tema 2. KuGepnpecryjieHusi IpOTUB JUYHOCTH, 0011eCTBA M TOCYAapCcTBa

IMpakTuyeckoe 3ansaTue 2.1.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

1.
2.

e R

PeanbHas 1 BUpTyasibHAs IMYHOCTb.

[Tcuxonoruueckas odcranoBka B MHTepHeTre: rpuduHr, kubepOymuHr, KubepMoOOuHT,
TPOJUTUHT, OYIITUITU/L.

bezonacHas pabora B ceTH B Ipolecce CeTeBOM KOMMYHHMKAalMU (4aThl, (OPYMBI,
KOH(epeHIIMH, CKalIl, COLUaIbHbIE CETH U TIP.).

TepMHUHBI CETEBOIO ATUKETA: OBEPKBOTHUHT, (hiieiM, Gy, odpPTONuK, CMalIuKK U ap.
[TpumMepsl STHUECKUX HapyIIEHUH. 3HaUeHHE CETEBOT0 3TUKETA.

CobcTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WuTennexryanbHas COOCTBEHHOCTb.

[TnatHast u 6ecrutatHast UH(pOPMAIIHSL.

3ammTa mpaB TOTpeOUTENe NpW HCHOJB30BaHWM ycayr HWHTepHer. 3ammuTa TmpaB
noTpeduTeneil yciyr mposaiinepa.

IIpakTHyeckoe 3ansTHe 2.2.

Bormpocs! 11t 00CyxaeHus

1.
2.

3.

OTBETCTBEHHOCTH 32 HUHTEPHET-MOLIEHHUYECTBO.

[IpaBoBble  akThl B 00sacTd  WMHGOPMALMOHHBIX  TEXHOJOTUH U 3aIIUTHI
kubepnpocTpancTBa. OTBETCTBEHHOCTD 32 KHOEPIPECTYIIICHHS.

KoHcTuTynimonHoe mnpaBo Ha IOHCK, IOJY4YEHHE W PacHpoCTpaHEHHE HH(POpMaIUH.
®enepanbHblil 3ak0H 0T 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3ammute aeren or
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uH(pOpMaIiH, PUYUHSIONIEH Bpel UX 370POBBIO U PA3BUTHION» (IEHCTBYET ¢ 1 ceHTAOps
2012 rona).

HNudopmannoHHoe 3aKOHOIaTeNBCTBO PO.

3akon P® «O0 unbopmannu, HHPOPMAITMOHHBIX TEXHOJIOTHIX U O 3alIUTe HHPOPMAIUI.
VYroioBHas OTBETCTBEHHOCTh 3a CO3JaHUE, HCIOIb30BAHUE U  PACIPOCTPAHECHUE
BPEJOHOCHBIX KOMIMBIOTEpHBIX Mporpamm (ct. 237 YK P®). [IpaBoBas oxpana mporpamm
st OBM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycnoHo-6ecriatHoe [1O (Trial, Shareware, Demo).

[IpaBOBbIE OCHOBBI JJIs 3AIIMTHI OT CIIAMA.

IIpaBoBasi oxpana mporpamm st OBM u BJl. Jlunensuonnoe I10. Buawl nunensuit
(OEM, FPP, kopnoparuBHbie IulieH3uu, noamnucka). [10 ¢ orkpeiteiM kosioM (GNU GPL,
FreeBSD).

[TpaBo Ha WHpOPMAIUIO, HA COKPBITUE JTAHHBIX, KATErOpUH WH(OPMALIUH.

[lepconanbaple W OOMIEAOCTYIHBIC JIaHHBIC, OTPaHUYCHHBIA JOCTyH. 3akoH «O
MIEPCOHANIBHBIX JTAHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo TexHuka 6e30nacHOCTH B KMOEPNPOCTPAHCTBE
IIpakTuyeckoe 3anaTue 3.1.
Bompocsr 11t o6cyxaenust

1.

2
3.
4.

o

o N

Momennuueckue neiictsus B arepuete. Kubepnpectymienus

CereBoii atuket. [Icuxomnorus u cetsb

[TpaBoBbIE acTIEKTHI 3aLTUTHI KUOEPIIPOCTPAHCTBA
OmnnaitH  cepBUCHl s O€30MACHOCTH IOJIB30BATENsl B HMH-TEpHETE (IIpOBEpKa
KoMIbloTepa W (aillioB Ha BUPYCHl OHJANH, OHIAWH JeakTuBanus SMS-BHUPYCOB,
IpoBEpKa caiiTa Ha BHPYCH, HpoBepka (daioB 1o e-mail, ompenenenue aapeca
CTpaHullbl, ipoBepka croumoct CMC u nip.).
Hactpoiiku 6€301macHOCTH TOUYTOBBIX MPOTPAMM.
3amuTa B MOUMCKOBBIX CUCTeMax ((MIBTPHI Ui OTPaHUYEHUsI MOTEHIU-aTbHO OIACHOTO
COJIEPKUMOTO).
HacTtpoiiku 6e3omacnoctu Be0-0pay3epoB (Internet Explorer, Firefox u 1.1m.).
DJIeKTpOHHAs M0YTa U CUCTEMBI MTHOBEHHOTO OOMEHa COOOIICHUSIMH.
Hacrpoiiku 6e3onacHoct Ckaiin, ICQ u mp. Cioco6s! o0ecrieueHus: 6e30nacHOCTH BeO-
caifra.

10. Kubepnpectyruienusi. Buasl MHTepHET-MOIIEHHUYECTBa (MMCbMa, pek-lama, OXoTa 3a

JUYHBIMH JAaHHBIMH U T.11.). OnacHOCTH MOOHMIIBHOU CBsi3H. [IpensioskeHus mo ycTaHOBKe
BPEIOHOCHBIX MPUITI0KEHHI.

11. Momennnueckue CMC. VYTeuka u oOHapoIOBaHWE JMYHBIX JaHHBIX. [logbop

nepexsar naponeﬁ.

12. B3710MbI aKKayHTOB B COITHAJIBHBIX CeTsX. Buasl MomeHHn4ecTBa B IHTepHETE. DUIIIMHT

(papmuHr). A3apTHBIE UTPBHI.

13. Jloxxubie aHTHBHPYCHL. [logMeHa cTpaHWI] B WHTEpHETe (CaHTHI-KIOHBI). DanbIIUBHIe

¢baitnooOMeHHUKH.

14. DnexTpoHHBIN KolenaeK. MoIeHHUYeCTBO PH pacrpocTpanenun «oecmiataoroy» [10.
15. TexHonoruu ManumynupoBanus B UHTepHeTe.
16. Th npu uHTEpHET-00IICHNH.

IMpakTHyeckoe 3ansaTHe 3.2.

BOHpOCBI JJIsA 06cy>1<z[eHH$1

1

2.
3.
4.

Tb npu peructpanuu Ha BeO-caiiTax.
Kommnbroteproe nuparctso. [lnaruar.
KubepnaeMHUKH U KNOEPIETEKTUBBI.
Onenka ymep6a oT KHOeprpecTynIeHUH.
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Wutepuer-stukert. [IpaBuna obmenus B UnTepHere.
OCHOBBI CETEBOT0 ITHKETA.

ITepenucka B ceTu.

[IpaBuna noBeneHus B ckaie. @opym.

OO0111eHNE B CETH U €r0 MOCIEACTBHUSL.

10. Arpeccus B ceTu.
11. AHOHUMHOCTb B CETH.
12. Buaer sTukeTa (JIMYHBIA, NETOBOM, MUCHbMEHHBIM, MUCKYCCHOHHBIM W Tip.). Pazmumuus

9THUKCTA B Pa3HbIX CTPaHaX.

13. Dtuka nuckyccuii. B3auMHoe yBakKeHHE ITPH HHTEPHET-OOIICHUH.
14. Dtuker 1 0€30MACHOCTb.

Tema 4. IIpo6siembl UHTEpHET-3aBHCUMOCTH, KHOEPOYJIIHHT A
IpakTuyeckoe 3ansaTue 4.1.
Bompocsr 11t 06cyxaenus

CoNoOA~WNE

[EEN
©

11.
12.
13.

14.
15.
16.

['uruena KommneroTepa.

Kommbrorep u kpoBooOpalieHue.

[Tonb3a 1 Bpel KOMIBIOTEPHBIX UTP.

Kowmmbrorep u 30K.

du3nuecKoe U ICUXUUECKOE 3J0POBbE.

[TpaBuiia noBeieHUsI B KOMIIBIOTEPHOM KJIacce.

WuTepHeT B cucreMe 6€301MacHOCTH.

TexHHKa 0€30MaCHOCTH MPU PAbOTE ¢ KOMIBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BbIYAHBIX CUTYaLIUAX.

Menuuunckas unpopmanus B Muteprere. KommbroTepsl U MOOMIBHBIE yCTPOHCTBAa B
9KCTPEMAIbHBIX YCIIOBHSIX.

BosnaeiicTBre pagnoBoJIH Ha 370poBbe U oKpysxatoiryto cpeay (Wi-Fi, Bluetooth, GSM).
Kommekc ynpaxHeHui npu padboTe 3a KOMIIbIOTEPOM.

BoszneiictBue Ha 3penue DJIT, KUIKOKPUCTAUIMYECKUX, CBETOAMOIHBIX, MOHOXPOMHBIX
MOHHUTOPOB.

KomnreioTep B pexxume Tpya U OT/bIXa.

BnusiHue komMnbroTEpa Ha pENPOAYKTUBHYIO CUCTEMY.

Bpennsie ¢pakTopbl paboThI 32 KOMIIBIOTEPOM U UX MOCIEICTBUS.

IMpakTuyeckoe 3ansaTue 4.2.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

17.

Opranuzanus pabodero Mecra
1. HnrtepHeT-cooOmIecTBO.
2. VHTepHeT-3aBHCUMOCTB.
3. CounanpHble ceTu. [leTckue coluanbHble CETH.
4. BuptryasibHas IMYHOCTbD.
5. 3aBucumocTtb 0T MHTEpHET-001IEHUS.
6. Paspneuenus B UnTepHerTe.
7. Tlpu3Haku UTPOBOM 3aBUCHMOCTH.
8. CereBble UTpHIL.
9. Caiitsl 3HakoMcTB. 302K U KOMIBIOTED.
10. Buap! 3aBucumoctu. JlectpykruBHas uHpopmanus B HTEpHETE.
11. Bunel IHTEpHET-3aBUCUMOCTH.
12. KubepkynbpTypa (MaccoBasi KyJIbTypa B CETH) U JIMYHOCTD.
13. Ilcuxonoruueckoe Bo3aeicTBUE HH(OPMAIIMK Ha YelIOBeKa.
14. YopaBneHne JUYHOCTBIO 4Yepe3 ceThb. VIHTepHET W KOMIIbIOTEpHas: 3aBUCHMOCTD

(amauKims).
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15.

16.

17.

Kputepun 3aBUCHMMOCTH (IPUOPUTETHOCTb, W3MEHEHUS HACTPOEHMSI, TOJEPAHTHOCTD,
CHUMIITOM Pa3pbiBa, KOHQJIMKT, PEIU]IUB).

Tunbl UHTEPHET-3aBUCUMOCTH (IIPUCTPACTHE K pabdOTE C KOMIBIOTEPOM, K HABUTALUU U
MOUCKY MH(OPMAIIUU, UTPOMAHHUS U AJICKTPOHHBIC MOKYIKH, 3aBUCUMOCTh OT CETEBOTO
o01IIeHU).

Knaccudukanus HHTEpHET-3aBUCUMOCTEH

Tema 5. MeTtoabl ob6ecnieuenusi 6esonacHoctTu [IK n Uurepuera. Bupycbl 1 aHTUBHPYCHI

NoakowhE

9.

10.
11.
12.

IIpakTH4eckoe 3ansaTHe 5.1.

KonTeHt-punppsl.

IlouckoBble cEpBEPBL.

[Ipu3Haku 3apaxeHus KOMIIbIOTEPA.

AHTHUBUpPYCHAs 3aIMTA.

3ammura aitios. bezonacHocTh npu ckaunBaHUU (HaNIoOB.

3amuTa NporpamMm U JaHHbIX OT HECAHKIIMOHUPOBAHHOTO KOIMPOBAHMUSI.
Opranu3alvoOHHbIE, FOPUINYECKHE, MPOTrpaMMHBIE U IMPOrpaMMHO-aNNapaTHbIE MEpPbI
3aIIUTBHIL.

3amura nporpaMM M JIaHHBIX C IOMOUIBIO IAPOJIEH, MPOTPAMMHBIX M 3JEKTPOHHBIX
KJIFOYEH, CEpUMHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

Henepemeniaembie nporpaMMsl.

3amuTa OT KONMPOBAaHUSI KOHTEHTA caiTa.

Uctounuku 3apaxenus [1K.

AntuupycHoe [10, Buapl u HazHaueHHEe. MeTopbl 3alUThl OT BUPYCOB.

IIpakTuyeckoe 3ansaTHE 5.2.

Bonpocs! 1ia o6cyxnenus

1.

oM wN

10.
11.
12.

13.

14.

[Tpobnemsr GezonacHocTH MHPpacTpyKTypel VHTEpHETa (IPOTOKOIBI MapIIPyTH3AIHH
CeTH, CUCTeMa JJOMEHHBIX UMEH, CPEJCTBA MapUIPyTU3ALUH U T.I1.).

[TpoBepka nomnHOCTH (ayTeHTH(UKanus) B HTepHETE.

Meps! 6e3onacHocTu Asis nonb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

Bupycsl a1 MOOMIBHBIX YCTPOICTB (MOOUIIbHBIE OaHKEPHI U JIP.).

Hacrpoiika komnbroTepa i 6e3onacHoit padboTsl. OmMOKH MOIb30BATENS.

Mepsl  nuuHOM ~ Oe3omacHocTH mpu  cereBoM — obOmeHuu.  [IpenorBpaiieHue
HEeCaHKIMOHMpOBaHHOTo focryna k [IK.

[Taponu, 6uoMeTpuyecKrne METOAbI 3alIUThl U ayTeHTH(PHUKALUSA C MOMOIIbI BHEIIHUX
HOCHUTEJIEH.

[TpocThie M AMHAMUYECKU U3MEHsoLMecs napoyu. bopp0a ¢ yreukamu HHpOpMaLH.
CpenctBa konTposist gfoctyna. [IpaBa nons3oBareneit. CriocoObl pa3rpaHUYEeHUs JOCTYIA.
OTan4ust BUPYCOB U 3aKJIaJIOK.

AnTuBHpycHble nporpaMmsl 1is 11K: ckanepsl, peBU30pEI U Ap.

Haubonee n3BectHble anTHBHpYCHBIE ITporpaMMbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. KomMmepdeckoe wu OecriatHoe
antuBupycHoe I10.

OmnutaitH cepBUCHI 17151 0€30MaCHOCTH IOJIb30BaTENsl B MHTEPHETE (ITPOBEpKa KOMIBIOTEpa
u (aiiyIoB HA BUPYCHl OHJIAMH, OHJIAWH neakTuBanus SMS-BUpycoB, MpoBepKa caiTa Ha
BUPYCHI, NpoBepKka (QaitoB mo e-mail, ompenenenue aapeca CTpaHHMIBI, TPOBEpKa
cronoctu CMC u ap.).

Hactpoiiku 06e30MacHOCTH IOYTOBBIX MpOrpamMM. 3aliuTa B IOUCKOBBIX CHCTEMax
(unbTpHI A1 OrpaHUYEHUS] TOTEHIIUAIBHO OMACHOTO COAEPKUMOTO).

2. 3agaHus 1Jsl CAMOCTOATEIbHOI PadoThI
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Tema 1. KubGepbe3omnacHOCTh B CHCTEME HAlIMOHAIBHOM Oe3omacHocT PO
[ToaroTOBUTH TOKIIAM IO TEME:

1. HNudopmanmnonnas BoitHa. THpOpMAIIMOHHOE OpYXKHE.

2. TlaTpmoTn3M M MHTEPHET.

3. Hudopmannonnoe Bo3aeicTaue.

Tema 2. KuOepnpecTyniaeHus NpoTUB JUYHOCTH, OOLIECTBA U FOCYAApCTBA
[ToaroToBUTH OKIIAM IO TEME:
1. PeanpHas u BUpTyajbHast JUYHOCTb.
2. llcuxomornueckas obcraHoBka B MHTepHeTe: rpuduHr, KnOepOyUIMHT, KUOepMOOOUHT,
TPOJUIMHT, OYJUIULINL.

Tema 3. CoBpemeHHOE KHOEpIpoCcTpaHCTBO TexHHUKa 0€30MacCHOCTH B KHOEPIIPOCTPAHCTBE
[ToAroToBUTH AOKJIA] MO TEME:

1. DnexkTpoHHBII KOLIENEK.

2. MomeHHnYeCcTBO MpH pacnpocTpaHeHnn «oecmmatHoro» [10.

3. IlpaBuna moBeneHUs B CKaiIie.

4. ®opym. IlpaBuna noBeaeHus

Tema 4. [Ipo6nemsl HTepHET-3aBUCUMOCTH, KMOEPOYIITHHTA
[ToaroToBUTH JOKJIA IO TEME:
1. Bunaer IHTEpHET-3aBUCUMOCTH.
2. Kubepkynbrypa (MaccoBasi KyJabTypa B CETH) M IUIHOCTb.
3. Tlcuxonoruueckoe Bo3aercTBre HHGOPMAIIUU Ha YEIOBEKA

Tema 5. Metoast obecrieuenus 6ezonacHoctu [1K u MaTepuera. Bupycsl u aHTUBHPYCBHI
IToAroTOBUTH NOKIA IO TEME:

1. Mepsl 6e3omnacHoctu i nonb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

2. Bupycsl anst MOOHIBHBIX YCTPOUCTB (MOOMIIBHBIE OaHKEPHI U JIp. ).

3. Ilpumepnbie TeMbl pedepaToB

1. Undopmanus - paxTop cyniecTBOBaHUS U pa3BUTUs oOmiecTBa. OCHOBHBIE (OPMBI

nposiBIeHUs MH(OpMaluu, €€ CBOMCTBA Kak 00bEKTa OE30MaCHOCTH.

ITonsarue GezomacHocTH U €€ cocTapistomue. bezonacHocts nHGOpMaIUy.

ObecnieueHne HHPpOPMALIMOHHON 0€30MaCHOCTH: COAEPKAHUE U CTPYKTYpa MOHSITHSL.

HanuonaneHble HHTEpECH! B MHGOPMALIMOHHOI cdepe.

WcTounuku u coaepkaHue yrpo3 B ”HGOPMaIlMOHHOM cdepe.

CooTHolIeHne MOHATHH «MH(pOpMallMOHHAsE O€30MaCHOCTb» M «HAllMOHAJIbHAS

0€30I1aCHOCTBY

7. Puck pa®oTbl Ha nepcoHaNbHOM KoMmmbioTepe. [TnanupoBanue 6e3omacHoit paboThl Ha
NEPCOHAIBHOM KOMIIBIOTEPE.

8. Mudopmarus - pakTop CyleCTBOBaHUS U pa3BUTHS OOIIECTBA.

9. Ilenwm u 3a7a9n 3a0TUTHI HHPOPMAITUH.

10. Opranuzanus 3aUThl KOH(UACHIMAIBHOW HHPOPMALIUH.

11. Buasl 3amumaeMoit nHpopmanuu B chepe rocyaapcTBEHHOTO U MyHHUIIMITAILHOTO
yIIpaBJICHUSL.

12. YpoBHu BeneHus nHGOpMAIIMOHHON BOWHBL. OriepaTHBHAs MACKHPOBKA.
Pagunosnextponnas 6opr0a. BoszneiicTBue Ha ceTH.

13. OcHOBHBIE TIONOKEHUSI TOCYIApCTBEHHON HWH(POPMAIMOHHOW IMONUTHKH Poccuiickoit
denepanuu.

ook wd
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Kpurepun onenkn peepara

Kpurepusimu onieHku pedepara MOTYT BHICTYIHTD CIEIYIOUIHE MOMEHTHI:

— B KaKoOH Mepe pacKpbIBACTCs AKTyaIbHOCTh TEMBI;

—  KakoOB TEOPETUYECKHH YpPOBEHb CYXJCHUH aBTOpa, KaKk BIJIAJACET OH COBPEMEHHBIMU
METOAOJIOTMYECKIMH OCHOBAaMHM HayK NpU OCBEIICHWH IIOCTAaBICHHBIX B pedepate
BOIIPOCOB;

—  COOTBETCTBHE CTPYKTYpHI H coJiep)aHus pedepara miany;

—  LeJIOCTHOE, INTyOOKOE NOHMMAaHUE BOIIPOCOB TEMBI HIIH pa3pabaThiBaeMoil IpoOIIeMBbl;

—  KaK yJaJoch aBTOpPY CBs3aTh M3JlaracéMele B pedepare BOIPOCHI TEOPUU C MPOoOIeMaMu
CETOJHSIIHEr0 JHSA, yMEHHE MHCIONb30BaTh TEOPETUYECKHE WCTOYHMKH U y4eOHO-
METOIUYECKYIO JINTEPATypy;

—  JOCTaTOYHO JIM MpPOSIBIIEHA aBTOPOM CaMOCTOSTEIBHOCTh B IOCTAHOBKE BOIPOCOB, B
TPAaKTOBKE HX, €CTh JM B PadOTe OPUTHMHAJIBHBIC MBICIH, CBEXHE (aKThl, ONHCAHUE
JY4LIETr0 OMbITa PabOTHI, KOHKPETHBIX IPUMEPOB W3 MPAKTUKU, COOTBETCTBYIOIIUE
PEKOMEHAALNY U MTPEIOKEHUS;

—  W3Jaraercs Ju B pedepare COOCTBEHHOE IIOHMMaHHE pacCMaTpUBaeMOi IPOOIIEMBI,
JOCTaTOYHA JIM €TO apTyMEHTAIINS;

—  Kak odopmiteH pedepar wiH Jokia (00beM, HaIM4ue IIaHa, COACePIKATeIbHOCTD
BBEJICHHSI, TIOJIHOTA CITMCKA UCIIOJIb3yEeMOH JINTEPATypPhl, HATMYUE MTPUIOKEHHH, aHAIn3a
OTIbITa PabOTHI, CXEM, TAOJIHII, AUArpaMM, TUTAHOB, aHKET H T.J.);

—  uMeeT Jii paboTa OmpeIesIeHHYIO LIEHHOCTh, YTOOBI PEKOMEHI0BATh €€ B (POH/T y4eOHBIX
mocoOuii mo Kypcam.

Pedepat ouenuBaercs no 4-x 0auIbHON CUCTEME - «HEYIOBJIETBOPUTEIHHO,

«yJIOBIIETBOPUTEIBHOY, «XOPOILIOY, KOTIHIHOY.
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[Tpunoxenue 2

OueHouyHbIe MAaTEPHAJIBI 110 TUCHUILIHHE
«Kubepbe3onacHoCTb)

1. OueHo4YHbIe MATEPHAJBI JUISl TEKYIIET0 KOHTPOJIS
1.1. TecToBBIe MaTEepHAIBI

Tect 2

1. K npaBoBbIM MeTO1aM, 0OecriedrBaOIUM HHPOPMALIMOHHYIO 6€3011aCHOCTh, OTHOCSTCS:
1. Pa3paboTka anmapaTHBIX CPEJICTB 00ECIeYEHUs MPABOBBIX JTaHHBIX
2. Pa3paboTka u ycTaHOBKAa BO BCEX KOMITBIOTEPHBIX MPABOBBIX CETSX KYPHAJIOB y4eTa
NEeWCTBUN
3. Pa3zpaboTka m KOHKpeTH3aIus MPABOBBIX HOPMATHBHBIX aKTOB 00€CIICUCHHUS
Oe3omacHOCTH
2. Buasl nadopmMannoHHON 6€30MaCHOCTH:
1. TlepcoHanbHas, KOPIOpPAaTUBHAS, TOCYIapCTBCHHAS
2. Kiuuenrtckas, cepBepHas, ceTeBas
3. JlokanpHas, rinobanbHas, CMEIIaHHas
3. Uenu nundopmanunoHHOM 6€30MaCHOCTH — CBOEBPEMEHHOE OOHApYyKEHHE,
npeaynpexieHue:
1. HECaHKIMOHMPOBAHHOIO OCTYIIA, BO3ACHCTBUS B CETH
2. WHcalJlepcTBa B OpraHU3alUU
3. upe3BbIYANHBIX CUTYaAllUH
4. OcHoBHBIE 00BEKTHI HH()OPMAITMOHHOW 0€30MMaCHOCTH
1. KomnbroTepHsle ceTu, 6a3bl JaHHBIX
2. WudopmanmoHHBIE CHCTEMBI, ICUXOJIOTHYECKOE COCTOSTHHE TTOJb30BaTENICH
3. busHec-opueHTHpOBaHHBIC, KOMMEPUYECKHE CUCTEMBI
5. OCHOBHBIMHU pUCKaMH MH(GOPMAIIMOHHON 0€30MaCHOCTH SBIISAIOTCS:
1. HUckaxeHue, ymMmeHblIeHHE 00beMa, EPEKOAUPOBKA HH(OPMALIUU
2. TexHUYecKOe BMELIATEIbCTBO, BEIBEEHUE U3 CTPOs 000pYAOBaHUS CETU
3. Tloreps, uckaxxenue, yreuka HHGpopMaluu
6. K 0cHOBHBIM (DYHKITHSIM CHCTEMBI 0€30IaCHOCTH MOKHO OTHECTH BCE MEPEUHCICHHOE:
1. VYcraHoBieHMe perjaMeHTa, ayAuT CUCTEMBI, BBISIBICHHE PUCKOB
2. YcTaHOBKa HOBBIX OUCHBIX MPUIOKEHUN, CMEHA XOCTHUHT -KOMITAaHUH
3. Bueapenwue ayreHTH(UKAINH, TPOBEPKH KOHTAKTHBIX JIAHHBIX ITOJIb30BaTENICH
7. K OCHOBHBIM THIIaM CpPEICTB BO3/AEHCTBUS Ha KOMIIBIOTEPHYIO C€Th OTHOCUTCS:
1. KommneroTepHslii c6oif
2. Jlormyeckue 3aKJIagKHu («MUHBI»)
3. ABapuiiHO€ OTKJIIOUEHUE MUTAHUS
8. Korna monyuen cram 1o e-mail ¢ npuioxxeHHbIM (ailiom, ciaeayer:
1. IIpouyuTaTh NpUIOKEHUE, €CITU OHO HE COACPIKUT HUYETO [IEHHOTO — yIaluTh
2. CoxpaHuUTh IpHIOKeHUE B mapke «Crmamy, BISICHUTH 3aTeM [P-anpec reneparopa
crnama
3. YaanuTh NUCbMO C MPHIOKEHUEM, HE pacKphIBas (He YUTas) €ro



9. BIII — sro:
1. DnexTpoHHO-TIU(PPOBOI MpeoOpa3zoBaTEIb
2. DneKTpoHHO-IU(POBas MOAMUCH
3. DIeKTpoHHO-IIHPPOBOM TIPOIIECCOp
10. CgoiicTBamu uH(pOpMaIuK, HanOOJIee aKTyaJIbHBIMU MPU 00ECTICYCHU N
uH(OpPMAITMOHHOM 0€30MaCHOCTH SIBISIOTCS:
1. IlemoCTHOCTH
2. JloCTymHOCTH
3. AKTyaJlbHOCTb
11. PazHoBugHOCTAMH yrpo3 0€30MacHOCTH (CETH, CUCTEMBI) SBJISIIOTCS BCE MEPUHCICHHOE
B CIIMCKE:
1. IIporpammHbIe, TEXHHYECKHE, OPraHU3aLMOHHbIE, TEXHOJOTHUYECKHE
2. CepBepHble, KIMEHTCKHE, CTyTHUKOBBIE, HA3€MHbIE
3. JluunHble, KOPIOPATUBHBIC, COIIUATIbHBIC, HAIITMOHAIBHBIC
12. Tlonutuka 6€30MaCHOCTH B CUCTEME (CETH) — ATO KOMILIEKC:
1. PykoBoxacTB, TpeOoBaHuii o6ecrneueHuss HEOOXOAUMOIO YpOBHS 0€3011aCHOCTH
2. WHcTpyKuuid, anrOpUTMOB MOBEEHUS MOJIb30BATEINS B CETH
3. Hopwmbl nuHpOpMaAIIMOHHOTO TIpaBa, cOOI01aeMbIE B CETH

Kpurepum ouenku:
Jl1s oneHKHM pe3yJIbTATOB TeCTHPOBAHMS IPEAYCMOTpPEHA CIIEAYIOIas CUCTEMa OLEHUBAaHUS
y4eOHBIX JOCTH)KEHUN CTYIACHTOB:
3a KaxAbli MPaBUIIBLHBIN OTBET CTaBUTCS 1 Oa,
3a HempaBWIbHBIN 0TBET — () OaoB.
Ecnu ctynenT Habupaer
ot 85 10 100 % npaBUIBLHBIX OTBETOB €MY BBICTABIISIETCS OLIEHKA «OTIMYHOY;
oT 72 1o 84 % NpaBUILHBIX OTBETOB — OLIEHKA «XOPOIIOY,
ot 51 10 71 % npaBUIBLHBIX OTBETOB — OIIEHKA «YAOBIETBOPUTEIBHO,
MeHee 50 0ayioB — OILIEHKA «HEYOBICTBOPUTEITHHO.

1.2. Bonpocsl 1151 cobece10BaHUA

Tema 1. KubGepOe3onacHocTh B cMcTeMe HAlIMOHANBbHOM Oe3onacHocT PO
1. TocymapcTBeHHas NOJUTHKA B 001acT KMOepOe30nacCHOCTH KOMIIBIOTEPHBIM aTakaM OT
15 suBaps 2013 .
2. YronoBHbIH koneke PD, paznen «IIpectymienus B chepe KOMIBIOTEPHON
UHpOpMALIUN.
3ammTa KHOEpInpoCcTpaHcTBa rocynapcTsom. Kubeppoiina.
ITpaBo Ha unpopmanuto B Koncrurymuu PO.
3ammTa rocyJjapcTBa u 3aiura KubeprnpocTpaHCTBa.
JlokTprHa HHPOPMAITMOHHOW 6€30MaCHOCTH.
Kubeppoticka. 3anura KuOepmpocTpaHCTBA KaK OJTHA U3 3a7a9 BOOPYKEHHBIX CHJI.
WNudopmanronnas BoitHa. MH(popMaIimoHHOE OpyXHUe.
. IlaTprOTH3M U UHTEPHET.
10. MudopmarmioHHOE BO3/ICHCTBHE.
11. Boennas, rocyaapcTBeHHasi, KOMMepUecKast TaifHa.
12. 3amuTa caliTOB rOCyapCTBEHHBIX OPTAaHOB (3JIEKTPOHHOE IMPABUTEIHCTBO).

©oN U AW

Tema 2. KubGepnpectynjieHusi IpOTUB JIUYHOCTH, 001IeCTBA U FOCYAapCcTBa
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©CoN A

11.

12.

13.
14.

15.

16.

17.
18.

PeanpHas u BUpTyasbHas TMYHOCTb.

[Tcuxonoruueckass o0ctanoBka B MHTepHere: rpuduHr, KUOSpOYIIHMHT, KHOEpMOOOUHT,
TPOJUIMHT, OYJUTULIU].

Besonacnass pabora B ceTH B MpOLECCE CETEBOM KOMMYHUKALUUU (4aTbl, (HOPYMBI,
KOH(epeHIINH, CKalIl, COLUATbHbIE CETH U TIP.).

TepMUHBI CETEBOTO ITUKETA: OBEPKBOTHHT, GuieiiM, Gy, ohdTONMNK, CMAMIUKA U JIP.
[Ipumepsl 3THYECKUX HApYLIEHUN. 3HAYEHHUE CETEBOr0 3TUKETA.

CobcrBenHocTs B IHTepHETE. ABTOPCKOE MPaBo.

HuTennexryanbHasi COOCTBEHHOCTb.

[TnatHas u 6ecrnataast UHGOPMAIIHS.

3amuTa mpaB NoTpeduUTeNnedl MpH HUCHONb30BaHWMU yciuyr HHTepHer. 3amura mnpas
noTpeduTenelt ycayr npoBanaepa.

OTBETCTBEHHOCTh 32 UHTEPHET-MOLIEHHUYECTBO.

[IpaBoBbie  akThl B  oOJacTd  WMH(DOPMALMOHHBIX  TEXHOJOTMH W 3aIIUTHI
kubeprpocTpancTBa. OTBETCTBEHHOCTD 32 KUOEPIPECTYILIICHUSI.

KoHCTUTYITMOHHOE TIpaBO Ha TIOMCK, MOJYYCHHE M pPACIpOCTpaHeHHWE HH(OPMAIIH.
®denepanbHbiit 3akoH OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammre aeteit ot
uH(pOopMaLy, MPUUMUHAIONIEH BpE UX 3J0pPOBBIO U Pa3BUTHUIO» (AEUCTBYET ¢ 1 ceHTAOps
2012 rona).

HNHupopmaninoHHOE 3aKOHO1aTeNbCTBO PO.

3akon P® «O06 unbopmaiinu, HHPOPMAITMOHHBIX TEXHOJIOTHUSIX U O 3alIUTe UHDOPMAIUI.
VYrojoBHass OTBETCTBEHHOCTb 3a CO3JlaHUE, MCIOJIb30BAaHUE U  PaCHpPOCTPAHEHUE
BPEJIOHOCHBIX KOMIBIOTEpHBIX Iporpamm (ct. 237 YK P®). [IpaBoBas oxpaHa mporpamm
st OBM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycinoBHo-6ecrataoe 10 (Trial, Shareware, Demo).

[IpaBoBbBIE€ OCHOBBI JUIsl 3AIUTHI OT CIIAMA.

IIpaBoBasi oxpana mporpamm i OBM u BJl. Jlunensuonnoe I10. Buawl nunensuit
(OEM, FPP, xopnoparusHble nuueH3uu, noanucka). [10 ¢ orkpeireivm kogom (GNU GPL,
FreeBSD).

[IpaBo Ha nHpOpPMAIIHIO, HA COKPBITHE JAaHHBIX, KATErOpruU H(pOpMaIUu.

[lepconanbHble u  OOIIENOCTYNHBIE MJaHHBIE, OTrPAaHUYEHHBIM foctym. 3akoH «O
MIEPCOHANIBHBIX JTAHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo TexHUKA 0€30MaCHOCTH B KHOEPNPOCTPAHCTBE

1.

2.
3.
4

o

o N

10.

Momennnueckue aeiicteust B UntepHere. Kubepnpecryminenus

CereBoii aTuker. [Icuxonorus u cetb

[TpaBoBBIE acTIEKThI 3aLUTHI KHOEPIPOCTPAHCTBA

OmnuaiiH cepBHCHI AJis1 OE30MMACHOCTH I0JIb30BATENS B MHTEPHETE (IIPOBEPKA KOMIIbIOTEpA U
¢aiinoB Ha BUPYyChI OHJIAIH, OHJIAMH JeakTuBanus SMS-BUpYCOB, IpOBEpKa caifta Ha
BUPYCHI, TpoBepKa (hailioB 1o e-mail, onpeneneHue agpeca CTpaHULbl, IPOBEPKa
croumoct CMC u nip.).

Hactpoiiku 6€301macHOCTH TOUYTOBBIX MMPOTPAMM.

3amuTa B MOMCKOBBIX cUCTeMax ((HIBTPHI JUIsl OTPAaHUYEHHUS TOTEHIIMAIBHO OIIACHOTO
COJIEPKUMOTO).

Hacrpoiiku 6e3omacHocTr Be6-OpaysepoB (Internet Explorer, Firefox u T.11.).
DNeKTpOHHAs MOYTa U CUCTEMbI MTHOBEHHOTO OOMEHa COOOLIEHUSIMHU.

Hacrpoiiku 6e3onacHoctu Ckaiirn, ICQ u np. Crioco6s1 o0ecnieueHust 6€301macHOCTH BeO-
caura.

Kubepnpectyruienus. Buspl nHTEpHET-MOIIEHHUYECTBA (MMMChMa, peK-lama, 0X0Ta 3a
JTUYHBIMH JTAHHBIMU U T.11.). OnacHOCTH MOOUITBEHOM CBsi3H. [IpenokeHus 1Mo ycTaHOBKe
BPEIOHOCHBIX MTPUIIOKEHUH.
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11.

12.

13.

14.
15.
16.
17.
18.

Momennnyeckne CMC. YTeuka u o0Hapo10BaHKE JIMYHBIX AaHHBIX. [lonbop n nepexsar
napoJiei.

B310MBI aKKayHTOB B COLIMAJIBHBIX CETAX. Buasl MomennnyecTsa B Marepuere. GuimmHr
(dbapmuHT). A3apTHBIE UTPHI.

Jloxuble anTUBUpPYCHL. [TonMeHa cTpaHull B MUHTEpHETE (CallThI-KJIOHBI). DajbIINBbIE
(haliI000MEHHUKH.

DJEeKTPOHHBIN Kolenek. MOIIEHHHYeCTBO MU pacnpocTpanenuu «oecrutatHoroy I10.
TexHonornn ManunyiaupoBanus B lHTepHere.

Tb npu nHTEpHET-OOLIEHUH.

Tb npu peructparnuu Ha BeO-caiiTax.

Komnsroreproe nuparcrso. Ilnaruar.

Tema 4. IIpodaembl UHTepHeT-3aBHCHMOCTH, KHOEpPOYNIMHT A

no

o gk

25.

TexHHKa 0€30NACHOCTH MPU PAdOTE C KOMITBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BBIYAMHBIX CUTYaLIUAX.

MenuuuHackas uHpopmanus B MHtepHere. KommbroTepsl 1 MOOHMIBHBIE YCTPOWCTBA B
9KCTPEMAJIbHBIX YCIOBUSIX.

BosnaeiicTBre pagnoBoJIH Ha 370poBbe U oKpysxatomryto cpeay (Wi-Fi, Bluetooth, GSM).
Kommieke ynpaxHeHui npu padboTe 3a KOMIIbIOTEPOM.

BoszneiictBue Ha 3penue DJIT, KUAKOKPUCTAUIMYECKUX, CBETOAMOAHBIX, MOHOXPOMHBIX
MOHMTOPOB.

KomnreioTep B pexxumMe Tpya U OTAbIXa.

BnusiHue koMnbroTEpa Ha PENPOAYKTUBHYIO CUCTEMY.

Bpenusie ¢pakTopsl pabOThI 32 KOMITBIOTEPOM H UX ITOCIIEICTBUSI.

Opranuzanus pabouyero Mecta

HuTepHeT-coo0mecTBo.

HHTEepHET-3aBUCUMOCTb.

CouuanbHble ceTu. JleTckue colranbHble CETH.

BuptyanbHast IM4HOCTB.

3aBucuMocTh 0T HTepHEeT-0011IeH S

PazBneuenus B HTepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBble UIPBI.

Caiitsl 3HaKOMCTB. 30K 11 KOMIIBIOTED.

Bunpl 3aBucumoctu. JlectpyktuBHas uHpopmanus B MHTepHere.

Bunel IHTEpHET-3aBUCUMOCTH.

KubepkynpTypa (MaccoBasi KyJabTypa B CETH) U JIUYHOCTb.

Kputepun 3aBucumoctd (IPUOPUTETHOCTb, HM3MEHEHMS] HACTPOEHHUS, TOJIEPAHTHOCTD,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUIUB).

Tunsl UHTEpHET-3aBUCUMOCTU (TIPUCTPACTUE K pabOTe ¢ KOMIBIOTEPOM, K HABUTallUU U
NOUCKY MH(OpMaIMKM, UIPOMAHUS U DJIEKTPOHHbBIE MOKYIKH, 3aBUCUMOCTbh OT CETEBOTO
oO1eHus).

Knaccudukanus MHTEpHET-3aBUCUMOCTEH

Tema 5. Metoab! o0ecneuenus 0ezonacnoctu IIK u Unteprera. Bupycbl 1 aHTHBHPYCHI

el N

IIpu3Haky 3apaxeHUsI KOMIIBIOTEPA.

AHTUBUpYCHAas 3alUTAa.

3ammra ¢aitnos. besonacHoCTh Mpu cKauMBaHUU (PaitIoB.

3aimuTa nporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOMMPOBAHMUSI.
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5. OpranuzanuoHHBIE, IOPHUIWYECKUE, MPOTPAMMHBIE U TPOrPAMMHO-AIMIAPATHBIE MEPHI
3aIIUTHI.

6. 3amura mporpaMM M JaHHBIX C IOMOIIBIO IAPOJEH, MPOTrPaMMHBIX U 3JIEKTPOHHBIX
KJIFOUYEH, CEpUMHBIX HOMEPOB, IIEPEHOCA B OHJIAWH U T.1I.

7 Henepemerniaemblie mporpamMmei.

8.  3ammuTa OT KONMPOBAHUS KOHTEHTA CaiTa.

9.  Hcrounukwu 3apaxenus [1K.

10. AmnrtuBupycHoe I10, Buabpl 1 Ha3HAYeHUE. METOIbI 3aIUTHI OT BUPYCOB.

11. TIpobGnemsl Oe3omacHocTH HHPpACTpyKTypbl MHTepHETa (MPOTOKOIBI MapIIPyTH3ALUH
CETH, CUCTEMA IOMEHHBIX UMEH, CPEJICTBA MapUIPYTH3ALUU U T.I1.).

12. TIpoBepka nmomauHHOCTHU (ayTeHTH(HKaNK) B IHTEepHETE.

13. Mepni 6e3omacHocTu 1t modk3oBarens WiFi. Hacrpoiika 6e3omacHocTH.

14. Bupycsl 111 MOOMIIBHBIX YCTPOUCTB (MOOMIIbHBIE OaHKEPHI U JIp. ).

15. Hacrpoiika komnbroTepa ajis 6e30macHoi padboTel. OMMOKH MMOJIB30BATEIIS.

16. TIpocTeie U TMHAMUYECKU H3MEHSIONMECs mapoiu. boprda ¢ yreukamu nHbopManuu.

17. Cpencrta kouTposs nocryna. [IpaBa nons3zoBateneit. CriocoObl pa3rpaHUUeHUs JOCTYTIA.

18. Otimumst BUPYCOB M 3aKJIAJIOK.

19. AwntuBupycusie nporpammsl i [1K: ckanepsl, peBU30psI u 1p.

Kpurepum ouenku:

OLEHKA «OTJHMYHO» BBICTABISICTCS CTYACHTY, €CJIM OH TMPOJEMOHCTPUPOBA TMOJHOTY |
rnyOouHy 3HaHUHM MO BCEM BOMpOCaM, 3HAET OCHOBHBIE TEPMHHBI IO KOHTPOJIUPYEMBIM TEMaM,
BJIaJ€eT 3HAHUAMH 00 OCHOBHBIX OCOOCHHOCTSIX PEIICHUs 3a7a4. YMEET IPHUMEHSTH ITOTydeHHbIC
3HAHUSI [T PELLIEHNs] KOHKPETHBIX MPAKTIYECKHX 3a/1a4.

OLICHKA «XOPOILUO0» BBICTABIACTCS CTYICHTY, KOTOPBIA IIPOJEMOHCTPUPOBAN IIOJHOTY U
[IyOMHY 3HAHUH 1O BCEM BOIMPOCaM paszelia, IOTUYHO U3laraeT MaTepua.

OLIEHKA «YJAOBJIETBOPUTEJIbHO» BBICTABIIACTCA CTYAEHTY, P HAJIWYUHU Yy HEr0o 3HAHUU
OCHOBHBIX KAaT€TOPUH M MOHATHI MO MpeIMeTy, YMEHHS [OCTaTOYHO TPAMOTHO H3JIOXKUTh
MaTepual.

OlleHKAa «HEeY/0BJIETBOPHUTEJBHO» BBICTABISAETCS CTYIEHTY, KOTOPBHI HE OCBOMJI OCHOBHOI'O
CoZIepKaHMsI TpeIMeTa, He BIaJIeeT 3HAHUSIMU TUCIUTUINHE.

2. OueHoYHbIe MATEPHAJIBI AJ15 MPOMEKYTOYHOI aTTeCcTallMU
2.1. IlpumepHbIil NepeyeHb BONMPOCOB /IS 3a4eTa.

1.  KoHCTUTYIIMOHHOE MPaBO Ha MOKCK, OJIYYEHHUE U PacIpOCTpaHEeHHEe HHPOPMAIUH.
®enepanbHblif 3akoH 0T 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amure neteit ot
nH(pOpMaln, IPUYUHSIIONIEH Bpea UX 370POBbIO U Pa3BUTHIO» (IeHCTBYeT ¢ 1 ceHTs0ps
2012 rona).

3aiuTa rocyaapcTBa U 3aliuTa KUOepnpoCTpaHCTBa.

JlokTprHa MHPOPMALIMOHHOM 6€30MacHOCTH.

Kubeppoiicka. 3anmra KnOepnpoCcTpaHCTBA KaK OJ{HA U3 3a/1a4 BOOPYKEHHBIX CHJI.
HNudopmannonHas BoiiHa. H(popMalmoHHOE OpyXue.

[TaTpnOTH3M M UHTEPHET.

WNudopmannonHoe Bo3/eicTBue.

be3omacnas paGora B ceTm B Ipolecce CETEBOM KOMMYHHUKAIMH (4aTbl, (OPYMBI,
KOH(EepeHIINHU, CKaiIl, COIMabHbIE CETH U TIp.).

9.  Ilpumepsl dTHYECKUX HAPYIICHUH. 3HAUCHHE CETEBOTO ITUKETA.

10. CobctBeHHOCTH B MIHTEpHETE. ABTOPCKOE MPaBO.

11. UntennexrtyanabHasi COOCTBEHHOCTb.

12. Tlnarnas u GecrnatHas HHGOpMaIus.

LNk WN
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13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24.

25.
26.
217.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.
38.

39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.

52.
53.
54.
55.

HNudopmannoHHOe 3aKOHOIATeNBCTBO PO.

IIpaBoBasi oxpana mporpamm st OBM u BJl. Kommepueckoe I1O. becrmatnoe 110
(FreeWare, Free, Free GPL, Adware), ycnoBHo-6ecraraoe 10 (Trial, Shareware, Demo).
[IpaBOBBIE OCHOBBI JJIs1 3AILUTHI OT CIIAMA.

[lepconanbHble W OOLIENOCTYNHBIC JaHHBIC, OrPAHWYEHHBIA JocTym. 3akoH «O
MIEPCOHANIBHBIX TAHHBIX).

CereBoii atuker. [Icuxomnorus u cetb

OmnutaiiH cepBHUCHI AJis1 OE30MMACHOCTH I10JIb30BATENsl B HHTEPHETE

3ammTa B IOMCKOBBIX cUCTeMax ((HIIBTPHI sl OTPAaHUYCHHUS TOTEHIIMAIBHO OIIACHOTO
COJIEPKUMOTO).

Bunpl nHTEpHET-MOILIEHHNYECTBA (IUChbMA, PEK-J1aMa, 0XOTa 3a JUYHBIMU JJaHHBIMU U
T.IL.).

OmnacHocty MOOMIIbHOM CBs3U. [Ipenioxkenus o yCTaHOBKE BPEIOHOCHBIX MPUITOKEHHIA.
Bunbl momenandecta B aTeprere. @umunr (papmuHr).

A3apTHBIE UTPBI.

Jloxusie antuBupychl. [TonMena ctpanull B UHTepHETE (CalThI-KJIOHBI). DabIInBbIe
(haitI000MEeHHUKH.

DNEKTPOHHBIN Kolenek. MoleHHu4YecTBO Npu pacrpocTpanenuu «oecruiatnoroy [10.
Wnrepuer-stuker. [IpaBuiia oOuienus B IntepHere.

OCHOBBI CETEBOI0 3THKETA.

[Tepenucka B ceTwu.

[IpaBuna noBenenus B ckaiine. Popym.

OO111eH1E B CETU U €r0 MOCIEACTBHUSL.

Arpeccusi B CETH.

AHOHUMHOCTD B CETH.

Bunet sTukeTa (JIMUHBIN, 1€10BOM, MUCHMEHHBIH, AUCKYCCUOHHBIN U 11p.). Pasnuuus
ATHKETA B Pa3HbIX CTPAHAX.

['uruena komnsroTEpA.

[Tonb3a 1 Bpes KOMIIBIOTEPHBIX UTP.

TexHuka 0€30MaCHOCTH MPU PadOTE C KOMIIBIOTEPOM.

Komneiotep 1 MOOUITbHBIE YCTPOWCTBA B UPE3BBIYAIHBIX CUTYaLIUSIX.

Menuuunckas undopmanus B urepaere. Komnbiorepsl 1 MOOMIIBHBIE YCTPOICTBA B
9KCTPEMAJTIbHBIX YCIOBUSIX.

Kommnbrorep B pexxume Tpya U OTAbIXa.

Bpennslie ¢pakTopbl paboThI 32 KOMIIBIOTEPOM U UX MOCIEICTBUS.
HNHTepHeT-3aBUCUMOCTb.

ConuanbHble ceTu. J[eTckue colManbHbIe CETH.

BupryanbHas TMUHOCTB.

3aBucuMocTh 0T HTepHEeT-0011IeH S

PazBnieuenus B MHTepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBble UIPBI.

Bunet 3aBucumoctu. JlectpykrusHas nndopmanus B UHTepHere.

Bunel THTEpHET-3aBUCUMOCTH.

[Icuxonorudeckoe Bo3aeicTBHE MH(OPMALIMK HA YEIOBEKa.

Kpurepun 3aBucuMocTH (IPUOPUTETHOCTh, U3MEHEHUS! HACTPOCHHUS, TOJIEPAHTHOCTH,
CUMIITOM pa3pbiBa, KOHQIIUKT, PELU/INB).

Knaccudukanus nHTepHET-3aBUCUMOCTEN

IIpu3Haky 3apaxeHus KOMIIBIOTEPA.

AHTHUBUpPYCHas 3alllUTA.

OpranuzalvoHHble, IOPUIWYECKUE, MPOTpaMMHBIE U IPOrpaMMHO-ANIMapaTHbIE MEpbI
3allUTHI.
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56.

57.
58.
59.

3amuTa NporpaMM M JAaHHBIX C IOMOIIBIO MApoJied, IPOrpaMMHBIX U 3JIEKTPOHHBIX

KJIFOUYEH, CEpUMHBIX HOMEPOB, IEPEHOCA B OHJIAWH U T.1I.
AntuBupycHoe 10, Buapl u Ha3HaueHHEe. MeTopbl 3alUThl OT BUPYCOB.

Mepsi 6e3omacHocTH i1 nosab3oBarenss WiFi. Hactpoiika 6e3omacHOCTH.

Bupycs 411 MOOHIBHBIX YCTPOUCTB (MOOMIIbHBIE OaHKEPHI U JIp. ).

Kpurepum ouenku:
- OLICHKA «3a4T€HO» BBICTABIIACTCS CTYJEHTY, €CJIA OH MPOJAEMOHCTPUPOBAI JOCTATOYHO MOJHOE

3HaHUe Marcpuaia,
JOCTAaTOYHO IIOCICIOBATCIIBHO,

IIPOACMOHCTPHUPOBAI 3HAHUe OCHOBHBIX TCOPECTUUYCCKUX HOHHTHfI;
I'paMOTHO H JIOTHUYCCKHU CTpOfIHO H3JI0KUIT MaTcpuall;

MIPOJIEMOHCTPUPOBAI Y MeHUe OPUEHTUPOBATHCA B JTUTEpaType MO MpoOIeMaTUKe IUCHUIUIMHEI;

ymeem ccjiaTb 1OCTAaTOYHO 000CHOBAHHbIE BBIBOJBI 110 U3JIaraCMoOMy MaTcCpualy.

- OLI€HKAa «HE€ 3a4TCHO» BBICTABJIACTCA B ClIy4dac HC3HAHUSA 3HAYUTENHLHON 9acTH MporpaMmMHOI o
Marcpuraia; HC BJIAACHUA MOHATUMHEIM afrmnapaToM AUCHUIUIMHBL, CYHICCTBCHHBIX OIIMOOK npu
HN3JI0KCHHUHN yqe6H0ro mMarc€puaia, HCYMCHHUA CTPOUTH OTBET B COOTBECTCTBHUU CO CTPYKTypOﬁ

H3JIaracMoro BOIIpoca; HCyMCHHA ACJIaTh BbIBOJbI 110 U3JIaracMoOMy MaTcpuaily.
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JIner usmenenuii padoydeii nporpaMMbl JUCHUTIHHBI

PexBu3HUTEHI
JIOKYMeHTa 00 Hlata
Ne m\n Coneprxanre U3MEHEHUI M BHECEHUS
YTBEPKICHUN o
o M3MEHEHUH
A3MEHEHUN
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npopuIsiMH  MOATOTOBKM), mpodunu "HavambHoe
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22.02.2018
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