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1. Heap u 32724 TUCHHUINIHHBI

[enstMu OCBOCHUS AUCHUILTUHBI SBISIOTCS: (POPMUPOBAHUE IIEJIOCTHOTO TPEICTABICHUS
O pOJHM COBPEMEHHOI'0 KHOEpPIPOCTPAHCTBA B OOpA30BATEIbHON Cpele M MeAarorHuecKou
JEeSTENIbHOCTH; (OPMUPOBAHHWE CHUCTEMBI 3HAHHWA, YMEHHH ¥ HaBBIKOB Il OOeCreYCHHUS
KnOepOe30MaCHOCTH CBOCH PO(PECCHOHATBHOMN e TETbHOCTH.

Y4eOHble 3a1a4M TUCHUILIHHBI:

- dbopMupoBaHHe O0IINX MPEICTABICHHS O 6€30MacCHOCTH B MH(OPMAIIMOHHOM OOIIIECTBE;

—  u3ydeHHe OOIMMX NPUHIUIIOB TEXHOJOTUH, NPUMEHSICMBIX B WH(POPMAIIMOHHOM
0€30I1aCHOCTH;

- dbopMUpOBaHHE YMEHUs MPUMEHSTh MpaBWiIa KuOepOe30macHOCTH BO Bcex cdepax
NeSITeITbHOCTH;

—  OCBOCHHE 3HAHMM, COCTABJISIFOIIMX Hayasia MPeICTaBIeHU 00 HHHOPMAIIMOHHON KapTHHE
MUpa 1 HHHOPMALMOHHBIX MPOIIeccax;

—  OBJAJICHHE YMEHUEM HCIOJb30BaTh KOMIBIOTEPHYIO TEXHHKY KakK MPaKTUYCCKHA
WHCTPYMEHT JUIi  paboThl ¢ MHGOPMAILIHEH B IIOBCETHEBHON KU3HU;

—  pa3BHUTHC HABBIKOB OPHEHTHPOBAHUS B MH(POPMAIIMOHHBIX MIOTOKAX.

2. MecTo TMCUMILIMHBI B CTPYKTYPe 00pa30BaTeIbHOI NMPOrpaMMbI

Juctmiumaa «KubepOe3onacHOCTh» OTHOCHTCS K 4actd bioka 1, ¢opmupyemoii
y4aCTHUKaMH 00pa30BaTEIIbHBIX OTHOIICHHM, SIBIISICTCS TUCIUTUTMHON IO BEIOODY.

Jlnsi ocBOeHMsI y4eOHOTO Marepuaia Mo TUCIMILIMHE UCIOJIb3YIOTCS 3HAHUS, YMCHUS,
HABBIKH, C(OPMHUPOBAHHBIC TMPEINICCTBYIONIMME JUCHUTUIHHAMA: MHpopMaTHKa (IIKOJBHBINA
Kypc), Texnonoruu udppoBoro oo6pa3oBaHus.

3HaHMs, YMCHHS, HAaBBIKH, C(HOPMHPOBAHHBIC B IPOILECCE H3YyYCHUS TUCIUILIAHBI
HEOOXOJIUMBI JIISl TPOXOXKIEHHsI y4eOHOM W IMPOU3BOACTBEHHOM IPAKTHK, MOJTIOTOBKH K
rOCyIapCTBEHHOW UTOTOBOM aTTECTALIUU.

3. [InanupyemMsble pe3yJbTaThl 00yUeHHs MO TUCIUTLINHE

Kon n Koa n HaumeHoBaHue
PesynabTaThl 00y4eHus
HanMeHOBaHMe HHIMKATOPA NOCTHKCHHUS
M0 JMCUHUITIHHE
KOMIIETeHIIUH KOMIIETeHIIUH
Ynuuegepcanvnvie komnemenyuu
YK-1. VK-1.1 - 3HAeT IOPSNOK  ONpeIeIeHUs
Crniocoben JlemoHCcTpUpyET 3HaHME UCTOYHUKOB HMH(OpMaIUHM, MOPAIOK
OCYIIECTBIISATh O0COOEHHOCTEH CUCTEMHOTO M | MOJIy4EeHHsI JOCTyIa K HUM.
MIOMCK, KPUTUUECKUN | KPUTUYECKOTO MBIILIJIEHMUS, - 3HAaeT METOJbl  ONHCAaHUA H
QHAIN3 W  CUHTE3 | apryMEHTHPOBAHHO (dhopmanuzanuu MOJTy4YE€HHOU
uHpopManuy, bopmupyeT coOOCTBEHHOE UHpOpMaLIUH.
PUMEHSITh CY)KJICHHE U OLICHKY - 3HaeT cmocoObl  BepudukanUu
CHUCTEMHBIH MOJX0A | HH(pOpPMALUU, TPUHUMALT HoJay4aeMoil nHpopMalmu.
JUISt pelieHus | 000CHOBaHHOE PEILIEHHE. - 3HaeT MPHUHLMIBI  CHUCTEMHOTO
MIOCTaBJIEHHBIX 3a7a4 NOIX0/a.
- crocoOeH BbIpadaThIBATh CTPATETHIO
JIEUCTBUII HAa OCHOBE CHCTEMHOIO
MoaXoJa HCHOJB3yst 00paboTaHHYIO
MOJTYYSHHYIO HH(POPMALHIO.
YK-1.2 - CIIOCOOEH MPOBECTH aHAIH3
ITpumeHnsieT 1oruveckue nH(pOpMaIUY TPEeAMETHON 00JIacTH
(GhOopMBI U TIPOTIE Y PHI, MoJy4eHHo! ¢ ucnonb3oBanuem MKT.
crocoOeH K peduiekcuu 1o - 3HaeT OCHOBBI 00pabOTKH
MOBOJIy COOCTBEHHOM U Uy>K0il | MHpOopMaIuK B MpopecCHOHATbHON
MBICIIUTEIBHOMN IeSITEIbHOCTH. | Cepsl;




- croco0OeH MPOBECTH BHIOOD
HE0O0X0uMOM HHGOPMAITIH
MPEIMETHOM 007acTH C
ucnonb3oBanueMm 1K u naketon
MPUKJIAIHBIX IPOTPaMM.

yMeeT IMOoly4yaTb HOBBIE 3HAHUS Ha
OCHOBE aHanM3a u CUHTE3a
uHdopmanuu; cobupath W 0000mATH
JaHHBIE TI0O HAY4YHBIM TpoOiieMawm,
OTHOCSIIUMCA K MpOo(decCHoHaIbHOM
o0JacTu;

OCYIIECTBIISITh MOUCK HHGOpMALUU U
MPUMEHITh CHUCTEMHBIA TOIXOJ JUIS

peIICHUA IIOCTaBJICHHBIX 3aaa4,;
OIIPCACIIATh u OLICHUBATb
IMPAKTUYCCKUC IIOCICACTBUA

BO3MOXHBIX peHIeHI/Iﬁ 3aga4u.

YK-1.3.

AHaM3UpPyeT UCTOUHUKHU
MH(OpPMALINH C IO
BBISIBJICHUS UX TTPOTUBOPEUHIT
U ITIOMCKA JOCTOBEPHBIX
CYXKICHUU.

BJIAa/Ie€T HABBIKAMHU UCCIICIOBAHUS
npo0semM npodeccruoHanbHON
JEATEIIBHOCTH ¢ IPUMEHEHUEM
aHaJlu3a, CUHTE3a U JIPYIMX METOJOB
MHTEIIJIEKTYJIbHOU JESATEIILHOCTH;
BBISIBJICHUS HAyYHBIX IPOOJIeM U
VICIIOJIb30BaHUS aICKBaTHBIX
METOJI0B JUISl UX PELICHMUS;
(bopMyIMPOBAHUS OLIEHOYHBIX
CY’KJICHH IIpU PELICHUU
npogeccuoHaIbHbIX 33j1ay.

YK-8.

CriocobeH co3naBathb
U TONJEPKUBATh B
[IOBCEHEBHON
KU3HU " B
npodeccuoHanbHOM
NesATeTbHOCTH
Oe30macHble
yCIIOBUS
KU3HEACSITEIbHOCTH
JUISt COXpaHEeHUs
MPUPOJHON  Cpejbl,
obecrnieyeHus
YCTOWYHBOTO
pa3BuTHs 0OIIIECTBa,
B TOM YHCIE IIpHU
yrpose "
BO3HUKHOBEHUHU
YpEe3BhIYANHBIX
cUTyauuu U
BOEHHBIX
KOH(JIUKTOB

VK-8.1

OrneHuBaeT (GakTOpbl PHUCKa,
yMmeeT obecreynBaTh JUYHYIO
0€30IMacHOCTh U 0€30MacHOCTh

Crnioco0eH co3ziaBath U NOJIEPKUBATh
HE0OX0IMMbIE YCIOBUS 0€30MacCHOCTH
JUTSl YYaCTHUKOB 00pa30oBaTEILHOTO
npoliecca 1 JMYHOU 6€30MacHOCTH.

OKpYXKaroImux B Bna)leeT HaBbIKaMH OILICHHBAaHUA,
MOBCEIHEBHON JKM3HM U B | (PaKTOpPOB pUCKa, U 0OecTieueHus
npoQeCCHOHAIBHON JUYHOU 0€301MacCHOCTH U 6€30MacHOCTH
JESITEIIbHOCTH. y4aCTHUKOB 00pa30BaTeILHOTO
mporiecca.
YK-8.2 3HaeT OCHOBHBIE METO/IbI CO3/IaHUS U
3HaeT U MOXKET IMPUMCHATH | IOAACP)KAHWA B HOBCGI[HGBHOI\/JI JKU3HU
METO/TBI 3aIIUTHI B | 1 Ipo(hecCHOHANEHOU e TENIbHOCTH
YpE3BBIYANHBIX CUTYalUsAX WB | YCIOBHM B UpE3BBIYANHBIX CUTYaLIHsIX.
YCIIOBUSAX BOeHHBIX | [IpuMeHseT Ha MpaKTUKe METO/IbI
KOH(JIMKTOB, (bopMupyeT | 3alUUTHl B YpE3BBIYAMHBIX CUTYAIIUSIX,
KyJIbTypy  O€30MacHOTO U | TOHECTU MPHUHIIUIIBI KYJIbTYPBI

OTBETCTBCHHOI'O ITIOBCICHHA.

0€301acHOTO U OTBETCTBEHHOTO
MOBEICHUS 00yJIaeMBbIX.

CniocobeH 00ydnTh HaBBIKaM CO37aHUS
Y TIOJIIEPKAHUS B TIOBCETHEBHOM
KU3HU U PO eCCHOHATbHON
JeSTeIbHOCTH HEOOXOIUMBIX YCIOBHIMA
JUTSL OTBETCTBCHHOT'O TTOBEICHUS
o00y4JaeMbIX.




4, O0beM y4eOHOH JUCHUIIMHBI M BUAbI Y4eOHOi padoThI
OOmmast TPyJA0EMKOCTh JUCIHUILUIUHBI COCTABISCT 2 3aueTHbIC €AUHMIBI (72 YacoB),

BKJIrO4Yas MPOMEKYTOYHYIO aTTCCTAIUIO.

Bun yuebHoM paboTh Bcero gacos CeMe;TpH
2 Bcero: 36,3 72
§ Tlexu (JIek) 16 16
é [IpakTuyeckue 3aHATHS (B T.4. CEMHUHAPHI) 20 20
= (ITp/Cem)
= JlabopatopHsbie 3ausTus (J1ad)
bcé NunuBunyansasie 3ausatus (M13)
xR
E = 3auer, 3a4eT ¢ OleHKOM, 3k3ameH (KITA) 0,3 0,3
==
=
;’ g Koncynpranus k sx3ameny (Konc)
0]
= E
l:% ® | Kypcosas pa6ota (Kp)
CamocrosrenbHas padora ctyneHToB (CP) 35,7 35,7
[ToaroroBka k sx3ameny (KoHTposb)
Byt mpoMekyTOYHOI aTTecTalum 3a4eT 3a4€T
OO0mas TpyroeMKoCTh (110 MJIAHY) 72 12

5. Conep:kanue JUCHUIVIMHBI 1O pa3aejaM (TeMaM) U BHIaM 3aHATHIA
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Cemectp 7
Kubepbe3omnacHoCTh B CUCTEME VK-1.1 Hoxnan
HAMOHAIBHOH 6e30macHocTH PO ) A . " zﬁig cobeceoBanue
VK-8.1
VK-8.2
Kubepmpectymienus mpoTuB YK-1.1 JOKJIaz
JUYHOCTH, OOIIIECTBA M TOCYAapCTBA ) 4 6 1 ziig cobeceoBanme
VK-8.1
VK-8.2
CoBpeMeHHOE KUOEepIIPOCTPAHCTBO VK-1.1 JOKITa
TexHuka 6€30MaCHOCTH B . . g " zﬁig cobecenoBanue
KHOEPIPOCTPAHCTBE VK81
VK-8.2
[Tpo6iembl IHTEpHET-3aBUCUMOCTH, VK-1.1 JOKIaz
KubepOyIIMHra A A 5 16 zﬁ-ig cobecenoBaHue
VK-8.1
VK-8.2




Mertoas! obecrieuenus 6ezonacuoctu I1K VK-1.1 HOKJIa
1 VnTepHeTa. BUpychl 1 aHTHBUPYCHI YK-1.2 Tect
4 4 9,7 | 17,7 | YK-1.3 | cobecenoBanue
YK-8.1
YK-8.2
dopma MPOMEKYTOUHOU aTTECTALUKU 03 cobeceoBanne
(3auer) :
Bcero 3a cemecTp: | 16 20 357 | 72

[Inanel mpoBeneHUs Y4EOHBIX 3aHATUH OTPaXEHBI B METOAMYECKHX MarepHajiax

(ITpunoxxenwue 1.).

6. KoHTpoJib KauecTBa 0OCBOCHUSA M CIUTIINHbBI

KOHTpOHB Kadyc€CTBa OCBOCHHA yqe6Hor0 Marepuajga Mo AJUCHUILIMHE IIPOBOJUTCA B

(bopMe TEKYILICTO KOHTPOJIA YCII€EBACMOCTHU U HpOMeH(YTOqHOﬁ arrecTanun B COOTBCTCTBHU C

«IlomoxxenueM o Q)opMax, NEpUOANYIHOCTH U TIOPAAKE TCKYHICI'O KOHTPOJIA YCIICBAEMOCTU H

nmpoMexyTouHoi arrectaruu ooydaromuxcs B 'BOY BO CI'TIN u ero ¢punnanaxy.

HJ’IH aTTeCTallnu 06yqa101111/1xc;1 Ha COOTBCTCTBHC HUX IICPCOHAIIBHBIX I[OCTI/I)KCHI/Iﬁ

TpeOoBaHUSIM 00pa30BaTEILHON MPOTPAMMBI UCTIOIB3YIOTCS OIIEHOYHBIE MaTepHAIIbI TEKYIIEro
KOHTPOJISI yCIIEBAEMOCTH U MpoMekyTouHoU aTTectauuil (IIpunoxenue 2).

YpoBeHb ¢hoOpMHUPOBAHHOCTH KOMIIETEHIIMH

ne chopMupoBana chopmupoBana chopmupoBana chopmupoBana
YACTHYHO B 11€JIOM MOJTHOCTBIO
«He 3auTeno» «3a4TeHo»
«Heyzml::{e;T;mpnTen «Y10BJICTBOPUTEIBbHO» «Xopouo» «OTIHYHO»
Onucanue KpuTepues OLCHUBAHNUS

OO6yuaromuiics OO6yuaromuiicst OO6yuaromuiicst OObyuaromuiics
JEMOHCTPUPYET: JEMOHCTPHUPYET: JEMOHCTPUPYET: JEMOHCTPUPYET:
- CyILIECTBEHHbIE - 3HaHUs - 3HaHHE U - IIIyOO0KHe,
npoOenbl B 3HAHUAX | TEOPETUYECKOTO NIOHMMAaHHE BCECTOPOHHME U
y4eOHOro Marepuana; | Marepuana; OCHOBHBIX apryMEeHTHPOBAHHbIE
- IOy CKaroTCA - HETIOJIHBIE OTBETHI HA | BOIIPOCOB 3HAHHUSA
NPUHLMITHATIbHBIE OCHOBHBIE BOITPOCHI, KOHTPOJHUPYEMOIO | MPOrpaMMHOIO
OLIMOKM IIPU OTBETE | OLIMOKH B OTBETE, o0beMa MaTepuania,
Ha OCHOBHbIE HEJ0CTaTOYHOE MIPOrpaMMHOT0 - IOJIHOE TIOHUMaHUE
BOIPOCHI OuIIeTa, MIOHMMAaHME CYIIHOCTH | MaTepuaa; CYILIHOCTHU U
OTCYTCTBYET 3HaHHE€ | U3JIara€MbIX BOIIPOCOB; | - TBEP/AbIC 3HAHUS | B3aUMOCBS3HU
Y TIOHUMaHue - HEYBEPEHHBIE U TEOPETUYECKOTO paccMaTpuBaeMBbIX
OCHOBHBIX MOHSTUN U | HETOYHBIE OTBETHI HA MaTtepuana. IIPOLIECCOB U
KaTeropui; JIOTIOJTHUTEIIbHBIE - CIIOCOOHOCTH SBJICHUH, TOYHOE
- HEMIOHNMAaHNe BOIIPOCHI; yCTaHaBIMBAaTh U 3HAHHE OCHOBHBIX
CYLIHOCTH - HEJOCTaTOYHOE OOBSICHATH CBS3b MOHSATUHN B paMKax
JIOTIOTHUTEIbHBIX BJIaJICHUE JIUTEPATYPOM, | IPAKTUKHU U 00CyKaeMbIX
BOIIPOCOB B paMKax PEKOMEHI0BAaHHOU TEOPHH, BBIABIATH | 3a/JaHUII;
3aJjaHul OuseTa; MIpOrpaMMon MIPOTUBOPEYUS, - CIIOCOOHOCTH

- OTCYTCTBUC YMCHHS JUCHUITIINHBI,

POOJIeMBI 1

YCTAaHAaBJIMBATL U




BBITOJIHATh - ymeHue 0e3 rpyObIx TEHACHIINU OOBSICHATH CBSI3b
MPaKTUYECKHE OIIMOOK peliaTh pa3BUTHS, MPAKTUKU U TEOPHH;
3aJaHus, MPAKTUYECKHE 3aJaHUA. | - IPABUIbHBIC U - JJOTHYECKH
PelyCMOTPEHHbIE KOHKpETHbIE, 0e3 MocJieI0BaTeIbHbIE,
porpammoit rpyObIX OIIHUOOK, coJiepKaTeNbHbIE,
JUCIUILINHBI, OTBETHI HAa KOHKpETHBIE U
- OTCYTCTBUE MIOCTaBJICHHBIC MCUEPIIBIBAIOIINE
TOTOBHOCTHU BOMPOCHI; OTBETHI HA BCE
(crmocoOHOCTH) K - YMEHHE peliaTh 3a/iaHus OuieTa, a
JTUCKYCCUM U HU3Kas PaKTHYECKHE TaKxe
CTETEeHb 3aaHus, KOTOPbIE | JIOTIOJIHUTEIIbHBIC
KOHTaKTHOCTH. clenyer BOIIPOCHI
BBITIOJIHUTE; HK3aMEHaTOPa;
- BIIaZICHHE - YMEHHE peliaTh
OCHOBHOM [IPAaKTUYECKUE
JUTEpaTypOH, 3aJlaHus;
PEKOMEHIOBAHHON | - HAIMYKE
porpamMmoin COOCTBEHHOMU
JUCIUTINHBL, 000CHOBaHHOM
Bo3MoxHBI MMO3ULIUH T10
HE3HAYUTENbHbIC 00CyKIaeMbIM
HETOYHOCTH B BOTIPOCAM;
PacKpbITUI - cBOOOIHOE
OTIENBHBIX WCTIOJIb30BAHUE B
MOJIOKEHUH OTBETax Ha BOIPOCHI
BOIIPOCOB OumiieTa, | MaTepuasoB
MPUCYTCTBYET PEKOMEH/I0BaHHOM
HEYBEPEHHOCTH B OCHOBHOU U
OTBETax Ha JOTIOTHUTEIBHON
JIOTIOTHUTEIIBHBIE | TUTEPATYPHI.
BOIIPOCHI.

7. Y4eOHO-MeTOaANYeCcKoe o0ecneueHue TUCIUIINHbI

VY4yebHO-MeToIMUecKoe obecreueHne TUCHMIUIMHBI BKIIIOYaeT padouyylo Mporpammy

JAUCHOUIIIIMHBI, METOJUYICCKHUEC MAaTCPUAJIbI, OICHOYHBLIC MaTCPUAJIBI.

IToyIHBII KOMIUIEKT METOAMYECKUX NOKyMEHTOB pa3melieH Ha DMOC dunnana CI'TIN B

r. JKenesnoBojcke.

VY4yebHO-MeToIMUecKoe  0OecreueHrue  CaMOCTOATENbHON  paboThl  0OydaroLIuXcs
BKJIIOYAaeT: Y4YeOHMKM, Yy4eOHble TI0COOMs, SJIEKTPOHHbIE OOpa3oBaTENbHBIE PECYPCHI,
METOANYECKHE MaTepUalIbl.

CamocrosiTenbHast ~ pabora  oOywarouuxcs — sBiseTcss  (GopMOM  opraHuzaluu

00pa30BaTeNbHOTO Mpoliecca MO AWCIMILIMHE W BKIIOYAET CIEAYIOUINE BUIbI NEATEIHHOCTH:
nmouck (moadbop) W 0030p HAy4yHOM W yYEOHOW JHUTEPATYyphl, SJIEKTPOHHBIX HCTOYHHKOB
uH(pOpMAIIUHU TI0 U3y4aeMoi TeMe; paboTa ¢ KOHCTIEKTOM JIEKIIUH, DIIEKTPOHHBIM YUeOHUKOM, CO
CJIOBapsIMU M CIIPABOYHMKAMH, HOPMATHBHBIMHU JIOKYMEHTAMH, apXUBHBIMH U JIP. UCTOYHUKAMU
uH(popManuu (KOHCIIEKTUPOBAHKE); COCTABIEHUE TJIaHA W TE3UCOB OTBETA; IMOATOTOBKA
coobmenusi (pedepara); cobecemoBaHHE, TPE3CHTAIMU; BBITIOJHEHWE WHIUBUIYATbHBIX
3a/laHuii; TOJITOTOBKA K IPAKTHYECKUM 3aHSTUSM U JIp.; TOJTOTOBKA K 3a4eTy.

8. IlepeyeHb OCHOBHOI M JONOJHUTEIbHOI y4eOHOI JIMTEepaTypbl
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U3YYaIOIMX KOMITBIOTEPHYIO 0€301MacHOCTh | yueOHHK /i By30B / A. b. Jlocs, A. 1O.
Hecrepenko, M. U. PoxkoB. — 2-e u3za., ucnp. — Mocksa : M3natenscTBo HOpaiT, 2022, —
473 c. — (Beicmiee ob6pazosanne). — ISBN 978-5-534-12474-3. — TexcT : 3NEKTPOHHBIH //
O6pasosarenbHas iathopma FOpaiir [caiit]. — URL.: https://urait.ru/bcode/489242

2. Borynbckas, H. A. Moaenn 6€30macHOCTH KOMITBIOTEPHBIX CUCTEM : YIeOHOE
nocobue / H. A. borynsckas, M. M. KydepoB. — Kpacnosipck : COVY, 2019. — 206 c. — ISBN
978-5-7638-4008-7. — Tekcr : anmeKkTpoHHbIH // JIaHb : 3IeKTpOHHO-ONOIMOTeUHAsI CUCTeMA. —
URL: https://e.lanbook.com/book/157578

Lononnumenvnasn numepamypa:

1. Jleontses, A. C. 3ammura nndopmanuu : yuedHoe mocooue / A. C. JleoHTheB. —
Mocksa : PTY MUPDA, 2021. — 79 c¢. — Texkcr : aneKkTpoHHBIA // JlaHb : 3JIE€KTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/182491

2. [Myrun, B. B. 3ammra wHpOpManuu B KOMIBIOTEPHBIX HH()OPMAIMOHHBIX
cuctemax : ydeoHoe mocobue / B. B. Ilyrun, E. 0. IN'ony6uuuas, C. A. Jlabaga. — Camapa :
I[I'yTH, 2018. — 119 ¢. — Tekcr : anexkTpoHHBIA // JlaHb @ 3JI€KTPOHHO-OMOIMOTEUHAS
cucrema. — URL.: https://e.lanbook.com/book/182299

3. Kupnuek, Kcenus Anekcanaposna , Kak odecrieunth HHPOPMAIIMOHHYIO 3aIUTY

aBTOpckux npaB? Meronndeckue pekomenganuu / K.A. Kupeuek, O.B. Ilenux, A.C. PensaHos,
B.C. Touckun — CraBpomnoJib : u3a1-Bo « Tumuenko O.I".». 2020.- 51 c.

4. bubapcoa I'.III. IIpaBoBoe oOecreyeHne WHPOPMAMOHHBIX TEXHOJIOTHH:
YueOHoe nmocobue.- Crapponons: CI'TIN, 2010.- 100 c.

5. dopmupoBanne WHOOPMANMOHHOW TUTHEHBI y OYIyIIUX IIEJIaroroB: ydeOHOE
nocobue / bypnakosa U.C., Cutak JI.A, u n1p. Mocksa, 2020.- 3uanue -M- 80 c.

6. Touckun B.C. wu gp. HHpopmanmoHHble TexHONOrHHM  Oe3omacHas
oOpa3oBatenbHas cpena B obmectBe XXI Beka — yunrensm uHpopMaTHKU: yuyeOHOe mocodue /
B,C. Touckun, B.B. Kpacunbaukos, O.B. Ilenux.- CraBponons: Uzn-Bo «Tumuenko O.I.»,
2021. - 121 c.

Ilepeuens neuammuvix nepuoOUYecKux u30anulL.
1. Bricuiee 06pa3oBaHue CeroaHs

2. KitaccHblli pyKOBOAMTED

3. [legaroruka

Humepnuem-pecypcur:
SnekmpoHHble 6ubnuomeyHbie cucmemol

No HaumeHnoBanue Anpec caiita
n/n
1. | BBC «IOpaiit» WWW.Urait.ru
2. | OBC «Jlanp» http://e.lanbook.com/
3. | OBC «Aibykc.py/ibooks.ru» http://ibooks.ru
4 «HammonanbHas 3nekTpoHHas OubimoTeka» | https://rusneb.ru/
(H2B)
290P
No HaumenoBanue Anpec caiita
/1
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https://e.lanbook.com/book/182491
https://e.lanbook.com/book/182299
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http://e.lanbook.com/
http://ibooks.ru/
https://rusneb.ru/

1. | OBC «Ilemarornuyeckast OUOIUOTEKA http://pedlib.ru

2. | Hayunas siekTpoHHas OubInoTeka https://elibrary.ru

3. | Hayunas ANEKTPOHHAS oubnuoteka | https://cyberleninka.ru/
«KubepieHnHKa»

4. | bubnuoreka akagemuu Hayk (BAH). Pecypcesr | http://www.rasl.ru/e_resours/resursy
OTKPBITOTO JOCTYIIA otkrytogo_dostupa.php

5. | CiioBapy ¥ SHIMKJIONIC UM https://dic.academic.ru

6. | [lemarormueckass ~ Mmactepckas  «Ilepsoe | https://fond.1sept.ru
CEHTSAOPS»

7. | Haumonanenas  minargpopma  «OtkpeiToe | https://openedu.ru
00pazoBaHHUE

8. | Hopran «Emunas womrekuus uudpossix | http://school-collection.edu.ru

00pa3oBaTeNIbHBIX PECYPCOBY»

9. | Poccmiickoe obOpaszoBanue. Denepanbubiii | _http://edu.ru
nopra

10. | ITopran  ®expepanbHbIX TrOCYAapcTBEHHBbIX | http://fgosvo.ru
00pa3oBaTeNbHBIX ~ CTAHIAPTOB  BBICIIETO
00pa3zoBaHus

11. | ITopran npoekra «CoBpemenHas 1udposas | https://online.edu.ru
oOpa3zoBarteiibHas cpeaa B POy

12. | lludposas  obOpazoBarenpHas muiatdopma | https://media.prosv.ru/

«Media» (LECTA), I'K «IIpocBemenue»

9. MaTepuajibHO-TEXHUYECKOE o0ecnevyeHne JUCHMIIIMHBI

3aHATHA, TEKYIIHI KOHTPOJb YCIEBAEMOCTH U MPOMEXKYTOYHAs aTTeCTalUs 1O
JTUCLUIIMHE TIPOBOJATCS B Y4YEOHBIX ayAHTOPHUAX, YKOMIUIEKTOBAHHBIX THIIOBOU
Mebenplo ans  oOywarommxcss U mpenonaBarens. [lo 3asBke ycTaHaBIMBaeTCs
MOOUJIbHBINA KOMIUIEKT (HOYTOYK, TPOEKTOP, IKPaH, KOJIOHKH).

[Tomemienuss [Isl  caMOCTOSITENNbHOM  pabOThl  OOYYArOIIMXCS  OCHAIICHBI
KOMITHIOTEPHOM TEXHUKOU C MOJKIIOUeHUEM K ceTu IHTepHeT u 00ecrieueHbl JOCTYIIOM
B DJIGKTPOHHYIO HH()OPMAIIMOHHO-00pa30BaTENbHYIO CPEy By3a.

KommnprorepHoe o0opyaoBaHHE OCHAIIEHO KOMIUJIEKTOM JIMIIEH3MOHHOTO |
CBOOOZHO  pacHpOCTPaHSEMOro MPOrPaMMHOTO  oOecliedeHus, B TOM  YHCIE
OTEYECTBEHHOTO MPOU3BO/ICTBA:

1. [TakeTsl mporpammHoro obecreyeHusl OOIIero Ha3HA4YeHUs (BO3MOXKHBI
clenyIue BAPUAHTHI: «MoiOducy, «MicrosoftOfficey, «LibreOffice»,
«ApacheOpenOftice»).

2. [TpunoxeHue, MO3BOJISIONIEE MPOCMATPUBATh M BOCHPOM3BOIUTH MEAMAKOHTEHT
PDF-daitnoB «Sumatra PDF Reader», «AdobeAcrobatReaderDCy.

3. IIpuiokeHne, MO3BOJAIONIEE CKAaHUPOBATh M PacloO3HABaTb TEKCTOBBIE
JIOKYMEHTHI (BO3MOXHBI cieaytomue BapuanTbl: « ABBY YFineReader», «WinScan2PDF»).

4, [IporpamMma-¢aiiinoBbiii apxuBaTtop (BO3MOXKHBI CIEAYIOUIUE BApUAHTHI: «7-
zip», «WinRAR»).

5. [IporpamMma A opraHu3allMd W TPOBEACHUS TECTHUPOBAHUS (BO3MOXKHBI
CIIEIyIOIINE BapuaHThl: «Alpen», «MytestX»).

6. [IporpamMa  TpocMoTpa
CIeAYIOUMA BapHaHT: «Yandex»).

MHTEPHET-KOHTEHTA (BO3MOXKEH

(Gpaysep)
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IIpuaoxenue 1

MeToanyeckue MaTepUAaJIbl O JUCHUIJIMHE
« Kubep0e3onacHoCTb)»

1. IlnaHbl NpakTHYeCKUX PadoT U MeTOAMYECKHE PEeKOMEH1allul

Tema 1. Kubep6e3omnacHoCTh B cucTeMe HallMOHaIbHOM O6e3omacHocTu PD

IIpakTuyeckoe 3ansaTue 1.1.

Bonpocs! 11 06cyxaeHus:

1.

ook wm

['ocynapcTBeHHas MOJIUTUKA B 00JaCTH KHOEPOE30MacHOCTH KOMITBIOTEPHBIM aTakaM OT
15 suBaps 2013 r.

VYronosuslil koaeke PD, pazaen «Ilpectymnenus B chepe KOMIbIOTEPHON HHGOPMAITHN.
3ammra KubepnpocTpancTBa rocynapctsoM. Kubepsoiina.

[TpaBo Ha undopmaruio B Koncrurymuu PO.

3aimuTa rocyapcTsa u 3aiuTa KuOepnpocTpaHCTBa.

JoxTprna nHGOpMaIMOHHON 0€30M1aCHOCTH.

IIpakTuyeckoe 3ansaTue 1.2,

Bomnpocs! st o6cyxaenus

ok wdE

Kubeppoiicka. 3amura kubepnpocTpaHcTBa Kak OHA U3 337a4 BOOPYKEHHBIX CHIL.
Wudopmanronnas BoiiHa. THPpOpMaAIIMOHHOE OpYXKHE.

[TaTprOTH3M U UHTEPHET.

Wudopmannonnoe Bo3aeicTBure.

Boennas, rocygapcTBeHHas, KOMMepUecKas TalHa.

3amuTa caiToB TOCYJapCTBEHHBIX OPraHoOB (JIEKTPOHHOE IPAaBUTEILCTBO).

Tema 2. KuGepnpecrynjieHusi NpOTHB JUYHOCTH, 0011€CTBA U FOCYAapCTBa

IIpakTnyeckoe 3ansTue 2.1.

Bormpocs! 1151 06cyxaeHust

1.
2.

©CoNo O~

PeanbHast 1 BUpTyanpHas INYHOCTb.

[Icuxonoruueckas oocraHoBka B MHTEepHeTe: TpuuHT, KNOepOyIIMHT, KHOEpMOOOUHT,
TPOJUTUHT, OyJUTULIUA.

besomacHas paGota B ceTM B MpoLEcce CETeBOW KOMMYHHUKaluu (4YaTel, (GOpyMsl,
KOH(epeHIIUHU, CKaiIl, COLMaIbHbIE CETH U TIp.).

TepMHUHBI CETEBOTO ITUKETA: OBEPKBOTHUHT, QuieiiM, iy, odhdronuk, cmailnuku u ap.
[Tprmeprl STHUECKUX HApyIIEHUH. 3HAYEHUE CETEBOT0 3TUKETA.

CobcrBenHocTh B IHTEpHETE. ABTOpCKOE IIPABO.

WHTemiekTyanbHast COOCTBEHHOCTb.

[TnaTHas u 6ecruiaTHast “H(GOpPMAIIHSL.

3ammra mpaB HoTpeOUTENnel mpu HCHoab30BaHMM yciyr HMHTepHeT. 3amuTa mnpas
noTpeOuTenel yciyr npoBanaepa.

IMpakTHyeckoe 3ansaTHE 2.2.

BOHpOCLI JJIA O6CY)K,Z[CHI/I$I

1.
2.

3.

OTBETCTBEHHOCTb 3a UHTCPHCT-MOIICHHUYECCTBO.

[IpaBoBble  akThl B  00OjMacTd  WHPOPMALMOHHBIX  TEXHOJOTMH W  3aIIUTHI
kuOepnpocTpancTBa. OTBETCTBEHHOCTD 32 KHOEPIIPECTYTICHUS.

KoHCTUTYLIMOHHOE TpaBO Ha IOHMCK, MOJYYEHHE M paclpocTpaHeHHe HH(OpMaIUH.
®denepanbHbiit 3ak0H OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammure aeteit ot
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&

o

nH(pOopMaIy, MPUUHHSIONICH BpeJl UX 3J0POBBIO U PA3BUTHIOM (IEHUCTBYET C 1 CEHTAOPs
2012 rona).

Nudopmanmonnoe 3akoHoaatebecTBo PD.

3akoH P® «O06 undopmarum, "HGOPMALMOHHBIX TEXHOJOTHSX U O 3aIUTe HHPOPMALIUN.
VYTronoBHas OTBETCTBEHHOCTh 3a CO3JaHHe, MKCIOIb30BaHHE M paclpoCTpaHEHHE
BPEIOHOCHBIX KOMIIBIOTEpHBIX nporpamm (cT. 237 YK P®). [IpaBoBas oxpaHa nporpamm
st OBM u BJI. Kommepueckoe I1O. becrmatnoe I1O (FreeWare, Free, Free GPL,
Adware), ycnoBro-6ecraraoe 10 (Trial, Shareware, Demo).

[IpaBoBBIE€ OCHOBBI JUIsI 3AIIUTHI OT CIIaMa.

[IpaBoBass oxpana mporpamm st 9BM u BJl. Jlunensuonnoe I[1O. Buasl nunensuii
(OEM, FPP, xopnoparuBHbie JuieH3uu, noanucka). I10 ¢ otkpeiteiM komom (GNU GPL,
FreeBSD).

[TpaBo Ha MH(pOPMAIUIO, HA COKPBITUE JAHHBIX, KATErOPUH UH(OPMALIHH.

[lepconanbHble ©  OOIIENOCTYIHBIE JaHHBIC, OTPAaHWYCHHBIM JocTym. 3akoH «O
MEPCOHAIBHBIX JTaHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo TexHuka 0e30macHOCTH B KHOEPIPOCTPAHCTBE
IMpakTuyeckoe 3ansatue 3.1.
Bonpocsr 1uist 06cyxnenus

1.

2
3.
4.

oo

o~

Moennnyeckue neiictust B Uatepuere. Kubepnpecrymienus

CereBoii atuker. [Icuxonorus u cetb

[TpaBoBbI€ acTIeKTHI 3aLUTHI KUOEPIIPOCTpaHCTBA
Omnyaiin  cepBUCBHl A1  0€30HACHOCTH IOJIb30BAaTENsl B HMH-TEpHETEe (IIpOBEpKa
KoMIbIOTepa W (Dail;loB Ha BHPYCHl OHJIAWH, OHJIAMH JeakTUBalms SMS-BHPYCOB,
IpoBepKa caiiTa Ha BHpYChl, IpoBepka (ailnoB mno e-mail, onpeneneHue ajapeca
cTpaHuLbl, mposepka croumoct CMC u nip.).
Hactpoiiku 6€3011acCHOCTH OYTOBBIX MPOTPaMM.
3ammTa B MOMCKOBBIX CUCTeMaXx ((HIBTPHI Ui OTPAHUYCHUS TOTEHIIM-ATBHO OMACHOTO
COJIEPKUMOTO).
Hactpoiiku 6e3omacHoctu BeO-6pay3epos (Internet Explorer, Firefox u 1.11.).
DJeKTpOHHAs OYTa U CUCTEMbl MTHOBEHHOI'O OOMEHA COOOIICHUSIMHU.
Hactpoiiku 0e3onacHoctu Ckaiin, ICQ u np. CiocoObl o0ecriedenust 6€30macHOCTH BeO-
caira.

10. Kubepnpectyruienusi. Buasl MHTEpHET-MOIIEHHUYECTBa (TIMCbMa, peK-lama, OXOoTa 3a

JIMYHBIMU JaHHBIMHU U T.H.). OmacHOCTH MOOMIIBHOM CBSI3H. Hpenno;erI/m MO0 YCTAHOBKC
BPCAOHOCHBIX HpHHO}KeHHﬁ.

11. Momennnueckue CMC. VYTeuka M 0OHapojoOBaHME JWYHBIX JaHHbIX. [logbop u

nepexBatT MmapoJiei.

12. B3nombl AKKayYHTOB B COUAJIBHBIX CCTAX. Buasl MommeHHHYECTBA B I/IHTepHeTe. )700005150¥

(papmuHr). A3apTHBIE UTDPBHI.

13. Jloxxuble aHTHBHpYCHL. [loaMeHa cTpaHuI] B MHTepHeTe (CalWThI-KIOHBI). DanbIINBbIE

(baim000MEeHHUKH.

14. DnexTpoHHBIH Kolenek. MOIIEeHHHYeCTBO IPU pacnpocTpaHeHuu «oecraatHoroy I10.
15. TexHonoruu ManumynupoBanus B UnTepHere.
16. Tb npu uHTEpHET-00IICHNY.

IIpakTnyeckoe 3ansTue 3.2.

Bonpocsr 1uist 06cyxnenus

1.

2.
3.
4

Tb npu peructpanuu Ha BeO-caiTax.
KomnrerotrepHoe nuparctso. [1naruar.
KubepHaeMHUKH U KHOEPAETEKTHUBEI.
Ornenka ymiep6a oT kubepnpecTyIieHUH.

12



5. Hurepner-3tuket. [IpaBmia obmenus B laTepHere.

6. OCHOBBI CETEBOr0 3THKETA.

7. Tlepenucka B ceTwu.

8. IlpaBuia noBeneHus B ckaine. Popym.

9. OOuieHue B CETH U €T0 ITOCIENCTBHU.

10. Arpeccus B cetu.

11. AHOHMMHOCTb B CETH.

12. Bunbl 3THkeTa (JIMYHBINA, ACTOBOWM, MUCHMEHHBIN, JUCKYCCHOHHBIA W mp.). Pazmmums
STHKETa B pa3HBIX CTpPaHaX.

13. Drtuka nuckyccuii. Bzaumaoe yBakxeHue pu HHTEPHET-OOLICHUH.

14. DTuker ¥ 0€30MaCHOCTD.

Tema 4. IIpoosembl UHTEpHET-3aBUCUMOCTH, KHOEPOYJIJIMHTA

IIpakTnyeckoe 3ansaTue 4.1.

Bomnpocs! 1u1st 00cyxaenns

['uruena komneroTEpAa.

KomnbroTep u kpoBooOparieHue.

[Tonp3a 1 Bpel KOMITBIOTEPHBIX UTP.

Komnsrorep u 302K.

PU3NYECKOE U ICUXUYECKOE 3/10POBBE.

[TpaBuia noBeneHMs B KOMIIBIOTEPHOM KJiacce.

WuTepHeT B cuctemMe 0e301MacHOCTH.

TexHuka 0e30MacHOCTH MPU paboTe ¢ KOMIIBIOTEPOM.

Kommibrotep 1 MOOMIIBHBIE YCTPOMCTBA B UPE3BBIUANHBIX CUTYaLUsX.

0. Menununckas unpopmanus B MurepHere. KomnbroTepsl U MOOWJIBbHBIE yCTPOHCTBAa B
AKCTPEMAIIbHBIX YCIOBUSIX.

11. Bo3neiicTBUE pagHoBOJIH Ha 30pOBbe U OKpyxatoryto cpeay (Wi-Fi, Bluetooth, GSM).

12.  Komruiekc ynpaxHeHH IpU paboTe 32 KOMIBIOTEPOM.

13. BozpneiictBue Ha 3penue DJIT, KUIKOKPUCTAIUIMYECKUX, CBETOIMOIHBIX, MOHOXPOMHBIX

MOHMTOPOB.

14. KomnbroTep B pexxuMe TpyJia U OTJbIXA.

15. BuawusHHe KOMIIbIOTEpA HA PENPOAYKTUBHYIO CUCTEMY.

16. Bpeansbie hakTopsl pabOTHI 32 KOMIBIOTEPOM H UX MTOCIEICTBUS.

BOoo~NoOR~WNE

IIpakTyeckoe 3ansTHe 4.2.
Bormpocs! 1151 06cyxaeHust
17.  Opranusanus pabouero Mecta
NuTepHeT-coob111ecTBo.
HHTEpHET-3aBUCUMOCTb.
ConuanbHble ceTu. JleTckue colranbHble CEeTH.
BuptyanbHas THYHOCTB.
3aBucuMocTh 0T HTepHEeT-0011IeH S
PazBnieuenus B HTepHere.
IIpu3HaKy UrpoBOM 3aBUCUMOCTH.
CereBble UIPBI.
Caiitel 3HakoMcTB. 30K 1 koMnbroTED.
0. Bugp! 3aBucumoctu. JlectpyktuBHas uHpopmanus B IHTepHeTe.
11. Bunasr IHTEpHET-3aBUCHMOCTH.
12. KubepkynbTypa (MaccoBasi KyJabTypa B CETH) U JIUYHOCTb.
13. INcuxonoruveckoe BO3ACHCTBIE HH(POPMAIIMH HA YETIOBEKa.
14. YnpaBnenue JHUYHOCTBIO uepe3 ceTh. VIHTEpHET W KOMIBIOTEPHAs 3aBHCUMOCTH
(amouKnus).

BOooo~NoGR~WNE
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15.

16.

17.

Kpurepuu 3aBuCUMOCTH (IPUOPUTETHOCTh, M3MEHEHHUS HACTPOCHHUS, TOJIEPAHTHOCTD,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUINB).

Tunbl MHTEPHET-3aBUCUMOCTH (TIpUCTpacTUe K paboTe ¢ KOMIIBIOTEPOM, K HaBUTALUU U
NOUCKY MH(OPMALMU, UTPOMAHUS U SJIEKTPOHHBIEC MOKYIIKH, 3aBUCUMOCTh OT CETEBOTO
oO1eHus).

Knaccugukanus mHTEpHET-3aBHCUMOCTEH

Tema 5. Metoanb! o0ecnieuenns 6e3onacHoct IIK u MntepHera. Bupycsbl 1 aHTUBHPYCHI

NoakowdE

9.

10.
11.
12.

IIpakTuyeckoe 3ansaTue 5.1.

KoHTeHT-(QUIbTPHI

[TouckoBsle cepBepsl.

[Tpu3Haku 3apakeHHsI KOMIBIOTEpa.

AHTHUBHpYCHAas 3allUTa.

3ammra ¢aitnos. besonacHOCTh Mpy ckauMBaHUU (PAiIIOB.

3amuTa IporpaMM U JIaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOIIMPOBAHUS.
Opranu3anyoHHbIe, OPUAMYECKHE, MPOTrpaMMHBIE W MPOrPaMMHO-ANMapaTHbIE MepHI
3alIUTBHI.

3ammTa mporpaMM M JAHHBIX C TIOMOIIBIO TApOJeH, MPOTPAMMHBIX M AIIEKTPOHHBIX
KJII04Eel, CepUIHBIX HOMEPOB, NIEPEHOCA B OHJIANH U T.II.

Henepemeraembie mporpaMmel.

3amurTa OT KONMMPOBAaHUS KOHTEHTA CalTa.

Ncrounuku 3apaxenus [1K.

AnTuBupycHoe [10, Bubl 1 Ha3HaYeHHE. MeTo/Ibl 3aIUThl OT BUPYCOB.

IIpakTuyeckoe 3ansaTHe 5.2,

Bomnpocs! st o6cyxaenus

1.

ook wd

10.
11.
12.

13.

14.

[Tpobaemsr OezonacHocTH MHQPAcTpYKTypbl MHTEpHETa (IPOTOKOJIBI MapUIpyTHU3aLUU
CETH, CUCTEMA IOMEHHBIX UMEH, CPEJICTBA MAPLIPYTU3ALUH U T.I1.).

ITpoBepka nouyinHHOCTH (ayTeHTU(UKanus) B HTepHeTe.

Mepsl 6e3onacHocty Juis nosnb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

Bupycsl a1 MOOUIIBHBIX YCTPONCTB (MOOMIIbHBIE OaHKEPHI U JIp. ).

Hactpoiika komnbrotepa Juist 0e3onacHoi paboTsl. OmnOKY MOIB30BaTENS.

Meppl  nuuHOM  Oe3zomacHocTH  mpu  ceTeBoM  obmieHuu.  I[IpenorBpaieHue
HECaHKI[MOHMPOBAHHOTO ocTymna K 11K.

[Taponu, 6GuomMeTpuUecKkue METO/bl 3aIMUThl U ayTeHTU(UKALUSA C IOMOIIbIO BHEIIHUX
HOCHUTEJEH.

[TpocThle n AUHAMUYECKU U3MEHsIoNMecs naposuu. bopsba ¢ yreukamu uHdopmaruu.
Cpenctsa koHnTposist noctymna. [IpaBa monb3oBareneit. CriocoObl pa3rpaHUyueHus JOCTYTIA.
OTnnuus BUPYCOB U 3aKJIaJ0K.

AnTuBHpycHble nporpammsbl ais [1K: ckanepsl, peBU30pHI U Ap.

HanOonee n3BecTHble aHTUBUpYCHbIe IporpamMMel. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe wu OecraTHOE
antuBupycHoe I10.

OmnnaiiH cepBUCH i1 0€30MacCHOCTH MOJB30BATENs B MHTEPHETE (MPOBEPKa KOMITBIOTEPA
U (aiiioB Ha BUPYCHI OHJIAIH, OHJAMH AeakTuBarus SMS-BUPYCOB, pOBEpKa caifTa Ha
BUPYChI, TpoBepka (ailioB mo e-mail, ompezneneHue aapeca CTpaHUIBL, MPOBEpKa
crouoctt CMC u nip.).

Hactpoiiku 06€30macHOCTH MOYTOBBIX MpPOrpaMM. 3aluTa B IIOUCKOBBIX CHCTEMax
(unbTpHI 11 OrpaHUYEHUS TOTEHLIUAIBHO OMACHOTO COJIEPKUMOTO).

2. 3ajgaHus 1J1sl CAMOCTOSITEIbHOM PadoThI
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Tema 1. KubepOe3onacHOCTh B CUCTEME HAIMOHAIBHOM Oe3omacHocTn PO
[ToaroTOBUTH JOKJIAJ IO TEME:

1. Hnadopmanmonnas BoitHa. MHGOpMaIIMOHHOE OpYKHE.

2. TlaTpmoTu3M M MHTEPHET.

3. MudbopmanmoHHoe BO3ICHCTBHE.

Tema 2. KuGepnpectymieHus IpOTHB JIMYHOCTH, OOIECTBA U TOCYAapCTBa
IToaroToBUTH NOKIA IO TEME:
1. PeanbHas u BUpTyanbHast JTUYHOCTb.
2. Tlcuxomormueckast oOctanoBka B MHTEepHeTe: rpuduHr, KuObepOyUIMHT, KUOEpMOOOHHT,
TPOJUINHT, OYJUTULINL.

Tema 3. CoBpemeHHOe KnbepnpocTpaHcTBO TexHHKa 6e3011acCHOCTH B KUOEpIIPOCTPAHCTBE
IToaroToBUTH NOKIAM IO TEME:

1. DneKTpOHHBIN KOIIENCK.

2. MouleHHHYeCcTBO MpH pacnpocTpanenun «oecrarnoroy I10.

3. IlpaBuna noBesneHus B ckaire.

4. ®opym. I[lpaBuia noBeneHus

Tema 4. [IpoGnemsl nTepHET-3aBHCHMOCTH, KMOEPOYIJIIIMHTa
[ToAroToBUTH AOKIA MO TEME:
1. Bunawl HTEpHET-3aBUCHMOCTH.
2. Kubepkynbrypa (MaccoBas KyJabTypa B CETH) U JTUYHOCTD.
3. Tlcuxomornyueckoe Bo3nelicTBAE HHPOPMAIIUU HA YSIIOBEKA

Tema 5. Metoas! obecrieuenus 6e3onacuoctu [1K u MaTepHeTa. Bupycsl 1 aHTHBHPYCHI
[ToaroToBUTH 1OKIJIAM IO TEME:

1. Mepsi 6e30nacuoctu aiist noip3osarens WiFi. Hacrpoiika 6e3omacHocTH.

2. Bupycsl 11t MOOUIBHBIX YCTPOUCTB (MOOMIIbHBIC OaHKEPHI U Ip.).

3. IlpumepHbIe TeMbl pedpepaToB

1. Undopmanus - paxTop cymiecTBoBaHus U pa3BUTHs 001mecTBa. OCHOBHbIE (HOpPMBI

nposiBIeHus: MH(popMalmy, e€ CBOWCTBa Kak 00beKkTa 0€30IacHOCTH.

[TonsTue 6e3onacHocT U €€ cocrapistonie. besonacHocTs UHpOpMaLUU.

Obecneuennie nHPOPMAIIMOHHOMN 0€30IMaCHOCTH: CO/IEPIKAHUE U CTPYKTYpa MOHSATHS.

HanmonaneHble nHTEpECH B HH(QOpMaLIMOHHON cdepe.

VcTouHMKM U coiepikaHue yrpo3 B HH(POPMAIMOHHOM cdepe.

CooTHolIeHrEe TOHATUH «MH(POPMAIIOHHAs O€3011aCHOCTh) U «HAIMOHATIbHAS

0€3011aCHOCTb)

7. Puck paboTsl Ha mepcoHaAIbBHOM KoMmbloTepe. [imannpoBanue 6e3omnacHoi paboThl Ha
NIEPCOHAIIBHOM KOMIIBIOTEDPE.

8. Mudopmarus - pakTop CymecTBOBaHUS U Pa3BUTHS 00IIECTBA.

9. Ilenu u 3aauu 3aIUTHl HHYOPMAITUH.

10. Opranu3anus 3amuThl KOHQUICHINATEHOW HHPOPMAIINH.

11. Bune! 3amumaemMoit uHdopmalyu B cepe rocy1apcTBEHHOT0 U MyHHUIIMIIATBHOTO
yIpaBiIeHUS.

12. YpoBHu BeneHus nHopMaiMoHHON BoHHBL. OnepaTuBHas MACKUPOBKA.
Pannosnextponnas 6oprba. Bo3aeiicTBue Ha ceTH.

13. OcHOBHBIE MOJNOXKEHUSI TOCYJApCTBEHHONH HWH(POPMALMOHHOM monuTHKU Poccuiickoii
denepanuu.

oM wWN
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Kpurepun ouenku pedepara

Kpurepusimu otieHkr pedepata MOTYT BBICTYITUTD CIICAYIOIIAE MOMEHTBI:

— B Kakoi Mepe pacKphIBACTCS aKTyaJbHOCTh TEMBbI;

—  KakoOB TEOPETUYCCKHI YPOBEHb CYXKICHHH aBTOpa, Kak BIAJCET OH COBPEMCHHBIMU
METOJIOJIOTMYECKUMH OCHOBaMH HAayK TMPH OCBEIIECHHM IOCTABJICHHBIX B pedepare
BOIIPOCOB;

—  COOTBETCTBHE CTPYKTYPBI M COJIEepKaHus pedepaTa miany;,

—  LeJIOCTHOE, TTyOOKOE MOHMMAaHHE BOIIPOCOB TEMBI HITH pa3padaThiBaeMoil IpoOIeMbl;

—  KaK yJaJoch aBTOpPY CBs3aTh HM3JlaracMbie B pedepare BOMPOCH TEOPHH C MPOOIEeMaMU
CErOJHSAIIHEr0 [HS, yMEHHE WCIOJIb30BaTh TEOPETUYCCKHE HWCTOYHHKH U Y4eOHO-
METOJIMYECKYIO JINTEPATyPY;

—  JIOCTaTOYHO JIM MPOSBJCHA aBTOPOM CaMOCTOSITEJIHLHOCTh B IIOCTAHOBKE BOIPOCOB, B
TPAaKTOBKE WX, €CTh JIM B pabOTe OPUIMHAIBHBIC MBICIIH, CBEXHE (AKThl, OMUCAHUE
JyYIIEro OmbITa paboThl, KOHKPETHBIX NPUMEPOB M3 MPAKTUKH, COOTBETCTBYIOIINE
PEKOMEHIALNH U TIPEIOKEHHUS

—  u3jaraercs Ju B pedepare COOCTBCHHOE MOHMMAaHKE PacCMaTpUBAEMO POOIIEMBI,
JIOCTaTOYHA JIK €r0 apryMEHTAIIU;

—  Kkak odopmiteH pedepar wiu 10KIa] (00beM, HATHYKE [TaHa, COACPIKATEIbHOCTh
BBCJICHU, II0OJTHOTA CIIMCKA I/ICHOHI)?,YCMOI\/JI JIMTCPATYPhl, HAITNYHNC HpHHO)KeHHﬁ, aHaJin3a
ombITa paboThI, CXeM, TabJIMII, THarpaMM, TJIAHOB, AHKET H T.JI.);

—  HMeeT Jid paboTa OMpeIeIEHHYIO IIEHHOCTb, YTOOBI PEKOMEHI0BATh e¢ B (hOH/ yueOHBIX
OCOOMHi 1Mo Kypcam.

Pedepar orennBaetcs 1mo 4-x OAUTBHON CHCTEME - «HEY/IOBICTBOPUTEILHOY,

«YIOBJIETBOPUTEIILHOY, «XOPOIIIO», KOTITHYHOY.
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[Tpunoxxenue 2

OueHoYHbIEe MATEPHAJIBI 110 AUCHUIIHHE
« KubepoeszonacHoctn»

1. OueHouyHble MaTEPHUAJIBI AJIsl TEKYILET0 KOHTPOJISA
1.1. TecToBBIE MaTepHAJIBI

Tect 2

1. K mpaBoBBIM MeTO1aM, 0O€CTIEUMBAIOIIUM HHPOPMALMOHHYIO 0€30MaCHOCTh, OTHOCSTCS:
1. Pa3paboTka anmapaTHBIX CPEACTB 00ECIEYEHUs MPABOBBIX TAHHBIX
2. Pa3paboTka u yCTaHOBKA BO BCEX KOMIIBIOTEPHBIX MIPABOBBIX CETAX KYPHAJIOB yueTa
JIeNCTBUI
3. Pa3paboTka u KOHKpeTH3alus MPaBOBBIX HOPMATHUBHBIX aKTOB 0OecTieYyeHUs
0e3omacHOCTH
2. Buasl nHpoOopMannoHHOH 6€30MaCHOCTH:
1. IlepconanbHasi, KOpImopaTUBHAasl, TOCYJapCTBEHHAS
2. KnmeHntckas, cepBepHas, ceTeBas
3. JlokanpHas, rinobanbHas, CMEIIaHHAS
3. Lenu nadopmanrnonHoit 6€30MaCHOCTH — CBOEBPEMEHHOE 0OHAPYKEHHE,
npeaynpexaeHue:
1. HecaHKIMOHUPOBAHHOTO JOCTYIa, BO3JICHCTBUS B CETH
2. WHCaWJepcTBa B OpraHU3alUU
3. upe3BBIYANHBIX CUTyallUN
4. OcHOBHBIE OOBEKTHI HHPOPMAITUOHHON 0€30MaCHOCTH:
1. KommwroTepHbie ceTH, 0a3bl JaHHBIX
2. WudopmanmoHHBIE CHCTEMBI, ICUXOJIOTHYECKOE COCTOSTHHE TTOJIb30BaTENCH
3. busHec-opueHTHpOBaHHbIE, KOMMEPUYECKHE CUCTEMBI
5. OCHOBHBIMH pUCKaMU UH()OPMAITMOHHON 0€30TTaCHOCTHU SIBIISIIOTCS:
1. HckaxxeHue, yMeHblIeHHE 00beMa, IEPEKOAUPOBKA HH(OpMAIUN
2. TexHMYECKOE BMEIIATEIbCTBO, BHIBEJIEHUE U3 CTPOsI 000PYOBaHUS CETH
3. Tloreps, uckaxxenue, yreuka nHGpopManuu
6. K 0CHOBHBIM (DyHKIIMSIM CUCTEMbI 0€30IaCHOCTH MOKHO OTHECTH BCE MEPEUHCICHHOE:
1. VYcranoBieHue periaMeHTa, ayAUT CUCTEMBI, BBISIBICHHE PUCKOB
2. YcTaHOBKa HOBBIX OQUCHBIX MPUIOKEHUN, CMEHA XOCTUHT-KOMITAHUH
3. BHenpenwue ayTeHTUPUKAIIUU, TPOBEPKU KOHTAKTHBIX IAHHBIX MMOJb30BaTENEH
7. K OCHOBHBIM TUIIaM CPEJICTB BO3/ICCTBHS Ha KOMIIBIOTEPHYIO CETh OTHOCHUTCS:
1. KomnbroTepHslit c60if
2. Jlormueckue 3aKIagKu («MUHBIY)
3. ABapuifHOE OTKIIOUEHUE MUTAHUS
8. Korpa nmonyden cnam no e-mail ¢ npuiioxkeHHbIM (aiinom, ciaeayer:
1. IIpoumnTaTh NpHUIOKEHHUE, €CIU OHO HE COAEPHKUT HUUYErO IIEHHOT0 — YIAAIUTh
2. CoxpaHHUTh IpHIOKeHUE B mapke «Cram», BBISICHUTH 3aTeM [P-anpec reneparopa
crama
3. Y1manuTh NUCHMO C IPHIIOKEHUEM, HE pacKphiBas (HE YUTas) €ro



9. BIII — aro:
1. DnextpoHHO-IMPOBOI Mpeodpa3oBaTeb
2. DIEeKTPOHHO-IU(POBAS MOINKUCH
3. DIJeKTpOoHHO-IHPPOBOH IPOIIECCOP
10. CaoiicTBamu nHpopManuu, Hauboee aKTyaTbHBIMH IPU 00ECIICUCHUU
UH(}OPMAIMOHHOM 0€30MaCHOCTH SIBISIOTCS:
1. IlemocTHOCTH
2. JloCTymHOCTH
3. AkTyanbHOCTbI
11. Pa3HOBUIHOCTSIMU yTpo3 0€30MIaCHOCTHU (CETH, CUCTEMBI) SIBISIOTCS BCE MEPUHCICHHOE
B CIIHCKE:
1. IlporpammHble, TEXHUYECKHE, OPIraHU3ALIMOHHbIE, TEXHOJIOTHYECKHE
2. CepBepHble, KIMEHTCKUE, CIyTHUKOBBIC, HA3eMHbBIE
3. Jluunble, KOPIOPATUBHBIE, COLUAIbHBIE, HALIMOHAJIbHBIE
12. IMonuTuka 6€30MaCHOCTU B CUCTEME (CETH) — 3TO KOMILIEKC:
1. PyxoBoxcts, TpeOoBaHuil ob6ecrneueHuss HEOOXOAUMOIO YPOBHs 0€3011aCHOCTH
2. WHcTpyKuuid, anropuTMOB OBEJEHUS M10Ib30BATEIIS B CETH
3. Hopwmsl nHGOPMAIMOHHOTO TIpaBa, COOJII0IaeMbIE B CETH

Kpurtepuu ounenku:
s olleHKHM pe3yJIbTATOB TeCTHPOBAHMS MPEAYCMOTPEHA CIEAYIOIIas CHCTeMa OLEHUBAHUS
y4eOHBIX JOCTHKEHHI CTYICHTOB:
3a Kaxabli MMPaBUILHBIN OTBET CTaBUTCS 1 Oa,
3a HemnpaBWIbHBIN 0TBET — 0 OaIoB.
Ecnu ctynent nabupaer
ot 85 1o 100 % mpaBUIBHBIX OTBETOB €MY BBICTABIISICTCS OLIEHKA KOTIUIHON;
oT 72 10 84 % TMpaBUIBHBIX OTBETOB — OIIEHKA «XOPOILIOY,
ot 51 10 71 % mpaBUILHBIX OTBETOB — OILIEHKA «YOBJICTBOPUTEIHLHOY,
MeHee 50 0aIoB — OLIEHKA «HEYI0BIETBOPUTEIBHOY.

1.2. BonpochI 1Jis1 codece10BaHUA

Tema 1. KubGep6e3onacHocTh B cucTeMe HAIIMOHAJILHOM Oe3onacHocTtu PO
1. TocynapcTBeHHas MOJUTHKA B 001aCTH KMOEepOE30MacHOCTH KOMITBIOTEPHBIM aTakaM OT
15 sBapst 2013 r.
2. Yronosuslii kogekc PO, pasnen «Ilpectymienus B chepe KOMIbIOTEPHOM
uH(pOpMaLUN.
3ammra knbepnpocTpaHcTBa rocyaapctsoM. Kubepsoiina.
[IpaBo Ha unpopmanuio B Koncturyuuu PO.
3amra rocyapcTBa 1 3aIura KuoeprnpocTpaHCTBa.
JlokTprHa HHPOPMAIIMOHHOM 0€30MaCHOCTH.
KubepBoiicka. 3amura KubepnpocTpaHCTBa KaK OJJHA U3 33J[a4 BOOPYKEHHBIX CHIL.
WNudopmanronnas BoitHa. HopMaIimoHHOE OpyXKHeE.
. IlarpmoTu3m 1 MHTEpHET.
10. UnpopmanronHoe Bo3eiicTBHE.
11. BoenHasi, rocy1apcTBeHHasi, KOMMepuecKas TaiiHa.
12. 3amuTa caiiToB rocy1apCTBEHHBIX OPTaHOB (3JIEKTPOHHOE NMPABUTEILCTBO).

©ONO O AW

Tema 2. KubGepnpectynjieHnusi NpoTHB JTHYHOCTH, 0011eCTBA ¥ FOCY1apCTBa
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11.

12.

13.
14.

15.

16.

17.
18.

PeanbHas v BUpTyalibHAS TMYHOCTbD.

[Tcuxonorndeckass oocraHoBka B MHTepHeTre: rpuduHr, KuOepOyIIMHT, KHOEPMOOOUHT,
TPOJUIUHT, OYyJUTHIIHI.

be3omacnas paGora B ceTu B MpoOLECCE CETEBOM KOMMYHHKAIMHM (4aTbl, (OPYMBI,
KOH(EepEeHIINHU, CKaII, COIUAIbHBIC CETH H TIp.).

TepMUHBI CETEBOT0 3TUKETA: OBEPKBOTHHT, ¢uieiiM, ¢y, o TONNK, CMAWIUKY U Ap.
[Tpumeprl 3THUECKUX HApyIIEHUH. 3HaUEHUE CETEBOT0 3TUKETA.

CobGcTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WuTtemiektyanbHast COOCTBEHHOCTD.

[TnaTHas u 6ecruraTHast HHGOPMAIIHSL.

3ammrTa mpaB TMOTpeOHTENel MNpH MCIONb30BaHMHM Yyciuyr Mureprer. 3amuTta mpaB
noTpeOuTenel yciyr npoBanaepa.

OTBETCTBEHHOCTh 32 HHTEPHET-MOLIEHHUYECTBO.

[IpaBoBbie  akThl B  OOsacTd  WMHMOPMALMOHHBIX  TEXHOJOTMA U 3AIIUTHI
kubeprpocTpancTBa. OTBETCTBEHHOCTD 32 KHOEPIPECTYILICHUSI.

KoHcTUTylIMOHHOE MpaBO Ha TMOHCK, IMOJIYYEHHE W PaclpoCTpaHeHHe HHGPOpMAIUH.
®enepanbubiit 3ak0H OT 29.12.2010 Ne 436-D3 (pexn. ot 28.07.2012) «O 3amure aereit ot
uH(pOpMalY, MPUUUHAIONIEH Bpe]l UX 3J0POBBIO M Pa3BUTHIO» (AeicTByeT ¢ 1 ceHTaOps
2012 rona).

NudopmanmonHoe 3akoHoAaTeIbCTBO PD.

3akoH P® «O06 nrdopmaium, "HPOPMAMOHHBIX TEXHOJIOTHSX M O 3aIIUTe WH(POPMAITHN.
YrojgoBHass OTBETCTBEHHOCTh 3a CO3JIaHUE, MCIOJIb30BAHUE U  PACHpPOCTPaHEHUE
BPEIOHOCHBIX KOMIIbIOTEpHBIX nporpamm (cT. 237 YK P®). [IpaBoBas oxpaHa nporpamm
i1 OBM u BJI. Kommepueckoe I1O. becrmatnoe I1O (FreeWare, Free, Free GPL,
Adware), ycoBHo-6ecmatHoe [10 (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI JIsI 3AIUTHI OT CIIaMa.

[IpaBoBass oxpana mporpamm st 9BM u BJl. Jlunensuonnoe I[10. Buasl nunensuit
(OEM, FPP, xopnopatuBHble nuien3uu, noamnucka). [10 ¢ otkpeiteim kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE JaHHBIX, KATETOPHH UH(OPMAIIHH.

[lepconanbHble M OOWIENOCTYIHBIE JaHHBIE, OTrPaHUMYEHHbIM Joctyn. 3akoH «O
MEPCOHAIIBHBIX JTAHHBIX).

Tema 3. CoBpemenHOe KMOepnpocTpaHcTBO TexHUKa 0e30I1aCHOCTH B KHOEPIPOCTPAHCTBE

1.

2.
3.
4

o o

o~

10.

Momiennnyeckue neiictust B Matepuere. Kubepnpecrymienus

CereBoii atuker. [Icuxomnorus u cetb

[IpaBoBBIE aCTIEKTHI 3aLTUTHI KHOEPIIPOCTPAHCTBA

OmnuaiiH cepBHUCHI AJs1 OE30MACHOCTH MOJIb30BaTENs B MHTEpHETE (IPOBEPKa KOMIIbIOTEpA U
¢aiinoB Ha BUPYCHI OHJIANH, OHJIAMH qeakTuBanus SMS-BUpycoB, IpoBepka caiiTa Ha
BUPYCHI, TpoBepKa (haiiioB 1o e-mail, onpeneneHue agpeca CTPaHUIIbI, TPOBEPKa
croumoctut CMC u nip.).

HacTtpoiiku 6€30macHOCTH MOYTOBBIX MPOTPaMM.

3ammuTa B MOUCKOBBIX cUCTEMaX ((PHIIBTPHI IJIs1 OTpaHUYEHUS TOTEHITMATBHO OMACHOTO
COJIEPKUMOTO).

Hacrpoiiku 6e3omacHocT BeO-0Opay3epos (Internet Explorer, Firefox u 1.11.).
DNEeKTPOHHAs MOYTa U CUCTEMBI MTHOBEHHOTO OOMEHA COOOIICHUSIMH.

Hacrpoiiku 6e3onacnoctu Ckaiin, ICQ u p. Cioco6s1 obecrieueHus: 6€30macHOCTH BeO-
caira.

Kubepmnpectymienus. Buapl nuHTepHET-MOIIIEHHUYECTBA (TUChMa, PEK-1ama, 0XO0Ta 3a
JUYHBIMH JTaHHBIMH U T.11.). OMTacCHOCTH MOOHIIbHOM CBsi3u. [IpeyioxkeHus Mo yCTaHOBKE
BPEJOHOCHBIX MPUITOKCHHH.
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11.

12.

13.

14.
15.
16.
17.
18.

Momenanueckue CMC. YTeuka u oOHapo10BaHUE JTUYHBIX JaHHBIX. [lom0op u mepexsar
apoJIeH.

B3iombl akkayHTOB B coLMaIbHBIX ceTsax. Buabl momennuuecTBa B MuTepuere. OummHr
(apmuHr). A3apTHBIC UTPHIL.

Jloxusie anTuBupychl. [lonMena cTpanull B uHTepHETE (CalThI-KJIOHBI). DajbIInBbIe
(haitio0OMEeHHUKH.

DIIeKTPOHHBIN KolIeneK. MOIEHHUYECTBO MPH pacpocTpaHeHuu «oecraTrHoro» [10.
Texnonornu Manunyiauposanus B urepHere.

Tb npu uHTEpHET-OOIICHUH.

Tb npu peructpanuu Ha BeO-caiTax.

Komnerorepnoe nuparctBo. [Lnaruar.

Tema 4. IIpodaembl UHTEpHET-3aBUCMMOCTH, KHOEpOYJUIMHT A

™=

25.

TexHuka 0e30macHOCTH NPU paboTe ¢ KOMIIBIOTEPOM.

KomnbroTep 1 MOOMIIBHBIEC YCTPOICTBA B UPE3BBIUANHBIX CUTYAIHSIX.

Menununackas uHpopmanus B MurepHere. KommbroTepsl U MOOWIIbHBIE yCTpPOMCTBAa B
AKCTPEMAIIbHBIX YCIOBUSIX.

Bo3saeiicTBre paanoBoiH Ha 310poBbe U okpyxatorryio cpeny (Wi-Fi, Bluetooth, GSM).
Kommuiekc ynpakHeHuil npu paboTe 3a KOMIIBIOTEPOM.

BozneiictBue Ha 3penue DJIT, KUAKOKPUCTATUIMUECKUX, CBETOAMOIAHBIX, MOHOXPOMHBIX
MOHMTOPOB.

KomneioTep B pexxumMe TpyJa U OTAbIXA.

BnusiHue koMnbroTepa Ha peNpOAYKTUBHYIO CUCTEMY.

Bpenubie ¢pakTopsl paboThl 32 KOMIIBIOTEPOM U UX HOCIEICTBHSL.

Opranuzanus pabodero Mecra

HuTepHeT-coo011ecTBo.

HHTEepHEeT-3aBUCUMOCTb.

ConuanbHble ceTu. J[eTckue ColMaNbHbIE CETH.

BuprtyanpHas TM4HOCTS.

3aBucuMocCTh OT MIHTEepHET-001IeHH .

PazBneuenus B MuTepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBble UTpBI.

Caiitsl 3HaKoMcTB. 30K 1 KOMIBIOTED.

Bunei 3aBucumoctu. JlectpykrusHas nuandopmanus B UuTepHere.

Bunsl MHTEpHET-3aBUCUMOCTH.

KubepkynbTypa (MaccoBasi KyJlIbTypa B CETH) U JTUYHOCTb.

Kpurepun 3aBucuMOcTH (IPUOPUTETHOCTb, HM3MEHEHHUS HACTPOCHMS, TOJEPAHTHOCTb,
CUMIITOM pa3pbiBa, KOHQIIUKT, PELIU/IUB).

Tunbl UHTEPHET-3aBUCUMOCTH (IPUCTPACTHE K paboTe ¢ KOMIBIOTEPOM, K HABUTallUU U
MOMCKY MH(OpMAaIM, UTPOMAHUS U AJIEKTPOHHbIE MOKYNKH, 3aBUCHUMOCTb OT CETEBOTO
oOmIeHus).

Knaccudukanmst ”HTepHET-3aBUCUMOCTEH

Tema 5. Metoabl o6ecnieuenus 6ezonacHoctu I1K u Untepuera. Bupycbl 1 aHTUBHpYCHI

NS

IIpu3Haky 3apaxeHuss KOMIIbIOTEPA.

AHTHBHpYCHas 3allIUTa.

3amuTa Qaitnos. bezonacHoCTs Npy ckauyMBaHUM (PailyioB.

3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOIMPOBAHUS.
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5. OpranuzalyoHHBIE, IOPUIWYECKHE, MPOTPaMMHBIE U MPOrpaMMHO-ANIApaTHbIE MEpPbI
3aIUTBHI.

6. 3amuTa mporpaMM M JAaHHBIX C IOMOILIBIO MapoJeil, MPOrpaMMHBIX U 3JIEKTPOHHBIX
KIJIFOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIAWH U T.II.

7 Henepemerniaemble mporpaMmebi.

8.  3amwuTa OT KOMUPOBaHMS KOHTEHTA CalTa.

9.  HUcrounuku 3apaxkenus [1K.

10. AwntuBupycnoe [10, Bubl U Ha3HaYeHHE. METO/bI 3aIIUTHI OT BUPYCOB.

11. TIIpobGnembr OGe3omacHOCTH HHGPACTpyKTyphl MHTEpHeTa (IIPOTOKOJIBI MapIIPyTH3AIUH
CeTH, CHCTEMa JOMEHHBIX UMEH, CPEJCTBA MAPLIPYTH3AUHU H T.11.).

12. TlIpomepka nmomanmuaHOCTH (ayTeHTU]UKanus) B IHTEpHETE.

13. Mepsi 6e3omacHocTH U1 onk3oBatens WikFi. Hactpoiika 6e3omacHOCTH.

14. Bupychl 11 MOOWIBHBIX YCTPOMCTB (MOOMIIbHBIE OAHKEPHI U IP. ).

15. Hactpoiika komnbroTepa it 6e30macHoi padoThl. OMMOKH MOIB30BaATES.

16. IlpocTble 1 TMHAMUYECKU U3MeHsIonecs napoiu. boprda ¢ yreukamu nHhopmanuu.

17. CpencrBa xontposs gocryna. [Ipasa monbs3oBareneii. CriocoObl pasrpaHuyeHus JOCTYIIA.

18. OTtinuus BUPYCOB U 3aKJIAJOK.

19. AwnTtuBupycHsie nporpammsl 1y [1IK: ckanepsl, peBU30pEI U Ap.

Kpurepun onenku:

OLICHKA «OTJHMYHO» BBICTABISAETCS CTYIEHTY, €CIM OH IIPOAEMOHCTPUPOBAI IIOJHOTY U
rnyOMHY 3HaHUM MO BCEM BOIPOCAM, 3HACT OCHOBHBIE TEPMHHBI 110 KOHTPOJIMPYEMBIM TEMaM,
BJIaJIeeT 3HaHUAMM 00 OCHOBHBIX OCOOEHHOCTSX PelleHus 3a7ad. YMEET IPUMEHATh IOTy4eHHbIE
3HAHUS JUTSL PELLIEHHS] KOHKPETHBIX PAKTUUECKUX 33/1a4.

OLICHKA «XOPOILIO» BBICTABIISIETCS CTYJIEHTY, KOTOPBIM IPOAEMOHCTPUPOBANI IIOJIHOTY U
riryOMHY 3HaHHI IO BCEM BOIIPOCAM pasjiesa, JOrMYHO U3J1araeT MaTepHall.

OLICHKA «YAOBJICTBOPHUTEJIBHO» BBICTABIIACTCA CTYyACHTY, IPU HAJIUYUU Yy HET0O 3HAHUU
OCHOBHBIX KaTeropuil M MOHATUI MO MpeIMEeTy, YMEHMsI JIOCTaTOYHO TIPaMOTHO H3JIOKUTh
MaTepual.

OlIEHKA «HEeY/0BJIETBOPUTEJbHO» BbBICTABISAETCS CTYJEHTY, KOTOPbII HE OCBOMJI OCHOBHOI'O
COIEp KaHMs IPEIMETa, HE BIAICET 3HAHUAMHU AUCLUIUIMHE.
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2. OueHoOYHbIe MATEPHAJBI /I MPOMEKYTOYHOH aTTecTALMHI
2.1. IlpumepHbIil NepeYyeHb BONPOCOB IS 3a4eTa.

KoHcTuTyImOHHOE ITPaBO HA TIOUCK, MOJIyYE€HUE U PaCIpOCTpaHeHUE HH()OPMAIIHH.
®denepanbhbiii 3aK0H 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure neteit ot
uHpOpMaLKK, IPHUUHSIIOMIEH Bpea UX 30POBBIO U PA3BUTUIO» (AeWCTBYET ¢ 1 ceHTSIO0ps
2012 rona).

3ammTa rocyapcTBa 1 3aluTa KHOepnpoCcTpaHCTBa.

JokTprna nHGOpMamoHHON 0€30M1aCHOCTH.

KubepBoiicka. 3ammra KubepnpocTpaHCcTBa KaK OHA U3 3a7a4 BOOPY>KEHHBIX CHIL.
Nudopmanmonnas BoiiHa. adopmarmonHoe opyxue.

ITaTpuOTH3M U UHTEPHET.

NudopmanmonHoe Bo3AciCTBHIE.

Besonacnass pabora B ceTH B IpoOLECCe CETEBOM KOMMYHMKALUWHU (4aTbl, (HOpPYMBI,
KOH(epeHIIUH, CKalIl, COLMATbHBIE CETU U TIP.).

[Tpumepsl 3THUECKUX HApyLICHUH. 3HaYEHUE CETEBOT0 3TUKETA.

CobctBenHocTh B IHTepHETE. ABTOpCKOE IPABO.

WuTennexryanbHas COOCTBEHHOCTb.

[TnaTHas u 6ecruiaTHass HH(GOPMAIIHSL.

HHupopmaninoHHOE 3aKOHO0/1aTeNbCTBO PO.

[IpaBoBass oxpana mporpamm i OBM u BJI. Kommepueckoe I1O. becnmatnoe I10
(FreeWare, Free, Free GPL, Adware), ycoBHo-6ecriiaraoe 10 (Trial, Shareware, Demo).
[IpaBOBBIE OCHOBBI /JIs1 3AILUTHI OT CIIAMA.

[lepconasibHble U OOLIENOCTYIHBIE JaHHbIE, OrpaHUMYEHHbIM Joctyn. 3akoH «O
MEPCOHAIIbHBIX TaHHBIX).

CereBoii atuket. [Icuxomnorus u cetb

OmnutaiiH cepBHUCHI AJis OE30MACHOCTH MOJIb30BATENS B MHTEPHETE

3aiuTa B MOMCKOBBIX cCUCTEMaX ((QUIBTPHI AJ1 OTpaHUYEHUs] HOTEHLMAIbHO OMTaCHOTO
COJIEP’KHUMOTO).

Bunpl uHTEpHET-MOIIEHHUYECTBa (UChMa, peK-IaMa, 0X0Ta 3a JTUYHBIMH JJaHHBIMH U
T.IL.).

OnacHocty MOOMIBHOM CBSI3U. [IpeoxkeHus Mo ycTaHOBKE BPEIOHOCHBIX MTPHUII0KEHUH.
Bunsl momennnyectBa B MaTepHete. @ummHr (GapmuHr).

A3apTHBIE UTPBI.

Jloxubie anTuBUpYychl. [lonMeHa cTpaHull B UHTepHETE (CaUThI-KIOHBI). DabIInBbIe
(baim000MeHHUKH.

DeKTPOHHBIN Kolenek. MOIIeHHNYeCcTBO MpH pacipocTpaHeHnu «oecmmaraoro» I10.
WnTepuer-stuker. [Ipasuia oOuienust B InTepHere.

OCHOBBI CETEBOTIO ITHKETA.

[Tepenucka B ceTwu.

IIpaBuna noseneHus B ckamme. Gopym.

OOI11IeHNE B CETH U €r0 MOCIEICTBHUS.

Arpeccusi B CETH.

AHOHHUMHOCTD B CETH.

Bunbl aTukera (JIMYHBIN, 1€7T0BOM, MICHMEHHBIHN, TUCKYCCHOHHBIN U TIp.). Paznuuus
JTUKETA B Pa3HBIX CTPaHAaX.

['uruena kommneroTepa.

[Tonb3a 1 Bpe KOMIIBIOTEPHBIX UTP.

TexHuka 0€30MacHOCTH MPHU paboOTe C KOMITBIOTEPOM.

KomnbioTep 1 MOOUITbHBIE YCTPOWCTBA B UPE3BBIYAIHBIX CUTYAIUSX.
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38. Menununckas napopmanus B Tateprere. Kommnbiorepsl 1 MOOMIIBHBIE YCTPOHCTBA B
HKCTPEMAIIbHBIX YCIIOBHSIX.

39. KommbroTep B peKuMe TPy/la U OTIIbIXA.

40. Bpennsie ¢pakToOpbl padOTHI 32 KOMITBIOTEPOM H UX MOCJICICTBUSI.

41. UHHTEepHET-3aBUCHUMOCTb.

42. CouuanbHble ceTd. JleTcKue ConranbHbIe CEeTH.

43. BuptyasibHas IUYHOCTD.

44. 3aBucumoctb 0T IHTEpHET-00LICHUS.

45. Paseneuenus B MaTepHeTe.

46. Ilpu3Haku UTPOBOM 3aBUCUMOCTH.

47. CereBble UTPHI.

48. Bwuasl 3aBucuMocTu. JlectpykruBHas nadopmanus B IHTEpHETE.

49. Bunbl MHTEpHET-3aBUCUMOCTH.

50. Tlcuxonorudeckoe Bo3AeicTBHE HH(DOPMAIIMH HA YETIOBEKA.

51. Kpurepuu 3aBUCUMOCTH (IPUOPUTETHOCTD, U3MEHEHHUS HACTPOCHHU S, TOJIEPAHTHOCT,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUINB).

52. Knaccudukanuys HHTEPHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apa)keHUs] KOMITBIOTEPA.

54. AHTUBHpYCHas 3aIlUTA.

55. OpraHuzalyoOHHBIE, IOPUIWYECKUE, MPOTPaMMHBIE U IPOrPAMMHO-ANIAPATHBIE MEPbI
3aIUTHIL.

56. 3amuTa mporpaMM W JaHHBIX C IMOMOIIBIO TAPOJEH, MPOTPaMMHBIX U 3JIEKTPOHHBIX
KITFOUEH, CepUITHBIX HOMEPOB, IIEPEHOCA B OHJIAHH U T.II.

57. AwntusupychHoe I10, Buabl 1 Ha3HaueHHE. MeTOABI 3alUTHI OT BUPYCOB.

58. Mepsl 6e30nacHocTH 1151 Tiosib3oBareast WiFi. Hactpolika 6e30macHOCTH.

59. Bupycsl 1st MOOMIIBHBIX YCTPOMCTB (MOOHMIBHBIE OaHKEPHI H JP.).

Kpurepum ouenkmu:

- OLIEHKA «3a4YTE€HO)» BBICTABJISIETCS CTYACHTY, €CIIM OH MPOJAEMOHCTPUPOBAJ JOCTATOYHO MOJIHOE
3Hanue MaTepualla; MPOJEMOHCTPUPOBAJ 3HAHUEe OCHOBHBIX TEOPETUYECKUX TMOHITHIA;
JIOCTaTOYHO TOCIEA0BAaTENbHO, TIPAMOTHO M JIOTMUECKH CTPOMHO W3JIOXKUI MaTepual;
MPOJIEMOHCTPUPOBAI yMeHUe OPUEHTUPOBATHCSA B TUTEpaType Mo MpoOiIeMaTUKe JUCIUTUIHHEI;
YMeem ClIeNaTh JOCTATOYHO OOOCHOBAaHHBIE BBIBOJIBI 110 U3JIaraéMOMy MaTepuaiy.

- OLIEHKA «HE 3aYTEHO)» BBICTABISETCA B CIydae HE3HAHHUS 3HAYUTEIbHOW YacCTH MPOrPaMMHOIO
Martcpurajia; HC BJIAACHUA HOHATHUHBIM arrmnapaToM AUCHUILIMHBI, CYIIECTBCHHBIX omnboK npu
U3IIO’)KEHUU y4eOHOro MarepHualia; HeyMEHHs] CTPOUTh OTBET B COOTBETCTBHH CO CTPYKTYpPOH
M3JIaraeéMoro BOIPOCA; HEYMEHHUSI JIeNaTh BBIBOJIbI 110 U3JIaraéMoMy MaTepuaiy.
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JIner n3meHeHuii paboveil NPOrpaMmbl 1M CHHUILIHHBI

Ne Conepxanue U3MEHECHUM PexBu3uThI Jara
n\n JIOKyMeHTa 00 BHECCHUS
YTBEPKICHUU W3MEHEHUM
W3MEHCHUM
1. | AxTyanm3upoBaHa B JacTH yueOHo- | [Iporokon 3acenanus
METOUYECKOT 0 U MH(POPMAITTOHHOTO Kadeaps
obecrieueHus1 B CBSI3U C MPOJJICHUEM KOHTpaKTa ¢ T'yMaHUTapHBIX U
ObC u B zIaCTI/I IepeyHsi OCHOBHOM U COILIMAILHO- 05.05.2022 T
JIOTIOJIHUTEJIBHOM JINTEPAaTyphl B CBSA3M C €r0 YKOHOMHUYECKUX
U3MeHeHUuEM. BHeceHbl M3MeHeHUs B TUTYJbHBIN | aucuumuiuH Ne 10 ot
JIUCT B YaCTH JIaThl, HOMEpA MPOTOKOJIA 3aceqaHus 05 mag 2022 1.
Kadeapsl.
2. | Axtyamu3upoBaHa B JacTH yueOHo- | [IpoTokon 3acenanus
METOAUYESCKOTO u UH(POPMAITMOHHOTO Kadeapsl
oOecrieueHus1 B CBSI3U C MPOJJICHUEM KOHTpaKTa ¢ TYMaHUTAPHBIX U
ObC u B zIaCTI/I MepeyHsi OCHOBHOM U COIIMAILHO- 22.05.2003 I
JOTIOJTHUTENIBHOM JIMTEpaTypbl B CBSI3U C €O YKOHOMHUYECKUX
n3MeHeHueM. BHeceHbl M3MeHeHUsl B TUTYJbHBINA | aucuumiuH Ne 10 ot
JIUCT B YaCTH JIaThl, HOMEpPA MPOTOKOJIA 3aceqaHus 22 mag 2023 1.
Kadeapsl.
3. | AKTyanu3upoBaHa B YacTH yuebHo- | [Iporokon 3acenanus
METOAUYECKOTO u WH(POPMAITMOHHOTO Kadeapsl
oOecrieueHus1 B CBSI3U C MPOJJICHUEM KOHTpaKTa ¢ TYMaHUTAPHBIX U
ObC u B zIaCTI/I MepeyHsi OCHOBHOM U COIIMAILHO- 28.05.2024 1.
JOTIOJTHUTENIbHOM JIMTEpaTypbl B CBSI3U C  €rO YKOHOMHUYECKUX
n3MeHeHrneM. BHeceHbl M3MEeHEeHHs B TUTYJbHBIA | auciuruid Ne 11 ot
JIUCT B YaCTH J1aThl, HOMEPA IIPOTOKOJIA 3aCEeNaHUs 28 mast 2024 1.
Kadeapsl.
4. | BHeceHbl U3MEHEHUs B TUTYJIbHBIA JUCT B yacT | [IpoTokon 3acenanus | 27.08.2024 r.

JaTbl, HOMepa MPOTOKOJA 3aceJaHHs KadeIpsl B
cBs3u ¢ aktyanusanuen OITOIT

Kadenpsl
IryMaHUTapHBIN U
COLIMAITLHO-
9KOHOMMYECKHX
nucruruiie Ne 1
ot 27 aBrycta 2024 r.




