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[Iporpammy coctaBmii(-1):

Pabouas nporpamma nucuumuinssl "KubepbeszonacHocTts" pazpadorana B coorBeTcTBUM ¢ PIOC:
denepanbHBIA TOCYAapCTBEHHBIH 00pa30BaTeIbHBINA CTaHAAPT BBICIIETO 00pa30BaHUs - OaKaJaBpHaT
1o HanpasieHuto moarotoBku 44.03.05 Iexaroruueckoe oOpazoBanue (¢ ABYMs IPOPHITMH
noAroToBKH) (1puka3 MuHoOpHayku Poccuu ot 22.02.2018 1. Ne 125).

Pabouyas mporpamMma AUCHUILUIMHBI COCTaBI€Ha HA OCHOBaHUM yueOHoro miana: 44.03.05
[Tenarornueckoe oOpa3zoBanue (¢ AByMs MpOodUIISIMU TOATOTOBKH), mpoduiu " JomkoasHOE
obpa3oBanue" u "HauyanpsHoe oOpa3oBaHue", yTBEp)KICHHOTO YUEHBIM COBETOM By3a OT 25.06.2025,
npoTokos Ne 7.

PaGouas nmporpamma ogoOpena Ha 3aceqanuu kadenpsl Kadeapa ryMaHUTapHBIX U COITUATBHO-
SKOHOMHYECKHUX TUCHUTUINH 0T 24.06.2025 T., mpotokon Ne 11 myst ucnonuenust B 2025-2026
y4eOHOM Toy.

3aB. kadempoit V% M.H. ApyTioHsH

Paboyas mporpamMma AMCHUILIMHBI COTVIACOBAHA C 3aBEAYIOLIMM OMOINOTEKOM.

' -7
3aB. OMOJIMOTEKOM / «Z“‘“' i Kinnmenko A.B. 24.06.2025 r.
/

Cpok geticTBust paboueit mporpammbl AUCHUILTHHBL: 2025-2026 y4eOHBIN TOI.



1. EJIX OCBOEHUSA JUCIIUIIJINHbI

(GbopMHpOBaHHE TIIETOCTHOTO TPEJACTABICHUS O POJH COBPEMEHHOTO KHOEpPHpPOCTpaHCTBA B
00pa3oBaTeNnpHON Ccpefie M TMeNaroruueckoil AesTenbHOCTH; (OpPMHUpPOBAHHE CHUCTEMbl 3HAHWW, YMEHUU U
HaBBIKOB IS 0OecriedeHus1 kKnbepOe30macHOCTH cBOer MPOPEeCCHOHAIBHON e TETHLHOCTH.

2. 3AJAYU OCBOEHUA JTUCHUIIJIMHBI

dbopMHpoBaHUEe OOIIKMX MPEACTABICHHUS 0 0€30MMaCHOCTH B HH(POPMAIIMOHHOM O0IIIEeCTBE;

W3YyYCHHE OOITUX MPUHIIMIIOB TEXHOJIOTHH, MPUMEHIEMBIX B HHPOPMAITMOHHOW 0€30MacHOCTH;
(dbopMHpOBaHUE YMEHHSI IPUMEHSTH MpaBHiia KHOepOe30macHOCTH BO BeeX cepax JesTeIbHOCTH;
OCBOCHHUE 3HAHM, COCTABJSIIOIIMX Hayaia MpPEJCTaBlIeHUH 00 WH(MOPMAIMOHHONW KapTUHE MUpa U
UH(QOPMAIIMOHHBIX MPOIECCAX;

O OBIIAJICHIEC YMEHHUEM HKCIIOIh30BATh KOMIBIOTEPHYIO TEXHUKY KaK MPAKTHUYECKUNW WHCTPYMEHT ISt
paboThl ¢ HHpOpPMALIUEH B TOBCEHEBHOM KU3HH,

0 pa3BUTHE HABBIKOB OPHEHTUPOBAHUS B HH(POPMAIIMOHHBIX TTOTOKAX.

I A I A

3. MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOI'PAMMBI

Iukn (paznen) OOIT: |51.B.JIB.01

3.1. TpeGoBaHus K NpeIBAPUTEIbHON MOATOTOBKE 00y4ar0LIerocs:

be3onacHoCTh KHU3HCACATCIIBHOCTHU

MaremaTrka 1 HHQOpPMaTHKa

Meroanka npenojaBaHusi pyCCKOTo s3bIKa B HAYAJIbHOM IIKOJIE C MPAKTUKYMOM

Meroanka caMoCTOATENbHON pabOThI CTyACHTA

MeTo/1bl MCCIIEI0BATEIBCKON U TPOEKTHOM AEATEIIbHOCTH

OCHOBEI €CTSCTBO3HAHUS U 06HICCTBO3HaHI/I$I

OCHOBEI MEIUIIMHCKUX 3HAHUH

OCHOBBI NIeIMAaTPUM U TUTHEHA JIETEN paHHEro U JIOIIKOJIBHOIO BO3pacTa

Pycckuii a3b1k

Texnomoruu nudpoBoro 06pa3oBaHms

Vuebnas IMPAKTHKa, HAYYHO-HCCICAO0BATCIIbCKasd pa60Ta (nonyquI/Ie IICPBUYHBIX HABBIKOB HAY4YHO-

Vuebnas IMPpaKTHUKa, O3HAKOMHTCJIbHAA

3.2. IucuMIIMHbBI M NPAKTHKH, VIS KOTOPBIX
OCBOEHME JAHHOH TMCUUILTHHBI (MO1YJIs1) HEOOXOAMMO KaK NMpellecTBYIOIIee:

BrinonHenue 1 3ammra BeITYCKHOM KBATU()UKAITMOHHON paObOThI

HckyccTBO U TPy (TEXHOIOTHS)

Metoanka o0y4eHHs U BOCHUTAHUS B 00JACTH JOMIKOJIBHOTO 00pa3oBaHus

MeTtoanka O6y‘IeHI/I$[ U BOCIIMTAHMS JeTeH paHHETO BO3pacTa

Metoapl MaTeMaTU4ecKOi 00pabOTKH JTaHHBIX

O06pa3zoBarenbHbIe TPOTPaMMBI JOUIKOJIBHOTO 00pa30BaHUs

OCHOBBI BOGHHOH ITOJATOTOBKHU

[ToaroroBka k cave v craya rocy1apCTBEHHOTO dK3aMeHa

HpOI/ISBOI[CTBeHHaH IPpaKTHKa (Hay‘{HO-HCCHCI{OB&TCJ’ILCK&H pa60Ta)

HpOI/I3BOI[CTBeHHa${ IMPAKTHKa, IeJarorudyccKas

Teopm{ 1 MCTOAHMKaA OpraHru3alv JUCTAHIIMOHHOI'O O6yquI/I$I B O6p330BaT€HBHBIX opraHu3anusax

OTHKA U 3CTETHKA TPYAa YUUTEIS

4. INTAHUPYEMBIE PE3YJIBTATBI ObYYEHUA 110 JUCIUIIJIMHE

Ko n HammMeHoBaHHe HHAUKATOPA JOCTUKCHU S

KO)_I M HAUMCHOBAHHU ¢ KOMIICTCHIIUHN
KOMIIETCHIIMH

YK-1 Cnocoden OCYLIECTBJISITH nouck, | YK-1.1  JlemMoHCTpupyeT 3HaHHE OCOOCHHOCTEH
KPUTHYECKHIl aHAJM3 W CHHTe3 WHEQOPMAINH, | CHCTEMHOTO u KPUTHUYECKOTO MBITIICHHS,




YK-8 Cnocoden co3naBath U nopgepxkusBatbh B|YK-8.1  OuenuBaer  Qaxkropbl  pHCKa,  yMeeT
NMOBCeIHEBHOIN *KM3HM M B TMpodeccuoHaIbHOM | 00ecTieYnBaTh JTUYHYIO 6€301acHOCTb u
B pesynpTrare 0CBOCHHMS IMCIUIUIMHBI O0YYaAIOIIUIiCS JOJDKEH:

3HATh: yMeThb: BJIA/1eTh:

5. OFbEM YUYEFHOM JIUCHOUIIJIMHBI U BUIbI YYAEBHOM PABOTHI

OO61mas TpyA0€MKOCTb JUCIUILUIMHBI COCTABIIAET 2 3aueTHbIE (-bIX) eAuHHUII (-b1) (72), BKIIIOYast

IMPOMCIKYTOUHYIO aTTCCTALIUTO.

Pacnpe,u,eneHme YacoB AncuuniinHbl No ceMmecTpam

Cemectp
(<Kypc>.<Ce 531
MCCTpP Ha HUroro
Kypce>)
Henenn 14 3/6
Bun 3ansttuin | yon | eno | oo PIl
Jlexnuun 16 16 16 |16
ITpakruueckue 20 |20 |20 |20
Konrakthas pabora |0,3 (0,3 |03 |0,3
Ha [IPOMEKYTOYHYIO
aTTECTAIIHIO
Uroro ayn. 36 |36 |36 [36
KonraktHas padora |36,3 36,3 | 36,3 36,3
Cawm. pabora 35,7 35,7 | 35,7 35,7
Uroro 72 72 72 72

6. COJEPKAHUE JUCHMUILIMHBI IO PA3JIEJIAM (TEMAM) M BUJAM 3AHSTHIA

Kon HaumeHoBaHue pa3je/ioB U TeM /BUJ Cemectp | Hacos | Komneren- | Jlureparypa IIpumeyanue
3aHATHA 3aHATUSA/ / Kype U
Paspen 1. ObecneveHne
MHGOPMaLNOHHON ©e3onacHocTn
rocygapcrtea u obuiectea
1.1 Kub6epbe3omacHocTh cucTeMe 5 0
HaIMOHAJILHOM 0€e30I1acHOCTH
P® /Tema/
1.2 | Kubepbe3omacHOCTh cucTeMe 5 2 | VK-1.1 J1.1 JI1.2
HaIlMOHAJILHON 0€30I1aCHOCTH VK-1.2 JI1.3
P® /Jlex/ VK-1.3
YK-8.1
VK-8.2
1.3 Kubepbe3omacHocTh B cHCTEME 5 2 | VK-1.1 JIL.1 JI1.2
HaIIMOHATBHOMN 0€30ITacHOCTH VK-1.2 JI1.3J11.4
P® /Mlp/ VYK-1.3
VK-8.1
VYK-8.2
1.4 | KubepOe3omacHOCT B CHCTEME 5 2 | VK-1.1 JII.1 JI1.2
HAIMOHATHLHON 0€301acHOCTH VK-1.2 JI1.3J11.4
P® Mlp/ VK-1.3
VK-8.1
VK-8.2
1.5 /Cp/ 5 4




1.6 | KubepnpectymieHus npoTus
JIMYHOCTH, oO1ecTBa u
rocyaapcTBa

/Tema/

1.7 Kubepmnpecrymienus MIPOTHUB VK-1.1 JI1.1 JI1.2
JIMYHOCTH, obmrecTBa u VK-1.2 JI1.3J11.4
rocynapctsa /Jlex/ VK-1.3

VK-8.1
YK-8.2

1.8 | Kubepnpectymienus MIPOTHB YK-1.1 JIL.1 JI1.2
JINYHOCTH, oO1IecTBa i VK-1.2 JI1.3J11.4
rocynapctsa /I1p/ YK-1.3

VK-8.1
VYK-8.2

1.9 Kubepnpecrynnenus MIPOTHUB VK-1.1 J1.1 JI1.2
JIMYHOCTH, ob1iecTBa Hu VK-1.2 JI1.3JI1.4
rocynapctsa /I1p/ VK-1.3

YK-8.1
VK-8.2
1.10 | /Cp/
Pasgen 2. lNMoHATMe uwHpopmaumm u
NHopMaLmoHHasa 6e3onacHoCTm

2.1 CoBpemMeHHOe
KUOEpIpOCTPaHCTBO
TexHuka 0e30MacHOCTH B
KUOEeprpocTpaHCTBe

/Tema/

2.2 CoBpeMeHHOe VK-1.1 JI1.1 JI1.2
KHOEepIpoCcTpaHCTBO TexHuka VK-1.2 JI1.3J11.4
6e30macHOCTH B VK-1.3
kubepnpoctpancTse /Jlex/ YK-8.1

YK-8.2

2.3 CoBpemeHHOe VK-1.1 JIL.1 JI1.2
KUOEpIpOCTPaHCTBO TexHuka VK-1.2 JI1.3J11.4
0€301MacHOCTH B VK-1.3
kubepnpoctpanctse /JIex/ VK-8.1

VK-8.2

2.4 | CoBpeMeHHOE VK-1.1 J1.1 JI1.2
KHOEpIPOCTPAHCTBO Texnnka VYK-1.2 JI1.3J11.4
0e30macHOCTH B VK-1.3
kubepnpoctpanctse /I1p/ VYK-8.1

VK-8.2

2.5 CoBpemeHHoOe VK-1.1 JIL.1 JI1.2
KHOEpIpOCTPAHCTBO TexHuka VK-1.2 JI1.3J11.4
0€e30MacHOCTH B YK-1.3
kubepnpocrpanctse /I1p/ YK-8.1

VYK-8.2

2.6 /Cp/

2.7  |IIpoGnemsl WHTepuer-
3aBHCHMOCTH,

kubepOymuara /Tema/




2.8 |IIpoGnemsl HHurepHeT- 5 2 | VK-1.1 J1.1 J1.2

3aBUCUMOCTH, VK-1.2 JI1.3JI1.4
kubepOymuara /JIex/ VK-1.3
VK-8.1
VK-8.2
2.9 [TpoGnembr Nurepuer- 5 2 | VK-1.1 JIL.1 JI1.2
3aBHCHUMOCTH, VK-1.2 JI1.3J11.4
kubepOyumara /Jlex/ VK-1.3
VK-8.1
VK-8.2
2.10 | IIpobrembl WHTepuer- 5 2 | VK-1.1 J1.1 JI11.2
3aBHCHMOCTH, VK-1.2 JI1.3J11.4
ku6epOymnra /I1p/ VK-1.3
VK-8.1
VK-8.2
2.11 |IIpoGnemsl Nurepuer- 5 2 | VK-1.1 JIL.1 JI1.2
3aBHCHMOCTH, VK-1.2 JI1.3JI1.4
kubepOymara /Ip/ YK-1.3
VK-8.1
VYK-8.2
2.12 | /Cp/ 5 8
2.13 |Metonsl o0ecrieyeHus 5 0

6esonacuoctu [IK u MuTtephera.
Bupycs! u antuBupycsl /Tema/

2.14 | Metonasl oOecrieyeHus 5 2 | VK-1.1 JIT.1 JI1.2
0€e30MacHOCTH K u VYK-1.2 JI1.3J11.4
Wnrepuera. /Jlex/ VK-1.3

VK-8.1
VK-8.2

2.15 | Bupycsl u anTuBupycsi /Jlex/ 5 2 | VK-1.1 J1.1 JI1.2
VK-1.2 JI1.3J11.4
VK-1.3
VYK-8.1
VK-8.2

2.16 |Metonasl oOecrieueHus 5 2 | VK-1.1 JI1.1 JI1.2
oesomacuoctu [IK u HHTepHeTa. YK-1.2 JI1.3J11.4
Bupyce u antuupycsi /I1p/ YK-1.3

VK-8.1
VYK-8.2

2.17 | Metonasr obecrieueHus 5 2 | VK-1.1 JI1.1 JI1.2
6esomacuoctu [IK u HuTtepnera. VK-1.2 JI1.3J11.4
Bupycer u antusupyce! /I1p/ VK-1.3

YK-8.1
VK-8.2
2.18 | /Cp/ 5 9,7
2.19 | /KIIA/ 5 0,3

* - Tema u3yuaeTcs ¢ y4eToM npogeccHoHaTbHON HAMpaBICHHOCTH
[Tnanel mpoBeieHUs Y4eOHBIX 3aHATUI OTPaXEeHBI B OLIeHOYHBIX MaTepuanax (IIpunoxenue 2.).

7. KOHTPOJIb KAYECTBA OCBOEHUSA JNUCHUIIVIMHBI

Kontpons kauecTBa 0cBOEHUS yueOHOT0 MaTepuaa 1o AUCHUIUITMHE TPOBOAUTCA B (hOpME TEKYIIETO
KOHTPOJISI yCTIEBAEMOCTH M TIPOMEXYTOYHOM aTTecTalny B COOTBETCTBUU ¢ «llomoxkenunem o popmax,
MEPUOJNYHOCTHU U MOPSAJKE TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH U IIPOMEKYTOUHOU aTTECTALUU




obyuatomuxcs B [IBOY BO CITIN u ero ¢punnanaxy.
Jlig arrecTanuy 00y4aroIKXcsl HA COOTBETCTBUE MX NEPCOHAIBHBIX JOCTUKEHUM TpeOOBaHUAM

00pa3oBaTeNbHON MPOrPaMMBbl UCTIONB3YIOTCS OLIEHOYHbIE MaTepHallbl TEKYIIIET0 KOHTPOJIS YCIIEBAEMOCTH

u ipoMmexxyTouHou arrectanuii (Ipunoxenue 2).

YpoBeHb chopMUPOBAHHOCTH KOMIIETEHIIHHT

He chopMupoBana chopmupoBana copmupoBaHa B chopmupoBana
YACTHYHO 1eJIOM NOJTHOCTHI0
«He 3auTeHo» «3auTreHo»
«HeynoByieTBOpUTEIbHO» | «YIOBJIETBOPUTEIbHO» «Xopouio» «OTIu4HO»
Onucanne KpuTEpHeB OLCHUBAHUS
OO6yuatonuiics OO6yuatonmiics OO6yuaronuiics OO6yuaronuiics
JEMOHCTPUPYET: JEMOHCTPUPYET: JEMOHCTPUPYET: JEMOHCTPHUPYET:
- CYILLECTBEHHBIE | - 3HAHUSI TEOPETUYECKOTO |- 3HAHUE M IOHUMAHHUE |- riry0okue,
mpoGenbl B 3HAHMSX | MaTepuana; OCHOBHBIX BOIPOCOB | BCECTOPOHHHE U
yueOHOT0 MaTepuana; - HENOJIHBIE OTBEThl HAa| KOHTPOJIUPYEMOIO apryMEeHTHPOBAaHHbIE
- JIOTTYCKAIOTCS | OCHOBHBIE BOIMPOCHI, | 00bEMa  IPOrpaMMHOIO |3HaHHUSI ~ MPOTPaAMMHOIO
MPUHLIMIIAAIbHBIE OLINOKH B OTBETE, | MATEpHAIIA; MaTepuana;
OIIMOKM TpU OTBETE Ha|HEIO0CTATOYHOE - TBEp/bIE 3HAHUA |- T[OJHOE IIOHHMaHue
OCHOBHBIE BOIIPOCHI | IOHUMaHUE CYILIIHOCTH | TEOPETUYECKOTO CYILIHOCTH u
ouera, OTCYTCTBYET | U3J1araéMbIX BOIIPOCOB; MmaTepuaia. B3aMMOCBSI3H
3HAHME€ M  IIOHMMAHHE |- HEYBEpPEHHbIE ul- CIOCOOHOCTH | paccMaTpUBAEMBbIX
OCHOBHBIX IOHSTUHA U |HETOYHbIE OTBETHl  Ha|yCTaHaBIIMBATh U |MpOLIECCOB U SIBJICHU,
KaTeropuii; JIOTIOJIHUTEIIbHBIE OOBSICHATH CBSI3b | TOUHOE 3HaHUE
- HEMOHMMAaHUE | BOIIPOCHI; OPaKTUKM ¥ TEOPUHU, | OCHOBHBIX IMOHITHH B
CYILIHOCTHU - HEJ0CTAaTOYHOE | BBISIBIIAT NIPOTUBOPEUUS, | pAMKaX 00CyX/1aeMbIX
JIOTIOJTHUTEIbHBIX BJIaJICHUE  JIUTEPATYpOM, | MpoOIeMbl W TEHJEHLUH | 3a1aHUM;
BOIIPOCOB B paMKax | peKOMEHI0BaHHOU pa3BUTHS; - CIOCOOHOCTh
3a/laHul OuseTa; IporpaMMmoi - MIpaBUJIbHbIE Y| yCTaHaBJIMBATh U
- OTCYTCTBHE  YMEHHUS | IUCLUIUIMHBI; KOHKpETHbIE, 0e3 IpyObIX | 0OBACHATH CBS3b
BBIIIOJIHATH - yMmeHue 0e3 TrpyObIX|OmMOOK, OTBETHl  Ha|NPAKTUKU U TEOPUU;
NpakTUYECKUe  3aJaHus, | OIUOOK pEeIaTh | TOCTAaBIEHHBIE BOIIPOCHI; | - JIOTUYECKH
MIPeyCMOTPEHHbIE IPAaKTUYECKUE 3aaHUs. |- yMEHHE pelaTh | Hocae10BaTeNbHbIE,
IpOrpaMMoin NIPAKTUYECKUE  3a/laHUs, | COAEPIKATENbHBIE,
JUCIUIINHBL, KOTOpbIE CJIETy€eT | KOHKPETHBIE U
- OTCYTCTBHE TI'OTOBHOCTH BBIIOJIHUTD; VCYEPIBIBAIOIINAE OTBETHI
(crocoOHOCTH) K - BJAJICHHWE OCHOBHOW |HA BCE 3aJlaHus Owiera, a
JUCKYCCUM WM HM3Kas JUTEPaTypOH, TaKXKE  JIONOJIHUTEIbHBIC
CTENEHb KOHTAKTHOCTH. PEKOMEHI0BaHHOM BOINPOCHI IK3aMEHATOPA;
IPOrpaMMoOi - yMEHHE pemars
JUCIUIINHBL, IPAKTUYECKUE 3aJaHUS;
Bo3MoxHBI - HanMuyue COOCTBEHHOM
HE3HAYUTENIbHbIE 000CHOBaHHOM  MO3ULIUU
HETOYHOCTHU B| 1O 00CyX/1aeMbIM
PacKpbITUM  OTJENbHBIX | BOIPOCAM;
II0JIO’KEHU I BOIIPOCOB | - cBOOOHOE
ouiera, IIPUCYTCTBYET | UCIIOJIb30BaHUE B
HEYBEPEHHOCTh B|OTBETax Ha  BOIPOCHI
OTBETax Ha | MaTepuajoB
JIOTIOJTHUTEIIbHBIE PEKOMEHJOBAHHOM
BOIIPOCHI. OCHOBHOM u
JOTIOJIHUTEIbHOU

JIUTEPATYPHI.




8. YA EBHO-METOANYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

VY4eOHo-MeToanYeCKOe 00ecedeHHe TUCIIUIIMHBI BKIIIOYAeT pabovylo MporpaMMmy AUCUUTUIHHBI,
METOJUYECKUE MaTEpHabl, OLIEHOYHbIE MaTEpPHUAIIBI.

VY4eOHO-MeToAnYeCKOe 00ecTIedyeHHEe CaMOCTOSATENbHON paboThl 00YUYaIONINXCs BKIIOYAET: YUeOHUKH,
yueOHbIe TOCOOUs, TEKTPOHHBIE 00pa30BaTEIbHBIC PECYPCHI, METOAMUYECKHE MaTEPHAIBL.

CamocTosTenbHas paboTa o0yyaronmxcs spiseTcs: opMoii opraHu3auu 00pa3oBaTeIbLHOTO
npoIriecca 1Mo JUCIUILIMHE U BKIIIOYAET CIEAYIOUINE BUABI IEITENIFHOCTH: MOUCK (TIoa00p) u 0030p
HAYYHOU U y4yeOHO! TUTepaTypbl, SJEKTPOHHBIX HCTOYHUKOB HH(POPMAIUH 110 U3y4yaeMoil TeMe; padoTa ¢
KOHCIIEKTOM JICKIIUH, SJICKTPOHHBIM YUYCOHHKOM, CO CIIOBAPSIMH U CITPABOYHUKAMHE U JP. UCTOTYHHUKAMH
uHbopMaIuu (KOHCIEKTUPOBAHKE); COCTABJICHUE IJIaHA M TE3HCOB OTBETA; MOJMOTOBKA pedepara;
BBITIOJIHEHHE TBOPUYECKUX 3aJaHUI U MPOOJIEMHBIX CUTY-allUii; MOArOTOBKA K KOJNIOKBUYMY,
co0eceI0BaHuUI0, TPAKTUYECKUM 3aHATHSAM; MOATOTOBKA K 3aYETY U dK3aMEHY.

9. IEPEYEHb OCHOBHOM 1 JONOJHUTEJBHOM JUTEPATYPBI

9.1. Pekomenayemasi qureparypa

9.1.1. OcHoBHasi IMTEPATYpPa

JI1.1 |Tony6un P. B., UcakoBa U. A., Kopotsimes A. I1., Kocapesa H. C., Peixtuk I1. TI.
Kubep06e30macHOCTh MOAPOCTKOB B CETH HHTEpHET. [IpoTuBONElicTBIE KNOEpYyTrpo3aM
[DnexTponHBIA pecypc]:yuyeOHo-MeToarueckoe mocodue. - Hwkauit Hosropoa: HHI'Y um. H. U.
Jlob6aueBckoro, 2022. - 65 c. — Pexxum noctyna: https://e.lanbook.com/book/283286

JI1.2 | Tpodumona H. b., becnanenko E. M. KubepbezonacHocTs: uHpOpMaLmoHHas 6€301acHOCTb
oOyuatomuxcs B cetu MatepHeT. [Ipodunaktuka CynuaalbHbIX PUCKOB y €Tl U MOJAPOCTKOB
[DneKTpOHHBIN pecypc]:y4eOHO-MeTOAnYECKOe TOCOOHe sl 00YYArOIIMXCSl B MATUCTPATYPE IO
HarpaBjeHuIo moAroToBku 44.04.02 rncuxosoro-neaarorndeckoe oopazoBanue, mpoduiib
«TICUXOJIOTO-TIEIArOTMYECKOE COMPOBOXKIEHUE U OE30MaCHOCTh JTMYHOCTH B 00pa30BaHUI»;
44.04.01 nemarornueckoe oOpazoBaHue, MPoPuiIb KTUTHEHA 1 0€301MaCHOCTh 00pa30BaTEILHOTO
npoctpancTBay. - Boponex: BITIY, 2022. - 68 c. — Pexxum nocrymna:
https://e.lanbook.com/book/317732

JI1.3 |Banuna A. I, Opén /1. B., Anukyes C. B. IlepconanbHas kubep6e301acHOCTh: KypcC JIEKLNN
[DnexTpoHHBI pecypc]:yueOHoe nmocodue. - CtaBpomnonb: CKOY, 2022. - 137 c. — Pexxum goctymna:
https://e.lanbook.com/book/386636

JI1.4 | AkaeBa A. A., Maromenosa IlI. I'., Paguenko T. B., Ilmo6enko O. A., Aprémonoii C. B., UnbsiryeBoii
A. A. KuGepOe3onacHOCTh: TEXHUYECKHE U MTPABOBBIE ACTIEKTHI 3aUThl HHpopmanuu. COOpHUK
HayuyHbIX Tpya0B: | HannonanbHas HayuHo-nIpakTHueckas koHpepeHuus (r. Mocksa, 24—-26 mas
2023 r.) [Onexrponnslii pecypc]:. - Mocksa: PTY MUPDA, 2023. - 319 c. — Pexxum gocrymna:
https://e.lanbook.com/book/398231

10.1 UaTepHeT-pecypcsl (0a3bl JaHHBIX, MHGOPMAIIMOHHO-CIIPABOYHbIE
CHCTEMBI U Jp.)

OBC «Jlanb» https://e.lanbook.com
Hanmonanwsnas anekrponnas 6udnuoreka (HOB) https://rusneb.ru
9BC «lOpaiit» https://urait.ru
OBbC «KypHanbHbIi 3a11»: PyCCKUI TOJICTHII https://magazines.gorky.media
KYpHaJI KaK 3CTETHYECKH (heHOMEH
«Onexrponnas 6ubmmoreka UMJIM PAH» http://biblio.imli.ru
«OnexrponHas 6ubnuorexka MPJIN http://lib.pushkinskijdom.ru
PAH» (Ilymxunackuii Tom)
HayuHslii apxus https://HayunbliiapxuB.p¢
OBbC «Ilenaroruveckas OMOINOTEKAY http://pedlib.ru
OBC «AuGyKC.py» https://www.ibooks.ru




Hayunas snextponHas 6ubnuoreka eLibrary.ru

https://elibrary.ru

OBbC bykonnaiim https://bookonlime.ru
Hayunas snekrponHas 6ubanorexa https://cyberleninka.ru/
«Kubeprennnka»

locynapctBenHnast myOnuyHas HAy9HO-TEXHHYECKAs
oubmmoreka Poccun. Pecypcel OTKpBITOTO JOCTyTa

http://www.gpntb.ru/elektronnye-resursy-
udalennogo-dostupa/1874-1024.html

bubnuoreka akanemun Hayk (BAH). Pecypcsl
OTKPBITOTO JIOCTYTIA

http://www.rasl.ru/e_resours/resursy otkrytogo dost
upa.php

10.2. IIpogeccuonanbHbIe 0a3bI JAHHBIX 1 HHPOPMALMOHHBIE CIIPABOYHbIE CHCTEMBbI

YHuBepcuTerckas UH(GOpMAIIMOHHAS CUCTEMA
POCCHUA

https://uisrussia.msu.ru

Enunoe okHO mocTyma K 00pa3oBaTeIbHbIM
pecypcam

http://window.edu.ru/catalog

CrnoBapu 1 SHIUKIIONEIUH

https://dic.academic.ru

Ilemaroruueckas MacCTEepCKasa «HCpBOC CeHTH6p}I»

https://fond.1sept.ru

Caiit Enunoit kosekiuu nugpoBbIx
00pa3oBaTeIbHBIX PECYPCOB

http://school-collection.edu.ru

Hanumonanehas mnardopma «OTKpbITOE
00paszoBaHue»

https://openedu.ru

IToptan «Ennnas xomnekius nuppoBbIX
00pa30BaTEIbHBIX PECYPCOB»

http://school-collection.edu.ru

Poccuiickoe oOpa3oBanue. DenepanbHbIi mopTa

http://edu.ru

[TopTran denepalibHBIX TOCYAaPCTBEHHBIX
00pa30BaTeIbHBIX CTAHIAPTOB BHICIIETO
oOpa3zoBaHHs

http://fgosvo.ru

Enunas undpoBast KOIEKIHs IEPBOUCTOYHUKOB
HAy4YHBIX pabOT yI0CTOBEPEHHOIO KayecTBa
«HayuHsIi1 apxuB»

https://HayunsliiapxuB.p¢

[Topran mpoekra «CoBpeMeHHas U poBas
oOpasoBarenbHas cpena B POy

https://online.edu.ru

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJIMHBI (MO YJIs)

3aHATUS, TEKYIIMH KOHTPOJIb YCHEBAEMOCTH W MPOMEKYTOYHAs AaTTECTAls [0 JIUCIUIUIAHE
IPOBOMATCS B Yy4YeOHBIX ayAUTOPUSAX, YKOMIUICKTOBAaHHBIX THIIOBOM MeOenpio Uit OO0y4arommxcs |
MpEeroiaBaTeNsi, TEXHWYECKMMH W MYJIbTHMEAMWHBIMHA  CPEJACTBaMH OOy4YCHHs, BKIIOUYEHHBIMH B
JIOKaJIbHYIO CETh By3a U C JOCTYIOM K HH()OPMALMOHHBIM pecypcaM ceTi VIHTepHeT.

PabGoune mecra s caMOCTOSATENbHON pabOThl OOYYArOIIMXCS OCHAIIEHbI KOMIBIOTEPHOM TEXHUKOH C
NOAKIIOUEHHEM K ceth VHTepHeT U o0ecneueHbl JOCTYIIOM B JICKTPOHHYIO HH(POPMAIOHHO-
00pa3oBaTeNBHYIO CpPEIy By3a.

KomnbrorepHoe 000py1oBaHNE UMEET COOTBETCTBYIOIIEE JIMIEH3HOHHOE IPOTPaMMHOE 00eCIICUeHHE:

1. [Maker mporpammuoro oOecrnieuenus obmero HazHaueHus: Microsoft Office (MS Word, MS Microsoft
Excel, MS PowerPoint).

2. Adobe Acrobat Reader.

3. bpayszep (Internet Explorer, Mozilla Firefox, Google Chrome, Opera u np.).

4. IIporpamma TecTupoBaHusi AWpeH.




ITpunoxenue 1

MeTtoanyeckue MaTepUasbl MO JUCLUILTHHE
« Kubepbe3onacHoCcTb»

1. Ilnanbl NMPAKTHYECKHUX pa60T U MeToJuuYeCKHe peKOMeH/JalluH

Tema 1. Kubepbe30macHOCTb B CCTeMe HallMOHa/IbHOM Oe3omacHocTu PO

IIpakTH4yeckoe 3ansaTHe 1.1.

Borpocsr 151 006CyKaeHus:

1.

kN

CocypmapcTBeHHasi OJMTHKA B 00/1acT KHOepOe30racHOCTH KOMITbIOTEPHBIM aTakaM OT
15 siuBaps 2013 1.

YronoBHbIM Kogeke P®, paszfen «IIpectymieHus B cdepe KOMIbIOTEPHON UH(POPMaLUU».
3aruTa KubeprpocTpaHCTBa rocyjapctBoM. KrubepBoiiHa.

[TpaBo Ha uHpopmauuio B Koncrtutyuuu PO.

3arura rocyapcTBa 1 3aiyTa KubepripocTpaHCTBa.

HokTtprHa nH(OpMaIMOHHOW 6e30MacHOCTH.

IIpakTH4yeckoe 3aHsaTHE 1.2,

Borpocsr ajist 06cyxaeHust

1.

SRRl

KubepBoiicka. 3amuTa KubepripocTpaHCTBa KakK OJjHa U3 3a/jau BOOPYKeHHBIX CHJI.
NudopmarronHas BoliHa. iHdopmal[ioHHOe opyKue.

ITaTprOTU3M U MHTEpHeT.

WHudopmaliioHHOe BO3/ieiicTBYe.

BoeHnHas1, rocyiapcTBeHHasi, KOMMepyecKasl TaiiHa.

3allyra caliToB roCyZapCTBEeHHBIX OPraHOB (3/IeKTPOHHOE MPaBUTE/ILCTBO).

Tema 2. KuGepnpecrynjieHusi NpOTHB JIMYHOCTH, 0011[eCTBA U rOCy/JapCTBa

IIpakTH4yeckoe 3ansaTHe 2.1.

Borpocsr ajist 06cyxaeHust

1.
2.

w

LONH A

PeanbHasi v BUpTyasibHasi IMUYHOCTb.

[Tcuxonoruueckast oOctaHoBKa B MHTepHeTe: rpuduHT, KnbepOyiiuHr, KubepMoOOuHr,
TPOJITUHT, Oy UTHIIHI.

be3zoracHasi pabora B ceTH B TIpoljecce CeTeBO KOMMYHMKAI[UH (4UaThbl, (HOPYMBI,
KOH(epeHLIUU, CKarl, coljiabHble CEeTH U TIp.).

TepMUHBI CETEBOr0 3TUKeTa: OBePKBOTHUHT, (uieiiM, (uiyz, obTonukK, CMatIuKy U Ap.
[TpuMepsI 3TUUECKUX HapyIlleHWH. 3HaueHWe CeTeBOro STHKeTa.

CobcTBeHHOCTH B VIHTepHeTe. ABTOPCKOE TpaBo.

WHTennekTyanbHasi COOCTBEHHOCTb.

[TnatHas v 6ecriiatHasi UH(OpPMaLYS.

3amuTa mMpaB MoTpeOUTenell TPU WCIO/MB30BaHUM yCiyr KHTepHeT. 3aimra mpaB
roTpeduTe el yCIyT rpoBaigepa.

IIpakTHueckoe 3ausaTue 2.2,

Bomnpocs! g5t 06cy>kaeHust

1.
2.

3.

OTBeTCTBEHHOCTb 32 UHTEPHET-MOIIIeHHUYeCTBO.

[TpaBOBBIE aKThI B 00/1aCTH MH(MOPMALIMOHHBIX TEXHOIOTUM U 3al[UThl KHOEPIIPOCTPaHCTRA.
OTBeTCTBEHHOCTD 3a KHUOepIpecTyTIIeHusl.

KoHcTUTylL[MOHHOe TpaBO Ha TIOMCK, TOJydeHWe U pacrpocTpaHeHHe WH(OpMaIUH.
®enepasbHbIi 3aK0H OT 29.12.2010 Ne 436-P3 (pea. ot 28.07.2012) «O 3aiute geteli oT



v

®

WHOPMaLHY, TIPUUHMHSION[EN Bpe UX 3/I0POBBI0 U Pa3BUTHIO» (JeicTByeT C 1 ceHTsOps
2012 ropa).

VHdpopmaloHHOe 3aKOHOJaTe/IbCTBO PD.

3akoH P® «O6 nndopmaiu, THPOPMALIMOHHBIX TEXHOIOTHSIX U O 3alljUTe UHPOPMaLUn».
YronoBHasi OTBETCTBEHHOCTh 3a CO3/laHHe, MCI0J/Ib30BaHWE U  PaclpoCTpaHeHue
BPEOHOCHBIX KOMITbIOTepHbIX rporpaMm (cT. 237 YK P®). IIpaBoBasi oxpaHa nporpamMm
st OBM u B]. Kommepueckoe I1O. BecrinatHoe T1O (FreeWare, Free, Free GPL, Adware),
ycioBHo-0ecriaTHoe 10 (Trial, Shareware, Demo).

[IpaBOBBIE OCHOBBI /1JI51 3ALLUTHI OT CI1aMa.

ITpaBoBas oxpana rporpamm Ajsi O3BM u B/1. JTutien3uonxoe I10. Buasi muuensuii (OEM,
FPP, kopropaTuBHble suleH3ud, Tofnucka). 1O ¢ otkpeiteiM Kogom (GNU GPL,
FreeBSD).

[TpaBo Ha uHGOpMaIHIO, Ha COKPBITHE AaHHBIX, KaTeropuu MH(MOPMALIUH.

[TepcoHanbHble U 0OIEOCTYIMHbIE [aHHble, OrpaHWYeHHbIA [JoCTyr. 3akoH «O
MepPCOHAJIbHBIX JJaHHBIX».

Tema 3. CoBpemeHHOe KnOeprnpocTpaHcTBo TexHHKa 0€30macHOCTH B KHOEepPIIPOCTPAHCTBe
IIpakTH4yeckoe 3aHsaTHe 3.1.
Bomnpocs! st 06cy>kaenust

1.

2
3.
4

u1

® N

MoiieHHHYeckHe feicTBus B IHTepHeTe. KubepnpecTyriieHus

CeteBoli 3TuKeT. [Icuxonorus u cetb

[TpaBoBbIe acTeKThI 3al[UThl KNOEpPIIPOCTPAHCTBA
OHstaiiH cepBUCHI 151 6e30TIaCHOCTH TI0/Th30BaTesIsl B MH-TepHeTe (ITpoBepKa KOMIbIOTepa
1 (aiiyioB Ha BUPYChl OHJIAWH, OH/IAWH JeakTuBaLys SMS-BHUPYCOB, MpoBepKa cailiTa Ha
BUDYCHI, TIpPOBepKa (ailyioB 1o e-mail, ompezeneHue aapeca CTpaHMIIbI, TPOBEpKa
croumoctu CMC u ap.).
Hactpotiku 6e301acHOCTH TIOYTOBBIX MPOTPaMM.
3aluTa B IMOMCKOBBIX cHcTeMax ((pUIbTpPHI /i1 OrpaHUUYeHUs MOTeHIU-aTbHO OTIAaCHOTO
COZlep>KUMOrO0).
HacTtpoiiku 6e3omacHocTu Be6-6pay3epos (Internet Explorer, Firefox u 1.11.).
DJIeKTPOHHas TTI0UTa U CUCTEMbI MTHOBEHHOTO 0OMeHa COOOITIeHUSIMH.
Hacrpoiiku 6e3omacHoctu Ckaiir, ICQ u nip. Crioco6w1 o6ecrieueHusi 6€30macHOCTH BeO-
caiira.

10. Kubeprpectyrienusi. Buibl MHTepHeT-MollleHHWYecTBa (MMChbMa, peK-jaMa, 0XOTa 3a

JIMYHBIMU JAHHBIMU U T.T1.). OmlacHOCTH MOOU/IbHOU CBsi3u. [Ipe/iyioykeHus 10 yCTaHOBKE
BpeJJOHOCHBIX MPU/IO’KEHUM.

11. Momennnueckrie CMC. YTeuka u 0OHapoJoBaHHe JIMYHBIX AaHHBIX. [log60p 1 mepexsar

rapoJiei.

12. B3/10MBI aKKayHTOB B COLJMA/IbHBIX CeTsAX. Buzpl MomeHHnyecTsa B VIHTepHeTe. @UILIMHT

(papmuHr). A3apTHbIE UTpBL.

13. Jloxxuele aHTHBUpYCHl. IlogmeHa CTpaHWl] B MHTepHeTe (CauThI-K/IOHBI). DasblIMBbIe

¢alinoobMeHHUKHU.

14. DneKTpOHHBIN KorieneK. MolieHHHUeCTBO MpY pacrpocTpaHeHun «becrimatHoroy» I10.
15. TexHosioruu MaHuNy/MpoBaHus B VIHTepHeTe.
16. Tb nipu HHTEpHET-00IIeHNH.

IIpakTH4yeckoe 3anaTHE 3.2.

Borpocsr ajist o6cyxaeHust

1.

2.
3.
4

TP nipu perucTpanyy Ha Beb-caiiTax.
KomrmsroTepHoe nmupaTcTBo. [laruar.
KubepHaeMHUKY 1 KHOEP/I€TEKTHBHI.
OtuieHka yijep6a oT KubepripecTyTiieHHH.



Wnrtepuet-3THKeT. [IpaBusa obimenus B IHTepHeTe.
OCHOBBI CeTeBOro 3TUKeTa.

ITepemnucka B ceTu.

[TpaBuna noBeseHus B ckatine. dopym.

OOI1eHvie B CETH U ero TMOoC/Ie/ICTBYSI.

10. Arpeccusi B ceTH.
11. AHOHUMHOCTbB B CeTH.
12. Bugpl 3THKeTa (JIMYHBIM, [1€/10BOM, MUCbMEHHBIM, [UCKYCCHUOHHBIM U Tp.). Pasnuuus

5THKeTa B pa3HbIX CTPaHaXx.

13. Dtuka guckyccuid. B3aumMHoe yBaykeHHe TIpU WHTePHEeT-00I1eHHH.
14. 3TukeT 1 6€30MaCHOCT.

Tema 4. IIpo6/1embl VIHTepHeT-3aBHCMMOCTH, KHOepOy/I/IMHra
IIpakTH4yeckoe 3aHsaTHe 4.1.
Bomnpocs! gy1st 06cy>kaenust

LN RN

f—
e

12.
13.

14.
15.
16.

['rrena KomribroTepa.

KowmrisroTep 1 KpoBooOparieHwue.

[Tonb3a v BpeJ; KOMIIBIOTEPHBIX UTP.

Kowmmnsrorep u 30XK.

dusnyeckoe U IICUXUYECKoe 340pOBbe.

[IpaBusia noBesieHYs1 B KOMIIBIOTEPHOM KJjlacce.

WuTepHeT B cucTemMe 6€30MacHOCTH.

TexHrka 6e30macHOCTY IpA paboTe C KOMITBIOTEPOM.

KomrmbroTep ¥ MOOU/IbHBIE YCTPOMCTBA B Upe3BbIYaHBIX CUTYaLIUsIX.

MegnuyHckas nHbopmauusi B ViHTepHeTe. KommbioTepsl M1 MOOW/IBHBIE YCTPOWCTBA B
5KCTpeMa/lbHbIX yC/IOBUSX.

BosgeiicTBue paivoBO/IH Ha 3710pOoBbe U oKpy»katolyto cpeny (Wi-Fi, Bluetooth, GSM).
Kowmriekc yripaykHeHU# nipy paboTe 3a KOMIbIOTEPOM.

Bo3speiictBue Ha 3penve DJIT, KUAKOKPUCTA/NIMUECKUX, CBETOAUOHBIX, MOHOXPOMHBIX
MOHUTOPOB.

Kommerotep B pexxumMe TpyZa U OTAbIXa.

BivsiHMe KoMIbIOTepa Ha PelpoAyKTUBHYIO CUCTEMY.

Bpeanbie ¢akTopbl paboThI 38 KOMITBIOTEPOM M UX TIOC/IEICTBHS.

IIpakTH4yeckoe 3ansaTHE 4.2,

Borpocsr ajist o6cyxaeHust

17.

_ =
)

=
A WN

LN W=

Opranu3aiusi paboyero mecra
VHTepHeT-co00111eCTBO.
MHTepHeT-3aBUCUMOCTb.
CouuanbHele ceTu. [leTcKue coLyanbHble CeTH.
BupryanpHas JIMYHOCTB.
3aBHUCUMOCTb OT VIHTepHeT-0011IeHusI.
PasBneuenus B VIHTepHerTe.
[Tpu3Haky UTPOBOM 3aBUCHMOCTH.
CeTeBble UIDBL.
Caiitbl 3HakKoMCTB. 307K 1 KOMMBIOTEP.
. Bugpl 3aBucumocTu. [lecTpyKTHBHast MHpOpMaLus B VIHTepHeTe.
. Bugp! VIHTepHeT-3aBUCMMOCTH.
. Kubepkynbrypa (MaccoBasi Ky/bTypa B CETH) ¥ TMYHOCTb.
. [Icuxonoruueckoe Bo3zeicTBYe MH(OPMaLMY Ha yerloBeKa.
. YIIpaB/leHVe JIMYHOCTBIO 4Yepe3 ceTb. VIHTepHeT M KOMIIbIOTEpDHAas 3aBUCHMOCTb

(apguKims).



15.

16.

17.

Kputepun 3aBUCMMOCTH (TIPUOPUTETHOCTb, M3MEHEHUsI HAaCTPOEHHMsl, TOJIePAaHTHOCTb,
CUMIITOM Pa3phbiBa, KOH(JIUKT, PELIU/UB).

TwuIbl UHTEPHET-3aBUCUMOCTH (TIPUCTpacTHe K paboTe C KOMITbIOTEPOM, K HaBUTaLUU U
TOMCKY WH(OPMAI[UH, UTPOMAHUSI U 37IEKTPOHHbBIE TOKYIIKU, 3aBUCUMOCTh OT CE€TEBOTO
ob1eHus).

Knaccubukaiiyuss “HTepHeT-3aBUCHMOCTeH

Tema 5. MeTo/ib1 o0ecrieuenus 6e3onacHoctu IIK u VintepHera. Bupycbl 1 aHTHBHPYChI

Nk W=

9.

10.
11.
12.

IIpakTH4yeckoe 3ansaTHe 5.1.

KoHTeHT-(punbTpsI.

ITouckoBble cepBepsl.

[Ipu3Haku 3apakeHus1 KOMITbIOTepa.

AHTHUBUpYCHas 3alllUTa.

3auTa (aiisioB. bezonacHOCTh NMpU CKauMBaHWU (DansioB.

3aiuTa porpaMm 1 ZIaHHbIX OT HeCaHKIIMOHUPOBAaHHOI'O KOITMPOBAHMS.
OpraHusaloHHble, OpUUYecKre, NporpaMMHble Y IIPOrpaMMHO-ariapaTHble Mepbl
3alUTBL.

3amuTa MporpaMM U J@HHBIX C TOMOLIbI TapoJsieid, TPOrpaMMHBIX M 3JIEKTPOHHBIX
KJIIOUel, CepUMHBIX HOMEPOB, [IepeH0Ca B OHJIalH U T.I1.

HernepewmerijaemMsle porpaMmsl.

3ammTa OT KOIMMPOBaHUs KOHTeHTA CauTa.

Ncrounrku 3apaxenus [1K.

AntusupycHoe 110, Bujb1 1 Ha3HaueHWe. MeTo/pbl 3alUThl OT BUPYCOB.

IIpakTH4yeckoe 3aHATHE 5.2.

Borpocsr ajist o6cyxaeHust

1.

ek wnN

®

10.
11.
12.

13.

14.

[Tpobnemsl Ge3omacHocTH MHGPACTPYKTYphl IHTEpHeTa (MPOTOKOJBI MapIIpyTH3aun
CeTH, CUCTeMa JJOMEHHBIX UMeH, Cpe/iCTBa MapILIpyTHU3aLUy U T.I1.).
[TpoBepka nojyIMHHOCTH (ayTeHTU(UKaLKs) B VIHTepHeTe.
Mepti 6e3omacHocTH Ayis Tiosib3oBatennss WiFi. Hactpoiika 6e3omacHoCTH.
Bupychb! a/151 MOOWIBHBIX yCTPOUCTB (MOOU/IBHBIE OAaHKEPHI U JIP.).
Hactpoiika kommnbroTepa Asist 6e3omacHoit paboTbl. OmMOKY Mob30BaTeIsl.
Mepbl  simuHOM  0Oe3omacHOCTM TIpU  ceTeBoM  oOmjeHud.  I[IpefoTBparieHue
HeCaHKL[MOHUPOBaHHOro AocTtyna K [1K.
[Tapomu, 6romMeTpryecKre MeTO/bl 3alUThl U ayTeHTU(UKAIUS C TTOMOILBI0 BHEIITHIX
HOCUTeIe.
[TpocTeie 1 AHAMWYECKH U3MeHSIoIMecs: Tapod. bope0a ¢ yreukamu nHbOpMaLyn.
CpejcTBa KOHTpOJIs iocTyma. [1paBa nomnb3oBaresieii. CriocoObl pa3rpaHuueHust JOCTyTIa.
OTnums BUPYCOB U 3aK/1a/0K.
AHTHBUpYCHBbIe nnporpammsl A5 ITK: ckaHeprbl, peBU30pHI U JP.
Hawubonee n3BecTHbIe aHTHBUPYCHBIe TIporpammbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe u OecriaTHoe
antusupycHoe I10.
OwniaiiH cepBUCHI /17151 6€30MaCHOCTH TI0/Ib30BaTe st B UHTepHeTe (TIPOBepKa KOMIbIOTepa
U ¢ailzioB Ha BUPYChl OHJ/ANH, OH/IAWH JeakTuBalusi SMS-BupycoB, rpoBepKa caiiTa Ha
BUPYChI, TIpOBepKa (aiiioB Mo e-mail, ompezneneHue azpeca CTpaHULbI, IPOBEpKa
crornoctd CMC u zp.).
Hactpoiiku 6e30macHOCTM TIOYTOBBIX TpOrpaMM. 3alljdTa B TIOMCKOBBIX CHCTEMax
(punbTpHI A/ OrpaHUUeHHs TOTEeHLMA/IbHO OMAaCHOTO COZIep>KUMOTO0).

2. 3agaHus Jjisi CaMOCTOATETLHOH PadoThI



Tema 1. Kubepb6e3onacHoCTh B cricTeMe Hal[MOHa/MBHOM Oe3omacHocTH PO
[ToaroroBuTh JOKIAZ IO TEMe:

1. WHdopmarmoHHas BoliHa. VIHpopMalLlMOHHOe Opy»Kue.

2. TlaTpuoTH3M U UHTEpHeT.

3. MHpopmalLMoHHOe BO3/elCTBHeE.

Tema 2. KubepripectyrieHusi MPOTUB JINYHOCTH, 0OI[eCTBA U TOCY/AapCTBa
[ToaroroBuTh AOKIAJ IO TEMe:
1. PeanbHas v BUpTya/bHas IMYHOCTE.
2. Tlcuxonoruueckasi obcraHoBKa B MiHTepHeTe: TpuduHr, kKubepOy/uMHT, KHOepMoOOUHT,
TPOJUTVHT, Oy TS,

Tema 3. CoBpemeHHOe KnOepripocTpaHcTBO TexHuKa 6e30macHOCTH B KUOepIPOCTPaHCTBe
[ToaroroBuTh JOKIAZ IO TEMe:

1. DJIeKTPOHHBIN KOLIeseK.

2. MolieHHHYeCTBO TPU pacripocTpaHeHuu «becriyiatHoro» I10.

3. IlpaBuna noBefieHus B CKaurie.

4. ®opym. [IpaBuna nosesneHus

Tema 4. [Ipo6nembl IHTepHeT-3aBUCUMOCTH, KHOepOyI/TMHra
[ToAroToBUTE JOK/IAA 10 TEME:
1. Bupp! IHTepHeT-3aBUCUMOCTH.
2. KubepkynbTypa (MaccoBasi Ky/bTypa B CETH) ¥ TMYHOCTb.
3. Tlcuxonoruyeckoe BO3zelcTBYe NH(OPMaLMK Ha yesioBeKa

Tema 5. MeTtogpl obecrieuenusi 6e3onacHocty [TK u HTepHeTa. BUpychl 1 aHTUBUPYChI
IToaroroBuTh AOK/IA/ 10 TEME:

1. Mepsl 6e3omacHocTH Ayis Tiosib3oBatenss WiFi. Hactpoiika 6e3omacHoCTH.

2. Bupycsl asisi MOOM/IBHBIX YCTPOWCTB (MOOW/IbHBIE OaHKepHI U Ap.).

3. IIpumepHbIe TeMbl pedepaToB

1. Wudopmarus - dhakTop CyliecTBOBaHUS U pa3BuTUs 001iecTBa. OCHOBHBIE (hOPMBI

TIpOsIB/IeHHsT MH(OPMAIiY, e€ CBOWCTBA KakK 00beKTa 6e30MacHOCTH.

[MoHsTHE Ge30MacHOCTH U eé cocTapstolye. be3onacHOCTh MHGOPMALUH.

O6ecrieueHne nH(GOPMALIMOHHOW 0€30TTaCHOCTH: CO/lepKaHue U CTPYKTYpa TOHSTHSI.

HarmoHanbHble MHTEpeckl B MH(OPMAaLMOHHOM cdepe.

WcTounuky U cofiep)kaHue yrpo3 B MHGOpPMal[MOHHOM cdepe.

CooTHoIlleHHe MOHATUM «HMH(bOpMaLMOHHast 6e30TaCHOCTb» U «HaLMOHAbHAas

6e30macHOCTb»

7. Puck paboTbl Ha MepcoHaIbLHOM KoMribtoTepe. [lnaHrpoBaHue 6e30macHoM paboThl Ha
NepCOHaJIbHOM KOMIIBIOTEDE.

8. Wudopmanus - pakTop CyiiecTBOBaHUS U pa3BUTHS 001L[eCTBa.

9. Llenu u 3afauu 3aUTHl UHPOPMALUU.

10. Opranu3zauys 3aiuThl KOHOUEHLIMaTbHOW HH(OpMaLWH.

11. Bups 3aiuiaemMoii uHGopMaluu B cepe rocyJapCTBEHHOTO M MYHULUTIATLHOTO
yrpaBJieHUs..

12. YpoBHU BefieHHs1 UH(POPMaL[MOHHOW BOWHBI. OriepaThBHAas MaCKMPOBKa.
PapuosnekTpoHHast 6opbba. Bo3gelicTBre Ha CeTH.

13. OcHOBHbIE TI0/IOXKEHUsI TOCYJApCTBEHHOM WH(POPMAI[MOHHON TOMUTUKY Poccuiickoit
®eneparyu.

SRRl



[Ipunoxxenue 2

O1jeHOYHbIe MaTepHaJibl M0 JUCIATIMHE
« Kubepbe3onacHocTb»

1. OneHouHble MaTepHasbl A1 TeKyLero KOHTPOJIs
1.1. TecToBbIe MaTepHabl

Tect 1
1. lndopmarpionHasi 6e301MacHOCTb 3aBUCHT OT:
a) KOMIbIOTEPOB, MO//lepKuBatollell MHPPacTpyKTyphI +
0) Tosib30BaTenen
B) uH(dopMaLuu
2. TapreTvpoBaHHas aTaka — 3TO:
a) aTaka Ha ceTeBoe 000py/J0BaHMe
0) aTaka Ha KOMITBFOTEPHYIO CUCTeMY KDPYTTHOTO TIPeTIPUSTHS +
B) aTaka Ha KOHKPeTHbIM KOMITbIOTeP I10/1b30BaTe/Ist
3. Stuxnet — 3T0:
a) TPOSIHCKasi IporpamMmma
0) MaKpOBHpYC
B) POMBILLIEHHBIN BUPYC +
4. OcHOBHasi Macca yrpo3 uHhopMariMoHHOM 6e30T1acHOCTH TIPUXO/IUTCS Ha:
a) TposiHCK1e porpaMMeI +
0) IIIm1oHCKWe MpOrpaMMbl
B) UepBu
5. TTop Kakue cucTeMbl PacripoCTpaHeHre BUPYCOB MPOUCXOAUT HarboJsiee JMHAMUYHO:
a) Windows
6) Mac OS
B) Android +
6. Kakoii Buj ueHTH(GUKAL[MK U ayTeHTU(UKAL[UK TT0/TyUr/T HauboJibIliee paclipoCTpaHeHue:
a) cucrembl PKI
0) TIoCTOSTHHBIE TIAPOJ/TA +
B) OZIHOpa30BbIe TIapOJIn
7. Kakue yrpo3bl 6e30macHOCTH UH(OPMALUH SIBJISIFOTCS TIpeJHaMepeHHbIMU:
a) OLIMOKK MepcoHasa
0) OTKPBITHe JIeKTPOHHOTO TIMChMa, COZIep>Kalliero BUPYC
B) He aBTOPU30BaHHBIMN JIOCTYII +
8. Uto Takoe «oddTomn»:
a) coobieHue He 10 Teme opyma +
0) yacTb rapziepoba
B) (hyTOOMBHBIN TEPMUH
9. Cucremoii Kpunrorpadhrueckoi 3aiydTbl UHGOPMAaLUU SIBISIETCS:
a) BFox Pro
6) CAudit Pro
B) Kpunro Ilpo +
10. CTTAM:
a) arpeccrMBHOe ToBe/leHe Ha opymax
0) MaccoBast pacChl/IKa PeK/IaMbl U TIPOUMX 00BSBIEHUH +
B) LIETIOYKA HETIOHSATHBIX, HeJIOTUUHBIX 00BSICHEHNH
11. Kakue BUpYyChl aKTUBU3UPYIOTCS B CAMOM HauaJjie paboThI C OrlepaljiOHHON CUCTEMOM:
a) 3arpy304Hble BUPYChHI +



0) TPOSIHIIBI

B) UepBU

12. ITepeBesuTe Ha s3bIK VIHTepHeTa BbIpaKeHUe «IUTb BOLY»:

a) pueiim

0) dyn +

B) CITAM

13. «CrnoBecHasi BoiiHa», BO3HMKaroI[asi MHOTla Ha popyMax:

a) Quieiim +

6) CITAM

B) iy

14. 1151 BeifeneHust HanboJsiee 3HAUMMBIX CJIOB B TEKCTe HCTIO/B3YHOT:

a) KypCHuB

0) moguepKkrBaHue

B) YKUDHBIW IPUPT +

15. Habop cnoB 3ATJTABHBIMU GykBamu Cy>KAT:

a) [/15 BbIDAKeHUS1 CUJIbHBIX SMOLIMN +

0) a1t 0603HaUEHMST Yero-To OOBIIOrO

B) /7151 TIpUBJIeUeHUs1 BHUMaHUs cobece/IHHKA K TJIaBHOMY B BbICKa3bIBaHUU

RELAP

RELAP

16. Hopmsl oO1rieHust B cetr MIHTEpHeT:

a) UHTeKeT

0) HeTHKeT +

B) STHUKET

17. BoibepuTe BepHOe yTBepKeHHe.

ABTOpCKUe MOCThI, pa3MelljaeMble 110/1b30BaTe/IsIMU B COLIMA/IbHBIX CeTsIX U bsorax:

a) HUKOT/Ia He COJieprKaT MepCoHaIbHON MH(OPMALUH, TI03TOMY MX yO/IMKaLys He HeceT
Cepbe3HbIX M0C/e/ICTBUM

0) Bcerga cofiep>KaT U3JHIIHIO MTePCOHATBHYI0 NH(OPMALUIO O Ye/IOBEeKe, UTO MOKET
HaBPeJUTb He TOJILKO ero peryTalyH, HO U JINYHOM 6e301MacHOCTH

B) OLIEHUBAIOTCSI UMTATESIMU TI0-Pa3HOMY, TTI03TOMY HEBO3MOYKHO Tpe/iCKa3aTh, KaK MyO/uKarys
110CTa OTPA3UTCs Ha peryTalyy ero aBropa +

18. YkaxkuTe yCTpOMCTBO /15 OAK/IIOUEHUS] KOMIIbIOTepa K CeTH:

a) MbILLIb

0) mozeM +

B) CKaHep

19. TIpu mpocmoTpe Beb-caiiToB 1 001eHNY uepe3 VIHTepHeT:

a) Bbl ocTaBsisieTe 3/1eKTPOHHBIE C/ie/ibl, KOTOPble MOXXHO y/JaUTh CaMOMY

6) Bbl ocTaBrsieTe 3/1eKTPOHHBIE CJiejbl, KOTOPbIe XPAHSATCS TOIBLKO Ha Baillem KOMITbIOTepe
B) Bhl ocTaBsisieTe 3/1eKTPOHHBIE Ciefibl («IU(POBbIE OTIIEUaTKU» ), TI0 KOTOPBHIM MOXKHO
onpejenuTh, Kakve CTpaHuLbl Bbl npocMatpuBanu u Kakou [P-agpec komnbrotepa Bol
VICTI0JTb30Bay +

20. I'naBHOY ¢yHKIMel OpaHAMayapa sB/ISETCS:

a) TIOTIOJTHUTE/TbHOe 0(hHCHOe TIPUIOXKeHHs Jis paboThl ¢ 6a3aMu JaHHBIX

0) 3aiMTa KOMIbIOTEpa OT B3/I0Ma XakKepamu, a TAK’Ke BCEBO3MOXKHBIX BUPYCOB U «TPOSTHOB» +
B) yIIpOILLleH’e U ONTUMU3aLYsl PabOThI OrepaLiOHHON CUCTEeMBI

eksiama0+

21. Uto HE nomo>xeT 3alUTUTh CBOIO 3JIEKTPOHHYIO MTOUTY OT B3/I0Ma:

a) MepyuoNUeCKy MeHSITh aJjpec 3/1IeKTPOHHOU MOYThI, MEHSITh [TPOBal/iepoB +

6) co3aBaTh pa3Hble MMapo/u OT Pa3HbIX aKKayHTOB

B) HE OTKPBIBAaTh COODIIeH!s C He3HAKOMBIX U TIOZJ03PUTETBHBIX a/[pecoB



22. Korzia MOXXKHO TIOJTHOCTBIO [JOBEPSTh HOBBIM OHJIANH-/IPY3bsIM:

a) MOTrOBOPMB 10 Tejie()oHy

6) Huuero He MoxkeT aTh 100 %-HyI0 rapaHTHIO TOTO, YTO OHJIAWH-APYTY MOXKHO ZIOBEPSITh +
B) mocjie oomeHa (oTorpadusmu

23. Yto fenaTh, €C/Iv BaM MPULLIJIO MMUCbMO O TOM, YTO Bbl BBIUTPA/IU B JIOTepee:

a) CBA3aThCsl C OTIPaBUTENIEM T10 Tejie(OHy

0) mepeiTH 0 CChIIKe B TTUChMe, Be/lb MHPOPMALIMs MOXKeT 0Ka3aThCs TIPaB/oU

B) YAQJIUThb €ro U 3a0/I0KMpOBaTh OTIIPaBUTeNS +

24. Kakyto napopmaryio o cebe MO)KHO BBIK/IaZIbIBaTh B VIHTEpHeTe B OTKPBITOM [JOCTYIIE:
a) MecTo paboTbl pojuTesnei

0) o cBoux MHTepecax +

B) HOMep Tesie)oHa

25. Kax 3a1uTuThCsl OT HeraTUBHOI'O KOHTEHTa:

a) 00paTUTHCS K aBTOPY HEraTUBHOTO KOHTeHTa

0) He oOparraTh Ha HETO BHUMAaHUS

B) MCIIO/h30BaTh Oe3omacHbIi ouck Google u 6e3omacHbiii pexkuM Ha YouTube +

26. B KakOM C/1yuyae HapyllaeTcss aBTOPCKOe I1paBo:

a) MpU UCI0/Ib30BaHUU MaTepyaaoB Bukuneauu Jj1s OArOTOBKU [JOK/Ia/ja CO CChLIKOM Ha
VICTOYHUK

6) mipu pa3merrienuy Ha YouTube co6CTBeHHOTO BHIEOPOJIMKA C KOHIIEpTa KaKOW-/THO0 TPYTIIThI
+

B) MY IIPOCMOTPE TPaHC/IALMK Ha O(pULIMaIbHOM CalTe TejieKaHasa

27. TposiHCKas mporpaMma oracHa TeM, 4To:

a) MPOHMKAeT Ha KOMIMbIOTEP IO/, BUJOM I10J1e3HOM NPOrpaMMbl U BBITOIHSET BPeJOHOCHbIE
JelicTBus O6e3 BeZlomMa TOIb30BaTers +

6) obsiaziaeT BceMu BhIlIeTepeurc/ieHHbIMU BO3MOYKHOCTSIMU

B) BbIHY)K/ZIaeT M10/1b30BaTesIst BO3BpallaTh JOJITH JaHaulleB

28. KnaBMaTypHbIi LLITHOH:

a) I0pUIUUeCKHUN TEPMUH, UCIT0J/Ib3yeMbli /it 0003HaueHUsI TPaBOHAPYIIeHUH, CBI3aHHBIX C
MH(POPMAaLIMOHHOM 6e3011acHOCThI0

0) dbusnuecKnii TEPMUH, UCII0/Ib3yeMbIH /71T 0003HauUeHHsI TPAaBOHAPYIIIEHNUH, CBSI3aHHBIX C
MH(POPMAaLIMOHHOM 6e3011acHOCThI0

B) Iporpamma, OTC/IeXKUBAroLask BBOJ, I10J/Ib30BaTesieM rapoJjiel ¥ MUH-KOZ0B +

29. UTo He sB/sIeTCs IepCOHaIbHBIMU JIaHHBIMMU:

a) ucropus 6one3Hu +

6) macriopTHbIe JJaHHbIe

B) (pamMu/Ms, UMsi, OTUECTBO

30. UTo pmenaTh, eC/iv Bbl CTa/Id XKEPTBOM UHTEPHET-TPABJIN:

a) ChITaTh YTPO3aMH B OTBET, TIPe/|Iaratb BCTPETUTHCS U Pa300paThCs

6) 0bpaTUTLCS B aIMUHUCTPALIMIO Pecypca C TIpoch00ii Haka3aTh 00MJUMKa +

B) BBIKUHYTb KOMIIBIOTED

Tect 2

1) K nmpaBoBeiM MeToziaM, oOecreyuBarOIUM WH(POPMAIMOHHYIO 0€e30TacHOCTb,
OTHOCSTCS:

- Pa3paboTKa amrmapaTHbIX Cpe/iCTB o0ecrieueHHs TTPAaBOBBIX JJAHHBIX

- Pa3zpaboTka M yCTaHOBKa BO BCEX KOMITbIOTEPHBIX TPABOBBLIX CETSX >XYPHA/lOB yueTa
JIeiCTBUM

- Pa3paboTka ¥ KOHKpeTHM3al[dsi I[IPaBOBbIX HOPMAaTHUBHBIX aKTOB obOecrieueHus
06e30macHOCTH



2) OCHOBHBIMM HCTOYHUKAMHM YTpo3 HWH(OpPMAIMOHHOW 6e30MacHOCTU SB/SIOTCA BCe
yKa3aHHOe B CITHCKe:

- XullleHre KeCTKUX JAUCKOB, TIOJK/I0UeHre K CeTU, MHCal/1epCTBO

- [lepexBaT JaHHbIX, XUIlleHWEe IaHHBIX, U3MeHeHHe apXUTEeKTYPbl CUCTEMBI

- XullleHue JAaHHBIX, MOJAKYIN CUCTEMHBbIX aJMUHHUCTPAaTOPOB, HapyllleHWe perjaMeHTa
paboThI

3) Bugbl nuHpopMaIMoHHONW 6e30MacHOCTH:

- [lepcoHanbHasi, KOpropaTUBHasi, TOCyJapCTBeHHast

- KnueHrtckas, cepBepHasi, ceTeBasi

- JlokanbHasi, rnobanbHasi, CMelllaHHas

4) Ilenm wHbDOpMaLMOHHOW  0e30MacHOCTH — CBOeBpeMeHHOoe oOOHapyKeHWe,
npeayTipexzeHue:

+ HECAHKI[MOHUPOBAHHOI'O JOCTYTa, BO3/leliCTBUS B CeTU

- MHCallepcTBa B OpraHM3aLuu

- Ype3BbIYAUHbIX CUTYyaLIUU

5) OcHOBHbIe 00BbeKTHI MH(OPMAL[MOHHOM 6e30MacHOCTHU:

- KomnbroTepHbie ceTd, 6a3bl JaHHBIX

- "nopMarimoHHbIe CUCTeMBI, ICUX0JI0rMYecKoe COCTOsIHUE T0/Ib30BaTesnei

- busHec-opueHTHpOBaHHbIE, KOMMepUYeCKUe CUCTeMBI

6) OCHOBHBIMM pHUCKaMU UHPOPMALIMOHHOW 0e30MacHOCTH SIBJISTIOTCS:

- UckaxeHue, ymeHbllleHHe 00beMa, TepeKoIMpoBKa MH(popMaruu

- TexHnueckoe BMeLIaTeabCTBO, BhIBeZleHHE U3 CTPOsSt 000pyj0BaHUS CETH

- [ToTeps, uckakeHue, yreuka MH(pOpMaLuu

7) K ocHoBHBIM npuHLMNaM obecrieueHusi MHGOPMALMOHHON 6€301acCHOCTH OTHOCHUTCS:
- OKoHOMUYeCKOM 3(pPeKTUBHOCTH CUCTeMbI 0€30TTaCHOCTH

- MHoroniat¢hopMeHHOU peanu3alid CUCTEMbI

- YcusieHus 3allMIeHHOCTH BCeX 3BeHbeB CUCTeMbI

8) OcHoBHBIMU CyOBeKTaMu HH(OPMALIMOHHOMN 0€301acCHOCTH SIBJSIOTCS:

- PYKOBOJUTENH, MeHe/>)Kepbl, aJMUHUCTPAaTOPbl KOMIIaHUU

- OpraHsblI 1paBa, rocyapcTsa, busHeca

- ceTeBble 0a3bl JaHHBIX, (paepBOJIJIBI

9) K ocHOBHBIM yHKLMSIM CHCTEeMbI 0€301TaCHOCTH MOKHO OTHECTH BCe TIepeurCIeHHOe:
- YcTaHOBJ/IeHUe perjiaMeHTa, ayJUT CUCTeMbl, BbIsIB/IeHHUe PUCKOB

- YcTaHOBKA HOBBIX O(MCHBIX MPUI0XKEHUM, CMeHa XOCTUHT-KOMIIaHUH

- BHesipeHue ayTeHTU(UKALUU, TIPOBEPKU KOHTAKTHBIX JaHHBIX MOJIb30BaTe/ei
10) IMpuHUMTIOM UHPOPMAaI[MOHHOW 6e30MaCcHOCTH SB/SETCS IPUHITUIT HeIOMYII[eHUS:
- HeomnpaBiaHHBIX orpaHuueHu# npu paborte B ceTu (cucrteme)

- PuckoB 6e30macHOCTH CeTH, CUCTEMBI

- [Ipe3ymMnuuu ceKpeTHOCTH

11) TIpyHUMIIOM TOMUTHUKK WH(OPMALMOHHOM 6€30MacCHOCTH SIB/SIeTCS PUHLINI:
- HeB03M0O)XHOCTM MMHOBATh 3al[UTHbIE CPeJCTBA CeTH (CUCTEMBI)

- YcuneHns OCHOBHOTO 3B€Ha CeTH, CUCTeMBI

- [TonHoTO 6/10KMUPOBAHUS AOCTYTA MPU PUCK-CUTYALUAX

12) TIpyHUMIIOM TOJUTUKK WH(OPMALMOHHOM 6€30MacCHOCTH SIB/SIeTCS PUHLINI:
- YcuneHus 3aljyil{eHHOCTH CaMOr'0 He3allUIeHHOTO 3BeHa CeTH (CUCTeMBI)

- [Tepexopa B 6e30macHoe COCTOSIHUE PabOThI C€TU, CUCTEMBI

- [TonHOrO flOCTYNA MOJIb30BaTesield KO BCeM pecypcaM CeTH, CUCTeMBbl

13) IIpuHOMIIOM TOMUTHUKN WH(OPMALMOHHOM 6€30MacCHOCTH SIBJSIeTCS PUHLINI:
- Pa3genenus goctyna (06si3aHHOCTeH, NPUBU/IETU) KTMEeHTaM CeTH (CUCTeMBbI)

- O HOYypOBHEBOM 3al{UThI CeTH, CUCTEMBI

- COBMeCTUMBIX, OJJHOTUITHBIX IIPOrPaMMHO-TeXHUUYECKUX CPeJCTB CeTH, CUCTeMbl



14) K oCHOBHBIM THIIaM CPeJCTB BO3/IeHMCTBUS HA KOMITBIOTEPHYIO CeTb OTHOCUTCS:
- KommnbroTepHbIil c60i

- Jloruueckue 3aKnagKu («MUHBI»)

- ABapuiiHOe OTK/II0UeHHe NMUTaHUS

15) Korga nonyyeH cnam o e-mail ¢ npunokxeHHsIM ¢aitniom, cienyet:

- [IpounTaTh NpuUI0XKEHHUE, €C/IM OHO He COZlepP>XUT HUYero LieHHOT0 — y/aJuThb

- CoxpaHuTh npunokeHue B rapke «CriaMm», BBIICHUTH 3aTeM [P-azipec reHepaTopa crama
- ¥ januTh NMCbMO C TIPUJI0KEHUEM, He pacKphiBasi (He yuTasi) ero

16) IMpunuun Kupxroda:

- CeKpeTHOCTh KJit04a oTipe/iejieHa CeKPeTHOCTbI) OTKPBITOTO COOODIIeHUs

- CekpeTHOCTb MH(OPMaLMU OTpejiesieHa CKOPOCThIO MepeJjlau JaHHbIX

- CeKpeTHOCTh 3aKphITOT0 COO0DI[eHUs OTpe/ie/isieTCsi CeKPeTHOCThIO KJlroda

17) D11 — sto:

- JneKTpOHHO-1[M(poBOI Tpeobpa3oBaTesb

- D/1IeKTPOHHO-1M(poBasi MOJMNUCH

- DNIeKTPOHHO-1IM(POBOI Mpoljeccop

18) Haubosee pacipocTpaHeHbl yrpo3bl HHOOPMAIIMOHHON 6€301aCHOCTH KOPIIOPaTUBHOM
CHUCTEMBI:

- [Tokynka HenuueHsuonHoro 10

- OmmbKM sKCITyaTaliid U HeyMBIIIJIEHHOTO U3MeHeHUs pe)KuMa paboThl CUCTeMbl
- Co3HaTe/IbHOTO BHeJpeHUS CeTeBbIX BUPYCOB

19) Haubosee pacnipocTpaHeHbl yrpo3bl HH(YOPMAaIMOHHON 6e30TacHOCTH CeTH:

- PacripesieieHHBIN JOCTYT K/IMEHT, 0TKa3 000py0oBaHUS

- Mopa/ibHbIM U3HOC CeTH, UHCaWepCTBO

+ CoOoii (oTKa3) o60opymoBaHUs, HeeraJbHOe KOMMMPOBAHUE JaHHBIX

20) Haubosiee pacripocTpaHeHbl Cpe/iCTBA BO3/IeHCTBUS Ha ceTh oduca:

- Cnabwii Tpaduk, MHGOpPMALMOHHBIN 00MaH, BUPYChl B UHTEPHET

- Bupycsl B ceTH, 1oruueckye MUHBI (3aK/aa/K1), MHQOPMaLMOHHbINM ITlepexBar

- KomnistoTepHbie cO0u, M3MeHeHHe a/[MUHCTPUPOBAHMS, TOTIO/IOTHH

21) YTeukol uH(opmMaLMM B CUCTEME Ha3blBaeTCsl CUTyaLus, XxapaKTepusyemas:

- [ToTepelt JaHHBIX B CUCTEMeE

- VI3meHeHueM ¢popMbl UH(POpMaLUn

- I3MeHeHMeM cojiep)kaHusl UHGOpMaLUU

22) CpoiictBamu  uHbopmMauuM, HauboJsiee akKTyaJdbHbBIMU TIpU  obecrieueHUU
MH(}OPMAaIMOHHOM 6e30MaCHOCTH SIBISIOTCS:

- LlenocTHOCTB

- JocTtymHOCTH

- AKTyanbHOCTb]

23) Yrpo3a uH(popMaruoHHOM cucTeMe (KOMIbIOTEPHOU CeTH) — 3TO:

- BeposiTHOe cobbiTHe

- leTepMUHMpPOBaHHOE (BCeT/ia orpefeneHHOe) coObITHe

- Co0OpITHE, TIPOUCXO/slllee TTepUouyeCcKu

24) Wudopmauusi, KOTOpyK cjeAyeT 3aljuilate (M0 HOpMaTuBaM, IpaBUaM CeTH,
CHCTEeMbl) Ha3bIBAETCS:

- PernamenTrpoBaHHOM

- [IpaBoBoOM

- 3anuiaeMoun

25) PasHoBUHOCTSAMU yrpo3 6e30macHOCTU (CeTH, CUCTeMBbI) SIBJISIOTCS BCe TIepUYUCIeHHOe
B CITUCKe:

- [IporpaMmHble, TeXHUYECKHEe, OPraHU3allMOHHbIe, TEXHOJIOTUYEeCKHe

- CepBepHble, K/IMEeHTCKHe, CITYyTHUKOBbIe, Ha3eMHble

- JInuHble, KOpIIOpaTHUBHbIE, COLjMa/lbHble, HALIMOHA/IbHbIE

10



26) OkoHUaTe/bHO, OTBETCTBEHHOCTh 3a 3aI[UIIeHHOCTh [JaHHBIX B KOMITbIOTEDHOU CETH
HeceT:

+ Bnagener cetu

- AIMUHHUCTPATOpP CeTH

- [lonb30BaTtens cetu

27) IMonutrKa 6€30TIaCHOCTU B ccTeMe (CeTH) — 3TO KOMIIIeKC:

- PykoBoicTB, TpeboBaHuM obecrieueHHs HEOOXOAUMOT0 YPOBHSI 6€30TIaCHOCTH

- HCTpyKIUH, airOPUTMOB TIOBe/leHUsI 10/Ib30BaTesi B CeTU

- Hopmbl nHbopMalmoHHOTO 1paBa, co0/t0jaeMblie B CETH

28) Haubonee BaXHBIM TIpH peasM3aliMM 3allUTHBIX Mep TMOJUTUKU 0e30MacHOCTU
SIBIISIETCS:

- AyauT, aHa/lu3 3aTpaTt Ha MpoBe/leHue 3allUTHLIX Mep

- AyauTt, aHanu3 6e30macHOCTH

- Ay uT, aHa/lIu3 ySI3BUMOCTeM, PUCK-CUTYaLUM

Kpurepumu onjeHku:
[lns oneHKHM pe3y/IbTaTOB TeCTHPOBAHMSA IpeJyCMOTpeHa Crefyrollas CUCTeMa OLleHUBaHUs
yueOHBIX JOCTY)KEHUH CTY/I€HTOB:
3a KaXKZIbIi TIpaBU/IbHBIN OTBET cTaBUTCs 1 Gasn,
3a HemnpaBWIbHBIN 0TBeT — 0 6aIoB.
Ecmu cTygenT Habupaet
ot 85 110 100 % npaBU/IbHBIX OTBETOB €My BbICTABJIIETCS OLIEHKA «OT/IMYHO»;
oT 72 10 84 % TipaBU/IbHBIX OTBETOB — OLIEHKA «XOPOLLIO»,
oT 51 710 71 % npaBUIBHBIX OTBETOB — OL|eHKa «y/I0B/IETBOPUTE/ILHOY,
MeHee 50 6anioB — OLIEHKA «HEY/[OB/IETBOPUTETBHOY.

1.2. Bonpocsl ajisa cobecejoBaHUA

Tema 1. Kubep6e3onacHocTh B crcTeMe HAIlMOHA/IBHOM Oe3onmacHocTH PD
1. TocymapcTBeHHasi MOJIMTUKA B 00/1aCTH K1bOepbe30macHOCT KOMITbEOTEPHBIM aTakaM OT
15 auBapsa 2013 r.
YronosHslii Kogekc PO, paszen «IIpectynieHus B cepe KOMIIbIOTEPHOM
vHbopMaLun».
3auura KubepripoctpaHcTBa rocysapctsoM. KubepsoiiHa.
[TpaBo Ha uH(popmanuio B Konctutyuuu PO.
3aiuTa rocyiapcTBa 1 3alura KubeprpocTpaHCTBa.
MokTprHa nH(pOpMaLMOHHOW 6e301acHOCTH.
Kubepgoticka. 3aiura KubepnpocTpaHCTBa Kak 0/jHa U3 3a/lau BOOPY>KEeHHBIX CHJL.
VHdopmaiivoHHas BoiiHa. VIH(GopMaljMoHHOe opyxue.
. IlaTpyoTu3m U MHTEpHeT.
10. lnpopmariioHHOe BO3/IelCTBHE.
11. BoenHas, rocyziapcTBeHHasi, KOMMepyUecKasi TaiiHa.
12. 3ammra caiToB rocy/jJapCTBEHHbIX OPraHOB (3/1eKTPOHHOE MPaBUTEbCTBO).

N

©OND U AW

Tema 2. KubepnpecTyn/ieHusi IPOTHB IMYHOCTH, 001{eCTBA M TrOCYAapCTBa
1.  PeanbHad v BUpTyasbHasi IMYHOCTE.

2. Tlcuxonoruueckass obcrtaHoBKa B VHTepHeTe: rpuduHr, KubepOyamHr, KnbepmMoOOuHT,
TPOJUIUHT, OY/TULIUA,
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w

LN A

13.
14.

15.

16.

17.
18.

Be3omacHass pabora B ceTu B TMporjecce CeTeBOM KOMMYHHKaluy (4aTthl, (HOPyMBI,
KOH(epeHLIUU, CKaIl, CoLMa/bHbIe CeTU U Tp.).

TepMUHBI CeTeBOr0 STUKeTa: OBepPKBOTUHT, (h/ieiiM, iy, oddTONMK, CMalIUKK U Ap.
[TpuMepsI 3TUUECKUX HapyllleHWH. 3HaueHUe CeTeBOro STHKeTa.

Cob6cTBeHHOCTD B IHTEpHeTe. ABTOPCKOe TPaBo.

WuTennektyanbHasi COOCTBEHHOCTD.

[TnaTHas u 6ecriaTHasi UHOPMaLHSL.

3ammra TipaB MoTpebuTesnell TPU UCIOAB30BaHWK yciayr VIHTepHeT. 3aluta IipaB
noTpebuTesiel ycayT poBaizepa.

OTBETCTBEHHOCTh 38 UHTEPHET-MOLIIEHHUYECTBO.

[TpaBoBbIe akThl B 001acTH MH()OPMALIMOHHBIX TEXHOIOTHI 1 3aLUThI KNOEpPIPOCTPaHCTBa.
OTBeTCTBEHHOCTD 3a KUOepIpecTyTiIeHus!.

KoHCTUTYLIMOHHOEe TIpaBO Ha IIOMCK, TOAy4YeHHWe U paclpocTpaHeHHe WH(OPMaLUH.
@epepanbHbIi 3aK0H 0T 29.12.2010 Ne 436-D3 (pes. ot 28.07.2012) «O 3awmure feTeit oT
WHpOPMaLKY, TIPUUHMHSIONIEN Bpe/ UX 3/I0POBBI0 U Pa3BUTHIO» (JecTByeT ¢ 1 ceHTsOps
2012 ropa).

VHdopmalLoHHOe 3aKOHOaTe/IbCTBO PD.

3akoH P® «O6 nndopmaiu, THPOPMALIMOHHBIX TEXHOIOTHSIX U O 3allUuTe UHPOPMaLUn».
YronoBHasi OTBeTCTBEHHOCTb 3a CO37laHMe, WCIIO/Nb30BaHWE U PaclpoCTpaHeHHe
BPEIOHOCHBIX KOMITbIOTepHbIX rporpaMm (cT. 237 YK P®). IIpaBoBasi oxpaHa nporpamMm
st 9BM u B]. Kommepueckoe I1O. BecrinatHoe T1O (FreeWare, Free, Free GPL, Adware),
ycioBHo-0ecriaTHoe 10 (Trial, Shareware, Demo).

ITpaBoBbIE OCHOBBI JJ1s 3aL{UTHI OT CI1aMa.

ITpaBoBas oxpana rporpamm Ayt 3BM u B/1. Jluien3uonHoe I10. Buabl mvuensuii (OEM,
FPP, kopropaTuBHble suleH3uHd, Tofnucka). 1O ¢ oTtkpeiteiM Kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MH(OpPMaLMIO, Ha COKPBITHE JJaHHbIX, KaTeropuu WH(OPMaLUH.

[TepcoHanbHble U 0OIEOCTYIMHbBIE J[aHHble, OrpaHWYeHHBbIA [JoCTyr. 3akoH «O
NepCOHA/IBHBIX JAaHHBIX».

Tema 3. CoBpemeHHOe KnOeprnpocTpaHcTBo TexHHKA 0e301MacHOCTH B KHOepnpoCTPpaHCTBe

1.

2.
3.
4

vl

® N

10.

11.

12.

MoiieHHHYeckHe JeiicTBus B IHTepHeTe. KubepnpecTyriieHus

CeteBoii 3TuKeT. [Icrxonorus u cetb

[TpaBoBbIe acTeKThI 3al[UThl KNOEPIIPOCTPaHCTBA

OH/laiiH CepBUCHI 1t 6e30TIaCHOCTH TI0/Th30BaTesIs B UHTepHeTe (TPOBepPKa KOMITbIOTepa
(alizioB Ha BUPYChI OHJIAlH, OH/AKH JeakTuBalusi SMS-BupycoB, poBepKa caiTa Ha
BUPYChI, TTpoBepKa (haiiioB 1o e-mail, orpeseneHue ajjpeca CTpaHUL[bl, TPOBEPKa
croumoct CMC u ap.).

Hactpotiku 6e301acHOCTH TIOYTOBBIX MPOTPaMM.

3aluTa B MOMCKOBBIX cCTeMax ((pUIbTPHI /17151 OrpaHAYeHHs TOTeHIMa/ILHO OTTaCHOTO
COZIep>KUMOTO0).

HacTrpoiiku 6e3omacHoctu Be6-6pay3epos (Internet Explorer, Firefox u T.11.).
D/eKTPOHHas T0UTa U CUCTeMbI MTHOBEHHOTO 0OMeHa COOOITIeHUSIMH.

HacTtpoiiku 6e3omacHoctu Ckatir, ICQ u rip. Criocobs1 ob6ecrieuerus: 6e3oracHoCcTy Beb-
cauTa.

KubepnpectyriieHusi. Buzibl UHTepHeT-MOIlleHHHYecTBa (ITMChbMa, peK-aMa, 0X0Ta 3a
JIMYHBIMU JaHHBIMH U T.I1.). OnlacCHOCTU MOOW/IbHOM CBSI3U. [Ipe/iyioXkeHus TI0 yCTaHOBKe
BPE/IOHOCHBIX TIPUIOXKEHUH.

Mormenanyeckre CMC. YTeuka 1 00HapoioBaHKe JTMUHBIX AaHHbIX. [1og00p 1 repexBaT
rapoJiei.

B3/10MBI aKKayHTOB B COLIMA/bHBIX CeTsAX. Buabl MolieHHUUecTBa B MIHTepHeTe. PUILIMHT
(papmuHr). A3apTHble UTpBbI.
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13.

14.
15.
16.
17.
18.

JloxxHble aHTHMBUPYCHL. [TofiMeHa cTpaHuL| B MHTepHeTe (CanuThI-K/I0HBI). DasbIlInBbIe
(aliroobMeHHUKHU.

DJIeKTPOHHBIN KoIIeneK. MOIIeHHUUeCTBO MpY pacrpocTpaHeHun «becrimatHoroy» I10.
TexHo/I0rMy MaHUITy/IMpOBaHus B VIHTepHeTe.

TP ripu uHTEpHET-001[eHNH.

TB npu pervcTpaluu Ha Beb-caiiTax.

KowmnbrotepHoe nuparcTtso. Ilnaruar.

Tema 4. IIpo6siembl IHTEepHET-3aBUCHMOCTH, KHOepOy//IMHTa

N

25.

TexHrka 6e30MmacHOCTH IpH paboTe C KOMITBIOTEPOM.

KomrbroTep v MOOU/IbHBIE YCTPOMCTBA B Upe3BbIYaMHBIX CUTYaLIUsIX.

MegnuyHckas nHbopmauusi B ViHTepHeTe. KommbioTepsl M1 MOOW/IBHBIE YCTPOWCTBA B
5KCTpeMa/ibHbIX yC/I0BUSX.

BosgeiicTBue paiMoBO/IH Ha 37,0pOoBbe U oKpy»katolyto cpeny (Wi-Fi, Bluetooth, GSM).
Kowmriekc yripaykHeHH# rpy paboTe 3a KOMIbIOTEPOM.

Bo3speiictBue Ha 3penue DJIT, KUAKOKPUCTA/NIMUECKUX, CBETOAMOHBIX, MOHOXPOMHBIX
MOHUTOPOB.

Kommerotep B pexxumMe TpyZa U OTAbIXa.

BivsiHMe KoMIbrOTepa Ha pelpoAyKTUBHYIO CUCTEMY.

Bpeanbie ¢hakTopbl paboThI 38 KOMITBIOTEPOM M UX TIOC/IECTBHS.

Opranu3anusi paboyero mecra

VHTepHeT-co0011ecTBO.

VHTepHeT-3aBUCUMOCTb.

CoumasnbHble ceTu. JleTckue colanbHble CeTH.

BupryanbHasi TMUHOCTS.

3aBucuMocTh OT VIHTepHeT-001IeH S

Pa3Bieuenusi B IuTepHere.

ITpu3Haky UTPOBOW 3aBUCUMOCTH.

CeTeBble WUIDBL.

Cavitel 3HakoMCTB. 30JK 1 KOMIIBIOTED.

Buel 3aBucumoctu. [JectpyktrBHas nHpopMalys B VIHTepHeTe.

Buzp! VTHTEpHET-3aBUCUMOCTH.

KubepkysibTypa (MaccoBasi Ky/JIbTypa B CETH) U JIMYHOCTb.

Kpurepnn 3aBucuMmocTy (TIPUOPUTETHOCTb, W3MEHEHHsI HACTPOeHHs, TOJIePAHTHOCTD,
CUMIITOM pa3pbiBa, KOH(JIVKT, peLiu1B).

Turel MHTEpHeT-3aBUCUMOCTH (TIPUCTpacTHe K paboTe C KOMMbIOTEPOM, K HaBUTaLlMU U
MOUCKY HWH(OpMAaLMK, UTPOMaHUsI M 3JIEKTPOHHbIE TOKYIIKH, 3aBUCMMOCTb OT CETEeBOr0
o01eHus).

Knaccugukaiysi MHTepHET-3aBUCUMOCTeH

Tema 5. Metojapl o6ecnieuenus 6e3onacHoctH ITK u ViHTepHeTa. BUpyChbl 1 aHTUBHPYChI

ik

<

[Tpu3Haky 3apa’keHHst KOMITbIOTepa.

AHTHUBUPYCHas 3allUTa.

3auuTa (aiisioB. bezonacHOCTh NMpU CKauMBaHWU (DanijioB.

3amura nporpaMM M JaHHbIX OT HECAaHKL[MOHMPOBAaHHOI'O KOMIMPOBaHUSL.
OpraHuszalMiOHHble, HOpUJUYeCcKHe, TpPOrpaMMHbIE W TMPOrpaMMHO-anrapaTHble Mepbl
3allUTHI.

3aiuTa nNporpaMm 1 ZaHHbIX C TTIOMOLLIbIO MapoJieli, MPOrPpaMMHBIX U 37IeKTPOHHBIX K/THOuUeH,
CepUMHBbIX HOMEpPOB, ITlepeHoca B OHJIaMH U T.II.

Henepewmelijaemble mporpaMmel.
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8.  3amura OT KONMUPOBaHUS KOHTEHTa CauTa.

9.  Hcrounuku 3apaxenus I1K.

10. AmnrtusupycHoe 110, Buapl 1 Ha3HaueHWe. MeTo/bl 3alLUTLI OT BUPYCOB.

11. TIpobsemsbl 6e3omacHocTd HMHGPACTPyKTyphl VHTepHeTa (TPOTOKO/bI MaplIpyTH3aluu
CeTH, CUCTeMa JJOMEeHHBIX UMeH, CpeZiCTBa MaplIpyTHU3aLvy U T.I1.).

12. TlpoBepka NoA/MHHOCTYU (ayTeHTHU(MKaLKs) B IHTepHeTe.

13.  Mepsi 6e3onacHocTH A/1st Tosib3oBaresnisi WiFi. Hactpoiika 6e3omacHoOCTH.

14. Bupycsl AJi1 MOOUIBHBIX yCTPOUCTB (MOOMIbHBIE OaHKephI U JIp.).

15. Hacrpotika KommbroTepa /st 6e3omacHoi paboTbl. OmMOKY MOIb30BaTeIs.

16. TIpocTble U AUHAMUUECKH U3MeHsIoLuecs rnaposid. bopsba ¢ yreukamu uHhopMariyu.

17. CpeacrBa KoHTpOns Aoctymna. [IpaBa nmonb3oBaresneii. Crioco6bl pasrpaHUYeHust JOCTYyTIA.

18. OT/mumsi BUDYCOB U 3aK/Ia/i0K.

19. AmnTuBUpYyCHBIe nporpaMMmsl A1 I1IK: ckaHepbl, peBU30PbI U JIP.

Kpurepumu onjeHku:

OLleHKAa «OT/IMYHO» BbICTAB/ISIETCS CTY/I€HTY, €C/IU OH MPOZIEMOHCTPUPOBA/ IIOJIHOTY U Iy OUHY
3HAHUU I10 BCeM BOIMpOCaM, 3HaeT OCHOBHBIE TePMHUHBI [0 KOHTPO/MPYeMbIM TeMaM, BJajeeT
3HaHUSIMU 00 OCHOBHBIX 0COOEHHOCTSIX pellleHUs 3a/iau. Y MeeT [IPUMEHSITh [0o/TydeHHbIe 3HaHus J151
pelLLIeHN st KOHKPETHBIX ITPAaKTUUYeCKHX 3a/au.

OLIEHKA «XOPOILI0» BBICTABJISIETCS CTY/I€HTY, KOTOPbIN MPOJJeMOHCTPUPOBAJI TIOJTHOTY U T1yOHHY
3HaHWM T10 BCeM BOIIPOCaM pas3ziesa, JOTUYHO U3/1araeT MaTepuall.

OLleHKA «y/l0B/1eTBOPHUTE/IbHO» BbICTAB/ISETCS CTYJeHTy, NpPU HaJW4YUU Yy Hero 3HaHUU
OCHOBHBIX KaTeropud W MOHATUW 10 TpeJMeTy, YMeHUsl [OCTaTOYHO I'PaMOTHO M3/I0KUTh
MaTepuarl.

OLleHKAa «HeYy/I0BJIeTBOPUTE/IbHO» BBICTAB/ISIETCS CTYZAEHTy, KOTOPbIA He OCBOWI OCHOBHOIO
COJepyKaHus [peiMeTa, He BajeeT 3SHaHUSAMU JUCLUIUIAHE.

1.3. Kpurepumu orjeHku pedepara

Kpurepusimu oLjeHKH peepaTa MOTYT BBICTYITUTD CJIe/IyHOL[Ie MOMEHTHI:

- B KaKOH Mepe pPacKpbIBaeTCsl aKTyaTbHOCTh TEMBI;

- KakOB TeOpeTUYeCKHUH YPOBEHb CY)KIEHWH aBTOpa, KakK BJaJieeT OH COBPEMEHHBIMH
MeTO/I0/IOTHYeCKUMHA OCHOBaMU HayK TP OCBEIL[eHWM TIOCTaB/eHHbIX B pedepate
BOITPOCOB;

- COOTBETCTBHE CTPYKTYPBI U COAepKaHUsI pedepara IiaHy;

- 1[eJIOCTHOe, T/TyD0KOe TOHMMaHKe BOITPOCOB TeMbl MM pa3pabaTbiBaeMoii po0/ieMsl;

- KakK yZlalioch aBTOPY CBsi3aTb HM3/laraeMble B pedepaTe BOMPOCHI TEOPUM C TMpobsieMamu
CErofIHSIIIHETO [HS, YMEHHWe WCII0/b30BaTh TEOPEeTHUECKHe WCTOUYHUKA U y4eOHO-
MEeTOJMYECKYIO JIUTEPATYyPY;

- JIOCTaTOYHO JIM TPOsIBJieHa aBTOPOM CaMOCTOSITeJIbHOCTb B IIOCTAaHOBKE BOIPOCOB, B
TPaKTOBKe WX, eCTb JIU B pab0Te OpUTrHHA/IbHbIE MBIC/H, CBeXKUE (DaKThI, OTMCAHUE JTYYIIeTrO
orbiTa paboThl, KOHKPETHBIX TIPUMEPOB U3 TIPAKTUKU, COOTBETCTBYIOIIME PEKOMEHZALIUH U
TIpe/|I0XKEeHHUS;

- u3araeTcsi 1 B perepaTe cCOOCTBEHHOE TIOHUMaHUe pacCMaTpHUBaeMoii po0O/ieMsl,
JOCTaTOUHA JIX €T0 apryMeHTalVs;

- Kak odopmsieH pedepat uiu fokaaz (06beM, Hallure TJIaHa, CoZlepyKaTeTbHOCTh
BBe/IeHHs], TIOJTHOTA CIMCKA UCTOIb3yeMOH JIMTepaTyphl, HaJlMure MPUIOXKeHHUH, aHa/n3a
orbiTa paboThkl, CXeM, Tab/ML, [UarpamMm, TJIaHOB, aHKET U T.J.);

- ruMeeT /i1 paboTa orpe/ie/IeHHYO0 [JeHHOCTb, UTOOBI PEKOMEH/I0BaTh ee B (hoH T yueOHBIX
nocobuii 1o Kypcam.

Pedepar orjeHnBaeTcs o 4-x 6a/nnbHON CUCTEME - «HEYAOBIeTBOPUTETHHOY,

«y[IOBJIETBOPUTE/ILHO», «XOPOIIO», «OTIHUHOY.
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1.4. Kputepuu OLeHKH Mpe3eHTalu

bannsHOE BbIDd’KEHHE OLI€HKHU IMPpe3eHTalhu:

Ne Bannawi
Kpumepuu oyeHku komnoHeHmoe npeseHmayuu (makcumanbHoe
Ko/1u4ecmeo npu
no/Hotl
8blpajiceHHoCmu
Kpumepusi
CTpyKTypa npe3eHTaniuu
1. [TpaBubHOE 0hopMIIEHVE TUTYIBHOTO JTUCTA 4
2. Hanuuvie MOHATHOM HaBUTAI[UU 4
3. OTMeueHb! HHGOPMAIMOHHBIE PeCyPChI 4
4. Jlorrueckast 1oc/IeloBaTeIbHOCTb MH(GOPMALMY Ha C/laiziax 4
OdopmiieHue mpeseHTaUH
5. Epunblii cTrne odopmieHus 5
6. Hcrnonb30BaHue Ha clakiiax pa3HOro pofia 00beKTOB 5
7. TekcT yieTKo unTaetcsi, GOH coueTaeTcsi TEKCTOM U rpaduueckuMu (parinaMu 5
8. Hcrnonb30BaHye aHUMALMOHHBIX 00BEKTOB 5
9. IIpaBUNIBHOCTE U3/10KEHUS TEKCTa 5
10. | Wcnonb3oBaHue 00BEKTOB, CI€/IaHHBIX B IPYTUX MIPOrpaMMax 5
Copep)xaHue npeseHTalu
11. | CdopmynupoBaHbl podieMa 1 eé TOChIIbI, PACKPBITHI 00CTOSITENILCTBA €€ MPOSIB/IEHHS], 7
orpe/ieNsIIolMe aKTyaJbHOCTh PACCMOTPEHUsI BOTIpOCa.
12. | TloHSITHBI 33/1aUH, JIOTUKA U OOLIUIA a/ITOPUTM PAaCCMOTPEHUST paCKPbhIBAEMBIX BOTIPOCOB 7
13. | [HdocraTouHasi EMKOCTb, CO/IeP)KaTe/IbHOCTh U YOeqUTebHOCTD MPeCTaB/IseMOro 7
MaTepHuasia
14. | He neperpy>keHHOCTb IIpe/CTaB/sIeEMOr0 MaTepHasia BTOPOCTeNIeHHBIMU JJAHHBIMU U 7
CBeJIeHUsIMU
15. | CpenaHbl siCHBIe JIs1 BOCTIPUSITHS BBIBO/BI (3aK/TFOUEHHs) 7
16. | IlpeacraBreHHbIM MaTepyas ¥ BbIBOJBI COOTBETCTBYIOT ITOCTaB/I€HHOM LieJIn 7
JddexT npeseHTaIUN
17. | T'apMOHHYHOE [IOTIOJIHEHHUE YCTHOTO BBICTYIJIEHUS U 00lIiee BrieYaT/ieHHe OT MPOCMOTpa 12
TIpe3eHTal1
Cymma 0ajiioB 100

Ecnu ctyieHT Habupaet

oT 85 o 100 - o1jeHKa «OTJIUUHOY;

oT 72 10 84 — OLIeHKa «XOpOLLIOo»,

oT 51 10 71 — OL|eHKA «y/I0BJIETBOPUTE/IEHO»,

MeHee 50 6a/yIOB — OlleHKA «HeY0B/IeTBOPHUTETBHO.
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PNk WN

10.
11.
12.
13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24.

25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.

2. OneHoYHBbIe MaTepUasbl AJIA NPOMEXYTOUHOM aTTeCTaluu
2.1. IlpumepHbIii IepeueHb BOMPOCOB //IS 3aUeTa.

KoHCTUTYLIMOHHOE TIPaBO Ha MOWCK, MOy4YeHue U pacripocTpaHeHre UH(OopMaLuu.
®epepanbHbIi 3aK0H OT 29.12.2010 Ne 436-D3 (peg. ot 28.07.2012) «O 3amure geteid ot
WH(OPMalLIWK, PUUUHSIONIEH Bpel UX 3/J0POBBIO U Pa3BUTHIO» (AeHlCTByeT C 1 ceHTs0ps
2012 ropa).

3amuTa rocyiapcTBa 1 3amuTa KubepripocTpaHCTBa.

[okTprHa MHPOPMAaLIMOHHOM 6e30TacHOCTH.

KubepBoiicka. 3amuTa KubepripocTpaHCTBa Kak 0JjHa M3 3a/jau BOOPYKeHHBIX CHJI.
WudopmarivonHas BoriHa. IHpopmaloHHOe opy»kue.

ITaTprOTU3M U UHTEpHeT.

WHudopmarioHHOe BO3eiCTBHE.

BesomacHass pabora B ceTu B TMporjecce CeTeBOM KOMMYHHKalu (4aTtel, (HOPyMBI,
KOH(epeHLIUU, CKaTIl, COLMa/bHbIe CeTHU U TIp.).

[Ipumepsl 3TUYECKUX HapylleHWH. 3HaueHHe CeTeBOro STHKeTa.

CobcTrBeHHOCTb B IHTepHeTe. ABTOPCKOe TpaBo.

VHTennekTyanbHasi COOCTBEHHOCTb.

[TnarHas v 6ecriatHasi UHGOpPMaLUs.

VHdopmalioHHOe 3aKOHOJaTe/IbCTBO PD.

[IpaBoBasg oxpana mnporpamm nasi OBM u B/l. Kommepueckoe I1O. BbecriiatHoe I1O
(FreeWare, Free, Free GPL, Adware), ycioBHo-6ecrutatHoe T1O (Trial, Shareware, Demo).
[IpaBoBbIe OCHOBBI /151 3aLLUTHI OT Cl1aMa.

[TepcoHanmpHBIE ¥ OOIEJOCTYNHBbIE [JaHHBIe, OrPaHWYEHHBbIH JOCTyMm. 3akoH «O
MepCOHA/IbHBIX JAaHHBIX».

CereBoi sTuKeT. [Icuxonorusa u cetb

OnsiaiiH cepBUCHI Jjis1 6e30MaCcHOCTH T10JTb30BaTeIsi B UHTepHeTe

3amura B MOMCKOBBIX cUcTeMax ((pUIbTPHI /1 OTpaHUUeHUs TOTeHL[Ma/IbHO OIaCHOTr0
CO/Iep>KUMOT0).

Bupl MHTepHeT-MOILIeHHUUeCTBa (MMCbMa, peK-jlaMa, 0X0Ta 3a JIMYHbIMU JJAHHBIMU 1
T.IL).

OmnacHocTr MOOUIBbHOM CBsI3U. 1peioykeHNs TI0 YCTaHOBKe BPeZOHOCHBIX TIPH/IOXKEHHH.
Bugpr MmomienHryectBa B VIHTepHete. @ULLMHT ((hapMUHT).

A3apTHbIe UTPBI.

JloxkHble aHTHMBUPYCHL. [TofiMeHa cTpaHuL| B UHTepHeTe (CalThI-K/I0HbI). PasblIMBbIe
¢aiiTo0OMeHHUKH.

O/eKTPOHHBIN KolllesieK. MollleHHUUeCTBO MU pacrpocTpaHeHuH «becriatHoro» I10.
WnTtepuet-3THKeT. [IpaBusa obimenus B iHTepHeTe.

OCHOBBI CETEBOTrO ITHKETA.

ITepemnuicka B ceTu.

[IpaBua noBesieHus1 B ckarine. @opym.

OO1eHre B CETH U ero TOC/e/ICTBYS.

Arpeccus B ceTHy.

AHOHUMHOCTB B CeTH.

Bupl aTHKeTa (JIMUHBIM, [1e7I0BOM, MMCbMEHHBIN, IMCKYCCUOHHBIM U Np.). Pa3nnuns
STHUKeTa B pPa3HbIX CTpaHax.

['rrvena KomribroTepa.

[Tonb3a 1 Bpesi KOMITBIOTEPHBIX UIP.

TexHuKa 6e30mMacHOCTH MpU paboTe C KOMITbIOTEDPOM.

KomrisroTep 1 MOOW/IbHBIE YCTPOWCTBA B UPe3BbIUAMHBIX CUTYALUSIX.
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38. MeguuyHckas uadopmanys B VinTepHeTe. KOMITbIOTEpHI 1 MOOW/TbHBIE YCTPOWCTBA B
5KCTpeMa/lbHbIX yC/I0BUSX.

39. KowmrmbroTep B pexxume TpyZa U OTAbIXa.

40. Bpegnbie ¢pakTOpbl pabOTHI 32 KOMITBIOTEPOM U UX TIOCIeICTBUS.

41. lVHTepHeT-3aBUCUMOCTb.

42. CouuasnbHble CeTU. [leTCKHe COLMabHbIE CETH.

43. BupryanbHas JIUYHOCTb.

44. 3aBUCUMOCTb OT VIHTEpHeT-0011IeHusI.

45. Passieuenus B lIHTepHerTe.

46. Tlpu3HaKuU UrPOBOU 3aBUCUMOCTH.

47. CeteBble UPBL.

48. Bwupapl 3aBucuMocTy. lectpykTtrBHas nHdopmauys B IHTepHere.

49. Bugsl IHTepHeT-3aBUCUMOCTH.

50. Ilcuxonoruueckoe Bo3/elCTBHe MH(POPMAL[MU Ha UeI0BeKa.

51. Kpwutepuu 3aBUCMMOCTH (IPUOPUTETHOCTb, U3MEHEHUS] HACTPOEHHs], TOJIePAHTHOCTD,
CUMIITOM pa3pbiBa, KOH(JIVKT, peLiu1B).

52. Knaccudukaluys MHTepHeT-3aBUCUMOCTel

53. [Ilpu3Haku 3apa’keHHst KOMIIbIOTepa.

54. AHTHUBUpYCHad 3allUTa.

55. OpraHu3alMOHHbIE, OpUJUYeCcKre, IpOorpaMMHbIe U IIPOrpaMMHO-arrapaTHble Mepbl
3aLLUTHI.

56. 3auuTa NporpaMm U J@HHbIX C TIOMOILbIO MapoJieli, MPOrpaMMHbIX U 37IeKTPOHHBIX K/TIOUeH,
CepUMHBbIX HOMEpPOB, ITepeHoca B OHJIaMH U T.II.

57. AuntuupycHoe 10, Buzbl U Ha3HaueHWe. MeTo/bl 3alUThl OT BUPYCOB.

58. Mepsi 6e3onacHocTH Jy1s1 mosb3oBarens WiFi. Hactpoiika 6e3omacHOCTH.

59. Bupychl At MOOM/IBHBIX YCTPONUCTB (MOOMIbHBIE OaHKepHI U JIp.).

Kpurepuu orjeHKu
0 6a/1710B — 33/jaHe He BBINIOTHEHO;
1 6asnn monyyaeT CTy[eHT, AeMOHCTPUPYIOIIUK 3HAuWTebHbIe MMpobenbl B 3HAHWU 0a30BOTO
TeOpeTUYeCKOro Marepuasa, W HU3KWM ypOBeHb [PaKTUYeCKMX YMEHUM U HaBbIKOB,
JOTYCTUBIINY TIPUHLUIHA/TbHBIE OIIMOKY TIPH BBITIOJTHEHHNH TTPAKTUUECKOT0 3a/]aHMsl.
2 0as1a rostyvaeT CTY/eHT, leMOHCTPUPYIOLMI 3HaHUsl 6a30BOr0 TeOpeTHYeCKOro MaTepuaa,
HEeCTaOWIbHBINA YPOBEHb YMEHWM, UCITBITHIBAIOIINI 3aTPY/JHEHUSI B BBITTOJIHEHUU TIPAKTUUYEeCKOMH
paboThlI.
3 0as11a MosyJaeT CTy/|eHT, AeMOHCTPUPYIOLINH T/Ty0OKOe 3HaHHe TeOpeTHYeCcKOro MaTepHarna,
BBICOKMI YpDOBEeHb YyMEHHH M CIIOCOOHBIMI K UX CaMOCTOSATeNbHOMY TIpDUMEeHeHUI0, He
VCTIBITHIBAIOIIEMY 3aTPYJHEHHM TP BBITIOIHEHUH MTPAKTUYeCKOU PaboThI.
4 6a/10B 10/1y4yaeT CTY/eHT, IeMOHCTPUPYIOLIUI I71y00KOe 3HaHKe TeopeTHUeckoro MaTepuaria,
BBICOKHUI yPOBEHb YMEHHUI U CIIOCOOHBIN K X CaMOCTOSITe/TbHOMY TIPUMEHEHHI0, TIPOSIBUBLIIEMY
CIIOCOOHOCTH TIPU BBITIOJIHEHUM TTPAKTUYECKON pabOoThlI.
5 0a/II0B T0/TyyaeT CTY/eHT, AeMOHCTPUPYIOILUM ITyb0Koe 3HaHHe 6a30BOTO TEOPETHUECKOTO
MaTepHasia, BbICOKHIN ypOBeHb YMeHHH U CMOCOOHBIA K UX CaMOCTOSITe/TbHOMY TPUMeHEeHHIO,
TIPOSIBUBIIIEMY TBOPUECKHe CITOCOOHOCTH TIPH BBITIOIHEHWH MTPAKTHYEeCKOU PabOTHI.
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JIncT u3MeHeHH# padoueid MPOrpaMMbl U CIMILTHHBI

Ne CopeprkaHve U3MeHeHU PekBu3uTHI Hara
m\I1 JOKyMeHTa 00 BHeCeHUsI
yTBEPK/|eHUU V3MeHeHUM
H3MeHeHU

1. | YtBepkgeHa Ha ocHoBaHuu ®DepepanbHOro | IIpoTOKOJ 3acenaHust
rocy/lapCTBeHHOTO 00pa30BaTe/IbHOTO CTaHZApTa Kadezpbl
BBICIIIEr0  00pa3oBaHMsI IO  HaMpaBJIeHUIO rYMaHUTapHbIA U
MO/JITOTOBKH 44.03.05 ITemaroruueckoe COLIMATBHO- 25.03.2021 r.
obpa3oBanue npohmwib «Pusnueckast KyJabTypa» U 5KOHOMUYECKUX
«be30macHOCTh >KU3HeAesATeNIbHOCTH» Ne 125 oOT JucyruiiH Ne 8
22.02.2018 r. oT 25 mapta 2021 r.

2. | AxTyanu3upoBaHa B 4acTu yuebHo-MeToaudeckoro | ITpoTokos 3acemaHust
U HWHGOPMAIMOHHOIO 00ecrieueHuss B CBSI3U C Kadeapbl
rpoZjieHeM KoHTpakTa ¢ ObC U B 4aCTH 1nepeuHs rYMaHUTapHbIX U
OCHOBHOWU U JIONO/THUTETbHOM JIUTePaTyphl B CBSI3U COLaIbHO- 05.05.2022 r.
C ero wu3sMeHeHWeM. BHeceHbl WH3MeHeHUs B 5KOHOMUUYECKUX
TUTYJIbHBIN JIUCT B UaCTH [jaThl, HOMepa MPOTOKo/a | AucuuruiiH Ne 10 ot
3acefiaHust Kadephl. 05 mas 2022 r.

3. | AxryanusupoBaHa B 4acTu yuebHo-MeToandeckoro | [TpoTokos 3acemanus
¥ uH(pOpMalIMOHHOTO obecrieueHUss B CBSI3U C Kadepbl
rpozyieHremM KoHTpakTa ¢ ObC U B yacTy nepeuHs FyMaHUTapHbIX U
OCHOBHOM U JIONOJTHUTE/IbHOM JIUTePaTyphl B CBSI3U COLIMAJILHO- 22.05.2023 1.
C ero wu3MeHeHWeM. BHeceHbl W3MeHeHUs1 B 5KOHOMUUYECKUX
TUTYJ/IbHBIM JIUCT B YaCTH [aThl, HOMepa NpoToKona | AucuurivH Ne 10 ot
3acefiaHuisi Kaephl. 22 mas1 2023 1.

4. | AkTyanu3upoBaHa B UaCTH yueOHO-MeToauueckoro | ITpoTokon 3aceaHust
U WH(DOPMAIIMOHHOTO 00ecrieueHUss B CBS3U C Kadepbl
ripoZyieHueM KoHTpakTa ¢ ObC 1 B yacTu nepeuHs rYMaHUTapHbIX U
OCHOBHOU U JIONIO/THUTE/IbHOM JINTePaTyphl B CBSI3U COL[a/IbHO- 28.05.2024 r.
C ero wu3MeHeHUeM. BHeceHbl W3MeHeHUs B 5KOHOMUYECKUX
TUTYJIbHBIY JIUCT B YaCTH J1aThbl, HOMepa MPOToKo/a | AucuurivH Ne 11 ot
3ace/laHus1 Kadeiphbl. 28 mas 2024 r.
BHeceHbl M3MeHeHUs B TUTYJ/BHBIM JUCT B yacTu | IIpoTokon 3acenanus
JlaTbl, HOMepa TPOTOKO/a 3aceflaHusi KadeApsl B | Kadeapbl HAYA/IbHOTO
cBs13U ¢ akTyammsanuend OITOIT Y JIOLLKO/IbHOT'O 27.08.2024 r.

obpazoBanust Ne 1 oT
27.08.2024 1.
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