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[IporpamMmMy cocTaBuiI(-1): KaHAUIAT MEeIarOrMYeCKUX HayK, TOLEHT KadeIpbl TyMaHUTApHBIX U
COLIMAJIbHO-9KOHOMUYECKUX TucIuIuinH, bypakosa puna CepreeBna

Pabouas nporpamma auctumuinasl "Kubep6esonacHocTs" paspaborana B coorBerctBrn ¢ ®I'OC:
denepanbHbIA rOCyJapCTBEHHBIN 00pa30BaTeIbHbIN CTAaHIAPT BRICIIET0 00pa3oBaHus - OaKalaBpHar
o HarpasieHuro moArotoBku 44.03.02 [cuxonoro-negarorndeckoe odpazoBaHue (MpuKas
Muno6pHayku Poccun ot 22.02.2018 1. Ne 122).

Pabouas nmporpamMMa AUCIUIUIMHBI COCTaBlIeHa Ha OCHOBaHWU yueOHoro maHa: 44.03.02 Icuxosnoro-
nejarornyeckoe oopazoBanue, npoduis "IIcuxonorus u counanbHas negaroruka', yrBep:KaeHHOTo
yu€HBIM cOBEeTOM BYy3a oT 25.06.2025, mpoTokon Ne 7.

Pabouas mporpamma ogo0Opena Ha 3acenannu kadenpsl Kadenpa ryMaHuTapHBIX B COIMATBEHO-
HKOHOMHYECKUX JucIUIuInH oT 24.06.2025 r., mpoTtokon Ne 11 st ucnionnenns B 2025-2026
y4eOHOM TOTy.

3aB. xadenpoii @f;ﬁ g/ M.H.ApyTroHsH

PaGouas nporpamMmma IUCHUIINIMHBI COIJIaCOBaHa € 3aBCAYIOIIUM OMOIMOTEKOM.

3aB. OUOIUOTEKOM N fpese
Kinumenko A.B.
24.06.2025 r..

Cpoxk neficTBus padoueit mporpammsbl JUCHUIUIUHBL: 2025-2026 yueOHBII ro/.



1. HEJIX OCBOEHUSA JUCHUIIJIMHBI

dbopMupOBaHUE LEIOCTHOTO MIPEICTABICHUS O POJIM COBPEMEHHOTO KHOEPIIPOCTPAHCTBA B
00pa30BaTeNbHOI cpesie U MeAarorn4eckon AesiTeNbHOCTH; (POpMHUpPOBAHUE CUCTEMbI 3HAHUN, YMEHUHN U
HABBIKOB JIJIs1 o0ecrnieueHus: kubep0e30nacHOCTH CBOeH MpodeccnoHabHOM e TeNbHOCTH.

2. 3AJAYHM OCBOEHMUS JUCHUITIMHBI

dbopMHUpoBaHKE OOIIMX MPEACTABICHHS O 0€30MTACHOCTH B HH(OPMAITMOHHOM OOIIECTBE; M3YYCHHUE OOITNX
NPUHIUIIOB TEXHOJIOTHIA, PUMEHSIEMBIX B HH()OPMAIIMOHHON 0e3011acHOCTH; (POPMHUPOBAHUE YMEHHSI
NPUMEHSTH MTPaBHiIa KHOEpOE30MacHOCTH BO BCeX cepax AesTeIbHOCTH; OCBOCHUE 3HAHMIA,
COCTABJISIIONIMX Hayaya MpeACcTaBiIeHu 00 MHQOPMAIIMOHHON KapTUHE MUPa U HH()OPMAITMOHHBIX
npolieccax; OBJIaJICHUE YMEHHEM UCIIOIB30BaTh KOMITBIOTEPHYIO TEXHUKY KaK MPAKTUIECKUH HHCTPYMEHT
it paboThl ¢ MHPOpPMALIUEH B MOBCETHEBHOM JKU3HU; Pa3BUTHE HABBIKOB OPUEHTHPOBAHUS B
UH(POPMAIMOHHBIX MIOTOKAX.

3. MECTO JUCHUILIAHBI B CTPYKTYPE OBPA3OBATEJBHOM ITPOI' PAMMBI

Huxka (pazaen) OOIT: | b1.B.JIB.04

3.1. TpeGoBanus K NpeABAPUTEILHOI MOATOTOBKE 00YYaKOIIEroCs:

BospacTHas ncuxoJiorus

Metoauka npopHIAKTUKH COUATbHBIX JCBUALIHH

MGTO[[OJIOFI/IFI N MCTOJAblI HAYYHOI'O MCCIICOBAHU

OO01as 1mcuxoJIoTHs

CHCHI/IaJII)HaH eaarorukKka U rCuxoJ0orus

TexHomoruu nudpoBoro 00pa3oBaHMs

Y4yeOHast (0O3HAKOMHTEIIbHAS) TPAKTUKA |

Y4yeOHast (0O3HAKOMHTEIIbHAS ) TPAKTHKA 2

YuebHast (TexHoIorn4yeckas (MPOSKTHO-TEXHOJIOTHYECKast)) MPaKTHKA

3.2. IuCHUIINHBI H IPAKTHKH, VIS KOTOPBIX
OCBOCHME JAHHOM AUCHMINIMHBI (MOLYJI51) HEO0OX0AMMO KAK NpealIecTByIoIIee:

JIMYHOCTH B YCJIOBUAX ACTIpUBAIUN

IlogroroBka K cade u caada rocyaapCTBEHHOI'O 5K3aMCHaA

4. INTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS 11O JUCHUIIVIMHE

Koa n HamMeHOBaHMe HHIAMKATOPA A0CTHXKEHHS
Koa n HanmeHOBaHMe KOMIETeHIMH
KOMIeTeHIHH
YK-1 Cnoco6eH ocymiecTBJIATh MOUCK, YK-1.1 JleMoHCTpHUpYeT 3HaHUE 0OCOOEHHOCTEMH
KPUTHYECKMIi aHAJIU3 M CHHTe3 HHpopMaluu, CHCTEMHOT'0 U KPUTHYECKOT0 MBIIUICHUS U
B pesynbrare 0OCBOCHUS AUCIUILTAHBI O0YJIAIONUICS TOIKEH:
3HATh: yMeThb: BJIaJeTh:
0COOCHHOCTH CHCTEMHOTO U NPUMEHSTH JIOTHYECKUE (POpMBI 1 aHaJIN3a NCTOYHUKOB
KPUTHYECKOTO MBIIICHHS, IPOIIETyPHI, CIIOCOOCH K pedexcuu | MHGOPMAIINH C eI BBISBICHUS
apryMEHTUPOBAHHOE I10 TOBO/1Y COOCTBEHHOM U UyKOH UX MPOTUBOPEUNI U TOUCKA
dopMupoBaHue COOCTBEHHOTO MBICITUTEIEHON JIeSITeTbHOCTH; JIOCTOBEPHBIX CYXKICHUH;
CYXJICHUS ¥ OIICHKH OILICHUBATh (DAKTOPHI PHCKA, NPUMEHEHHS METOIOB 3aIlIUTHI B
UHOpPMAIINH, IPHHSTHE o0ecrieunBaTh JHIHYIO Ype3BhIUANHBIX CUTYAIHSIX U B
000CHOBAHHOT'O PEUICHHUS. 0e30MmacHOCTh U OE30MaCHOCTh YCIIOBUSAX BOCHHBIX KOH(QIMKTOB,
OKPYKaIONIMX B TIOBCEIHEBHON (bOopMHpPOBaHUS KYIBTYPHI
KHU3HHU U B IPOPeCcCHOHATBHOMN 0€30I1aCHOTO M OTBETCTBEHHOTO
NEeSITETbHOCTH. HIOBEJICHUS.

5. OBbEM YYEBHOU JUCIATIJIAMHBLI U BUAbI YYEBHOU PABOTHI




OO61mas TpyA0€MKOCTh JUCIUILUIMHBI COCTABIISIET 2 3aueTHBIE (-bIX) eauHull (-b1) (72), BKItOUas

MIPOMEKYTOUHYIO aTTECTALUIO.

PacnpepgeneHve YacoB AMCLMNIUHEI MO Kypcam

Kypc 3
= Uroro
Bun 3agstuit | vo | e
Jlexumu 2 2 2 2
[IpakTuueckue 4 4 4
KonrakrtHas pabora 03 103 |03 [0,3
Ha IPOMEKXYTOUHYIO
aTTECTAIHIO
HUroro ayp. 6 6 6 6
KonrakTHas pabora |[6,3 6,3 |63 |6,3
Cam. pabora 65,7 | 65,7 | 65,7 | 65,7
Hroro 72 72 72 72

6. CONEP)KAHME JUCIATIIAHBI IO PA3JEJIAM (TEMAM) U BUIAM 3AHSITHI

Koxa HaumeHnoBaHue pa3jie/ioB U TeM /BH/L Cemectp / | HacoB | Kommneren- | Jlutepatypa IIpumeuyanue
3aHATHSA 3aHATHSA/ Kypc MU
Paspen 1. Obecne4veHune
nHopmaLMoHHoN BesonacHoCcTH
rocynapcrsa v obuiectsa

1.1 KubepOe3omnacHOCTh B cucteMe 3 0
HAI[MOHAJILHOU 0€30MacHOCTH
P® /Tema/

1.2 KubepOe3omnacHOCTh B cuctemMe 3 10 |VK-1.1 JI1.1J12.1
HAI[MOHAJILHOU 0€30MacHOCTH YK-1.5
PO /Cp/ YK-1.6

1.3 | KubepmpecTyruieHus IpoTHUB 3 0
JIMYHOCTH, OOIIECTBA U
rocyaapcTBa
/Tema/

1.4  [KuGepnpectymienus npoTus 3 11 [VK-11 JI.1JI12.1
JIMYHOCTH, OOIIECTBA U VK-1.5
rocyaapctsa /Cp/ YK-1.6
Pasgen 2. MNoHsTe nHdopmaumm n
“HopmaLmoHHas 6esonacHoCTy

2.1 |CoBpemeHHOE 3 0
KHOEpIpOCTPaHCTBO
TexHuka 6€30MaCHOCTH B
KHOEPIPOCTPAHCTBE
/Tema/

2.2 |CoBpemeHHOE 3 2 [YK-1.1 JI1.1J12.1
KkubeprpocTpaHcTBO TexHUKa YK-1.5
0€3011aCHOCTH B YK-1.6
kubepnpoctpancTse /JIex/

2.3 |CoBpemeHHOE 3 2 [YK-1.1 JI1.1J12.1
KkubepnpocTpaHcTBO TexHUKa YK-1.5
0€3011aCHOCTH B YK-1.6
kubepnpoctpanctse /p/

2.4 | CoBpemMeHHOE 3 14 [VK-11 JI1.1JI12.1
KkubeprpocTpancTBO TexHUKa YK-1.5
0€30MacCHOCTH B YK-1.6

kubepnpoctpanctse /Cp/




2.5 [TpoGnemsr MHTEpHET- 0
3aBHCUMOCTH,
knbepOyummHra /Tema/

2.6 [Tpo6nembr MHTEpHET- 2 |YK-11 JI1.1J12.1
3aBUCHUMOCTH, VK-1.5
knbepOymmaTa /I1p/ YK-1.6

2.7 |IIpoGnemsr UnTEpHET- 3 14 [VK-11 J1.1J12.1
3aBUCHUMOCTH, YK-1.5
knbepOymmara /Cp/ YK-1.6

2.8 Meronabl o0ecieueHus 3 0
6e3onacunoctu [1K n UnTepHera.

Bupycer u antuBupycsei /Tema/

2.9 MeTtoap! 00ecieueHUs 3 16,7 | YK-1.1 JI1.1J12.1
6e3onacuoctu [1K n Unrtepnera. YK-1.5
Bupycer u antuBupycs /Cp/ YK-1.6

2.10 |[3auer /KITA/ 3 0,3 |VK-1.1 JI.1J12.1

YK-1.5
YK-1.6

* - Tema u3y4aeTcs ¢ yueToM NpodecCHOHATBHOIN HalpaBIeHHOCTH
[1nans! npoBefeHMs y4eOHBIX 3aHATUN OTpa’keHbI B OLIeHOUHBIX MaTtepuanax (IIpunoxenue 2.).

7. KOHTPOJIb KAYECTBA OCBOEHMUSA JUCIIUIIVIMHBI

KonTpons kauecTBa OCBOSHHS YI€OHOTO MaTepraia mo AUCUUIUIMHE TIPOBOAUTCS B (pOpME TEKYIIEeTo
KOHTPOJIS YCTIEBAEMOCTH M MIPOMEXKYTOUHOM aTTecTaliu B cOOTBeTCTBUH ¢ «[lonoxkennem o popmax,
NEPUOANYHOCTH U MOPAIKE TEKYIEro KOHTPOJI YCIEBAEMOCTU U MPOMEKYTOUYHON aTTeCTallun
oOyuaromuxcst B 'bOY BO CI'TIU u ero ¢punuanaxy».
Jlnsg arrectanyuy 00y4aroIIMXCsl HA COOTBETCTBUE X NEPCOHAIBHBIX JOCTHKEHUH TpeOOBaHUSAM
00pa30BaTeNbHOI MPOrpaMMbl UCTIOIb3YIOTCS OLIEHOYHbIE MaTepHalibl TEKYIIETO KOHTPOJIS YCIIEBAaEMOCTH
U ipoMexxyTounoit arrectaruii (Ilpunoxenue 2).

YpoBeHb chopMHPOBAHHOCTH KOMIIETEHIIUH

copmupoBana copmupoBaHa
He copMupOBaHa (bopmup copMHpOBaHA B LIEJIOM (bopmup
YaCTHYHO MOJTHOCTHIO
«He 3auTteHo» «3auTeHo»
«HeynoB/IeTBOPHTEIbHO» | «YI0BJIETBOPUTEIHHOY «Xopomuio» «OTIANYHO»
Onucanue KPUTEPHUEB OLICHUBAHUA
Ob6yyaromuiics Obyuarommiics Obyuarommuiics Ob6yuaromuiics
JIEMOHCTPHPYET: JIEMOHCTPHUPYET: JIEMOHCTPHUPYET: JIEMOHCTPHUPYET:
- CYHICCTBCHHBIC - 3BHaAHUA TCOPCTUUCCKOTO |- 3HAHUC U TIOHUMAaHUEC - FJ'IY6OKI/IG,
HpO6€HBI B 3HAHHUAX Marepuajia, OCHOBHBIX BOITPOCOB BCECTOPOHHUEC U
yueOHOro MaTepuarna; - HEIIOJIHBIE OTBETHI Ha KOHTPOIUPYEMOT'O apryMeHTHUPOBAHHBIE
- TOTTYCKArOTCs OCHOBHBIE BOIIPOCHI, 00BeMa IpOrpaMMHOTO 3HaHUS MPOTPAMMHOTO
IMPUHIUITHAJIBHBIC OIIIMOKHU B OTBETE, Marcpuala, Martcpuala,
OIINOKHU IIpr OTBETEC Ha HEJOCTAaTOYHOC - TBEPAbIC 3HAHUSA - IIOJIHOC ITIOHUMAaHHUEC
OCHOBHBIC BOITPOCEHI IIOHUMaHHEC CYIITHOCTHU TEOPETUUCCKOTO CYIITHOCTHU U B3aUMOCBA3U
Ourera, OTCYTCTBYET M3J1araeMbIX BOIIPOCOB; Mmarepuana. paccMaTpuBaeMbIX
3HaHWE W IOHMMaHHe - HEYBEpCHHBIE U - CIIOCOOHOCTH IPOLIECCOB U SIBJICHHH,

OCHOBHBIX MMOHSITHH U
KaTerOpHuil;

- HEIIOHMMAaHNE
CYIIIHOCTH

HETOYHBIE OTBETHI Ha
JIOTIOJTHUTEIIbHBIE
BOIIPOCHI;

- HEJJOCTaTOYHOE

YCTaHABJIUBATh U
00BIACHATE CBS3b
NPAaKTUKHA U TEOPHH,
BBISIBIISATH IIPOTUBOPEYNS,

TOYHOE 3HAaHHE OCHOBHBIX
IIOHATUH B paMKax
00CyX/1aeMBIX




JIOITOTHUTEIBHBIX
BOIIPOCOB B paMKax
3aJaHui OuiIeTa;

- OTCYTCTBUE YMEHHUS
BBIIIOJIHATH
MPAKTHUYECKUE 3aIaHus,
PeyCMOTPECHHBIE
IIpOrpamMmoin
JUCIIUIUINHEI;

- OTCYTCTBUE TOTOBHOCTH
(crocoOHOCTH) K
JTUCKYCCUH Y HU3KAsI
CTEIEeHb KOHTAKTHOCTH.

BJIaJICHUE JIUTEPATYpPOH,
PEKOMEHTIOBAHHOM
MPOrpaMmMoit
JUCHUTLITUHBI;

- ymeHue 6e3 rpyobIx
OLIMOOK pelarhb
MPaKTUYECKUE 3aJaHUsI.

MpOoOJIeMbI ¥ TEHICHIINH
pa3BUTHS;

- IPaBWIbHbBIE U
KOHKpETHBIE, 0€3 TPyObIX
OIIMOOK, OTBETHI Ha
MOCTaBJICHHBIE BOMPOCHI;
- YMEHHE peniaTh
MpaKTUYECKUE 3aaHus,
KOTOPBIE CIEAYET
BBITIOJTHUTH;

- BJIAQJICHUE OCHOBHOM
JIUTEPATYPOH,
PEKOMEHIOBAHHOM
IpOrpaMMon
JUCHUTLITAHBI;
Bo3moxHBI
HE3HAUYUTEIbHbIE
HETOYHOCTHU B PACKPBITHH
OTAEJBbHBIX MOJIOKEHUN
BOIIPOCOB Ouiiera,
MPUCYTCTBYET
HEYBEPEHHOCTh B OTBETaX
Ha JOTOJHUTEIHHBIC
BOIIPOCHI.

3aJIaHHI;

- CIIOCOOHOCTh
yCTaHaBJIUBATh U
00BACHATH CBSI3b
MPAKTUKU U TEOPUU;

- JIOTHYCCKHU
MIOCJICA0OBATEIbHEIC,
COJIepKaTeNbHbIE,
KOHKPETHBIE U
MCYEPIBIBAIOIINE OTBETHI
Ha BCE 3aJaHus OmierTa, a
TaKXe JOMOJHUTEIbHBIC
BOTIPOCHI DK3aMEHATOPA;
- YMEHHE peliaTh
MPAKTUYCCKHUE 3aIaHUS;

- HaJIMYMe COOCTBEHHOM
000CHOBAHHOM IO3UIIUH
10 00CYK/1aeMbIM
BOTIPOCAM;

- cBOOOIHOE
HCIIOJB30BAaHKUE B OTBETAX
Ha BOIMPOCH MATEPUAIOB
PEKOMEHIOBAHHOMN
OCHOBHOH M
JOTIOJTHUTEIILHOM
JTUTEPATYPBHI.

8. YYHEBHO-METOAUYECKOE OBECIIEYEHUE JUCHUITJINHbI

Y4eOHO-MeTondYecKkoe obecreueHne TUCIUILIMHBI BKIII0YaeT padovyro IpoTrpaMMy TUCIIHILIHHEI,
METOAMYECKHE MaTepHAIIbI, OLIEHOYHBIE MaTEPHAIIBI.
Y4eOHo-MeToAMUeCKOe 00eCTIeueHNE CaMOCTOATEIbHON paboThl 00yUaIOIUXCsl BKIIOYAET: YUeOHUKH,
ydeOHbIe TTOCOOUS, HIEKTPOHHBIE 00pa30BaTENbHBIE PECYPCHI, METOANYECKHE MAaTEPHAITHI.
CamocrositenbHas pabota oOydaronuxcs sBisieTcs GopmMoit opranu3anuu 00pa3oBaTeIbHOTO

npolecca 1o AUCUUIUIMHE U BKIIIOYAET CIEAYIOUINE BUABI 1€ATEIbHOCTU: TOUCK (110100p) 1 0030p HAYUHOMI
U yueOHOH JINTepaTypbl, 3JEKTPOHHBIX UICTOYHUKOB HH(POPMAIMH 110 U3y4yaeMoil Teme; paboTta ¢
KOHCIIEKTOM JICKIIHA, YJIEKTPOHHBIM YI€OHHKOM, CO CJIOBAPSIMH U CIIPABOYHUKAMH U JIp. UCTOYHUKAMU

nH(popMalnu (KOHCIIEKTUPOBAHKE); COCTABJICHHE IJIaHa U T€3UCOB OTBETA; IIOJINOTOBKA

pedepara;

BBITIOJTHCHUE TBOPYCCKUX Sa)IaHPII)’I n HpO6J’IeMHBIX CHTy-aHHﬁ; IMOATOTOBKA K KOJIIIOKBUYMY,
CO6€CCHOB3HHIO, MPAKTUYCCKUM 3aHATUAM, IIOATOTOBKA K 3a4CTy U OK3aMCHY.

9. MEPEYEHb OCHOBHOM Y JOMOJHUTEJbHOMN JUTEPATYPBI

9.1. PexomenayemMasi 1uTeparypa

9.1.1. OcHoBHast IMTEpPaTypa

J1.1

['ony6un P. B., McakoBa U. A., Kopotsiies A. I1., Kocapesa H. C., Peixtuxk I1. I1.
Kubepb6e30macHOCTb MOJIPOCTKOB B CeTH UHTEpHET. [IpoTuBoeiicTBUE KnbEpyrpo3am
[DneKxTpoHHBIH pecypc]:yuedHo-MeToandeckoe nocodue. - Huxuuit Hosropoa: HHI'Y um. H. 1.
Jlo6auesckoro, 2022. - 65 c. — Pexxum noctyna: https://e.lanbook.com/book/283286

9.1.2. JlonoJiHMTEIbLHAS JIUTEPATYypa




J2.1

https://e.lanbook.com/book/386636

Banuna A. T'., Opén 1. B., AaukyeB C. B. [lepconanpHas kubepOe30nacHOCTh: KypC JEKITHI
[DnexTpoHHEbIi pecypc]:yuedbHoe mocodue. - CtaBpornonb: CKOVY, 2022. - 137 c¢. — Pexxum noctyma:

10.1 UuTepHeT-pecypcesbl (02361 JaHHBIX, HH(POPMANUMOHHO-CIIPABOYHbIE
CHCTEMBI M JP.)

9BC «Jlaup»

https://e.lanbook.com

HanmonanesHhas anekrponnas 6udnuoreka (HOB)

https://rusneb.ru

OBbC «Opaiit»

https://urait.ru

ObC «KypHaJIbHBIN 3a71»: PYCCKUM TOJICTBIN KypHAaI

KaK 3CTETUYECKHI eHOMEeH

https://magazines.gorky.media

«Onekrponnas oudmmoreka UMJIN PAH»

http://biblio.imli.ru

«InexrponHas ounodmuorexa MPJIN
PAH» (Ilymixunckuii lom)

http://lib.pushkinskijdom.ru

Hayunsb1ii apxus

https://nayunsiiiapxuB.pd

OBC «llegarornueckast OMOINOTEKAY

http://pedlib.ru

OBC «AiOykc.py»

https://www.ibooks.ru

Hay4nas snekrponnas oudnauoreka eLibrary.ru

https://elibrary.ru

ObC bykonnaiim https://bookonlime.ru
Hayu4nast s;iektpoHHas OUOIMoTeKa https://cyberleninka.ru/
«KubepieHnHKa»

lNocynapctBenHast myOauyHas HAYyYHO-TEXHUYECKas
o6ubmmoteka Poccun. Pecypcer oTkpeITOrO OCTYyNA

http://www.gpntb.ru/elektronnye-resursy-udalennogo
-dostupa/1874-1024.html

bubnmoreka akanemuu Hayk (BAH). Pecypcsl
OTKPBITOTO JJOCTYTIA

http://www.rasl.ru/e_resours/resursy_otkrytogo_dost
upa.php

10.2. IlpodeccuonasibHbie Ha3bl JAHHBIX U MHGOPMAILHOHHBIE CIIPABOYHbIE CHCTEMbI

YHuBepcuTeTcKas HHPOpMaIMOHHAs CUCTEMA
POCCHA

https://uisrussia.msu.ru

EnnHoe okHO focTyna Kk 00pa3oBaTesIbHbIM
pecypcam

http://window.edu.ru/catalog

CJ'IOBapI/I 1 SHIIUKJIIOIICANH

https://dic.academic.ru

Ileparornyeckas MacCTEpCKasa «HepBoe CGHTSI6p5I»

https://fond.1sept.ru

Caiit Enunoil koyutekiuu nudpoBbIx
00pa3oBaTeNIbHbIX PECYPCOB

http://school-collection.edu.ru

Hamnonansnas mnatdopma «OTKpeITOE
00pazoBaHME

https://openedu.ru

[Topran «Enunas Komnekuus udpoBhIX
00pa3oBaTeNbHBIX PECYPCOBY»

http://school-collection.edu.ru

Poccuiickoe oOpa3oBanue. @enepanbHbli mopran

http://edu.ru

[MopTan denepalibHBIX TOCYAAPCTBEHHBIX
00pa30BaTeIIbHBIX CTAHIAPTOB BBICIIIETO
o0Opa3oBaHUs

http://fgosvo.ru

Enunas nudpoas KoJIeKIus epBOMCTOYHUKOB
HaYYHBIX Pa0bOT yJOCTOBEPEHHOT0 KauyecTBa
«HayunsI1i1 apxuB»

https://HayunbiitapxuB.pd

[MTopran npoekra «CoBpemeHHas 1HdppoBas
oOpa3oBatenbHas cpena B POy

https://online.edu.ru

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCHUIIJIMHBI (MOAYJISA)

3aHsTHS, TEKYIUNA KOHTPOJIb YCIIEBAEMOCTH M MPOMEKYTOUYHAsSI aTTECTALMS 110 AUCHUIIIMHE TPOBOISATCS
B y4EOHBIX ayAUTOPUSIX, YKOMIIJIEKTOBAaHHBIX TUIIOBOM MeOEINbIo i1l 00yJaronmxcs u




NperoaaBaTessi, TCXHUYCCKMMU U MYJIbTHMEIUAHBIMUA CPEACTBAMH 00yUYCHHUS, BKITFOYCHHBIMH B
JIOKAIbHYIO

CeTh By3a M C JOCTYIIOM K HH(POPMAIMOHHBIM pecypcam ceTu VIHTepHeT.

Paboune mecra st caMOCTOSTEIbHOW pPabOThI OOYYAIOIIMXCS OCHAIICHBI KOMITBIOTEPHOM
TEXHUKOH C

MOJIKJTFOYCHUEM K ceTH MHTepHET 1 00eciieueHbl JOCTYIIOM B SJIEKTPOHHYIO HHPOPMAIIMOHHO-
00pa3oBaTeNbHYIO CPEIy By3a.

KommbioTepHoe 000pyIOBaHHE HMMEET COOTBETCTBYIOIEE JIMIICH3MOHHOE IPOrPaMMHOE
o0ecnieueHue:

1. ITaker mporpamMuoro obecredenus obmiero nasnadenus Microsoft Office (MS Word, MS
Microsoft

IIpuniaoxenue 1

MeToauyeckue MaTepUAJIbI 1O JUCHUIINHE
«Kubepoe3onacHocTh)

1. IlmaHbl NpaKTHYECKUX PA0OT M MeTOAMYECKHE PEeKOMEHIallul
Tema 1. Kubep6e3omnacHoCTh B cucTeMe HallMOHaIbHOM Oe3omacHocT PD

IIpakTnyeckoe 3ansaTue 1.1.
Bomnpocs! quis o0cyxkaenus:
1. TocynapcTBeHHas NOJUTHKA B 001aCTH KHOEPOE30MacHOCTH KOMIIBIOTEPHBIM aTakaM oOT 15
auBaps 2013 1.
VYronosusiit kogeke PO, paznen «llpectymienus B chepe KOMIBIOTEPHOU UHPOPMALTUN.
3amura KubepnpocTpaHcTBa rocyaapctsoM. Kubeppoiina.
[TpaBo Ha nnpopmanuio B Koncturyuu PO.
3amuTa rocyAapcTBa U 3aliuTa KHOepnpocTpaHCTBa.
JlokTprHa nHGOPMaIIMOHHOMN 0€3011aCHOCTH.

oM~ wN

IIpakTnyeckoe 3ansaTue 1.2.
Bomnpocs! qyis o0cyxaenus
1. KuOGepsoiicka. 3amura KubeprpocTpaHcTBa Kak 0OJJHa U3 3a7a4 BOOPY>KEHHBIX CHIL.
WNudopmannonHas BoiiHa. MH(popMaliMoHHOE OpyKue.
ITaTpnOTH3M M UHTEPHET.
HNudopmaninoHHoe BO3/IeHCTBHE.
BoeHHas1, rocynapcTBeHHas, KOMMepYeCcKas TaliHa.
3amuTa caiToB rocy1apcTBEHHBIX OPraHoOB (JIEKTPOHHOE MPABUTENIBLCTBO).

ook wm

Tema 2. KuGepnpecrynjieHusi NpOTHB JTUYHOCTH, 001ECTBA U FTOCYAapCTBA
IIpakTuyeckoe 3ansaTue 2.1.
Bomnpocs! st o0cyxaenus
1. PeanpHas v BUpPTyaJbHAs TUYHOCTb.
2. Tlcuxomormueckass oOctaHoBka B MHTepHeTe: rpuduHr, KubepOyuIMHT, KHOepMOOOHHT,
TPOJUTUHT, OYJITHITH].
3. besomacnas paGora B ceTH B Mpolecce CETEeBOW KOMMYHHUKAIMHM (4aTbl, (HOpyMBl,
KOH(epeHIINH, CKalIl, COLUaIbHbIE CETH U TIP.).
4. TepMUHBI CETEBOTO dTUKETA: OBEPKBOTHHT, (uieiim, ¢piya, opdronuk, cMailnuku u ap.



©ooNo O

ITprMeprl 3TUUECKUX HApYIIEHUH. 3HaYEHUE CETEBOT0 ITUKETA.

CoOGcTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WuTtemiekryanbHast COOCTBEHHOCTD.

[TnaTHas u 6ecruiaTHass HH(GOPMAIIHSL.

3ammra mpaB NOTpeOUTENe Npu HCHOJb30BaHWMM ycayr HWHTepHer. 3ammuTa mpaB
noTpeOuTeNeH ycayr mpoBaiaepa.

IIpakTnyeckoe 3ansitue 2.2.

Bompocsr 11t 06cyxaenus

1.
2.

3.

o s

©o

OTBETCTBEHHOCTH 32 HHTEPHET-MOILICHHUYECTBO.
[TpaBoBbIE aKTHI B 00JIaCTH HH(POPMAIIMOHHBIX TEXHOJIOTHI 1 3aIIUTHI KHOSPIIPOCTPAHCTBRA.
OTBETCTBEHHOCTh 32 KUOEPIIPECTYIICHHUS.
KoHCTUTYITMOHHOE TpaBO Ha TMOHMCK, MOJYYCHHWE M PACHpPOCTpaHEHHWE HWH(POPMALUH.
®denepanbhbiit 3akoH OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammure aereit ot
uH(pOpMaIINY, TPUYUHSIONICH Bpel UX 3IOPOBBIO M PAa3BUTHION (IEHCTBYET ¢ 1 ceHTAOps
2012 rona).
HNHupopmaninoHHOE 3aKOHO1aTeNbCTBO PO.
3akon P® «O06 unbopmaiinu, HHPOPMAITMOHHBIX TEXHOJIOTHIX U O 3alUTe HUH(POpMALIHI.
VYronoBHass OTBETCTBEHHOCTb 3a CO3JIJaHUE, MCIOJIb30BAaHUE U  PaACHpPOCTPAHEHUE
BPEJIOHOCHBIX KOMIBIOTEpHBIX Iporpamm (ct. 237 YK P®). [IpaBoBas oxpaHa mporpamm
it OBM u BJI. Kommepueckoe I10. becrutatnoe I10 (FreeWare, Free, Free GPL, Adware),
ycnoBHo-OecmuiatHoe [10 (Trial, Shareware, Demo).

[TpaBoBbI€ OCHOBBI JUIs 3AILUTHI OT CIIAMa.
[TpaBoBas oxpana nporpamm st 9BM u B/1. Jluniensuonnoe I10. Bunst nunensuit (OEM,
FPP, xopnoparuBHble nuuen3uu, noamucka). [0 ¢ orkpeiteiM kogom (GNU GPL,
FreeBSD).
[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE JTAHHBIX, KATETOPHH UH()OPMAIIHH.
[lepconanbHble U OOLIENOCTYNHBIE JaHHBIE, OTrPAaHUYEHHBIM mocTym. 3akoH «O
MIEPCOHANIBHBIX JTAHHBIX).

Tema 3. CoBpemenHoe kudepnpocrpanctBo TexHuka 6e30nacHOCTH B KHOEPNPOCTPAHCTBE
IIpakTnyeckoe 3ansTue 3.1.
Bompocsr g5t o0cyxnenus

1.

2
3.
4.

o

o N

Mormennnueckue aeiicteust B UntepHere. Kubepnpecryminenus

CereBoii aTuker. [Icuxonorus u ceth

[TpaBoBBIE acTIEKThI 3aLIUTHI KHOEPIIPOCTPAHCTBA
OmnunaiiH cepBHCH 17151 0€30TTACHOCTH TTOJIB30BaTENs B MH-TEPHETE (ITPOBEPKA KOMITBIOTEpa
U (aiioB Ha BUPYCHl OHJIAMH, OHJAWH AeakTuBals SMS-BUPYCOB, MpoBepKa caifTa Ha
BUPYCHI, TIpOBepKa (QailyioB mo e-mail, ompeneneHne aapeca CTpaHUIBI, MPOBEpKa
ctoumoctt CMC u 1ip.).
Hactpoiiku 6€301macHOCTH TTOYTOBBIX ITPOTPaMM.
3amyTa B MOMCKOBBIX cUCTeMaXxX ((MIBTPHI U1 OTPAaHUYEHUS TOTEHIU-ATBHO OMAacHOTO
COJIEPKUMOTO).
Hacrpoiiku 6e3omacHocTr Be6-Opaysepos (Internet Explorer, Firefox u T.11.).
DJEeKTpOHHAS TI0YTA M CUCTEMbI MTHOBEHHOTO OOMEHa COOOIICHUSIMU.
Hactpoiiku 6e3zonacHoctu Ckaiim, ICQ u mp. CrnocoObl obecriedueHus 0€30MacHOCTH
BeO-caiiTa.

10. Kubepnpectyruienus. Buasl MHTEpHET-MOIIEHHUYECTBa (MHMCbMa, peK-lama, OXoTa 3a

JUYHBIMHA JAaHHBIMH U T.11.). OnacHOCTH MOOWMIIBHOM CBs3H. [IpenoskeHus mo yCTaHOBKe
BPEIOHOCHBIX IIPUIIOKEHHM.

11. Momennnueckne CMC. YTeuka u 00Hapo0BaHHe TUYHBIX JaHHBIX. [lon0op 1 mepexsat

apoJIeH.



12. B3710MbI aKKayHTOB B COIMANILHBIX CETsIX. Buapl MomennndectBa B UHTepHeTe. OUIIUHT
(dbapmuHT). A3apTHBIE UTPHI.

13. Jloxxubie antuBHpYCHL. [logMeHa cTpaHuI] B MHTEpHETE (CAHTHI-KIOHBI). DanbIIMBHIC
(haliI000MEHHUKH.

14. DnexTpoHHBIN KoleneK. MOIIEHHUYECTBO NPU pacupocTpanenuu «oecruiatHoroy [10.

15. Texnonoruu manunyauposanus B InTepHere.

16. Tb npu unTepHET-00ICHNY.

IIpakTnyeckoe 3ansTue 3.2.
Bonpocs mig o6cyxienus
1. Tb npu peructpanuu Ha BeO-caiTax.
Komnerorepnoe nuparcrBo. [Lnaruar.
KubeprHaeMHUKH U KHOEPIETEKTUBHI.
Ouenka ymiep6a oT KubepnpecTyIIeHUH.
Wnrepuer-stuker. [IpaBuiia oOuienust B IntepHere.
OCHOBBI CETEBOTO ITHKETA.
[Tepenucka B ceTwu.
IIpaBuna nosenenus B ckarre. Gopym.
OO111eH1E B CETU U €r0 MOCIEACTBHUS.
0. Arpeccus B ceTu.
11. AHOHUMHOCTb B CETH.
12. Bunpl sTukeTra (JIMYHBINA, AENOBOW, MUCHMEHHBINA, AMCKYCCHOHHBIM W mp.). Pazmuums
ATHKETA B PA3HbIX CTPAHAX.
13. Dtuka nuckyccuii. B3aumHoe yBakeHHne pH UHTEPHET-OOILIEHU Y.
14. Dtuker u 6€30MaCHOCTb.

BOoNoORWN

Tema 4. IIpodsiembl UHTEepHET-32aBHCUMOCTH, KHOEpPOYJUIMHT A
IIpakTyeckoe 3ansaTue 4.1.
Bompocs qy1s1 o0cyxnenust
['uruena kommneroTepa.
Kommbrorep u kpoBooOpalieHue.
[Tosb3a 1 Bpen KOMIIBIOTEPHBIX UID.
Kommbrorep u 30K.
PU3NYECKOE U ICUXUYECKOE 310POBBE.
[TpaBuiia noBeieHUsI B KOMIIBIOTEPHOM KJIacce.
WHTepHeT B cucteMe 6€301MacHOCTH.
TexHuka 6€30MaCHOCTH MpU PabOTe ¢ KOMIIBIOTEPOM.
Komnbrotep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BBIYAMHBIX CUTYALIUsAX.
Menununckas uHpopmanus B MutepHere. Komnbrorepsl M1 MOOHIIBHBIE YCTpOMCTBa B
DKCTPEMAJIBHBIX YCIOBHUSX.
11. BospaeiicTBre paAroBOJIH Ha 30pOBbe U oKpyxaromryto cpexy (Wi-Fi, Bluetooth, GSM).
12.  Komruiekce ynpakHeHUH Ipu paboTe 3a KOMIBIOTEPOM.
13. BozpgeiictBue Ha 3penue DJIT, KUIKOKPHCTAITHYECKUX, CBETOAMOIHBIX, MOHOXPOMHBIX
MOHHTOPOB.
14. KommnbioTep B pexXUMe TpyAa U OTHbIXA.
15.  BuusHue KOMIIBIOTEPA HA PETIPOIYKTUBHYIO CUCTEMY.
16. Bpennbie hakTOpBI PAOOTHI 32 KOMITBIOTEPOM H WX ITOCIIEICTBUSI.

CoNoOARWNE
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IIpakTHyeckoe 3ansaTue 4.2.
Bomnpocs! 11t o0cyxaenus
17. Opranuzamnus pabouero mecta
1. HurtepHer-cooOmiecTBo.
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16.

17.

HHTEepHEeT-3aBUCUMOCTb.

ConunanbHble ceTH. JleTcKkue conranbHbIe CeTH.
BupryansHas TM4HOCTS.

3aBUCHMOCTD OT MIHTEpHET-0011IeHMSI.
PazBneuenus B MuTepHere.

[Ipr3HaKu UrpoOBOIl 3aBUCUMOCTH.

CereBble UTPBI.

Caiitel 3HakoMcTB. 30K 1 KOMIBIOTED.

. Buzpl 3aBucumoctu. JlectpykruBHas nHpopmanus B IHTepHeTE.

. Bunel IHTEpHET-3aBUCHUMOCTH.

. KubepkynbTypa (MaccoBast KylabTypa B CETH) U JIUYHOCTD.

. Ilcuxonoruueckoe Bo3aelcTBUE HH(OPMAIIMU Ha YETIOBEKa.

. YIpaBieHUE JHMYHOCTBIO 4epe3 ceThb. VIHTepHET M KOMIIBIOTEpHAas 3aBUCUMOCTH

(amauKims).

. Kputepun 3aBucuMOCTH (IPHUOPUTETHOCTb, M3MEHEHUS HACTPOEHMSI, TOJEPAHTHOCTD,

CHUMIITOM pa3pbiBa, KOHQIIUKT, PEIUINB).

Tunbl UHTEPHET-3aBUCUMOCTH (IIpUCTpPAcTHE K paboTe C KOMIIBIOTEPOM, K HaBUTALUU U
NOUCKY MH(OPMAIIUN, UTPOMAHHUS U AJICKTPOHHBIC MOKYIKH, 3aBUCUMOCTh OT CETEBOTO
o01eHu ).

Knaccugukaius HHTEpHET-3aBUCUMOCTEH

Tema 5. Metoabl o0ecnieuenus 0e3onacHoctT IIK u UnrepHera. Bupychbl 1 aHTUBHPYCHI

NoabkowhE

9.

10.
11.
12.

IIpakTuyeckoe 3ansaTue 5.1.
KoHTeHT-puabTpsI.
IlouckoBble cEpBEPBL.
[TpusHaky 3apakeHUs KOMIIBIOTEpA.
AHTUBHpYCHAS 3alIUTA.
3ammra ¢aitnos. besonacHoCTh pu ckauMBaHUU (PaitiIoB.
3aimuTa nNporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOMTMPOBAHMUSI.
OpranuzanvoHHbIE, IOPUIUYECKHE, NPOrPaMMHBIE M INPOrpaMMHO-aNIapaTHbIE MEPbI
3aILNTHL.
3amuTa NporpamMM M JAHHBIX C IOMOIUBIO IApOJIEH, NMPOrPaMMHBIX M AJIEKTPOHHBIX
KJIFOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIANH U T.II.
Henepemeniaemplie IporpaMMsl.
3amuTa OT KONMPOBAaHUSI KOHTEHTA caiTa.
Hcrtounuku 3apaxenns [1K.
AntuupycHoe [10, Buapl u HazHaueHne. MeTo bl 3alIUThl OT BUPYCOB.

IIpakTnyeckoe 3ansaTHe 5.2.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

1.

ook owm

[TpoGnembl 6e3omacHOCTH HHGpacTpyKTyphl MHTEpHETa (IPOTOKOJBI MaplIpyTU3aLUN
CETH, CUCTEMA JOMEHHBIX UMEH, CPECTBA MAPLIPYTU3ALMH U T.I1.).
[TpoBepka nomuHHOCTH (ayTeHTUduKanus) B IHTepHere.
Mepsi 6e3omacHocTH 1 oabs3oBarens WikFi. Hactpoiika 6e3omacHocTH.
Bupychl 17151 MOOMIIBHBIX YCTPOMCTB (MOOUITbHBIE OaHKEPHI U JIP. ).
Hacrpoiika komnbroTepa i 6e30mnacHoi padoTsl. OMMOKK MOIb30BATES.
Mepbl  nuuHOM ~ Ge3omacHocTM  Mpu  cereBoM  obOmieHuu.  [IpemoTrBpaiieHue
HEeCaHKIMOHMpOoBaHHOro focrtymna k [1K.
[Taponu, 6GuoMeTpuyecKne METOAbl 3alIUThl U ayTeHTH(PHUKAIUSA C MOMOIIbIO0 BHEIIHUX
HOCHTETIEH.
[TpocTeie 1 AMHAMUYECKU U3MEHsoLIMecs napoyu. bopb0a ¢ yreukamu HHpOpMaLIUH.
CpenctBa konTposisi gfoctyna. [lpaBa nonp3oBareneil. CriocoObl pa3rpaHUYeHus J0CTYIIA.



10.
11.
12.

13.

14.

OTnuuus BUPYCOB U 3aKJIaJIO0K.

AnTuBupycHble iporpammel 1iis [1K: ckanepsl, peBU30PHI U 1Ip.

Haubosnee n3BectHsie antuBUpycHble mporpammbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepuyeckoe wu OecruiaTHOe
antuBupycHoe I10.

Omnuaiin cepBUCHI 1t 0€30MaCHOCTH I0JIb30BATENs B MHTEpHETE (MPOBEpKa KOMIBIOTEPA
U ¢ailyioB Ha BUPYCHI OHJIAWH, OHJIAMH JeakTuBanus SMS-BUpYCOB, MpoBepKa caiiTa Ha
BUPYCHI, IpoBepka (ailioB mo e-mail, ompeneneHue aapeca CTpaHUIBL, MPOBEpKa
cronoctu CMC u ap.).

HacTpoiiku 06e30macHOCTH MOYTOBBIX MPOrpaMM. 3aluTa B IOUCKOBBIX CHCTEMax
(unbTpEI A1 OrpaHUYEHUS TOTEHIIUAIBEHO OMACHOTO COJEPKUMOTO).

2. 3agaHus 1Jsl CAMOCTOATEIbHOM padoThl

Tema 1. KuGepOezonacHOCTh B CUCTEME HAIMOHATIBLHOU Oe30macHOCTH PO
[ToAroToBUTH AOKIA MO TEME:

1.
2.
3.

Wudopmannonnas BoiiHa. THPpOpMaAIIMOHHOE OpYXKHE.
[TaTpnoTH3M U UHTEPHET.
WHupopmarinoHHOEe BO3ACHCTBUE.

Tema 2. KubepnpecTyruieHusi IpOTUB JIMYHOCTH, OOIIECTBA U TOCYAAPCTBA
[ToAroToBUTH TOKIIAN 11O TEME:

1.
2.

PeanpHas v BUpTYyanbHAs JIMYHOCTb.
[Icuxonorudeckass oocranoBka B MHTEepHEeTe: TpuduHT, KUOepOyUIHHT, KHOEpMOOOUHT,
TPOJUIUHT, OYJUTUITU]L.

Tema 3. CoBpemennoe kubeprnpocTpaHcTBO TexHrka 6€30MacHOCTH B KHOEPIIPOCTPAHCTBE
[ToAroTOBUTH AOKIA MO TEME:

1.
2.
3.
4.

DIIEKTPOHHBIIN KOIIIENEK.

MorieHHHYeCTBO MU pacnpocTpaHeHnu «oecriataoroy [10.
IIpaBuna noBeneHNs B CKaWIIe.

®opym. IlpaBuna noseneHus

Tema 4. [IpoGnemsl HTepHET-3aBUCUMOCTH, KUOSPOYIITMHTA
IToaroToBUTHL TOKIIAJ IO TEME:

1.
2.
3.

Bunsl THTEpHET-3aBUCUMOCTH.
KubepxynpTypa (MaccoBasi KyJIbTypa B CETH) U JIMYHOCTb.
[Tcuxonoruyeckoe Bo3zaelcTBUE HH(OPMAIMK Ha YelloBeKa

Tema 5. Metogs! obecnieuenus 6e3onacHoctu [1K u MatepHeTa. Bupychl 1 aHTUBUPYCHI
IToaroToBUTH MOKIIA IO TEME:

1.
2.

arwN

Mepsi 6e3onacHocTH i oabs3oBarens WiFi. Hactpoiika 6e3omacHoCTH.
Bupychl 17151 MOOMIIBHBIX YCTPOMCTB (MOOUITbHBIE OaHKEPHI U JIP. ).

3. Ilpumepnbie TeMbl pedepaToB

HNudopmanus - pakrop cyimecTBoBaHUs U pa3BUTHs obmecTBa. OCHOBHBIE  (POPMBI
NposiBIIeHUs HHpopMaIuy, e€ CBOCTBa Kak 00beKkTa O€30MacCHOCTH.

[TonsiTue Ge3omacHOCTH U €€ cocTapistomue. besonacHoCTs HH(pOpMAIHH.
Ob6ecneuenre UHPOPMAILIMOHHON 0€30MaCHOCTH: COAEPKAHUE U CTPYKTYpa MOHSTHS.
HarnuonansHble uHTEpECH! B HH(POPMAIIMOHHOH cdepe.

Wcrounnku u conepxanue yrpo3 B mHGOpMaImoHHOU chepe.



8.
9.

CooTHolIeHHE TOHATHI «UH(pOpMAIIMOHHAs 0€30MIaCHOCThY U «HALMOHAIbHAS
0€3011aCHOCTbY

Puck paboTsl Ha mepcoHanbHOM KoMmbloTepe. [inanupoBanne 6e3onacHoil paboThl Ha
HepCOHAILHOM KOMITBIOTEpE.

WNudopmanus - GpakTop CylecTBOBaHUS U PAa3BUTHUS OOIIECTBA.

Llenu n 3a1a4n 3aIUTH HHPOPMAIHH.

10. Opranuzanus 3amuThl KOHQHUASHIHATLHON HH()OPMAIIH.
11. Buns! 3amumaemoii nHGpopManuu B chepe rocyJapcTBEHHOT0 U MyHHIIUTIAIBHOTO

YIIPABJICHUS.

12. YpoBHu Benenust nHGOPMAIIMOHHON BOMHBI. OniepaTiBHas MaCKUPOBKa.

Paguosnexrponnas 6oprba. Bo3aeiicTBre Ha ceTH.

13. OcHOBHBIE TOJIOKEHHUSI TOCYIAPCTBEHHON HWH(OpMAIMOHHOW TOJUTUKH Poccuiickoit

denepauuu.

Kpurepun ouenku pegepara

Kputepusmu orieHKH pedepara MOTYT BBICTYIIHTD CIICIYIOIIHE MOMEHTHI:

B KaKOI Mepe pacKpbIBAETCs aKTyaJIbHOCTh TEMBI;

KaKOB TEOPETUYECKHI YPOBCHb CYKICHHH aBTOpa, Kak BJIAJICET OH COBPCMECHHBIMHU
METOJIOJIOTHYECKUMH OCHOBaMHU HAayK IIPU OCBEUICHUM IIOCTABJICHHBIX B pedepare
BOIIPOCOB;

COOTBETCTBHUE CTPYKTYPBI U COZiepkaHus pedeparTa IiaHy;

[[EJIOCTHOE, TITyO00KOE MOHUMAaHKUE BOIIPOCOB TEMbI WIIH pa3padaThiBaeMOM MPOOIIEMBI;

KaK yJaJoCh aBTOPY CBsI3aTh M3JIaraeMble B pedepare BOMPOCH TEOPUHU C IpoOIieMaMu
CCTONHSIIHErO  JHS, YMCHHE  HCIIOJb30BaTh  TCOPCTHUSCKHE  HUCTOYHUKHA U
y4e0HO-METOIUYECKYIO JIUTEPATYPY;

JOCTATOYHO JIM TPOSIBIICHA aBTOPOM CaMOCTOSTEIHHOCTh B IIOCTAHOBKE BOIPOCOB, B
TPAKTOBKE X, €CTh JIU B pa00TE OPUTHHAIILHBIC MBICITH, CBEXKHE (DAKTHI, OTTMCAHHE JIYIIIIETO
OTbITa pabOThI, KOHKPETHBIX MPUMEPOB U3 MPAKTUKHU, COOTBETCTBYIOLINE PEKOMEHIAIINHN 1
MIPEITIOKEHUS;

u3naraercs Jim B pedepare COOCTBEHHOE MOHMMAHHUE PACCMATPUBAEMOM MPOOIIEMBI,
JIOCTATOYHA JIM €r0 apryMEHTaIlus;

kak opopmiieH pedepat uinu 1okiaaa (00beM, HaTMYKE TIaHa, COACPKATETHHOCTh BBEICHHUS,
MOJIHOTA CIIMCKA UCIIONIb3YEMOM JTUTepaTyphl, HATUYUE MPUIIOKEHHH, aHAIHM3a OIbITa
paboThI, cXeM, TaOJIHII, TMarpaMm, IJIaHOB, aHKET U T.11.);

MMeeT JI1 padoTa OmpeIeNIeHHYIO [IEHHOCTh, YTOOBI PEKOMEHI0BaTh €€ B (POH[ y4eOHBIX
mocoOuii Mo Kypcam.

Pedepar onenuBaeTcs mo 4-x 6aJUTBHOHN CHCTEME - «HEYIOBJIIETBOPHTEIHLHOY,

«YHAOBJICTBOPUTCIIBHO», «XOPOIIO», KOTIIUIHO.



[Tpunoxenue 2

OueHovHbIe MATEPHAJIBI N0 AUCHUIIIHHE
«Kubep0e30nmacHOCTD)

1. OueHoYHbIe MATEPHAJBI IS TEKYIIEr0 KOHTPOJIS
1.1. TecToBBIE MaTEepPHAJIBI

Tect 2

1. K npaBoBBIM MeTO1aM, 00€CIIEYNBAIOIIUM HHPOPMALIMOHHYIO 0€3011aCHOCTh, OTHOCATCS:
1. Pa3paboTka anmapaTHBIX CPEICTB 00ECIeYeHUs MPABOBBIX JAHHBIX
2. Pa3paboTka 1 ycTaHOBKAa BO BCEX KOMIIbIOTEPHBIX MTPABOBBIX CETSX KyPHAJIOB ydeTa AeHCTBUM
3. Pa3paboTka 1 KOHKpeTHU3alus IPAaBOBbIX HOPMATUBHBIX aKTOB 0o0OecreueHust 0€301aCHOCTH
2. Bunbl nHbOpMAIMOHHON 0€30MMaCHOCTH:
1. TIlepcoHanbHasi, KOPIOpPaTUBHAsL, TOCY1apCTBEHHAS
2. KnueHtckasi, cepBepHasi, ceTeBas
3. JlokanpHas, riobanbpHasi, CMEIIaHHAs
3. llenu uapopManMOHHON 6€30MIaCHOCTH — CBOEBPEMEHHOE OOHApYKEHUeE, NPeaAYIpekICHHE:
1. HecaHKIIMOHMPOBAHHOTO JIOCTYIIA, BO3JACHCTBUS B CETH
2. WHcaliJlepcTBa B OpraHu3aluu
3. Upe3BbIYANHBIX CUTyallUH
4. OcHoBHBIE 00BEKTHl HHPOPMALMOHHON O€30TTaCHOCTH:
1. KommbroTepHsle ceTu, 6a3bl JaHHBIX
2. VH}opmanmoHHbIE CHCTEMBI, ICUXOJIOTHIECKOE COCTOSTHIE TI0JIb30BaTEICH
3. busHec-opueHTHPOBaHHBIC, KOMMEPUYECKHE CUCTEMBI
5. OCHOBHBIMM pUCKaMU UHPOPMALIMOHHOIN 6€301aCHOCTH SBISAIOTCS:
1. HUckaxenue, ymeHbllIeHHE 00beMa, IEPEKOANPOBKA HH(DOpMaLINU
2. TexHuYeckoe BMELIATEIbCTBO, BEIBEJIEHUE U3 CTPOsI 000PYyAOBaHUS CETU
3. Tloteps, uckaxkenue, yreuka nHopmanuu
6. K 0oCHOBHBIM yHKIIUSIM CUCTEMBbI 0€30IIaCHOCTH MOKHO OTHECTH BCE NEPEUUCIECHHOE:
1. VYcraHoBieHHE perjaMeHTa, ayAuT CUCTEMBI, BBISIBICHHE PUCKOB
2. YcraHOBKa HOBBIX O(UCHBIX NMPUIIOKEHHUH, CMEHA XOCTUHT -KOMITAaHUHT
3. Buenpenwue ayrenTudukanuu, mpoBEpKH KOHTAKTHBIX JAHHBIX ITOJIb30BaTENeH
7. K OCHOBHBIM THIaM CPeICTB BO3/IEHCTBHS Ha KOMIIBIOTEPHYIO CETh OTHOCHUTCS:
1. KomnbroTepHblil c60it
2. Jlornueckue 3aKJIaJIKu («MHUHBI»)
3. ABapuiiHO€ OTKJIIOUEHHE MUTAHUS
8. Korna nmonyden cnam no e-mail ¢ mpuinokeHHbIM GaiiyioM, cleayerT:
1. IIpouuTaTh NpUIOKEHUE, €CIU OHO HE COJACPKUT HUUETO LIEHHOTO — yIaJIUTh
2. CoxpaHuUTh NpUIOKeHHE B mapke «Cram», BRISICHUTH 3aTeM [P-anpec reHeparopa cnama
3. YianuTh NUCHMO C IPHIIOKEHUEM, HE PaCKpBIBas (HE YHTas) €To
9. BUII — aTo0:
1. DnextpoHHO-1IUPPOBOH MpeoOpa3zoBaTeb
2. DIeKTpOHHO-IM(poBas MOJIUCH
3. DraexkTpoHHO-M(GPOBOH Mpolieccop
10. CpoiicTBamMu uHpOpPMAINHU, HAN0O0JIEe aKTYyaTbHBIMH TTPU 00ecTIeYeHUH HH)OPMAITMOHHON
0e301aCHOCTH SBISIOTCS:
1. IlenocTtHOCTH



2. JloCTymHOCTB
3. AKTyalnbHOCTb
11. Pa3HOBHAHOCTAMH YIpo3 0€30MacCHOCTH (CETH, CHCTEMBI) SBJISIIOTCS BCE MIEPUUCICHHOE B CITHCKE:!
1. TlporpamMmHbIe, TEXHHYECKHE, OPTaHU3ALIMOHHbIE, TEXHOJIOTHYECKHIE
2. CepBepHble, KIMEHTCKUE, CHYTHUKOBBIE, HA3eMHbBIE
3. JIuuHble, KOpIOpAaTUBHBIE, COI[MATIbHBIC, HAITUOHATIbHbBIE
12. TlonmuTHka 06€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMILICKC:
1. PykoBozacTs, TpeboBaHuil obecrnieueHnst HEOOXOIUMOT0 YPOBHSI 0€30MacHOCTH
2. VHcTpyKuHii, anTOPUTMOB MOBECHUS MOJIH30BATENS B CETH
3. Hopwmsbl nHPOPMAITMOHHOTO TIPaBa, COOII0IaEMBbIC B CETH

Kpurepum oueHku:
Jlisi oleHKH Pe3yJibTATOB TeCTHPOBAHMS IIPEAYCMOTPEHA CIEAYyIOIasi CUCTEMa OIICHUBAHUS YYEOHBIX
JOCTUKEHHUM CTYJIEHTOB:
3a KaXK[IbIii MPaBWIBHBIN OTBET CTaBUTCS 1 Oa,
3a HenmpaBWIbHBIN O0TBeT — () OaoB.
Ecnu ctynenT nabupaer
ot 85 10 100 % mpaBUIIBLHBIX OTBETOB €MY BBICTABIISIETCS OLIEHKA «OTIHYHOY;
oT 72 1o 84 % TPaBUIIBHBIX OTBETOB — OIIEHKA «XOPOIIO»,
ot 51 10 71 % mpaBUIIbHBIX OTBETOB — OIIEHKA «YIOBIECTBOPUTEIHHOY,
meHee 50 0aIoB  — OIEHKA «HEYIOBJIETBOPUTEIHHO.

1.2. Bonmpocsl 1u1si codece10BaHusI

Tema 1. Kubep0Oe3omacHOCTh B cMCTeMe HAIMOHAIBLHOM Oe3onmacHocTu PO
1. TocynmapcTBeHHast monuTHKa B 00JacTH KMOEepOe30I1acHOCTH KOMIIBIOTEPHBIM aTtakaM oT 15 suBaps 2013
I.
VYronosusiit kogeke PD, pazaen «Ilpectynnenus B chepe KOMIBIOTEpHON HH(MOPMAITUN.
3amura knbepnpocTpaHcTBa rocyaapctsoM. Kubepsoitna.
[IpaBo Ha unpopmanuio B Koncturyuu PO.
3ammra rocyaapcTBa 1 3aluTa KuoepnpocTpaHCTBa.
JlokTprHa HHPOPMAITMOHHOMN 0€3011aCHOCTH.
KubepBoiicka. 3amura KubepnpocTpaHCTBa KaK O[HA U3 3a7[a4 BOOPY>KEHHBIX CHIL.
Nudopmannonnas BoiiHa. IHpopManmoHHoe opyxue.
ITaTprOTH3M U UHTEpHET.
10 WNupopmannonHoe Bo3aeiicTBre.
11. BoenHas, rocyiapcTBeHHas1, KOMMepuecKas TaiHa.
12. 3amuTa caiiToB rocy1apcTBEHHBIX OPTaHOB (JIEKTPOHHOE MPABUTEIECTBO).

CoNoA~WN

Tema 2. KuOepnpectynjieHusi IPOTHB JUYHOCTH, 001IECTBA M TOCYAAPCTBA

=

PeanbHas v BUpTyaibHas THIHOCTb.

2.  llcuxonoruueckass oOcraHoBka B MHTepHere: rpuduHr, KuOepOyUIMHT, KUOEpMOOOWHT, TpPOJUIMHT,
OyJUTHITH L.

3. beszomacHas paboTa B ceTH B IpoIlecce CETEBOM KOMMYHHKAIMU (YaThl, HOpyMbl, KOHPEPEHIIMH, CKauII,

colLlMaJbHBIE CETH U TP.).

TepMHHBI ceTEeBOI0 AITUKETA: OBEPKBOTHUHT, (uieiM, Gy, odpdTonuk, CMalInuK U ap.

[IpuMepsl STHYECKUX HApYIIEHUI. 3HAYEHHUE CETEBOr0 ITUKETA.

CobctBenHocTb B IHTepHETE. ABTOPCKOE MTPABO.

WHTennekryanbHast COOCTBEHHOCTb.

[TnatHas u 6ecrutatHas UHGOpPMAITHSL.

3ammTa paB MoTpeduTenelt Mpu MCIoab30BaHuK yciuyr MaTepHeT. 3amura npaB moTpedurteneit yciyr

IpoBanaepa.

©oN A



10.
11.

12.

13.
14.

15.
16.

17.
18.

OTBETCTBEHHOCTh 32 HUHTEPHET-MOUIEHHHUYECTBO.
[IpaBoBble akThl B oOnMacT WHMOPMALMOHHBIX TEXHOJOTUH H 3alUTBl KHUOEPIPOCTPAHCTBA.
OTBETCTBEHHOCTH 32 KUOEPIPECTYIIIICHHUSL.
KoHcTuTyiimonHoe mpaBo Ha MOUCK, MOTYYCHHE U pacnpocTpaneHne nHdopmanuu. DeaepanbHbIi 3aKOH
01 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amure nereid ot HHGOPMAIHH, TPUIUHSIONIEH Bpe UX
3JI0POBBIO U pa3BUTHIO» (AericTBYeT ¢ 1 cenTsiOps 2012 roxa).
HNudopmanmonHoe 3aKkoHOIATENHCTBO PD.
3akoH P® «O6 undopmanyu, HHPOPMALMOHHBIX TEXHOJOTHIX U O 3alIUTe WHPOpPMALUN». YTOJIOBHAS
OTBETCTBEHHOCTh 32 CO3J]aHHe, MHCIIOJIb30BAHHE U PACHPOCTPAHEHUE BPEIOHOCHBIX KOMIIbIOTEPHBIX
nporpamMMm (ct. 237 YK P®). IlpaBoBas oxpana mporpamMMm st OBM u BJI. Kommepueckoe I10.
becrutatnoe T10 (FreeWare, Free, Free GPL, Adware), ycmoBHo-6ecruiatnoe I1O (Trial, Shareware,
Demo).

[IpaBoBbBIE OCHOBBI JUIS 3aIIUTHI OT CIIaMa.
[IpaBoBas oxpana mnporpamm s OBM u BJI. Jlunensuonnoe I1O0. Buawsl nuuensuit (OEM, FPP,
KOpropaTuBHbIC JulleH3uH, moAanucka). [10 ¢ orkpeiTeiM kogoMm (GNU GPL, FreeBSD).
[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE TAHHBIX, KATETOpUH WH(OPMAIIUH.
[lepconanbHble ¥ OOIIEIOCTYIHbBIE TaHHbIE, OTPAaHHYEHHBINH J0CTYM. 3aKoH «O MepCOHATBHBIX JaHHBIX).

Tema 3. CoBpemMenHOe kHOepnpocTpaHcTBO TexHHKA 0€30I1aCHOCTH B KHOEPIPOCTPAHCTBE

APwnh e
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11.
12.

13.
14.
15.
16.
17.
18.

Mouennnyeckue neiictust B Uatepuere. Kubepnpecrymnenus

CereBoii atukert. [Icuxonorus u cetb

[IpaBoBbI€ aceKThI 3Tl KUOEPIIPOCTPAHCTBA

OmnnaiiH cepBHCHI JUI 6€30I1aCHOCTH MOJIb30BATENsI B UHTEpHETE (MPOBEpPKa KOMITbIOTEpa U (paidaoB Ha
BHUPYCHI OHJIAMH, OHJIAH JAeakTuBanus SMS-BUpPYCOB, MPOBEPKA caiiTa Ha BUPYCHI, TpoBepKa (HaiioB 1o
e-mail, onpenenenue agpeca crpaHulibl, npoBepka croumoctd CMC u ap.).

HacTpoiiku 6€30macHOCTH IMOYTOBBIX IPOTPaMM.

3amMra B MOMCKOBBIX cUcTeMax ((PUIBTPBI Ul OTPaHUYEHUS OTEHIIUAIBHO OIACHOTO COJIEPKUMOT0).
Hacrpoiiku 6e3omacHocTr BeO-Opay3epos (Internet Explorer, Firefox u 1.11.).

DJEeKTPOHHAs MOYTa U CUCTEMbl MTHOBEHHOI'O OOMEHa COOOIIEHUSIMHU.

Hactpoiiku 6e3onacuoctu Cxkaiin, ICQ u nip. CriocoObl o6ecrieueHus: 0e30macHoCTH BeO-caifTa.
Kubepnpectyrienus. Buasl HHTepHET-MOIIEHHIYECTBA (MMMChMa, PeK-IaMa, 0X0Ta 3a JINYHBIMU TaHHBIMU
u T.11.). OnmacHoCTH MOOUITEHOM cBsI3U. [IpeanokeHns Mo yCTaHOBKE BPEAOHOCHBIX MPUIIOKEHHH.
Momennndyeckue CMC. YTeuka u oOHapo/1I0BaHKE IMYHBIX AaHHBIX. [Ton6op 1 mepexsat maposei.
B31oMBbl akkayHTOB B COLIMAIbHBIX CETAX. Buabl MomenHnuuecTBa B MutepHeTe. @umuHr (papMuHr).
A3apTHBIE UTPHI.

Jloxxuble aHTHBHpYCHL. [logmena cTpanuil B uHTepHETe (CallThI-KiI0HBI). PanbimBble (paiT000MEeHHUKH.
DneKTpOHHBIN Koulenek. MoleHHu4ecTBO Npu pactipocTpaneHun «oecrutatnoro» I10.

TexHonornn Manunynuposanus B IHTepHere.

Tb npu nHTEpHET-00IIEHNH.

Tb npu peructpanuu Ha BeG-caifTax.

KomnerorepHoe nuparcrso. [Inaruar.

Tema 4. IIpoGJsiembl UHTEpHET-3aBHCUMOCTH, KHOEPOY/IVIMHI A

wN e
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0.
11.

TexHuKa 0€301MacHOCTH MPH pabOTE C KOMITBIOTEPOM.
KomnbroTep 1 MOOMIIbHBIE YCTPOICTBA B UpE3BBIYAHBIX CUTYaIIUAX.
Meauuunckas nHpopmanusa B MHrepHere. KoMnbroTepbl 1 MOOMIIbHBIE YCTPOWCTBA B 3KCTPEMANIbHBIX
YCIIOBUSX.
BoszeiicTBre pagnoBoJIH Ha 37J0pOBbe U oKpykaromryto cpexay (Wi-Fi, Bluetooth, GSM).
Kommeke ynpaxHeHui npu paboTe 3a KOMIBIOTEPOM.
Bosneiicteue Ha 3penne DJIT, )KUAKOKPUCTATUTHIECKUX, CBETOAMOIHBIX, MOHOXPOMHBIX MOHHUTOPOB.
KomnbroTep B pesxume TpyAa U OTAbIXA.
BnusiHue xomnbroTepa Ha penpoyKTUBHYIO CUCTEMY.
Bpenusie ¢pakTopsl pabOThI 32 KOMIIBIOTEPOM U UX MOCIIEICTBHSL.
Opranmsanus paboyero Mecra
WuTepHeT-coo011ecTBo.



12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24,

25.

HNHTepHEeT-3aBUCUMOCTb.

ConuanbHble ceTu. JleTckre colnaabHbIe CETH.

BuptyanbHas TM4HOCTb.

3aBucuMocTh OT IHTEpHET-00IIeHH .

Pazpneuenus B InTepuere.

IIpu3Haku UrpoBOM 3aBUCUMOCTH.

CeTeBbl€ UTPBI.

Caiitsl 3HaKoMcTB. 30K 1 koMIBIOTED.

Bunei 3aBucumoctu. JlectpykruBHas undopmanus B Untepuere.

Bunpl THTEpHET-3aBUCUMOCTH.

KubepkynpTypa (MaccoBasi KyJlIbTypa B CETH) U JTUYHOCTb.

Kpurepun 3aBucuMocTy (IpuOPUTETHOCTh, U3MEHEHUSI HACTPOEHMSI, TOJEPAHTHOCTh, CUMIITOM pa3pbiBa,

KOH(JIMKT, PELIU/IUB).

Tunbel WMHTEPHET-3aBUCUMOCTH (TIPHUCTpacTHEe K pabOTe C KOMIIBIOTEPOM, K HABUTAIMU M TOUCKY

nH(pOpMaLIUY, UTPOMAHUS U 3JIEKTPOHHBIE MOKYIIKH, 3aBUCUMOCTb OT CETEBOTO OOIICHHUS).
Knaccugukanus mHTEpHET-3aBUCUMOCTEH

Tema 5. Metoabl ooecnneuenus 0ezonacnoctu I1K u Unrepuera. Bupycbl m anTuBHpYCBI

oo wdE

© N

11.

12.
13.
14.
15.
16.
17.
18.
19.

[Ipu3Haky 3apakeHus KOMIIbIOTEPA.

AHTUBHpYCHAas 3aIIMTA.

3amura ¢aitnos. be3onacHOCTh Mpy cCKaYMBaHUU (AiIIOB.

3amuTa porpamMm U JaHHbIX OT HECAHKIIMOHUPOBAHHOTO KOIIMPOBAHUS.

Opranu3zalvoHHbIE, FOPUIUUYECKHE, TPOIrPAMMHBIE U IPOIPAMMHO-AIIAPATHBIE MEPHI 3aILUTHI.
3amuTa NporpaMM M JaHHBIX C IIOMOILBIO N1apOJIei, IPOrPaMMHBIX U JEKTPOHHBIX KIIIOUEH, CEPUIHBIX
HOMEPOB, IIEPEHOCA B OHJIAWH U T.II.

Henepemermaemble IporpaMMel.

3amuTa OT KONUPOBaHUS KOHTEHTA cailTa.

Ncrounuku 3apaxenus [1K.

AnTtuupycHoe [10, Buabl u HazHaueHHe. MeTo bl 3alIUTHl OT BUPYCOB.

ITpobnembl Ge3omacHOCTH HMHGPACTPYKTYpbl MHTepHeTa (MPOTOKOIBI MapLIPyTH3allUKd CETH, CHCTeMa
JIOMEHHBIX UMEH, CPEICTBA MapIIPYTU3ALIUU U T.I1.).

ITpoBepka noymuHHOCTH (ayTeHTH(UKanus) B IHTepHeTe.

Meps! 6e3onacHocTu 11 nosb3oBarens WiFi. Hactpoiika 6e3omacHocTu.

Bupycs! a1 MOOMIIBHBIX YCTPONCTB (MOOMIIbHBIE OaHKEPHI U JIp.).

Hacrpoiika komnbroTepa /i 6e30nacHoil paboTsl. OMMOKH MOIb30BaTENS.

[IpocTeie 1 AMHAMHUYECKH U3MEHAOIUecs napouu. bopb0a ¢ yreukamu HHQOpMaIH.
CpenctBa koHTpoJis goctymna. [IpaBa nonb3oBareneil. CriocoObl pa3rpaHudeHus 10CTyIA.
OTnuuust BUPYCOB U 3aKJIAJIOK.

AnTuBHpycHBIEe TporpaMmsl 11 1IK: ckaHepsl, peBU30pEI U Ap.

Kputepun onenkmn:

OLICHKA «OTJIMYHO» BBICTABJISACTCA CTYACHTY, €CJIUW OH IPOACMOHCTPHUPOBAII ITOJITHOTY U FJ'Iy6I/IHy 3HAHHUH TI0
BCEM BOINPOCaM, 3HAET OCHOBHBIE TEPMHHBI 110 KOHTPOJIMPYEMbIM TeMaM, BiaJieeT 3HAHUSIMH 00 OCHOBHBIX
OCOOEHHOCTSIX PEIIECHUs 3ajad. YMeeT NPUMEHSTh MOIy4YeHHbIE 3HAHUS JUI PEIICHHS KOHKPETHBIX MPAKTHYECKHUX

3a1a4.

OlIeHKAa «XOPOILO0)» BBICTABISAETCS CTYIEHTY, KOTOPbII MPOAEMOHCTPUPOBAI MOJHOTY U TIIyOMHY 3HAHUH IO
BCEM BOIIPOCaAM paszelia, JOTMYHO U3j1araeT MaTepua.

OLICHKA «YJOBJICTBOPHUTEJIbHO» BBICTABIACTCA CTYACHTY, NPU HAJIWYUHU Yy HEro 3HAHUN OCHOBHBIX
KaTeropui ¥ MOHATHUM I10 IIPEIMETY, YMEHUS JOCTATOYHO I'PAaMOTHO U3JI0KUTh MaTEpHall.

OLICHKA «HEYI0BJICTBOPUTEIBHO» BBICTABISAETCS CTYAEHTY, KOTOPBI HE OCBOWI OCHOBHOTO COIEPKAHMS
IIpeaMeTa, He BIaieeT 3HAaHUSIMU JUCLUIUIMHE.

2. OueHoYHbIe MAaTePHAJIbI A5 MPOMEKYTOYHOI aTTecTallMU

2.1. IIpuMepHbIil NepevyeHb BONPOCOB JIsI 3a4eTa.
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10.
11.
12.
13.
14.

15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.
38.

39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.

KoHcTuTyiimonHoe npaBo Ha MOUCK, MOTy4YeHHE U pacrpocTpaHeHue nHpopmanuu. OenepanbHbIi 3aK0H
01 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amute nerer ot HHGOPMAIHH, TPUIUHSIONIEH BpeJ UX
3I0POBBIO U Pa3BUTHIO» (AeicTByeT ¢ 1 centsOps 2012 roxa).

3amuTa rocyapcTsa U 3aiiuTa KuOepnpocTpaHCTBa.

JlokTprHa HHPOPMALIMOHHOM OE30MaCHOCTH.

KubepBoiicka. 3amuTa KuOeprnpocTpaHCTBa KaK OJJHA U3 331a4 BOOPYKEHHBIX CHJL.

Nudopmanmonnas BoiiHa. THpopMaImoHHOE OpYXKHE.

[TaTpuoTH3M 1 UHTEPHET.

WNudopmannonnoe Bo3aeicTre.

besomnacHas pabota B ceTH B MpoLECCe CeTeBOM KOMMYHHUKAIUU (4aThl, GOpPyMbI, KOH(DEPEHINH, CKAMII,
COILIMAJIbHBIC CETH U TIP.).

[IpuMepsl 3THYECKUX HAPYLIEHUI. 3HAYEHHUE CETEBOr0 ITUKETA.

CobctBeHHOCTH B MIHTEpHETE. ABTOPCKOE MPaBO.

NuTennexryanbHas COOCTBEHHOCTbD.

[Tnarnas u 6ecraTHast nHGOpPMAIIHSL.

NudopManmonHoe 3aKOHOAATENBCTBO PD.

[IpaBoBast oxpana nporpamm juist O9BM u BJI. Kommepueckoe I10. becrinatHoe I10 (FreeWare, Free, Free
GPL, Adware), ycinoBuo-6ecmnataoe 10 (Trial, Shareware, Demo).

[IpaBOBbIE OCHOBBHI JJIs 3AIIMTHI OT CIIAMA.

[lepconanbHbIe U OOIIEIOCTYIHBIE TaHHbIE, OTPAHHYEHHBINH J0CTYI. 3aK0oH «O MepCOHATBHBIX JaHHBIX).
CereBoii aTuket. [Icuxonorus u ceTh

OmnunaiiH cepBHCHI AJsl 6€30MaCHOCTH IOJIb30BATENS B HHTEPHETE

3ammTa B MOUCKOBBIX cUCTEeMax ((PUIBTPHI AJI OTPaHUYEHUS MOTEHIIMATBHO OMACHOTO COACPKUMOTO).
Bunel nuaTepHeT-MoIIeHHHYeCcTBa (MUChMa, PEK-1aMa, 0X0Ta 38 TNYHBIMU TaHHBIMH U T.I1.).

OnacHocTy MOOWITBHOM CBsI3H. [IpeIokeHus 0 YCTaHOBKE BPEIOHOCHBIX MTPHIIOKECHUH.

Bupl momenandectBa B laTeprere. @umunr (papmuHr).

A3apTHBIE UT'PBIL.

Jloxusbie anTUBUPYCHL. [lonMeHa cTpanull B MHTepHETE (CalThI-KIIOHBI). DanbiiuBhie (aillloOOMEHHUKY.
DNEeKTPOHHBIN KolIeNek. MOMEHHUYECTBO MPHU pacipocTpaHeHuu «oecratHoro» [10.
WntepHer-sTuket. [IpaBuia obmenus B UuTepHere.

OCHOBBI CETEBOI'O ITHUKETA.

[lepenucka B ceTH.

[IpaBuna noBeneHus B ckarme. opym.

OO11eHue B CETH U €T0 MOCIEICTBUS.

Arpeccus B ceTH.

AHOHUMHOCTH B CETH.

Bunel sTukera (IWYHBIN, 1€710BOM, MMCHMEHHBIN, JUCKYCCUOHHBIN U Tp.). Pa3nuuus sTukera B pasHbIX
CTpaHax.

['uruena kommneroTEpa.

[Tonp3a 1 Bpes KOMIIBIOTEPHBIX UTP.

TexHuka 6€30MaCHOCTH MPHU pabOTe C KOMITBIOTEPOM.

Kommbrotep 1 MOOMITBHBIE YCTPOMCTBA B UpE3BBIUANHBIX CUTYAIUX.

Menunnunckas nadopmarus B IarepHete. KoMmbioTepsl 1 MOOMIIBHBIE YCTPONCTBA B 9KCTPEMATBHBIX
YCIIOBHSIX.

Kommnbrorep B pexxume Tpyna U OTAbIXa.

Bpennbie ¢pakTopsl paboTHI 32 KOMITBIOTEPOM U UX TTOCIICICTBHUS.

HNHTepHeT-3aBUCUMOCTb.

CornanbHble ceT. JIeTcKre couanbHbIe CeTH.

BupryanbHas TMUHOCTB.

3aBucumocTh 0T HTEepHET-00111IeHHUS.

PazBneuenus B IaTepHere.

[Ipu3Haku UrpoBOil 3aBUCKMOCTH.

CereBble UTpBI.

Bunel 3aBucumoctu. [lectpykruBnas nundopmanus B IHTEpHETE.

Buael MaTEpHET-3aBUCUMOCTH.



50. Tlcuxomornueckoe Bo3neicTBIE HHGOPMAIIMHN Ha YEJIOBEKA.

51. Kpurepuu 3aBUCUMOCTH (IIPUOPUTETHOCTD, N3MEHEHUS HACTPOEHUS, TOJIEPAHTHOCTh, CHMIITOM pa3phbiBa,
KOH(JIMKT, PEIUINB).

52. Knaccuduxaiys ”HTEpHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apa)XeHUs1 KOMIIBIOTEPA.

54. AHTUBUpYCHAas 3aIIMTA.

55.  OpraHu3zalMOHHbIE, FOPUANYECKHE, IPOTPAMMHBIE U IPOrPAMMHO-ANINAPATHBIE MEPBI 3aIUTHI.

56. 3amuTa MporpamMm M JaHHBIX C IIOMOUIBIO MapoJie, MPOrPaMMHBIX U 3JIEKTPOHHBIX KIIIOYEH, CEPUIHBIX
HOMEpOB, NIepeHoca B OHJIAIH U T.II.

57. AwntuupychHoe [10, Buasl u Ha3HaueHHE. MeTObI 3alIUTHI OT BUPYCOB.

58.  Mepsl 6e3onacHocTH s Tosib3oBaTenst WiFi. Hactpoiika 6e3omacHocTH.

59. Bupycsl 1t MOOMJIBHBIX YCTPOICTB (MOOHIBHBIE OAHKEPHI U IP.).

Kpurepum oneHku:

- OLIEHKA «3aYT€HO» BBICTABIAETCS CTYIEHTY, €CIM OH IPOJEMOHCTPUPOBAI JIOCTATOYHO IIOJIHOE 3HAHUE
MaTepuaia; MpoJAeMOHCTPUPOBAI 3HAHUEe OCHOBHBIX TEOPETUYECKUX MOHSATHI; JOCTATOYHO MOCIEA0BATENbHO,
IrPaMOTHO U JIOTMYECKH CTPOMHO H3JIOKUI MaTepual; IMPOJEMOHCTPUPOBAN YMeHue OPUEHTUPOBATHCS B
auTepaType MO MpoOJeMaTUKe TUCIUILIMHBI, yMeem CHENaTh JOCTaTOYHO OOOCHOBAaHHBIC BBHIBOJIBI I10
U3JIaraeMoMy MaTepuaiy.

- OLIGHKA «HE 3a4TEHO0)» BBICTABJISETCS B Cllyuyae He3HAHMs 3HAYUTEIbHOM YacTH MPOrpaMMHOTO MaTepuana; He
BJIaACHUS HOHATUIHBIM amnrmnaparoM IUCHUILIMHBI, CYIICCTBCHHBIX OIIIHO0K Ipu  M3JI0KCHUN y‘~IC6HOFO
MaTepuasa; HEyMEHUs! CTPOUTh OTBET B COOTBETCTBUU CO CTPYKTYPOIl H3araeMoro Bonpoca; HeyMeHus JAefaTh
BBIBOJIBI 110 U3JIara€MOMY MaTepHuaiy.



