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[Iporpammy coctaBmii(-1):

Pabouas nporpamma nucuumuinasl "KubepoeszonacHocTts" pazpadorana B coorBeTcTBUM ¢ PIOC:
®enepanbHBIA TOCYAapCTBEHHBIH 00pa30BaTeIbHBINA CTaHAAPT BBICIIETO 00pa30BaHUs - OaKagaBpHaT
1o HanpasieHuto moarotoBku 44.03.05 Iexaroruueckoe oOpazoBanue (¢ ABYMS IPOPHIIMH
noAroToBKH) (1puka3 MuHoOpHayku Poccuu ot 22.02.2018 1. Ne 125).

Pabouyas mporpamMma AUCHUILUIMHBI COCTaB/IeHa HA OCHOBaHUM yuyeOHoro miana: 44.03.05
[Tenarornueckoe oOpa3zoBanue (¢ AByMs MpOodUIISIMU MTOATOTOBKH ), mpoduiu " JomkonsHOe
obpa3oBanue" u "HauyanpsHoe oOpa3oBaHue", yTBEp)KICHHOTO YUEHBIM COBETOM By3a OT 25.06.2025,
npoTokos Ne 7.

PaGouas mporpamma ogo0pena Ha 3acenanuu kadenpsl Kadeapa ryMaHUTapHBIX U COITUATBHO-
SKOHOMHYECKHUX TUCHUTUINH 0T 24.06.2025 1., mpotokon Ne 11 gyst ucnonuenust B 2025-2026
y4eOHOM ToTy.

3aB. kadeapoit V% M.H. ApyTioHsH

Paboyas mporpaMma AMCHUILIMHBI COTVIACOBAHA C 3aBEAYIOLIMM OMOINOTEKOM.

3aB. OMOIHMOTEKOM /gfﬂ*‘“/ Kmumenko A.B. 24.06.2025 1.
v

Cpok geticTBust paboueit nmporpammbsl AUCHUILTHHBL: 2025-2026 y4eOHBIN TOI.



1. EJIX OCBOEHUSA AU CIIUIIJINHbI

(opMHpOBaHHE TIIETOCTHOTO TPEACTABICHUS O POJM COBPEMEHHOTO KHOEPIpPOCTpaHCTBA B
00pa3oBaTeNnpHON cpefie M TMeNaroruuyeckoil AesTenbHOCTH; (OpPMHUpPOBAHHE CHUCTEMbl 3HAHWUW, YMEHUU U
HaBBIKOB IS 0OecriedeHus1 kKnbepOe30macHOCTH cBOeH MPOPEeCCHOHAIBHON AeSTETHHOCTH.

2. 3AJAYU OCBOEHUA JTUCHUIIJIMHBI

dbopMHpoBaHUEe OOIIKMX MPEACTABICHHUS 0 0€30MMaCHOCTH B HH(POPMAIIMOHHOM O0IIIEeCTBE;

U3YyYCHHE OOITUX MPUHIIUIIOB TEXHOIOTHI, MPUMEHIEMBIX B HHPOPMAITMOHHOW 0€30MacHOCTH;
(dbopMHpOBaHUE YMEHHS IPUMEHSTH MpaBHiia KHOepOe30macHOCTH BO BeeX cepax JesTeIbHOCTH;
OCBOCHHUE 3HAHM, COCTABISIIONIMX Hayaia MpeJCTaBlIeHUH 00 WH(MOPMAIMOHHONW KapTUHE MHpa U
UH(OPMAIIMOHHBIX MPOIECCAX;

O OBIIAJICHHE YMEHHUEM HCIIOIh30BATh KOMIBIOTEPHYIO TEXHUKY KaK MPAKTHYECKUNW WHCTPYMEHT ISt
paboThl ¢ HHpOpPMALIUEH B TOBCEHEBHOM KU3HM,

0 pa3BUTHE HABBLIKOB OPUCHTHPOBAHKS B MHPOPMAITMOHHBIX MTOTOKAX.

I A I A

3. MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOI'PAMMBI

Iukn (paznen) OOIT: |51.B.JIB.01

3.1. TpeGoBaHus K NpeIBAPUTEIbHON MOAT0TOBKE 00y4ar0LIerocs:

be3onacHoCTh KHU3HCACATCIIBHOCTHU

MaremaTrka 1 HHQOpPMaTHKa

Meroanka npenojaBaHusi pyCCKOTo si3bIKa B HAYAJIbHOM IIKOJIE C MPAKTUKYMOM

Meroanka caMoCTOATENbHON padOThI CTyACHTA

MeTo/1bl MCCIIEI0BATEIBCKON U TPOEKTHOM AEATEIIbHOCTH

OCHOBEI MEIUILIMHCKUX 3HAHUH

Pycckuii s13p1k

Texnonoruu nudpoBoro 06pa3oBaHMs

YyeOHass mNpakTWKa, Hay4yHO-HMCCIEJ0OBaTeNbCcKass pabora (MOJNydeHHEe NEpPBUYHBIX HAaBBIKOB HAY4YHO-

VYyeOHasi mpakTHKa, 03HAKOMHUTEIbHAs

3.2. IucuumJIMHbl 1 NPAKTUKH, VISl KOTOPBIX
OCBOEHME JAHHOM TMCUUILTHHBI (MOYJIs1) HEOOXOAMMO KaK NMpellecTBYIOIIee:

BrinonHenue 1 3ammra BbITYCKHOM KBATH()UKAITMOHHON pabOThI

HckyccTBo u Tpyn (TEXHOIOTHSA)

Metoanka o0yueHHs U BOCIUTAHUS B 00JACTH JOMIKOJIBHOTO 00pa3oBaHuUs

MCTOI[I/IKEI O6y‘IeHI/Iﬂ " BOCIIMTaHUA ,I[eTeﬁ PaHHETO BO3pacTa

OO0pa3oBaTeNbHBIE MPOTPAMMBI JOIIKOJILHOTO 00pa30BaHUS

OCHOBEI BOGHHOMU IIOATOTOBKH

[ToaroroBka k cj1aye u cJjavya rocyIapcTBEHHOTO IK3aMeHa

[IpouzBoacTBeHHas (Megaroruyeckas) mpakTuKa

ITpou3BocTBEeHHAs MPAaKTHKA (HAYYHO-HUCCIIE0BaTeNIbCKasi paboTa)

HpOH?.BOJICTBeHHaf{ IMPAKTHKa, IeaarorndyccKas

Teopw{ 1 MCTOAUKA OpraHv3aliuv JUCTAHIIHUOHHOT' O O6y‘-I€HI/ISI B 06pa30BaT€HLHBIX opraHu3anusax

DTUKa U 3CTETHKA TPY/la yUUTEINS

4. INTAHUPYEMBIE PE3YJIBTATbBI ObYYEHUS 110 JUCIHUIIJIMHE

KOII H HAMMCHOBAHHME HHIUKATOPA JOCTHIKCHUSA

Koa n HanMeHoBaHne KOMIEeTeHIIUHU
KOMIIETeHITHH

YK-1 Crnocoden OCYLLECTBJISITH nouck, | YK-1.1  JlemMoHCTpupyeT 3HaHHE OCOOCHHOCTEH
KPUTHYECKHIl aHAJM3 W CHHTe3 WHQOPMAINH, | CHCTEMHOTO u KPUTHYIECKOTO MBIIIUICHUS,

YK-8 Cnocoden co3naBath U mnoaaepxuBatb B|YK-8.1  OuenuBaer Qaxkrtopbl  pHCKa, yMeeT
NMOBCeAHEBHOI JKM3HM M B MNpodeccCHOHAIbHOM | 00ecreynBaTh JTHYHYIO 0€301acHOCTb "

B PE3YIbTATC OCBOCHUA NUCIIUIIIINHBI O6y‘laIOHlI/II>’IC$I JOJIKCH:




3HAThb:

yMeThb:

BJAJACTh:

5. OFbEM YUEBHOWM JUCHUIIJINHGI U BUJIbl YAEBHOM PABOTHI

OO6mmas TpyA0€MKOCTh TUCIUTIIINHBI COCTaBIIsACT 2 3a4eTHBIC (-bIX) eauHMII (-bI) (72), BKIIOUYAs
IPOMEKYTOUHYIO aTTECTAITHUIO.

PacnpegeneHue 4acoB AUCLMNINHBI MO Kypcam

Kype 3

Bupg zapsatuin | vo | eo

Hroro

Jlexnmu

2 2 2 2

ITpakruueckue 6 6 6

Konrakrnas padora |0,3 (0,3 |03 |0,3

Ha NPOMEXYTOUHYIO

aTTECTAILUIO

Hroro ayn. 8 8 8 8
Konrakrnas padora |83 (8,3 |83 |83
Cawm. pabora 63,7 | 63,7 |1 63,7 | 63,7
Hroro 72 72 72 72

6. COJEPKAHUE JUCUMUILINHBI T1O PA3IEJAM (TEMAM) M BUJAM 3AHSATHIA

Kon HaunmeHoBaHue pa3eoB U TeM /BHJ Cemectp | YacoB | Komneren- | Jluteparypa IIpumeyanue
3aHATHA 3aHsaTus/ / Kype M1
Pasgen 1. O6ecne4veHune
WMHOPMALIMOHHOM ©e3onacHocTn
rocygapcrtea u obuiectea

1.1 Kubepbe3onacHoCTh B cucTeme 3 0
HaIlMOHAJIBHOM 0€301acHOCTH
P® /Tema/

1.2 /Cp/ 3 8 |VYK-8.1 JIL.1 JI1.2

VK-8.2 JI1.3 J11.4
VK-1.1
VK-1.2
VK-1.3

1.3 KubGepnpecrymienust mpoTus 3 0
JIMYHOCTH, oO1ecTBa u
rocyapcTna
/Tema/

1.4 Kubepnpecrymienus MPOTHUB 3 2 | VK81 JIL.1 JI1.2
JIMYHOCTH, o011ecTBa i VK-8.2 JI1.3J11.4
rocynapctsa /JIex/ YK-1.1

VK-1.2
VYK-1.3

1.5 Kubepnpecrymienus MPOTHUB 3 2 | VYK-8.1 JI1.1 JI1.2
JIMYHOCTH, oOmrecTBa u VK-8.2 JI1.3J11.4
rocynapctsa /I1p/ YK-1.1

YK-1.2
VK-1.3

1.6 /Cp/ 3 10
Pasgen 2. lNoHaTne wvHbopmaumm u
NHopMaLmoHHasa 6e3onacHoCTu

2.1 CoBpemeHHOe 3 0
KUOEepIpOCTPaHCTBO
TexHuka 0€30MacHOCTH B
KuOepnpoCTpaHCTBE

/Tema/




2.2 /Cp/ 3 15 |YK-8.1 J1.1 JI1.2
VK-82 [JI1.3JI1.4
VYK-1.1
VK-1.2
YK-1.3

2.3 | [IpoGaemsl WnTepuer- 3 0
3aBUCUMOCTH,
kubepOyunnra /Tema/

24 |IIpoGnemsl WHTepuer- 3 2 | YK-8.1 J1.1 JI11.2
3aBHCHMOCTH, VK-8.2 JI1.3J11.4
kubepOymnra /Ip/ VK-1.1

VK-1.2
VK-1.3

2.5 /Cp/ 3 15

2.6 | Metonusl o0ecrnieueHus 3 0
6esomacuoctu [IK u HHTepHeTa.

Bupycs! u antuBupycel /Tema/

2.7 | Meronpl obecrieueHus 3 2 | VK-8.1 J1.1 JI11.2
oe3onacuoctu IIK m WnTepHeTa. VK-8.2 JI1.3 J11.4
Bupyce! u antusupycs! /I1p/ VK-1.1

VK-1.2
YK-1.3
2.8 /Cp/ 3 15,7
2.9 /KITA/ 3 0,3

* - Tema u3yuaeTcs ¢ y4eToM NpoeccHOHaTbHON HApPaBICHHOCTH
[Tnanel mpoBeeHUs yUeOHBIX 3aHATUI OTpakeHbl B OlleHOUHBIX MaTepuanax (IIpunoxenue 2.).

7. KOHTPOJIb KAYECTBA OCBOEHMSA JUCHUIIVIMHbI

KoHTposb kKauecTBa OCBOSHUS Y4eOHOTO MaTepHaia Mo JUCIUTUIMHE TIPOBOAUTCS B (popMe TeKyIIero
KOHTPOJISI YCIIEBAEMOCTH M IPOMEKYTOUHOM aTTecTallii B cOOTBETCTBUH C «Ilomoxenuem o ¢popmax,
MEPUOTUIHOCTH U MOPSIKE TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M TPOMEXKYTOYHOM aTTeCTAI[IH
obyuaromuxcs B IBOY BO CITIU u ero ¢pununanax».

Jliist arTecTanuu 00yJaromuXxcst Ha COOTBETCTBUE UX MEPCOHATBHBIX TOCTH)KEHUH TpeOOBaHUSM
00pa3oBaTeNbHON MPOTrPAMMBbI UCTIONIB3YIOTCS OLEHOYHbIE MaTepHalIbl TEKYLIET0 KOHTPOJIS YCIIEBAEMOCTH
u ipoMexxyTounoi arrectanuii (Ipuioxenue 2).

YpoBenb ¢chOpMUPOBAHHOCTH KOMIIETEHIIUU

chopmupoBana chopMHUpOBaHa B chopmupoBana
He c)opMHpPOBaAHA (bopmup (opmup (popmup
YaCTUYHO HeJIOM MOJTHOCTBIO
«He 3auTeHO» «3auTeHO»
«HeynoB/1eTBOPUTEIBHO» | «YIOBJIETBOPUTEIHLHO» «Xopomio» «OTInYHO»
Onucanne KpUuTepUeB ONeHUBAHUS
OO0yuarommiicst OO0yuarommiicst OO0yuarommiicst OO0yuarommiics
JIEMOHCTPHUPYET: JIEMOHCTPHUPYET: JEMOHCTPHUPYET: JEMOHCTPHUPYET:
- CYIICCTBCHHBIC | - 3HAHHS TEOPETHYCCKOTO |- 3HAHWE W ITOHMMAHHE |- IyOOKHe,
mpoOenbl B 3HAHMSX | MAaTepHaa; OCHOBHBIX BOTIPOCOB | BCECTOPOHHHE 51
y4e0HOro MaTepHala; - HENOJIHBIC OTBEThl Ha| KOHTPOJIUPYEMOIO apryMEHTHPOBAaHHBIC
- JIOITYCKAIOTCSI | OCHOBHEBIE BOTIPOCHL, | 00bEMa  MPOrPAMMHOTO | 3HAHHS MIPOrPaMMHOTO
MPUHIIMITHATIbHBIC OIINOKH B OTBETE, | MAaTEpHAJIa; MaTepuana,
OI_I_II/I6KI/I HpI/I OTBE€TC HaA| HECAOCTATOYHOC - TBep,Z[BIC 3HAHUIA | - ITIOJIHOC IIOHUMAHUC
OCHOBHEIE BOTIPOCHI | TOHUMaHHE CYITHOCTH | TEOPETHYECKOTO CYIIHOCTH 51




ournera, OTCYTCTBYET
3HAHHE ¥  TTOHWMAaHHE
OCHOBHBIX TOHSTHHA U
KaTEeropHii;

- HEMOHUMAaHNe
CYLIHOCTH
JIOTIOTHUTEIHLHBIX
BOIIPOCOB B paMKax
3aJaHui OmIIeTa;

- OTCYTCTBHUE  YMEHHUS
BBITTOTHSTh
MPAKTHYECKUE  3aJaHMS,
PeyCMOTPEHHBIE
IpOrpaMMon
JUCIUTLTAHBL,

- OTCYTCTBHE TOTOBHOCTH
(cmocoGHOCTH) K
TUCKYCCHM W HH3Kas

CTCIICHb KOHTAaKTHOCTH.

U3J1araeMbIX BOIIPOCOB;
- HEyBEpEHHbIE
HETOYHBIE  OTBETHI
JIOTIOTHUTEIIbHbIE
BOIIPOCBI;

- HEJ0CTaTOYHOE
BIJICHUE  JINTEPaTypoH,
PEKOMEHOBAaHHOM
IIPOTPaMMOM
JUCIUILINHBL,

- ymeHue 0e3 TpyOBIX
o1nO0K pemiathb
NPaKTUYECKUE 3a/IaHUs.

u
Ha

MaTepuana.
- CIIOCOOHOCTH
yCTaHaBIUBAaTh 51
OOBICHITH CBA3b
OPakKTUKU W TEOpPHUH,

BBISIBIIATH TIPOTUBOpPEYUS,
npoOjaeMbl U TEHICHLUHU
pa3BUTHS;

- NPaBUJIbHbIE U
KOHKpETHBIEe, 0e3 TpyObIx
omMOOK,  OTBETHI  Ha
MIOCTaBJICHHBIE BONPOCHI;

- yMeHUue pemarb
[IPaKTUYECKUE  3aJIaHWs,
KOTOpbIE cienyer
BBIIIOJIHNTB;

- BJIAJEHHE OCHOBHOU
JIUTEPATYPOH,
PEKOMEHIOBAHHOU
IIpOrpamMmon
JUCUUILINHBI;
Bo3MoxHBI
HE3HAYUTEIIbHbIE
HETOYHOCTHU B
PacKpbITUM  OTJEJbHBIX
MOJIOKEHU N BOIIPOCOB
ourera, MIPUCYTCTBYET
HEYBEPEHHOCTH B
OTBETax Ha
JIOTIOJIHUTEIIbHBIE
BOIIPOCHI.

B3aMMOCBSI3H
paccMaTpuBaeMbIX
IIPOLIECCOB U SIBJICHUM,
TOYHOE 3HAaHHUE
OCHOBHBIX TOHSITHH B
paMKax 00CyKIaeMbIX
3a7JaHuM;

- CIIOCOOHOCTD
yCTaHaBJIMBAaTh n
OOBICHSITH CBS3b
MIPaKTUKU U TEOPHUH;

- JIOTUYECKU
MoC/IeIoBaTeNLHbIC,
co/iepKaTebHbIE,
KOHKPETHBIE n
MCYEPIBIBAIOIINE OTBETHI
Ha BCe 3amaHus Ouiera, a
TaKkKe JOIOJIHUTEIILHBIC
BOIIPOCHI K3aMEHATOPA;

- yMEHUe pemarb
MPaKTUYECKUE 3a1aHus;

- Hajgu4uhe CcoOCTBEHHOMH

00OCHOBAaHHOHW  IMO3UIIMU
o 00cyxk1aeMbIM
BOIIPOCAM;

- CcBOOOIHOE
HCIIOJIb30BaHHE B
OTBETaX HA  BOIPOCHI
MaTepHuaoB
PEKOMEHOBAaHHOM
OCHOBHOM n
JOTIOJTHUTEIIHLHOM
JUTEPATYPHI.

8. YAEBHO-METOANYECKOE OBECIIEYEHHME JUCHUIIJIMHbBI

Y4eOHo-MeToAnYecKoe 0OecredeHre TUCIUIUIMHBI BKIIIOYaeT pabouyio NporpaMmy AUCLUILIINHBI,

MCTOAUYCCKHUEC MAaTCPUAJIbI,

OLCHOYHBIC MaTCpHAJIbI.

VY4eOHo-MeToanYecKoe 00ecredeHre CaMOCTOSATENbHON paboThl 00YUalOIMXCs BKIIOYAET: YUeOHUKHY,
yueOHbIe T0CcoOUs, JEKTPOHHBIE 00pa30BaTEIbHBIC PECYPChI, METOAMYECKHE MaTEpHAIbL.

CamocrositenpHas paboTa oOydaronuxcs BisieTcss GopMoit opraHu3anuu 00pa3oBaTeIbHOTO
nporiecca Mo AUCHUIUIMHE U BKIIIOYAET CIIEAYIONIIe BUbI AEATEIbHOCTHU: TIOUCK (0oa00p) 1 0030p
Hay4HOU U y4eOHO! JIUTEepaTyphl, SJIEKTPOHHBIX HCTOYHUKOB HH(POPMAIIUH 110 U3y4aeMoil TeMe; padoTa ¢
KOHCIIEKTOM JIEKIUH, SIEKTPOHHBIM YUY€OHHUKOM, CO CJIIOBApSIMHU U CLIPAaBOYHUKAMHU U JIP. UCTOUHUKAMHU
nH(popmMannu (KOHCIIEKTUPOBAaHHUE); COCTaBJICHUE TUIaHA U TE3UCOB OTBETA; IOATOTOBKA pedepara;
BBINOJIHEHHE TBOPUECKUX 33aJJaHUN U MTPOOJIEMHBIX CUTY-allUi; OATOTOBKA K KOJJIOKBUYMY,
cobeceI0BaHuIO, MPAKTHYSCKUM 3aHSATHIM; TOJATOTOBKA K 3a4ETy M DK3aMCHY.

9. IEPEYEHb OCHOBHOW 1 JIONOJIHUTEJIbHOM JINTEPATYPHI

9.1. Pexomenayemasi iutepaTypa

9.1.1. OcHoBHas1 JIUTEpaTypa




J1.1

Tony6un P. B., UcakoBa U. A., Kopotsimes A. I1., Kocapesa H. C., Poixtuxk I1. I1.
Kubep06e30macHOCTh MOAPOCTKOB B CeTH HHTEpHET. [IpoTHuBOIElicTBIE KHOEpYyTpo3am
[DnexTpoHHBI pecypc]:yueOHo-MeToanyeckoe mocoodue. - Hkuuit Hosropoa: HHI'Y um. H. 1.
Jlo6aueBckoro, 2022. - 65 ¢. — Pexxum noctymna: https://e.lanbook.com/book/283286

J1.2

https://e.lanbook.com/book/317732

Tpodumona H. b., becnanenko E. M. Kubep6ezonacHocTs: nHGOpMaIMOHHAS 0€30TTaCHOCTh
oOyuatomuxcs B cetu MatepHeT. [Ipodunaktuka CyuinaalbHbIX PUCKOB y IETEH U MOJAPOCTKOB
[DneKTpOHHBIN pecypc]:yaeO0HO-MEeTOIUIECKOe TOCOOHE TSl 00YUAIOIIMXCS B MATUCTPATYPE TI0
HarpasjeHuIo MoAroToBKH 44.04.02 rcuxosioro-neaarorndeckoe oopazoBanue, mpoduiib
«TICUXOJIOTO-TIEIATOTHYECKOE COMPOBOXKIEHUE U O€30MaCHOCTh JJMYHOCTH B 00pa30BaHUI»;
44.04.01 nemarornueckoe oOpazoBaHue, MPOPUIb «KTUTHEHA  0€30IMaCHOCTh 00pa30BaTEILHOTO
npocTpancTBay. - Boponex: BITIY, 2022. - 68 c. — Pexxum gocryna:

J1.3

https://e.lanbook.com/book/386636

Banuna A. T, Opén JI. B., Aaukyes C. B. [lepconanbnast Kubep0e30macHOCTh: KypcC JEKIIUMA
[DnexTpoHHBIH pecypc]:yaedHoe mocodue. - CraBpomnonb: CKOY, 2022. - 137 ¢. — Pexxum nocryma:

JI1.4

https://e.lanbook.com/book/398231

AxaeBa A. A., Maromenoga I11. I'., Pagquenxo T. B., ImoGenko O. A., Aprémooii C. B., Unbsryesoit
A. A. Kubep0e30macHOCTh: TEXHUUECKHE U MPABOBbIE ACHEKTHI 3auThl HH(popmaru. COOpHHUK
HayuyHbIX Tpya0B: | HannonanbHas HayuHo-nipakTHueckas koHpepeHnuus (r. Mocksa, 24-26 mas
2023 r.) [OnexrponHsIil pecypce]:. - Mocksa: PTY MUPOA, 2023. - 319 c. — Pexxum pocryna:

10.1 UuTepHeT-pecypcsnl (02361 JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE
CHUCTEMBI U JP.)

OBbC «Jlanb» https://e.lanbook.com
Hanmonanwsuas anexrponHas 6udnuoreka (HOB) https://rusneb.ru
9BC «¥Opaiit» https://urait.ru

OBC «KypHanbHbIi 3a11»: PyCCKUI TOJICTHII
KYpHAJI KaK 3CTeTUYECKuil peHoMeH

https://magazines.gorky.media

«nexrponnas oubnmorexka UMJIN PAH»

http://biblio.imli.ru

«OnextponHas 6ubnuorexka MPJIN
PAH» (Ilymkunckuii lom)

http://lib.pushkinskijdom.ru

Hayunsii apxus

https://nayunbiitapxus.pd

OBbC «Ilenaroruueckas 6HOIMOTEKA http://pedlib.ru
OBC «AnOyKC.py» https://www.ibooks.ru
Hayunas snexkrponnas 6ubnuoteka eLibrary.ru https://elibrary.ru
OBC Bykonnaiim https://bookonlime.ru
Hayunast anextponHas 6ubnuorexa https://cyberleninka.ru/
«KubepneHnnnka

I'ocynapcTBenHas myOIu4Has HAyYHO-TEXHUYECKast
oubnmoteka Poccun. Pecypchl OTKpBITOTO 10CTyNa

http://www.gpntb.ru/elektronnye-resursy-
udalennogo-dostupa/1874-1024.html

bubnuoteka akanemun Hayk (BAH). Pecypcst
OTKpPBITOTO AOCTYyIa

http://www.rasl.ru/e_resours/resursy otkrytogo dost
upa.php

10.2. ITIpogeccuonanbHBIE 023bI JAHHBIX H HHPOPMALNMOHHBIE CIIPABOYHbIC CHCTEMBbI

YHuBepcurerckas nHGOpPMaIMOHHAs CUCTEMA
POCCHA

https://uisrussia.msu.ru

Enunoe okHO noctyna k oOpa3oBaTeIbHBIM
pecypcam

http://window.edu.ru/catalog

CJ'IOBapI/I W SHIUKIOIIC AU

https://dic.academic.ru

[Tenarornueckas macrepckas «IlepBoe ceHTAOp»

https://fond.1sept.ru

CaiitT Equnoit komnexuuu g poBbIx
00pa3oBaTEeNbHBIX PECYPCOB

http://school-collection.edu.ru




Hanmonanenas minatdopma «OTKpbITOE https://openedu.ru

o0Opa3zoBaHHe»
[Toptan «Ennnas xomnekus nuppoBbIX http://school-collection.edu.ru
00pa3oBaTeNbHBIX PECYPCOBY»
Poccwuiickoe obpazoBanue. DenepanbHbIN TOpTA http://edu.ru
[Topran deaepalbHBIX roCy1apCTBEHHBIX http://fgosvo.ru
00pa30BaTeNbHBIX CTAHIAPTOB BBICILIETO
o0pa3oBaHUA
Enunas nuudpoBast KOJUIEKIUS IEPBOUCTOYHIKOB https://nayunsiitapxus.pd

Hay4HbIX PabOT yJJOCTOBEPEHHOI'0 KayecTBa
«HayuHp1i1 apxuB»

Iopran npoexra «CoBpeMeHHast HuppoBast https://online.edu.ru
oOpasoBarenbHas cpena B POy

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCHUIIJIMHBI (MO YJIS)

3aHATHS, TEKYIIMH KOHTPOJIb YCHEBAEMOCTH W MPOMEKYTOYHAs AaTTECTAlWs [0 JAUCIUIUIAHE
MPOBOJATCS B YYEOHBIX ayJUTOPHUSAX, YKOMIUJICKTOBAaHHBIX THUIIOBOM MeOenbio i OOydarolmmxcs Hu
MperoiaBaTessi, TEXHHYECKHMH W MYJIbTHMEAMWHBIMH  CPEICTBaMH OOy4YeHHs, BKIIOUECHHBIMH B
JIOKAJIbHYIO CETh By3a U C JOCTYIIOM K HH(OPMAIIMOHHBIM pecypcaM ceTu VHTepHeT.

PabGoune Mecta misi caMOCTOSTENHHOM PabOTHI O0YUYaIOIMIMXCA OCHAIICHBI KOMIBIOTEPHON TEXHHKOW C
NOJKIIOUEHUEM K ceTh VIHTepHeT M o0ecredyeHbl JOCTYNOM B 3JIEKTPOHHYIO HH(POPMALMOHHO-
o0Opa3oBaTenbHYI0 Cpey By3a.

KoMmmproTepHoe 000py/10BaHUE UMEET COOTBETCTBYIOIEE JTUIIEH3MOHHOE MPOrpaMMHOE 0OecIieYeHue:

1. ITaker mporpammHoro obecrnedenust odmero HazHadenus: Microsoft Office (MS Word, MS Microsoft
Excel, MS PowerPoint).

2. Adobe Acrobat Reader.

3. bpaysep (Internet Explorer, Mozilla Firefox, Google Chrome, Opera u np.).

4. IIporpammMa TecTupoBaHusi AWpeH.




ITpunoxenue 1

MeToguuecKne MaTepHuaJibl M0 AUCIUIUIAHE
«Kubepbe3onacHocTb»

1. IlnanbI MPpAKTHYE€CKHUX paﬁoT U MeToAnUYeCKHEe peKOMeH Al

Tema 3. CoBpeMeHHoe KuOepnpocTpaHcTBO TexHUKa 0€30MacCHOCTH B KHOEpNPOCTPaHCTBe
IIpakTnueckoe 3ansarue 3.1.
Bomnpoce! a5t 06cyKaeHust

1.

2
3.
4

v

® N

10.

11.
12.
13.
14.

15.
16.

MoinieHHMUeckHe feicTeus B MIHTepHeTe. KubeprpecTyriieHus

CereBoii 3TuKeT. [Icuxonorus u cetb

[TpaBOBBIE acIeKThI 3aIUTHI KUOEpPIIPOCTPaHCTBA
OH/aiiH cepBUCHl /i1 0€30MacHOCTH  T0JIb30BaTess B WH-TepHeTe (TIpOBepKa
KOMIbIOTepa U (ail/ioB Ha BUPYChl OHJ/IAWH, OHMAMH JeakTuBalus SMS-BUDPYCOB,
TpoOBepKa caiiTa Ha BUPYChl, TMpOBepka (ailioB mo e-mail, ompeneneHve azapeca
CTpaHMIIbI, TIpoBepka ctoumoctd CMC u ap.).
Hactpotiku 6e301acHOCTH ITOUTOBBIX MPOrPaMM.
3aluTa B MOMCKOBBIX cUCTeMax ((PUIbTPBI /151 OTPAaHUYEHUs] TIOTEHLU-aJbHO OMacHOro
COJeP>KUMOT0).
HacTtpotiku 6e3omacHoctu Beb-0pay3epoB (Internet Explorer, Firefox u T.1m.).
DJIeKTpOHHAsI TT0YTa U CUCTEeMbl MTHOBEHHOTO 0OMeHa COOOITIeHHsIMU.
HacTtpotiiku 6e3omacHocty Ckaiir, ICQ u nip. Criocobs1 obecrieueHus: 6e30MacHOCTH BeO-
cauTa.
Kubepnpecryriienusi. Bugpl MHTepHeT-MOIlIeHHUUeCTBa (TMCbMa, peK-jlama, 0XOTa 3a
JIMYHBIMU JAHHBIMU M T.I1.). OrmacHOCTH MOOUIbHOM CBsi3u. TIpe/iyio)KeHusI 10 yCTaHOBKe
BpE/IOHOCHBIX MPUJI0KEHUH.
Mormennnueckre CMC. YTeuka U 0OHapoioBaHHe JTMUHBIX JaHHbIX. [1og00p U repexBar
rapoJiei.
B3/10MBI aKKayHTOB B COLMa/IbHBIX CceTdaX. Buapl MmomieHHnuecTBa B MIHTepHeTe. OULLIMHT
(bapmuHr). A3apTHbIe UTPbI.
JloxxHble aHTUBUpYCHI. [logmeHa CTpaHWL] B MHTepHeTe (CaWThbI-K/IOHbI). dasblivBbie
daiinoobMeHHUKH.
DJIeKTPOHHBIN KolllesieK. MollieHHHUeCTBO MPU pacnpocTpaHeHnu «becruiatHoro» T10.
TexHonoruu MaHUIyIMpoOBaHus B IHTepHeTe.
TB ripu UHTEpHeT-001eHNH.

Tema 4. IIpo6siemb1 IHTepHeT-3aBUCUMOCTH, KHOepOy//IMHTa
IIpakTHueckoe 3ausaTue 4.1.

Bormpocsl anst 06cykaeHust

['uruena komribrOTEpA.

KommibroTep 1 KpoBooOpariieHue.

[Tonb3a 1 Bpe[;, KOMITbIOTEPHBIX WIP.

Komristorep u 30K.

du3ryeckoe U MCUXUUECKOE 3[J0POBbeE.

[TpaBusia roBeieHus1 B KOMITbIOTEPHOM KJlacce.
VHTepHeT B cucTeMe 6e30MacHOCTH.

TexHuka 6e30macHOCTH TIpY paboTe C KOMITHIOTEPOM.

LONPUT AWM=

—
e

KommnbroTep ¥ MOOM/IbHBIE YCTPOIMCTBA B Upe3BbIUAMHbBIX CUTYaLIUsIX.

MegurrHckass uHGopMals B VHTtepHeTe. KoMmbroTephl U MOOW/IBHBIE YCTPOMCTBA B
5KCTpeMasbHbIX YCIOBHUSIX.



11. BosgelicTBue pailMOBOJIH Ha 3,0pOBbe U OKpy»Karolyto cpeny (Wi-Fi, Bluetooth, GSM).

12.  Komruiekc yripa)kHeHU# Npy paboTe 3a KOMITLIOTEPOM.

13. Bo3spgeiictBue Ha 3penHue IJIT, KUIKOKPUCTA/NIMUECKUX, CBETOLUOJHBIX, MOHOXPOMHBIX
MOHUTOPOB.

14. KommbroTep B pexvMe TpyZa U OTAbIXA.

15.  BuvsiHMe KOMIIbIOTEpa Ha PelpoyKTHBHYIO CUCTEMY.

16. Bpennbie GakTopbl paboThI 32 KOMITBIOTEPOM M WX TIOC/I€ACTBUS.

Tema 5. Metojp1 o6ecrieuerusi 6e3onacHoctu ITK u HTepHeTa. BUpychl 1 aHTUBUPYCHI

IIpakTH4yeckoe 3ansaTHe 5.1.

KoHTeHT-(unbTpBL.

ITouckoBele cepBepsl.

[Ipu3Haku 3apakeHUs1 KOMITbIOTEpA.

AHTHUBUpYCHas 3all{yTa.

3awuTa QaitioB. besonacHocTh Npy cKaurBaHUU (hali/ioB.

3aiuTa NporpaMm U JJaHHbIX OT HeCaHKLJMOHMPOBAHHOIO KONTMPOBAHUS.

OpraHusaloHHble, OpUUYecKre, IpOrpaMMHbIe U IPOrpaMMHO-arraparHble Mepbl

3aLLUTHI.

8. 3ammra nporpaMM M [aHHbIX C TOMOLIbIO TapoJiel, NPOrpaMMHBIX U 37€KTPOHHBIX
KJIIO4el, CepUMHBIX HOMEPOB, ITepeHoca B OHJIalH U T.II.

9. Henepemelriaemble IporpamMmmsl.

10. 3amuTa OT KONMPOBaHUS KOHTEHTa CcauTa.

11. Vicrounuku 3apaxenus [1K.

12. AntusupycHoe I10, Bufb1 1 Ha3HaueHre. MeTo/bl 3alUThI OT BUPYCOB.

Nk W=

2. 3ajgaHus Jjisi CaMOCTOATEe/TbHON PaboThI

Tema 1. KubepOe3omacHOCTh B cHCTeMe HallMOHAIbHOU Oe3omacHoCTH PO
[TogroToBuTh JOKIAZ 0 TeMe:

1. VudopmanmoHHas BoitHa. IH(popMaljoHHOe opy»Xue.

2. TlaTpuOTH3M U UHTEpHeT.

3. MHpopmaioHHOe BO3/ielCTBHe.

Tema 2. KubepripecTyruieHus IPOTHUB JTMYHOCTH, 00II[eCTBa 1 roCy/apCTBa
[TogrotoBuTh JOKIAZ IO TeMe:
1. PeanbHas 1 BUpTyasibHast JIMUHOCTE.
2. Tlcuxonoruueckasi obcraHoBKa B VHTepHeTe: TpuduHI, KubepOy/iuHr, KubepMoOOUHT,
TPOJUTMHT, Oy/UTHLINZ,.

Tema 3. CoBpemeHHOe KnbOepripocTpaHCTBO TexHrKa 6€30MmacHOCTH B KUOepPIPOCTPaHCTBe
[TogroToBuTh JOKIAZ 0 TeMe:

1. DneKTpOHHBIN KOLleJeK.

2. MollleHHMUeCTBO TPU pacripocTpaHeHun «becruiatHoro» I10.

3. IlpaBuna noBesieHys B CKauIe.

4. ®opym. IlpaBuna noBejeHus

Tema 4. [Ipo6nembl MIHTepHET-3aBUCUMOCTH, KubepOy/IIMHTa
IToaroroBuTh AOK/IA/ 10 TEME:
1. Bupp! IHTepHeT-3aBUCUMOCTH.
2. KubepkynbTypa (MaccoBasi Ky/ibTypa B CETH) U JINUHOCTb.
3. Tlcuxonoruueckoe Bo3jelicTBMe UH(OPMALIMY Ha YesloBeKa



Tema 5. Metozpl obecrieuenusi 6e3onacHocty [TK u iHTepHeTa. BUpychbl 1 aHTUBUPYChI
IToaroroBuTh AOK/IA/ 10 TEME:

1. Mepsi 6e3omacHoCTH Ayis Tiosib3oBaTe st WiFi. HacTtpoiika 6e3o0macHOCTH.

2. Bupycsl A5t MOOMTBHBIX YCTPOWCTB (MOOU/IbHBIE OaHKepHI U fIp.).

3. IlpumepHbIe TeMbl pedepaToB

1. Mudopmarms - GpakTop CyiieCTBOBaHUs U pa3BUTHs 001jecTBa. OCHOBHBIE (OPMBI

niposiBiieHus: MH(OpPMaLMK, eé CBOMCTBAa KakK 00beKTa 6e30macHOCTH.

[MoHsTHE Ge30MacHOCTH U eé cocTasisitolye. be3onmacHoCTh WHGOpPMaLIKK.

O6ecreuenrie HH(HOPMALMOHHOM 6e30TIaCHOCTH: COZiep>KaHke M CTPYKTypa MOHSTHS.

HaimoHanbHble MHTEpeChl B UHPOPMAaLMOHHOU cdepe.

VcTouHuKY U cofiep)KaHre yrpo3 B MH(OpMaloHHOM cdepe.

CooTHoIlIeHHe TTOHATHH «MH(pOpPMaLMoHHasi 6€30MacHOCTb» U «Hal[MOHAbHAas

6e301acHOCTb»

7. Puck paboTbl Ha TepCcoHaIbHOM KoMITbloTepe. [1aHupoBaHue Ge3oracHoi paboThl Ha
NepCOHAIbHOM KOMIIbIOTEpe.

8. Mudopmarnus - hakTop CylijeCTBOBaHUS U Pa3BUTHs 00I1leCTBa.

9. Llenu u 3afaun 3alMTHl KUHGOOPMALUH.

10. Opranu3zauys 3aiuTbl KOH(U/eHMaIbHOM UH(POPMaLUH.

11. Byl 3aijuiriaemMoit tHGopmaiiuu B cpepe rocylapCTBEHHOTO U MyHULIUIA/IbHOTO
yIpaBJIeHuUs.

12. YpoBHu BefieHUs1 UH(OPMALIMOHHOM BOIHBI. OriepaTMBHasi MaCKMPOBKa.
PapuosnekTpoHHasi 6opb0a. BoszelicTBre Ha ceTu.

13. OcHOBHbIE TI0/IOXKEHHSI TOCYAAPCTBEHHOW HWH(POPMALMOHHOM MOMUTUKM Poccuiickoit
®egepanuiu.

SRRl



[IpunoxkeHue 2

O1njeHOYHbIe MaTepPHA/IbI M0 AUCIUILIHHE
« Kubepoe3omacHOCTb»

1. OneHouHble MaTepHaJbl /Il TEKyLero KOHTPOJIs
1.1. TecTroBbIe MaTepHaJbl

Tect 1
1. lndopmariorHasi 6€301acHOCTb 3aBUCHT OT:
a) KOMIbIOTEPOB, MOAepKUBaroLLei HH(PACTPYKTYphI +
0) Tosib30BaTesei
B) uH(dopMaLu
2. TapreTupoBaHHas aTaka — 3TO:
a) aTaka Ha ceTeBoe 000py/0BaHHe
0) aTaka Ha KOMITBFOTEPHYIO CUCTeMY KPYITHOTO TIPeATIPUATHS +
B) aTaka Ha KOHKPETHbI KOMITbIOTep 10J1b30BaTesIs
3. Stuxnet — 3T0:
a) TPOSIHCKasi TporpaMma
0) MakKpoBHpYC
B) NPOMBIIJIEHHBIN BUPYC +
4. OcHOBHasi Macca yrpo3 uH(hOpMaLMOHHOM 6e30T1aCHOCTH MPUXOAUTCS Ha:
a) TposiHCKue rporpammsl +
0) IIIm1oHCKWe MpOrpaMMBbl
B) Uepsu
5. TToz Kakue cucTeMbl pacrpoCTpaHeHHe BUPYCOB MPOUCXOAUT Haubosee AMHAMUUHO:
a) Windows
6) Mac OS
B) Android +
6. Kakoit Buj ueHTU(DUKALIMY U ayTeHTU(UKALIN TIOMYYU/T Haubosibillee pacripoCTpaHeHe:
a) cucrembl PKI
0) TIoCTOsTHHBIE TIApPOJ/A +
B) O/IHOpa30BbIe 11apo/u
7. Kakue yrpo3sbl 6e3oracHOCTH MH(OPMAIUU SIBISTFOTCS TIpeiHaMepeHHBbIMU:
a) OLIMOKK NepcoHasa
0) OTKpBITHE 3/IEKTPOHHOTO TTHMChMa, COZIEPIKalllero BUPYC
B) He aBTOPM30BaHHbIN OCTyN +
8. Uto Takoe «oddTormn»:
a) coob1ieHue He IO TeMe hopyma +
0) yactb rapzepoba
B) (hyTOO/BHBIN TepMUH
9. Cucremoii Kpuntorpahruueckou 3aliuThbl UH(POPMAaIUK SIBISIETCS:
a) BFox Pro
6) CAudit Pro
B) Kpunro Ilpo +
10. CTTAM:
a) arpeccUBHOe MoBe/ileHre Ha (popymax
0) MaccoBast pacChl/IKa peKJiaMbl U TIPOUHX 0OBSBIEHUH +
B) LIeTIOUKA HETIOHSITHBIX, HEJIOTUYHBIX 00BsICHEHUI
11. Kakuvie BUPYChI aKTUBU3UPYIOTCS B CAMOM Hauasie paboThl C orepalioOHHON CUCTeMOIA:
a) 3arpy304Hble BUPYChI +



0) TPOSHIIBI

B) UepBU

12. ITepeBesuTe Ha s13bIK VIHTepHeTa BbIpaKeHUE «JIUTh BOAY»:

a) Quelim

0) dmyn +

B) CITAM

13. «CrnoBecHas BoiiHa», BO3HUKarOL[asi MHOT/a Ha (hopymax:

a) Queiim +

6) CITAM

B) daya

14. 1151 Beifenenust Hanbosee 3HAYMMBIX CJIOB B TEKCTE HCTIO/B3YIOT:

a) KypCUB

0) moguepKrBaHUe

B) YKUDHBIW IPUPT +

15. Habop cnioB 3ATTTABHBIMU GykBamu C/Ty KHT:

a) [/15 BbIDAKEHUS CUJIbHBIX SMOLMH +

0) a1 0603HaUeHUsT Yero-To OOBIIIOro

B) /7151 TIpUBJIeUeHUsI BHUMaHUsI coOeceJHUKA K IJIaBHOMY B BbICKa3bIBaHUU

RELAP

RELAP

16. Hopwme! ob1ienusi B cetr VIHTEpHeT:

a) UHTeKeT

0) HeTHKeT +

B) STHUKET

17. BoibepuTe BepHOe yTBep)K/eHNe.

ABTOpPCKHe TIOCTBI, pPa3MelliaeMble TI0/Ib30BaTe/sIMU B COLIMAbHBIX CeTsX U b/orax:

a) HUKOT/IA He COZieprKaT MepCoOHaIbHOM MH(OPMALIMH, TI03TOMY UX MyO/MKaLys He HeceT
Ccepbe3HbIX MOoC/IeCTBUN

0) Bcerza coziepykat U3JHILIHIO MePCOHaNTBHYI0 HH(OPMALUIO O YesloBeKe, UTO MOYKET
HaBPeJUThb He TOJLKO ero pernyTaluu, HO U JINUHOU 6e301acHOCTH

B) OLIEHMBAIOTCS YATATE/SIMHU IT0-Pa3HOMY, TIO3TOMY HEBO3MO)KHO TIPe/ICKa3aTh, KaK IMyO/IMKaLyst
10CTa OTPa3UTCs Ha peryTaluu ero aBrTopa +

18. YkakuTe yCTPOMCTBO /151 TOLK/IFOUEHHST KOMITbIOTepa K CeTH:

a) MbILLIb

0) mogem +

B) CKaHep

19. TIpu mpocmoTpe Beb-caliToB 1 00meHny uepe3 ViHTepHeT:

a) Bel ocTaBrnisieTe 3/1eKTPOHHBIE C/1e/ibl, KOTOPbIEe MOXKHO Y/la/IUTh CAMOMY

6) Bbl ocTaBssieTe 37€KTPOHHBIE CJiejbl, KOTOPbIE XPaHATCS TOBKO Ha Bariem KoMIibroTepe
B) Brl ocTaBnsieTe 3/1eKTPOHHBIe Criefibl («IU(POBbIE OTIIEYaTKH» ), 10 KOTOPHIM MOXHO
onpeennTh, Kakie CTpaHuLbl Bel mpocMarpuBanu U Kakou [P-agpec komrbroTepa Bel
VICTI0/Tb30Bau +

20. I'naBHoO dyHKIMel OpaHAMaya3pa sIB/ISETCS:

a) TIOTIO/THUTEe/TbHOe O(HCHOe TIPUIOXKEHUS [1/1s1 paboThI C 6a3aMU JaHHBIX

0) 3aiMTa KOMITBIOTEpA OT B3/I0Ma XaKepaMH, a TaK)ke BCEBO3MOKHBIX BUPYCOB U «TPOSTHOB» +
B) yIpolLleH’e U ONTUMU3aLMsl PabOThI OTepaLiOHHON CUCTEMBI

eksiama0+

21. Yto HE noMoxeT 3allUTUTh CBOIO 3JIEKTPOHHYIO TIOYTY OT B3J/I0Ma:

a) MepyuoiueCKy MEeHSITh aJjpec 3JIeKTPOHHOU MOYThI, MEHSITh ITPOBAIepOB +

6) co3zaBath pasHble MTAPO/IM OT PAa3HbIX aKKayHTOB

B) HEe OTKPBIBaTh COOOIL[eHNsI C HE3HAKOMBIX U TI0/|03PUTE/bHBIX aZipecoB



22. Korzia MOXKHO IOJTHOCTBIO [IOBEPSITh HOBBIM OHJIAUH-JPY3bsIM:

a) NMOTrOBOPUB MO TesieoHy

6) Huuero He MoxeT fjaTh 100 %-HyI0 rapaHTHIO TOTO, UTO OHJIAMH-/IPYTY MOXKHO JJOBEPSITh +
B) mocsie obmeHa (oTorpadusmu

23. Uto fenarhb, ec/1d BaM MPULLIO ITUCBMO O TOM, UTO Bbl BBIMIPA/IU B jIOTEpee:

a) CBSA3aTbCsl C OTIIPABUTEJIEM 10 TesieOHy

0) mepeiTH 0 CChUIKe B TIMCbMe, BeJlb MH(MOPMALYs MOXKET 0Ka3aThCsl ITPaB/oH

B) y[aJIUTh €ro U 3a0/I0KUPOBATh OTIIpaBUTeIs +

24. Kakyto nHbopmMaruo o cebe MOKHO BBIK/Ia/IbIBaTh B VIHTepHETe B OTKPBHITOM [[OCTYTIE:
a) MecTo paboThl poauTenei

0) o cBoMX MHTepecax +

B) HOMeD Tesne)oHa

25. Kak 3a1uTUTLCS OT HeraTUBHOI'O KOHTEeHTa:

a) 00paTUTLCS K aBTOPY HETaTUBHOTO KOHTEHTa

0) He oOpalraTh Ha HETO BHUMaHMS

B) MCIIO/Tb30BaTh Oe3oracHkIM mouck Google u 6e3omacHbIi pexxum Ha YouTube +

26. B KaKoM c/1yuyae HapyllaeTcsl aBTOPCKOe MpaBo:

a) MpU KUCII0/Ib30BaHMY MaTepuanoB Bukurneauu [/1s1 MOATOTOBKM /10K/1a/la CO CChUIKOM Ha
VICTOYHUK

0) mipu pa3merieHry Ha YouTube co6CcTBeHHOTO BHIEOPO/IMKA C KOHIIEpTa KaKOW-IM00 Ipymribl +
B) MPY ITPOCMOTPeE TPAHC/ISILUI Ha OUIMaTbHOM CaiiTe TesieKaHasia

27. TposiHCKas rporpamMa oriacHa Tem, uTo:

a) NMPOHMKAaeT Ha KOMIBIOTEP I10J, BUOM I10Ie3HOU NTPOrpaMMBbl U BBITIO/IHSIET BPeJOHOCHbBIE
JeiicTBusi 6e3 BeZlomMa Iosib3oBaTeisi +

6) obmazaeT BceMH BhILIeNepeurC/IeHHBIMA BO3MOXXHOCTSIMH

B) BbIHY>K/laeT M0/Ib30BaTesIsi BO3BpallaTh J0/ITH JaHailleB

28. KnaBuarypHbI{ IIMHUOH:

a) 10pUIMUeCcKUil TepMUH, UCIT0/Ib3yeMbli /s 0003HaueHusi paBoOHapyLIeHU, CBSI3aHHBIX C
nH(OpMaLMOHHOM 6e30TIaCHOCTHI0

6) Ppusmueckuii TepMUH, UCIIOJ/Ib3yeMbIi /i1 0003HaueHust MpaBOHAPYILIeHUH, CBSI3aHHBIX C
nH(OpPMaLMOHHOM 6e30TIaCHOCTHI0

B) Mporpamma, OTC/IeXKMBAroLLasi BBOJ, 10/Ib30BaTeseM Naposiei U MMH-KOZI0B +

29. Uto He AB/IeTCA NepPCOHA/IBHBIMU JaHHBIMU:

a) ucropwusi 6onesHu +

0) macropTHbIe JJaHHbIE

B) hamuusi, UMsi, OTYECTBO

30. Uto penats, ey Bbl CTa/Iv )KepTBOW UHTEPHeT-TPaB/Iu:

a) ChIMaTb yrpo3aMU B OTBeT, Mpe/ijiaraTb BCTPETUTHCS U pa300paThCst

0) 0OpaTUTHCS B aIMUHUCTPALIMIO Pecypca C poCck00l Haka3aTh 00MUMKa +

B) BBIKMHYTb KOMITbIOTED

Tect 2

1) K nmpaBoBeIM MeTozaM, oOecreuuBamIiUM HWH(POPMAI[MOHHYI0 0€e30MacHOCTb,
OTHOCSITCH:

- Pa3paboTKa anmapaTHBIX Cpe/icTB 00ecrieueHus TTPaBOBBIX JaHHBIX

- Pa3paboTka M ycTaHOBKa BO BCeX KOMITBIOTEPHBIX MPABOBBIX CETSIX >KYPHAJ/JOB ydeTa
JlelicTBUM

- Pa3paboTka ¥ KOHKpeTH3alus TMPABOBBIX HOPMAaTHUBHBIX aKTOB obecreueHUs
0e30MacHOCTHU



2) OCHOBHBIMM HCTOYHHUKAaMU Yrpo3 HWH(OpPMalMOHHOW 06e30TaCHOCTH SIBJSIOTCSA BCe
yKa3aHHOe B CITHCKe:

- XullleHre KeCTKUX JUCKOB, MOJAK/IOUeHre K CeTH, MHCalepCTBO

- [lepexBar JJaHHBIX, XUIl[eHUe JaHHbIX, NU3MeHeHHe apXUTeKTyPbl CUCTEMbI

- XullleHWe [JaHHBbIX, TOAKYIN CUCTEMHbIX aJMWHUCTPATOPOB, HapylleHWe perjiameHTa
paboThI

3) Bugbl nuHpopmMarimoHHOW 6e30TIacHOCTH:

- [lepcoHanbHasi, KOpriopaTHBHas1, TOCy/lapCTBeHHas

- KnueHrtckasi, cepBepHasi, ceTeBasi

- JlokanbHas, rmobanbHasi, CMelllaHHast

4) TIlemm wHbOpMalMOHHOW  06e30MacHOCTU — CBOeBpeMeHHOe OOHapyKeHWe,
npeAynpexzaeHue:

+ HeCaHKLIMOHHMPOBAHHOTO JOCTYMa, BO3/lelCTBUS B CeTH

- UHCAalJepCcTBa B OpraHu3aLuu

- Ype3BbIUYAWHBIX CUTYaL[UMN

5) OcHOBHbIe 00BeKTBI HHPOPMALIMOHHOM Oe30MacHOCTH:

- KomnibtoTepHbie ceTH, 6a3bl JaHHBIX

- "HopMaLlMOHHBIE CHCTEMBI, TICUX0JIOTMYeCKOe COCTOsSIHUEe To/b30BaTenei

- busHec-opueHTUPOBaHHbIE, KOMMepUYeCKHe CUCTeMBbI

6) OCHOBHBIMU pHCKaMU WH(OPMAI[MOHHON 0e30TIaCHOCTHU SIBISIOTCS:

- UckaxxeHue, yMeHblleHUe 0O6beMa, TTepeKoZiMpoBKa MH(popMaLiuu

- TexHuyeckoe BMelIaTebCTBO, BbIBe/leHUE U3 CTPOsi 000pPYyAOBaHUS CeTH

- [ToTeps, uckaxeHHe, yTeuka UH(OpMaLuu

7) K ocHOBHBIM mpuHIMNIaM 00ecreueHus: MHGOPMAIL[MOHHOM 6e301TaCHOCTHA OTHOCUTCS:
- OKoHOMUUeCKOH 3(pPeKTUBHOCTH CUCTeMbI 6e30TMacCHOCTH

- MHoronnat¢opMeHHOI peanr3alii CUCTEMBI

- YcuneHus 3alUIlleHHOCTH BCeX 3BeHbeB CUCTeMbI

8) OcHOBHBIMU CyObeKTaMu MHPOPMALIMOHHOW 0€30MacHOCTH SIB/ISTFOTCS:

- PYKOBOZAUTENH, MeHe/)Kepbl, aAMUHUCTPATOPbl KOMIIaHUH

- OpraHsbl MpaBa, TOCyapcTBa, Or3Heca

- ceTeBble 0a3bl JaHHBIX, (haepBOJIIBI

9) K ocHOBHBIM (QyHKLIMSIM CHCTEeMBbI 0€301TaCHOCTH MOKHO OTHECTH BCe Mepeunc/ieHHOe:
- YCcTaHOBJIeHHe perjiaMeHTa, ayJUT CUCTEMBI, BbIsIBJIleHUe PUCKOB

- YcTaHOBKA HOBBIX O(PMCHBIX TIPUIOKEHUM, CMeHa XOCTUHI-KOMITaHUH1

- BHepeHue ayTeHTH(UKaALIUM, TPOBEPKM KOHTAKTHBIX /IaHHbIX [10JIb30BaTe/ei
10) I[MpuHuMIIOM MH(POPMAITMOHHON 6€30TIaCHOCTH SABSIETCS TIPUHIIUIT HEe[OMYIIeHUS:
- HeomnpaBaHHBIX orpaHuueHui rpu pabore B ceTu (cucrteme)

- PuckoB 6€30MacHOCTH CeTH, CUCTEMBI

- [Ipe3ymnuuu ceKpeTHOCTHU

11) IIpuHLUIIOM MONMUTUKY WH(OPMALMOHHOM Oe30MaCHOCTH SIB/SIeTCS TTPUHLIHIL:
- HeB03MO)XXHOCTM MUHOBATh 3all{UTHbIE CPe/CTBa CeTH (CUCTEMBI)

- YcueHuss OCHOBHOIO 3BeHa CeTH, CUCTeMBbI

- [ToniHOTO 6/I0KMPOBAaHUS AOCTYTIA MPU PUCK-CUTYALUAX

12) TIpyHOMIIOM MOMUTUKHA MHGOPMALIMOHHOW 0e30MacHOCTH SIB/ISIeTCS TIPUHLUII:
- YcuneHusd 3alMIeHHOCTH CaMOro He3allUIeHHOTo 3BeHa CeTU (CUCTeMbl)

- [Tepexoza B Ge3omacHoe COCTOsTHUE PabOThI CeTU, CUCTEMBI

- [TonHoOrO AOCTYyMa no/jab30Barenel Ko BCeM pecypcaM CeTH, CUCTeMBbI

13) IIpuHOMIIOM MOMUTUKHA MH(GOPMALIMOHHOW 0e30MacHOCTH SIB/ISIETCS TIPUHLUII:
- Pa3genenus pocrtyna (006si3aHHOCTeH, PUBU/IETUil) KIMeHTaM CeTH (CUCTeMBI)

- OHOYPOBHEBOMU 3alUTHI CETH, CUCTEMBI

- COBMeCTUMBIX, OJJHOTUIHBIX [IPOrPaMMHO-TeXHUYEeCKUX CPeJCTB CeTH, CUCTeMbI



14) K 0CHOBHBIM TUIIaM CPeJCTB BO3/eMCTBHS Ha KOMIIbIOTEDHYIO CeTb OTHOCHUTCS:
- KomnibroTepHbIil cO0i

- Jlornueckue 3aKnaaKu («MHUHBI»)

- ABapuiiHOe OTK/II0UeHUe MUTaHUs

15) Korga nonyueH cram 1o e-mail ¢ npuioxeHHbIM (aiinom, ciepyer:

- [IpounTarh NpUIOKEHHUE, €C/IU OHO He COZePXXUT HUUEero LieHHOIro — yJaluThb

- CoxpaHuTh NpuioxeHue B napke «CriaM», BbIACHUTH 3aTeM [P-azfpec reHeparopa criama
- ¥1anuTh NUCbMO C MPUJIOKEHUEM, He pacKphiBas (He yuTasi) ero

16) IMpunuun Kupxroda:

- CeKpeTHOCTbD KJ/It0Ua orpe/iesieHa CeKPeTHOCThIO OTKPBITOIO COOOIIeHUsT

- CexpeTHOCTh UH(OPMALUU OTIpejiesieHa CKOPOCTbIO Mepesiaul JaHHbIX

- CeKpeTHOCTb 3aKpBITOro cO0DIeHUs orpe/esisieTCsi CeKPeTHOCThIO K/Troda

17) DLII — 3To:

- JneKTpoHHO-1IM(pOBOI peobpa3oBaresib

- JeKTpOHHO-1M(ppoBas MOANUCH

- DIeKTPOHHO-LIM(POBOM TMpoijeccop

18) Haunbosnee pacipocTpaHeHbl yrpo3bl MHGOPMAaI[MOHHON 6e30MacHOCTHU KOPIIOPAaTUBHOM
CHUCTEMBI:

- [Tokynka HemueH3suoHHoro 110

- OmmbKM 3KCIlyaTallii ¥ HeYMBIIIJIEHHOTO U3MeHeHHUs pexXKuMa paboThbl CHCTeMBI
- Co3HaTeIbHOTO BHe/IpeHNs CeTeBbIX BUPYCOB

19) Haubonee pacnipocTpaHeHbl yrpo3bl MHPOPMAaIMOHHOW 6e301acHOCTH CeTH:

- PacripesenieHHBIN JOCTYT K/IMEHT, 0TKa3 000pyj0BaHUS

- MopanbHBIM U3HOC CEeTH, UHCAepCTBO

+ Coboti (oTka3) obopyznoBaHMs, HejeraabHOe KOTTMPOBAHUE JaHHBIX

20) Haubosiee pacripocTpaHeHbl CpeZiCTBa BO3/leMCTBUS Ha CceThb oduca:

- Cnabwiii Tpaduk, nHGOPMALMOHHBIN 00MaH, BUPYChI B UHTEPHET

- Bupycel B ceTH, 1oruueckue MUHBI (3aK/ajKi), MHPOPMaLlMOHHbIN IlepexBaT

- KomnibroTepHbie cbou, W3MeHeHHe a/[MUHCTPUPOBAHMUS, TOTIOJIOTHUN

21) YTeukoii ”HQOPMALIUU B CUCTEME Ha3blBaeTCsl CUTYyallsl, XapaKTepru3yemasi:

- [ToTepeit faHHBIX B CUCTEME

- VI3meHeHueM ¢popmbl HHGOpMaLUU

- I3MeHeHMeM cofiep>kKaHus UH(opMaLuu

22) Cpoiicteamu  uHbopMauuu, Haubosiee akTyaJbHbIMH TIpU  obecreueHUU
MH(}OPMaIMOHHOW 0e30TIaCHOCTH SIBJISIFOTCS:

- LlenocTHOCTB

- JoCTynmHOCTH

- AKTyanbHOCTbI

23) Yrpo3sa uH(popMalMOHHOM cucTeMe (KOMIbIOTEPHOU CeTU) — 3TO:

- BeposiTHOoe coObITHE

- leTepMUHUpPOBaHHOE (BCerja Ompe/ie/ieHHOe) COOBITHE

- Co0ObITHeE, TPOUCXO/slllee TTepuoArYeCKU

24) Wudopmauusi, KOTOPYHO CcJjeAyeT 3auuijath (10 HOpMaTHWBaM, IIpaBu/jiaM CeTH,
CHCTEeMbl) Ha3bIBaeTCS:

- PernamentupoBaHHOM

- [IpaBoBoii

- 3anuiaeMou

25) Pa3HoBugHOCTSIMU yrpo3 Oe3omacHocTd (CeTH, CHUCTeMbl) SBJSIIOTCS  BCe
IepurC/IeHHOe B CITUCKe:

- [IporpamMmHble, TeXHUUECKHe, OPraHU3alMOHHbIe, TEXHOJIOTUUeCKHe

- CepBepHble, KJIMeHTCKHUE, CIIyTHUKOBbIE, Ha3eMHbIe

- JInuHble, KOPNIOpPaTHUBHbIE, COL[MA/IbHbIE, HAllMOHATbHbIE



26) OkoHuaTeIbHO, OTBETCTBEHHOCTH 3a 3alUIeHHOCTh /IAHHBIX B KOMIIBIOTEPHON CeTH
Hecer:

+ Bnagenen cetu

- AIMHUHHUCTPATOP CeTH

- [Tonb3oBaresns ceTu

27) IMonuTuka 6e30MacHOCTU B cUcTeMe (CeTH) — 3TO KOMIIJIeKC:

- PykoBozcTB, TpeboBaHMM 00ecrieueHus HEOOXOAMMOTO YPOBHS 0€30MacHOCTH

- HCTpyKIUH, aITOPUTMOB TIOBe/IeHUsI T10/1b30BaTe/Isi B CeTH

- Hopmbl nHGOpMaLMoHHOTO 1paBa, cobroaemMbie B CETH

28) Haubosiee Ba)kKHBIM TIDM peajik3aliMM 3allUTHLIX Mep TMOJUTUKUA 0e30MmacHOCTU
SIBJISIETCS:

- AyauT, aHanu3 3aTpar Ha TIPOBeJieHUe 3allUTHBIX Mep

- AyauT, aHanu3 6e30MacHOCTH

- AyauT, aHanu3 ys3BUMOCTeH, PUCK-CUTYaLUM

KpuTtepum oueHku:
[1n oljeHKU pe3y/JbTaTOB TeCTHPOBAHUs IPeJyCMOTpPeHa CJlelylolasi CCTeMa OLleHUBaHUS
yueOHBIX JOCTW)KEHUH CTYeHTOB:
3a KaK/Iblii TIPaBW/IBHBIN OTBET CcTaBUTCS 1 Gan,
3a HeTpaBWILHBIM OTBeT — 0 OasIIoB.
Eciu ctyneHT Habupaet
oT 85 70 100 % rpaBUIBHBIX OTBETOB €MY BBICTAB/ISIETCS OL[EHKA «OT/TMYHOY;
oT 72 10 84 % mipaBU/IbHBIX OTBETOB — OLIeHKa «XOPOLLIO»,
oT 51 10 71 % TipaBU/IBHBIX OTBETOB — OL|eHKa «YZ0BI€TBOPUTE/IEHOY,
MeHee 50 6ayIOB — OIIEHKA «HEY/[OB/IETBOPUTETHHOY.

1.2. Boripocsl /151 codecefoBaHMs

Tema 1. Kubep6e3onacHOCTb B cicTeMe Hal[HOHA/IbHOM Oe3onacHocTH PD
1. TocymapcTBeHHast OUTHKA B 00/1aCTH KOepbe30racHOCTH KOMITBIOTEPHBIM aTakam OT
15 siuBaps 2013 1.
YronoBHbii Kofieke PD, pa3nen «[IpectyrieHus B cepe KOMIbIOTEPHOU UH(OPMALIAN».
3aruTa KHOeprpoCcTpaHCTBa rocyaapcTBoM. KubepBoiiHa.
[TpaBo Ha uHdpopmaiuo B Koncturyimuu PO.
3arura rocyjapCTBa 1 3aliyra KubeprpocTpaHCTBa.
HokTprHa nH(OpPMALIMOHHOM 6e30MacHOCTH.
KubepBoticka. 3amyta KubepripocTpaHCTBa Kak O/fHa U3 3a/jau BOOPYKeHHBIX CHJI.
NudopmaimonHas BoitHa. HbopMalioHHOe opy»Kue.
. TlaTprOTH3M 1 UHTEPHET.
10. 'ndopmariioHHOe BO3/eiCTBYeE.
11. BoeHHasi, rocyfapCcTBeHHasi, KOMMepuecKasi TaliHa.
12. 3amura caToB roCy/lapCTBeHHbIX OPraHOB (3/1eKTPOHHOE MPaBUTETbCTBO).

©ONDUAWN

Tema 2. KubepnpecTtynjieHusi IPOTHB JIMYHOCTH, 00I[eCTBA U rOCyAapCTBa

1.  PeanbHasi ¥ BUPTya/ibHasi TMUHOCTb.

2. Tlcuxomornueckasi obcraHoBka B VIHTepHeTe: rpudMHI, KuOepOy/UTMHI, KHMOepMOOOUHT,
TPOJUTUHT, Oy/I/TULIU.

3. besomacHasi pabora B ceT B TMpoliecce CeTeBON KOMMYHMKAIMM (4aThbl, (POPYyMBI,
KOH(epEeHI[UH, CKakT, colliabHbIe CeTH U TIP.).



LN A

11.

12.

13.
14.

15.

16.

17.
18.

TepMUHBI CETEBOTO 3TUKeTa: OBePKBOTHHT, (uieiiM, duiya, odTonrk, CMalIvKu U Jip.
[TpuMepsI 3TMUECKMX HapylleHWd. 3HaueHre CeTeBOro STUKeTa.

Cob6cTBeHHOCTD B MIHTEpHeTe. ABTOPCKOe TpaBo.

WHTesniekTyanbHasi COOCTBEHHOCTb.

[TnatHas v 6ecrnyiaTHast “HGOPMALKSI.

3ammra TmpaB TOTpeOMTenell MpU HCMONb30BaHUM YCiayr VIHTepHeT. 3aluta TpaB
nioTpebuTesiel ycayT TpoBaiizepa.

OTBETCTBEHHOCTh 38 MHTEPHET-MOLLIEHHUUEeCTBO.

[TpaBoBble  akThl B  oOmacti  WHGOPMALMOHHBIX  TEXHOJOTMHA W 3allUThI
KubeprnipocTpaHcTBa. OTBETCTBEHHOCTh 3a KMOEpIIpeCTyT/IeHusl.

KoHCTUTYyLIMOHHOE TpaBO Ha IOWCK, TMOMy4YeHUWe W PpacrpocTpaHeHWe HWH(OPMaL|U.
@enepanbHbIi 3akoH 0T 29.12.2010 Ne 436-P3 (pea. ot 28.07.2012) «O 3awure feTeit oT
WH(OPMAIUK, IPUUUHSIIONIEH BpPe UX 30POBbI0 U Pa3BUTHIO» (JeMCTBYeT C 1 ceHTSOps
2012 ropa).

VHdopmaroHHOe 3aKOHO/aTeNbCTBO Pd.

3akoH P® «O6 nHbopmaiyy, MHGOPMAIIMOHHBIX TeXHOIOTHUSX U O 3allUuTe WHPOPMaLUn».
YrosoBHasi OTBETCTBEHHOCTb 3a CO3[aHHe, MCIO/Ib30BaHWe W  pacnpoCTpaHeHHe
BPE/IOHOCHBIX KOMMbIOTepHBIX NporpaMM (cT. 237 YK P®). IlpaBoBasi oxpaHa nporpamm
anst OBM u BI. Kommepueckoe I1O. becrinatHoe ITO (FreeWare, Free, Free GPL,
Adware), ycnoBHo-6ecriiatHoe 10 (Trial, Shareware, Demo).

ITpaBoBbIE OCHOBBI [i/1S1 3AILUTHI OT CI1aMa.

[TpaBoBasi oxpaHa nporpamm st OBM u B/1. JTutien3uonHoe [10O. Buapbl nuiensuii (OEM,
FPP, kopnopatuBHble suieH3uM, noanucka). IO ¢ otkpeiteim kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MH(OPMaLMIO, HAa COKPbITHE JJAHHBIX, KaTerOpuu MH(OpMaLKK.

[lepcoHanbHble U OOILIEOCTYNHbIE JaHHbIe, OrpPaHWYeHHbI JocTymn. 3akoH «O
NepPCOHA/bHBIX JaHHBIX».

Tema 3. CoBpemeHHOe KuOeprnpocTpancTBo0 TexHHKa 6e30mMacHOCTH B KHOePIPOCTPAHCTBe

1.

2.
3.
4

vl

®

10.

11.

12.

13.

MortieHHMUeckue JeicTBusi B IHTepHeTe. KubeprpecTyriieHus

CereBoii 3THKeT. [Icuxonorus v cetb

[TpaBoBbIe acMeKThI 3alUTHI KHOEpPITPOCTPaHCTBA

OmHtaiiH cepBUCHI st 6e30T1aCHOCTH T10/Tb30BaTesIsI B UHTEPHeTe (ITPOBepKa KOMIbIOTepa 1
(alizioB Ha BUPYChl OHJIAMH, OH/IaKH AeakTuBaLs SMS-BUpPyCOB, MpoBepKa caiiTa Ha
BUPYCHI, TIpoBepKa ¢aiinioB 1o e-mail, onpeziesieHre afipeca CTpaHUL[bl, TPOBEPKa
ctoumoct CMC u 1ip.).

HacTtpoiiku 6e301acHOCTH ITOUTOBBIX MPOTPaMM.

3aluTa B MOMCKOBBIX crcTeMax ((hUIbTPhI /i OrPaHUUeHHS TIOTEeHI[UA/IbHO OMaCcHOTO
COJeP>KUMOT0).

HacTtpotiku 6e3omacHoctu Beb-6pay3epoB (Internet Explorer, Firefox u T.1m.).
DJleKTpOHHAsI TT0YTa U CUCTEeMbl MTHOBEHHOTO 0OMeHa COOOITeHHsIMU.

HacTtpotiku 6e3omacHoctu Ckatir, ICQ u rip. Crioco06bl ob6ecrieueHusi 6e301acHOCTH Beb-
caurTa.

KubepripectyriieHus. Buibl IHTepHeT-MOIlIeHHHYeCTBa (MMCbMa, peK-/laMa, 0X0Ta 3a
JIMYHBIMU JaHHBIMH U T.11.). OMacHOCTH MOOU/IBHOM CBs3U. [1pe/iyioxKeHusI 0 YCTaHOBKE
BPE/IOHOCHBIX TIPUIOXKEHHUH.

Mouennnueckre CMC. YTeuka v 00HapoJoBaHMe IMUHBIX AaHHBIX. [log00p 1 repexsar
rapoJiei.

Bs3s10MBI aKKayHTOB B COLIMA/IbHBIX CeTsAX. BUbl MoleHHUUecTBa B MIHTepHeTe. DUILLIMHT
(papmuHr). A3apTHBIE UTDBI.

JloxxHble aHTUBUPYCHI. [TofiMeHa CcTpaHuL] B MHTepHeTe (CalThI-K/I0HbI). PasblliBbie
¢atinoobMeHHUKH.



14.
15.
16.
17.
18.

DJIeKTPOHHBIN KolllesieK. MollieHHUUeCTBO MPU pacnpocTpaHeHnu «becruiatHoro» T10.
TexHOo/I0ruu MaHUNY/IMPOBaHus B MIHTepHeTe.

TP ripu uHTEpHET-001[eHNH.

TB npu perucrpaiLuu Ha Beb-caiiTax.

KommnberorepHoe nuparcTtso. [1naruar.

Tema 4. IIpo6semsbl THTepHeT-3aBUCHMOCTH, KHOepOy/UTHHTa

N

25.

TexHuka 6e30omacHOCTH NPy paboTe C KOMITBIOTEPOM.

KomnbtoTep ¥ MOOM/IbHBIE YCTPOIMCTBA B Upe3BbIUalHbIX CUTYaLIUsIX.

Mepuimackasi nHbopmaiwsi B MHTepHeTe. KommbroTepsl ¥ MOOW/IbHBIE YCTPOWCTBA B
5KCTpeMaslbHbIX yC/IOBHUSX.

BoszelicTBre pajioBOJIH Ha 3,0pOBbe U OKpy»Katolyto cpeay (Wi-Fi, Bluetooth, GSM).
Komruiekc yripaxkHeHu# npu paboTte 3a KOMITbIOTEPOM.

Bo3sgelictBue Ha 3penue OJIT, KUAKOKPUCTA/NIMYECKUX, CBETOAMOJHBIX, MOHOXPOMHBIX
MOHUTOPOB.

KowmribroTep B pexxume Tpyzia M OT/AbIXa.

BivsiHMe KOoMITbIOTepa Ha PerpoAyKTUBHYIO CUCTEMY.

Bpeanbie ¢akTopsl paboThI 32 KOMITEIOTEPOM U MX TT0C/IE/ICTBUSI.

Opranu3anusi pabouero Mecra

WHTepHeT-coo0b1mecTBo.

NHTepHeT-3aBUCUMOCTb.

CoumasbHble ceTd. [JeTcKre coLMaibHble CeTH.

BupryanbHas TUUHOCTE.

3aBucuMocTh OT VIHTepHEeT-0011eH S

Passnieuenus B llHTepHerte.

ITpusHaky UTPOBOW 3aBUCHMOCTH.

CeteBble UIpbI.

Cavitel 3HakoMCTB. 30JK 1 KOMITBIOTEP.

Bupl 3aBucumoctu. [lectpyktuBHas UH@opmauys B IHTepHeTe.

Bupp! VTHTEepHET-3aBUCUMOCTH.

KubepkynbTypa (MaccoBast KyJbTypa B CETH) U JIMUHOCTb.

Kpurepnn 3aBucMMOCTH (TIPUOPUTETHOCTb, W3MEHEHHsI HAaCTPOEHHs, TOJIePaHTHOCTD,
CUMIITOM pa3phbiBa, KOH(IUKT, peLU/UB).

Tunbl UHTEpHET-3aBUCUMOCTH (TIPUCTpacTHe K paboTe C KOMITbIOTEPOM, K HaBUTAL[A U
MOUCKY WH(OpMalLMM, UIPOMaHUs U 3/IeKTPOHHbIE TOKYIKH, 3aBUCUMOCTb OT CETEBOIrO
ob1eHus).

Knaccugukaiusi UHTepHeT-3aBUCUMOCTeH

Tema 5. Metopp! o6ecieuenus 6esonacHoctu IIK u VinTepHera. BUupycbl 1 aHTUBHPYChI

ik

<

® N

[Tpu3Haky 3apa)keHus1 KOMITbIOTEpA.

AHTHUBUpYCHas 3allUTa.

3awuTa QaitioB. bezonacHOCTh Npy cKaurBaHUU (hari/ioB.

3aiuTa nNporpamMm U JJaHHbIX OT HeCaHKLJMOHUPOBAHHOIO KOMTMPOBaHUS.
OpraHuszalMoHHble, HOpUJUYEeCKHe, TpOrpaMMHble W TPOrpaMMHO-allapaTtHble Mephl
3alUTHI.

3auuTa MporpaMM M JIaHHBIX C TOMOLIbI0 TapoJsield, MPOrpaMMHBIX W 3/1eKTPOHHBIX
KJIIOYel, CepUMHBIX HOMEPOB, NTepeHoca B OHJIalH U T.II.

Henepemelijaemble mporpaMmel.

3amuTa OT KOMMPOBaHUs KOHTEHTa CauTa.

Ncrounuku 3apakenus I1K.



10. AntusupycHoe 110, Buap!l ¥ Ha3HaueHue. MeTozbl 3alUThI OT BUPYCOB.

11. TIpobnembl Ge3omacHOCTH WHGPACTPYKTypbl VHTepHeTa (IPOTOKO/bI MaplIpyTU3aluu
CeTH, CHUCTeMa [JOMEeHHBIX UMeH, CPe/ICTBa MapILUPyTU3aLiuK U T.IL.).

12. TlpoBepka noAaMHHOCTH (ayTeHTH(VKaLys) B VIHTepHeTe.

13.  Mepsi 6e3omacHoCTH A1t Tiosb3oBarenns WiFi. Hacrpoiika 6e3omacHOCTH.

14. Bupycsl A/t MOOUIBHBIX yCTPOUCTB (MOOM/IbHBIE OAHKEPHI U AP.).

15. Hacrpoiika KommbroTepa s 6e3omacHoi paboTel. OmMOKH 1Mo/Tb30BaTess.

16. TIpocThie U JUHaMHUYeCKU W3MeHsItoIIecs Tlaposii. bopbOa ¢ yreukamu MH(OpMaryu.

17.  CpencrBa koHTpOs AocTyna. [1paBa nmosb3oBaresneid. CriocoObl pasrpaHruueHust A0CTYTIa.

18. Ommuust BUPYCOB U 3aK/IaJOK.

19. AmntuBUpYyCHBIe nporpaMMsbl A1 [1IK: ckaHepsl, peBU30PHI U JIp.

Kpurepumu onjeHku:

OLleHKA «OT/IMYHO» BbICTABJISIETCS CTY/IeHTY, eC/IU OH MPOZIEMOHCTPUPOBAJ TOTHOTY U INyOUHY
3HaHUU IO BCEM BOMNpOCaM, 3HaeT OCHOBHbIE TepMHUHBI [0 KOHTPOJIMPYeMbIM TeMaM, BiajeeT
3HaHUSIMU 00 OCHOBHBIX OCOOEHHOCTSIX pellleHus 3ajau. YMeeT [PUMEHSITh TO/TyueHHble 3HaHUs
11 pellieHyst KOHKPeTHBIX NMPAaKTUYeCKUX 3a/ad.

OLIEHKA «XOPOIL0» BHICTAB/ISIETCS CTYAEHTY, KOTOPbIi TIPO/IeMOHCTPHUPOBAJI MOJTHOTY U ITyOUHY
3HaHWM T10 BCeM BONpOCaM pasziesia, IOTUYHO U3/1araeT Marepual.

OLleHKA «Y/0B/IeTBOPUTE/IbHO» BBbICTaB/ISIeTCS CTYZleHTy, IpU Ha/JU4YWU Yy Hero 3HaHUM
OCHOBHBIX KaTerOpUHd M TOHATUU [0 IpejMeTy, YMEHHUsl [JOCTaTOYHO IPaMOTHO W3J/I0KUTh
Marepuail.

OLleHKA «HeyJAOB/IeTBOPHUTE/IbHO» BBLICTAB/IACTCS CTY[EHTY, KOTOPbIM He OCBOWI OCHOBHOIO
CoflepKaHys IIpeZiMeTa, He BlazieeT 3HaHUSMU JUCLIUILIVHE.

1.3. Kpurepumu orjeHku pedepara

Kpurepusimu oLjeHKH pedepaTa MOTYT BBICTYITUTD CJIe[yIOIIi€ MOMEHTHI:

- B KaKOW Mepe PacKpbIBaeTCs aKTyaIbHOCTh TEMBI;

- KaKOB TEOPEeTHUECKUH YPOBEHb CYXKAEHWM aBTOpa, KaK BJ/a/IeeT OH COBPEMEHHBIMU
MEeTO/IOJIOTUUECKVMH OCHOBaMM HayK TIPM OCBELeHWHM T[I0CTaB/IeHHBIX B pecepare
BOIIPOCOB;

- COOTBETCTBHUE CTPYKTYPBI U COZiep>KaHus pedepara IiaHy;

- 1|eJIOCTHOe, ITyOOKOe MOHUMaHKe BOIIPOCOB TeMbl WM pa3pabaTbiBaeMoii pob/ieMsr;

- KakK yJaJoCh aBTOpPY CBsi3aTb W3/araeMbie B pedepaTe BOMPOCHI TEOPHUM C MpobiemMamu
CEerofiHSIIIHErO [IHS, YMEHHe WCII0/b30BaTh TEOPeTUYeCKUe WCTOYHUKU | yueOHO-
MEeTO/IMUECKYIO JINTepPaTypy;

- JIOCTaTrouyHO JIM TIPOsiB/ieHa aBTOPOM CaMOCTOSITEJIbHOCTh B TIOCTAaHOBKE BOIIPOCOB, B
TPakTOBKE HX, €CTb /M B paboTe OpWIMHA/bHbIE MBIC/IH, CBEXHe (aKThbl, OMUCAHKUE
JIydIllero OmbiTa pPabOThI, KOHKPETHBIX TIPUMEPOB W3 TMPAKTHUKH, COOTBETCTBYHOILHE
PEKOMEH/IALIVH U TTPEeIIOKEHUS;

- u3saraetcsi 1 B pepepare cOGCTBEHHOE TIOHMMaHMe pacCMaTprBaeMoi pobiemsl,
JOCTAaTOYHA JI €r0 apryMeHTaLIus;

- Kak odopmiieH pedepat wiu foknaz (0bbem, HamMuye 1iaHa, CoAepKaTebHOCTb
BBe/IeHUs], TIOJTHOTA CITUCKA UCTI0/h3yeMOH JIMTepaTypbl, Hauuue PUIOKeHUH, aHa/In3a
orbiTa paboThkl, CxeM, TabJuI], AUarpaMm, TJIaHOB, aHKET U T.A.);

- vuMeeT /i1 paboTa orpeziesieHHY0 [IeHHOCTb, UTOObI PEKOMEH/I0BaTh ee B (hOH[| yueOHBIX
roco6uii 1o Kypcam.

Pedepar orjeHrBaeTcs 1o 4-x Oa/IbHOM CHUCTEME - «HEYIO0B/IETBOPUTETHHOY,

«Y[IOBJIETBOPUTE/ILHO», «XOPOIII0», «OTITHUHO.

1.4. Kputepuu OLeHKH MpPe3eHTaluH



bannsHoe BBIDd’KEHME OLIEHKU ITPpEe3€HTalhu:

Ne Bannbt
Kpumepuu oyeHku KomnoHeHmMoe npeseHmayuu (makcumanbHoe
Ko/u4ecmeo npu
nos/Holi
eblpajiceHHocmu
Kpumepus
CTpyKTypa npe3eHTaluu
1. [TpaBuibHOE odopMIIeHHEe TUTY/ILHOTO JICTa 4
2. Hanuuvie MoHATHOM HaBUTal[UU 4
3. OTMeueHbl HH(OOPMAIMOHHbIE PeCypChl 4
4. Jlornueckast 1oc/ie/oBaTeIkHOCTh MH(OpMaIy Ha Crakgax 4
OdopmieHne npe3eHTaHA
5. EuHbIA cTUnb odopmieHust 5
6. Vcrionp30BaHMe Ha Cr1akiilaXx pa3Horo pogia 00beKToB 5
7. Tekcr nierko unrtaetcsi, GoH coueTaeTcsi TEKCTOM U rpaduueckumu daitiamu 5
8. Vcrionb30BaHHe aHUMALIMOHHBIX 00BEKTOB 5
9. ITpaBU/IBHOCTB U3N0KEHHUsI TEKCTA 5
10. | Wicnonb3oBaHue 00BHEKTOB, C/IE/IAHHBIX B IPYTUX MPOrpaMmax 5
Cojpep)xaHue npe3eHTalMu
11. | CdopmynupoBaHsl pobsieMa U e€ TIOChUIbI, PACKPBITEI 00CTOSITE/ILCTBA eé TPOsIB/IeHHS], 7
OTpe/ieJIsIFoIINe aKTya/IbHOCTh PAaCCMOTPEHHsI BOMpoca.
12. | TIoHSTHBI 3a/]aUM, JIOTMKA U OO aITOPUTM PaCCMOTPEHHMsI PACKPhIBAEMBIX BOIIPOCOB 7
13. | [HocrarouHast EMKOCTb, COZI€PXKATEeILHOCTb U yOeuTeIbHOCTb TPe/|CTaB/ISIEMOr0 7
Marepuasa
14. | He neperpyxeHHOCTb NIpe/CTaB/ISIeMOro MaTeprarsna BTOPOCTelIeHHbIMU [JaHHBIMU U 7
CBeJIeHUSIMU
15. | CpenaHbl sicHbIe /iJ1s1 BOCIIPUSITHSI BBIBOZBI (3aK/THOUEHMST) 7
16. | IlpepcraBneHHBIN MaTepras ¥ BHIBOABI COOTBETCTBYIOT MOCTaB/I€HHOM LIe/u 7
J¢dexT npe3eHTanuu
17. | T'apMOHMYHOE [IOTIO/THEHHE YCTHOTO BLICTYTIJIEHUS U 00IIlee BIieUyaT/ieHHe OT MPOCMOTpa 12
TIpe3eHTalu
CymmMma 0ajiioB 100

Eciu ctyneHT Habupaet

ot 85 710 100 - oLeHKa «OT/IMYHOY;

oT 72 10 84 — OLIeHKa «XOPOLLO»,

oT 51 10 71 — olieHKa «y/I0BJIeTBOPUTE/ILHO,

MeHee 50 6a/IOB — OIEHKA «HEY/[OB/IETBOPUTETHLHOY.




PN AN

10.
11.
12.
13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24.

25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.

2. OneHouHble MaTepHasbl AJis IPOMEXyTOUHOM arTecTaluu
2.1. IIpumepHBIN NepevyeHb BONPOCOB [i/isl 3a4eTa.

KoHCTUTYLIMOHHOE NTPaBoO Ha MOKCK, MOJyueHue U paclpoCcTpaHeHre UH(GOPMaLUHU.
®enepasnbHbI 3aK0H OT 29.12.2010 Ne 436-P3 (pef. ot 28.07.2012) «O 3aiure geteli oT
VH(OPMaL1K, TPUYUHSIOLLEH Bpe/l UX 3[0POBBIO U Pa3BUTUIO» (JjeficTByeT € 1 ceHTsOpst
2012 ropa).

3armura rocyapcTBa 1 3aliyra KubeprpocTpaHCTBa.

MokTprHa nH(OpMALIMOHHOM 6e30MacHOCTH.

Kubepgoticka. 3aiyta KubepripocTpaHCTBa Kak O/fHa U3 3a/jau BOOPYKEHHBIX CUJL.
VHdopmarimonHas BoliHa. VIHpopMaLMoHHOe opy»Kue.

[TaTproOTH3M U MHTEPHET.

VHdopmaLioHHOe BO37lelCTBHE.

be3onacHasi pabora B ceTd B TMpoliecce CeTeBOM KOMMYHMKAL[MM (4aThbl, (OPYMBI,
KOH(bepeHLUH, CKaMiM, coLMabHble CeTH U TIp.).

[TpuMepsI 3TMYECKMX HapyLleHWd. 3HaueHre CeTeBOro STUKeTa.

Cob6cTBeHHOCTD B IHTEpHeTe. ABTOPCKOe IpaBo.

WnTesniekTyanbHasi COOCTBEHHOCTb.

[TnatHas v 6ecrnyiaTHast “HGOPMAaLKSI.

WHudpopmaroHHoe 3akoHOaTenbCTBO PO.

IIpaBoBas oxpana mnporpamm aaa OBM u Bl. Kommepueckoe IIO. BbecriiatHoe IIO
(FreeWare, Free, Free GPL, Adware), ycioBHo-6ecruiatHoe 10 (Trial, Shareware, Demo).
IIpaBoBbIe OCHOBBI /151 3AIIUTHI OT CI1aMa.

[lepcoHanbHble U OOILIEOCTYNHbIE JaHHbIe, OrpPaHWYeHHbI JocTymn. 3akoH «O
NepPCOHA/bHBIX JaHHBIX».

CerteBoi1 oTHKeT. [Icuxosnorus u cetb

OHnaiiH cepBUCHI /17151 6€30TIACHOCTH T10/TH30BaTesIsi B HIHTEPHeTe

3aluTa B MOMCKOBbIX chcTeMax ((UIbTpPhI /1 OTpaHUUeHUs OTEeHLMa/IbHO OMacHOro
COJeP>KUMOT0).

Bupl vHTEpHeT-MolLIeHHMYeCTBa (MMCbMa, peK-jlaMa, 0X0Ta 3a IMUHBIMU [JaHHBIMU 1
T.IL.).

OnacHocty MOOMIbHOM CBsi3u. [1pe/ioykeHus 110 YCTaHOBKe BPeIOHOCHBIX MPUJIOXKEeHHUH.
Bugp! momieHHuuectBa B MIHTepHeTe. @UIIMHT ((papMuUHT).

A3apTHbIe UTpHI.

JloxxHble aHTHBUPYCHI. [loMeHa CTpaHuL] B MHTepHeTe (CauThbI-K/IOHbI). PanblrBbIe
¢atinoobMeHHUKH.

DJIeKTPOHHBIN KolllesieK. MollieHHUUeCTBO MPU pacnpocTpaHeHnu «becruiatHoro» T10.
WutepHet-3THKeT. [IpaBusia obijeHus B ViHTepHeTe.

OCHOBBI CeTeBOro STHUKeTa.

[leperiicka B ceTw.

[TpaBuna noseseHus B ckaune. @opym.

OO011ieHre B CeTH U ero MoC/e/CTBYSI.

Arpeccus B CeTH.

AHOHUMHOCTb B CETH.

Buibl 3THKeTa (JIMUHBIM, [1e/I0BOM, MMCbMEeHHbBIN, AUCKYCCUOHHBIN U T1p.). Paznuuus
5THUKeTa B Pa3HbIX CTpaHax.

I'uruena koMmbroTepa.

[Tonb3a ¥ Bpes, KOMITBIOTEPHBIX UIP.

TexHuka 6e30macHOCTH NPy paboTe C KOMITBIOTEPOM.

KomrnibroTep 1 MOOMIIbHBIE YCTPONCTBA B Upe3BbIUalHBIX CUTYaLIUsIX.



38. MeauiuHcKas nHpopmarys B MintepHete. KomrbioTepsl 1 MOOM/TBHBIE YCTPOMCTBA B
5KCTpeMaslbHbIX yC/IOBHUSX.

39. KomrbroTep B pexxuMme Tpyza U OTAbIXa.

40. Bpeanblie GakTopbl pabOThI 32 KOMIBIOTEPOM U UX TIOC/IE[CTBUS.

41. lHTepHeT-3aBUCUMOCTb.

42. CouuasbHble ceTU. leTckue colyasibHbie CeTH.

43. BupryanbHas JTUYHOCTbD.

44. 3aBUCUMOCTH OT VIHTepHeT-00I1eHusI.

45. Passneuenus B IHTepHeTe.

46. Tlpu3HaKuU UIrPOBOU 3aBUCUMOCTH.

47. CeteBble UIDBIL.

48. Bugpl 3aBUcMMOCTHU. JlecTpykTHBHas MHGopMaLus B VIHTepHeTe.

49. Bugsl IHTepHeT-3aBUCUMOCTH.

50. Ilcuxonoruyeckoe Bo3/eHCTBHE MH(POPMALIUU Ha YesloBeKa.

51. Kputepuu 3aBUCUMOCTHU (TIPUOPUTETHOCTh, U3MEHEHHs HACTPOeHHs], TOJIePaHTHOCTh,
CUMIITOM pa3phbiBa, KOH(IUKT, peLii/1B).

52. Knaccudukaiys UHTepHeT-3aBUCUMOCTeH

53. [Ilpu3Haku 3apakeHusl KOMIIbIOTepa.

54. AHTHUBUpYCHas 3alllUTa.

55. OpraHu3alMOHHbIE, OpUJUYeCcKHe, IpOrpaMMHbIe W IPOrpaMMHO-anmnaparHble Mepbl
3aLLUTHI.

56. 3amuTa MporpaMM M /JIaHHBIX C TOMOLIbI0 TapoJsield, MPOrpaMMHBIX W 3/1eKTPOHHBIX
KJIIOYel, CepUMHBIX HOMEPOB, NTepeHoca B OHJIalH U T.II.

57. AuntuupycHoe I10, Buzbl 1 Ha3HaueHre. MeTo/bl 3alJUThl OT BUDYCOB.

58. Mepsi 6e3onacHocTH Ay1s mosib3oBaTenss WiFi. Hactpoiika 6e3omacHocTH.

59. Bupychl A1 MOOUIBHBIX YCTPOUCTB (MOOW/IbHBIE GaHKephl U Jp.).

Kpurepuu orjeHKu
0 6a/1/10B — 3aJjaHuie He BbITIOJIHEHO;
1 6ann monmyyaeT CTYAEHT, JeMOHCTPUPYIOLMK 3HAUMTebHbIe MpoOesbl B 3HAHUM 0a30BOTO
TeOpeTUYeCKOro MaTepvana, M HH3KMM ypOBeHb [IPaKTMUYeCKUX YMEHHH U HAaBBIKOB,
JOTYCTUBIINK TIPUHL{UIHAAbHBIE OIIMOKY TIPY BBITIOIHEHWH TTPAKTUUECKOTO 3aZlaHusl.
2 0as1a nosiyyaeT CTyZleHT, JeMOHCTPUPYIOLIUI 3HaHMsI 6a30BOr0 TEOPeTUUYEeCKOro MaTepHasa,
HeCTaOU/IbHBIA YPOBeHb YMEHUH, UCIBITHIBAIOL[UM 3aTPyJHEHUSI B BHITIOJTHEHUH MPAKTUUeCKOH
paboThI.
3 0asu1a mosyyaeT CTy/eHT, AeMOHCTPUPYIOIIUI TTyDOKOe 3HaHMe TeOPeTHUeCKOro MarepHaria,
BBICOKWI YpPOBeHb YMEHUM U CIOCOOHBIM K MX CaMOCTOSATeNbHOMY TIpUMEHeHHIO, He
VCTIBITHIBAIOIEMY 3aTPYAHEHHUM TP BBITIO/IHEHWH TTPAKTUUeCKON paboThl.
4 6a/I10B TI0/TyuyaeT CTYZAEHT, leMOHCTPUPYIOLLMH I7Tyb0oKoe 3HaHHe TeopeTHUeCcKoro Marepuarnia,
BBICOKUI YPOBEHb YMEHHH U CIIOCOOHBIN K UX CAMOCTOSTE/IbHOMY TIPUMEHEHHIO, TTPOSIBUBIIEMY
CrocoOHOCTH TIPY BBITIOJTHEHUH MPAKTUUeCKON paboThI.
5 0a/U10B TO/TyYaeT CTY[EHT, [eMOHCTPUPYIOIIUN ITyOoKoe 3HaHWe 6a30BOTO TEOpPeTUYeCKOTOo
Marepuasa, BbICOKHI ypOBeHb YMeHWM M COCOOHBIM K MX CAMOCTOSITeJTbHOMY TPHUMeHEHHIO,
TNIPOSIBUBIIIEMY TBOPYEeCKHe CITIOCOOHOCTH TP BBITIOTHEHUH TPAKTHYeCKOM paboThl.
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