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1. HEJIX OCBOEHUA JUCHUITJIMHBI

(dopMHpOBaHHE  LEJIOCTHOIO  NPEACTABICHUS O  POJIM  COBPEMEHHOIO0  KHOEpIpoCTpaHCTBa B
00pa3oBaTeNbHON Cpele M IeJaroruveckoil NesTeNbHOCTH; (OPMHPOBAHHWE CHUCTEMBbl 3HAHUH, YMEHHHA WU
HaBBIKOB JIJIs oOecnieueHust KuobepOe30nacHOCTU CBOEH Npo(ecCHOHANBHOM NesITeTbHOCTH.

2.3AJAYM OCBOEHUA JNCHUIIJINHBI

dbopMupoBaHHe OOLIUX MPEICTABICHHUS O OE30MAaCHOCTH B MH()OPMAIMOHHOM OOIIECTBE; M3ydeHUE OOMIMX
NPUHIUIIOB TEXHOJOTHUH, MPHUMEHSEMbIX B HH(pOpManuMoHHOW Oe3omacHOCTH; (OPMHUPOBAHUE YMEHUS
OPUMCHSTh TpaBuia KUOepOe30macHOCTH BO BceX cdepax JACATETbHOCTH; OCBOCHUE 3HAHUH,
COCTABIIIONIMX Hayalla TMpeICTaBleHUH 00 WHGOPMAIMOHHONH KapTHHE MHpa W WHGOPMAIMOHHBIX
mpoleccax; OBIAJCHHE YMEHHEM HCIIOJIb30BaTh KOMIIBIOTEPHYIO TEXHUKY KaK MPAKTHYCCKHA WHCTPYMCHT
TUIst paboTbl ¢ wuH(pOpPMaNUEl B MOBCEJHCBHON JKWU3HU; pa3BUTHE HABHIKOB OPUCHTHPOBAHUS B
WH(HOPMAIMOHHBIX TOTOKAX.

3. MECTO JUCHHUILINHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOT'PAMMBI

ukn (pasnen) OOIT: |B1.B.1B.02

3.1. TpeGoBaHus K MpeABaAPUTEIbLHON MOATOTOBKE 00YYAKOIIETOCH:

(OCHOBBI PEUEBOM KYJIbTYPHI AedexToaora

TexHuka peun

TexHonoruu O6CJ'I€,Z[OBaHI/IH pcun

Texuonoruu mudpoBOro 0Opa3oBaHUs

YuebHas (03HaKOMHUTEbHASA) NpaKkTHKa 1

DOyYHKIMOHAIBHBIN 0a3uc peun

3.2. IucuunIMHbl 1 NPAKTHKH, JJI KOTOPbIX
O0CBOEHHUE JAHHOI ITMCHMILIUHBI (MO1YJIf1) HEOOXOAUMO KAK NMpeAlIecTBYIOIIee:

BrinogHenue u 3ammTa BEINYCKHON KBATM(DUKAIIMOHHON pabOThI

Hapy'H_ICHI/ISI IN1UChbMa U YTCHUA

IlogroroBka K ciade u caada roCcyaapCTBCHHOI'O DK3aMCHa

[Tpon3BocTBEHHAS (TIegarornyeckas) npakTuka 3

[Tpou3BoACTBEHHAs MPpaKTHUKa (HAy4yHO-HCCIIeIoBaTeNbckas pabora) 1

JtHKa. DCTeTHKa

4. INTAHUPYEMBIE PE3YJIBTATBI OBYYEHMUS 110 JUCHUITVIMHE

Koa u HauMeHOBaHMe HHIAUKATOPA JOCTUKCHUA

Koa u HauMeHOBaHHEe KOMIIETEHIMH
KOMIIETCHI U

YK-1 Cnocoden OCYHIeCTBJISATH nouck, | YK-1.1  JlemoHncTpupyer 3HaHHE OCOOCHHOCTEH
Kpl/lTl/[‘leCKl/lﬁ aAaHAaJIu3 MU CHHTE3 l/lH(l)OpMaIlI/lI/l, CUCTCMHOTI'O n KPpUTHYCCKOI'O MBIIIJICHUA )41

B pesynbrare ocBO€HUS AUCHUIIIIMHBI 00yYaIOLIUICS TOJKEH:

3HATh: yMeTb: BJIA/1€Th:
OCOOCHHOCTH  CHUCTEMHOTO U [IIPUMEHATH JIOrHyeckue (opmbl U |aHaIU3a HUCTOYHUKOB
KPUTHYECKOTO MBIIIUIEHUS, | TPOLIEAYPBI, CIIOCOO0EH K pediiekcuu | MHPOpMalMK C 1IeTbI0 BBISBICHUS
apryMEHTUPOBAHHOE [0 MOBOAY COOCTBEHHOM M UYyKOH |[MX MPOTUBOpPEYHMH U  TOUCKA
¢dopmupoBanue COOCTBEHHOTO | MBICITUTENILHON JESITEILHOCTH; | TOCTOBEPHBIX CYKICHMI;
CYXKIEHUS u OLICHKH | OLIEHHBATh (bakTopbI pHUCKa, [ IPUMEHEHHS METOJIOB 3allUThl B
uHpOopMaluy, MpUHATHE | 00ecTIeunBaTh JUYHYIO [ Ype3BBIYalHBIX CHUTyalUsIX MU B
000CHOBAHHOTO PEUICHHUS. 0e30macHOCTb U 0OE30MACHOCTH | YCIOBUSIX BOEHHBIX KOH(JIMKTOB,
OKpY’)KaloOIIMX B  IOBCEIHEBHOI! | pOpMHUPOBAHUS KYJbTYpPBI
KU3HK H B TPOo(EecCHOHATBLHOM | 0€30MacHOT0 W OTBETCTBEHHOTO
JESITEIBHOCTH. MIOBEACHHUSI.




5. OFbEM YUYEBHOM JUCIATIJIMHBI U BUJbI YYEEHOM PABOTHI

OO01mas TpyJ0€MKOCTh JUCIUIUIMHBI COCTABISIET 2 3a4eTHBIE (-bIX) eauHull (-b1) (72), BKIOUYas
MIPOMEKYTOUHYIO aTTECTAIUIO.

Pacnpe,qeneHme YacoB ANCUUNMITNHBI NO ceMecTpam

Cemectp
<Kypc>.<
( ype Ce 5(3.1)
MCCTp Ha Hroro
kypee>)
Henenn 12
By 3ansait | vo | e | vn .
Jlexunn 16 16 16 16
[IpakTnueckue 20 20 20 20

KonTakTHas padora 03 103 |03 |03
Ha MPOMEKYTOUHYTO

arTecTauuro
HUtoro ayx. 36 [36 |36 |36
Konrakrtnas padora | 36,3 | 36,3 | 36,3 | 36,3
Cam. pabora 35,7 | 35,7 | 35,7 | 35,7
Hroro 72 72 72 72
6. COJJEP)KAHUE JUCIUIIJIUHBI 11O PA3JIEJIAM (TEMAM) U BUJAM 3AHSATHIA
Kon HanmeHoBaHue pa3/ie10B H TeM /BH] Cemectp / | YacoB | Komneren- | JIutepatypa IIpnmeyanue
3aHATUHA 3aHATHA/ Kype 107071
Pasgen 1. ObecneveHne
WMHGOPMaLIMOHHOM BesonacHocTn
rocygapcrea un obuiectsa
1.1 |KubGepbe3omnacHOCTH B cHCTEME 5 0
HaIllMOHATHHOU 0€301acHOCTH
P® /Tema/
1.2 |KubGepbe3omacHOCTH B cHUCTEME 5 2 |YK-11 |JI1.1J12.1
HallMOHATHHOU 0€301acHOCTH VK-1.5
P®D /Jlex/ YK-1.6
1.3 |KubepOe3omacHOCT, B cHUCTEME 5 2 |YK-1.1 |JI1.1J12.1
HallMOHAIHHOMN 0€301acHOCTH YK-1.5
PO /Tlp/ YK-1.6
1.4  |KubGepbe3omnacHOCTH B CHCTEME 5 2 |YK-11 |JI1.1J12.1
HaIlMOHATHHOU 0€30macHOCTH YK-1.5
P® /Tlp/ YK-1.6
1.5 |Kubepbe3zonacHOCTH B cucTeEME 5 4 |VK-1.1 [JI1.1J12.1
HaAIIMOHAJILHOMI 0€e30IacHOCTH VK-1.5
P®D /Cp/ YK-1.6
1.6 |KubepnpecTyruieHus: IpOTUB 5 0
JIUYHOCTH, oOmecTBa u
rocyJapcTBa
/Tema/
1.7 |KubeprpecrymieHus MIPOTHUB 5 2 |YK-11 JI1.1J12.1
JIMYHOCTH, o01ecTBa u VK-1.5
rocynapctsa /JIex/ YK-1.6
1.8 |KubepmpecryrieHus MPOTUB 5} 2 |VYK-11 JIL.1J12.1
JIAYHOCTH, oOmecTBa u VK-1.5
rocymapctsa /I1p/ YK-1.6




1.9 Kubepnpectynnenus MPOTUB VK-1.1 JIL.1J12.1
JIAYHOCTH, oOmiecTBa u VK-1.5
rocymapctsa /I1p/ YK-1.6

1.10 |KuGepnpecryruienus IIPOTUB YK-1.1  [JI1.1J12.1
JIAYHOCTH, oOmecTBa u YK-1.5
rocymapctsa /Cp/ YK-1.6
Pasgen 2. lNMoHaTue uHdopmauum u
MHOPMaLNOHHasa 6e30NacHOCTU

2.1 CoBpeMeHHOe
KHOEepIpOCTPaHCTBO
TexHuka Oe3omacHoOCTH B
KHOeprpocTpaHCcTBe
/Tema/

2.2 | CoBpemeHHOE YK-1.1  [JI1.1J12.1
KHOEpIIPOCTPAHCTBO TexHuka YK-1.5
0€30MacHOCTH B YK-1.6
kuOepnpocrpancTse /JIex/

2.3 | CoBpemeHHOE YK-1.1  [JI1.1J12.1
KHOEpIIPOCTPAHCTBO TexHuka YK-1.5
0€30MacHOCTH B YK-1.6
kuOepnpocrpancTse /JIex/

2.4 | CoBpemeHHOE YK-1.1 JIL.1J12.1
KHOEPIPOCTPAHCTBO TexHuka YK-1.5
0e301acHOCTH B YK-1.6
kuoOeprpocrpanctse /I1p/

2.5 CoBpeMeHHOE YK-1.1 JIL.1J12.1
KHOEpIIPOCTPAHCTBO Texauka YVK-1.5
0e30MacHOCTH B YK-1.6
kubeprpoctpanctse /I1p/

2.6 |CoBpemeHHOE YK-1.1  |JI1.1J12.1
KHOEpIIPOCTPAHCTBO Texauka VK-1.5
0e30MacHOCTH B YK-1.6
kubeprpoctpanctse /Cp/

2.7 |IIpobGiemsl WHuTepHer-
3aBUCHMOCTH,
kubepOymnara /Tema/

2.8 |IIpobGiemsl WHuTepHer- YK-1.1  |JI1.1J12.1
3aBUCHUMOCTH, VYK-1.5
knOepOynnara /Jlex/ VYK-1.6

2.9 |IIpoGiemsr WnuTepuer- YK-1.1  |[JI1.1J12.1
3aBHUCUMOCTH, VK-1.5
knbepOysmaTa /JIex/ YK-1.6

2.10 |IIpoGnemsl WHuTepuer- YK-1.1  |JI1.1JI12.1
3aBHCHUMOCTH, VK-1.5
kubepOymuara /I1p/ YK-1.6

2.11 |IIpoGiemsbl WuTepuer- YK-1.1  |[JI1.1J12.1
3aBUCUMOCTH, VK-1.5
kno6epOyuara /I1p/ YK-1.6

2.12 | IIpoGiemsbl WnuTepuer- YK-1.1  |[JI1.1J12.1
3aBHCUMOCTH, VK-1.5
knoepOymmara /Cp/ YK-1.6

2.13 |Meroasl obecreueHus

o6eszonacuoctu [IK u HHTepnera.
Bupycsl u autuBupycsl /Tema/




2.14 |Meronsl o0ecrieueHus 2 |YK-11 JI1.1J12.1
0e301acHOCTH IK u YK-1.5
Wurepuera. /Jlex/ YK-1.6

2.15 | Bupycsl u antuBupycsi /JIex/ 2 |YK-11 |JI1.1J12.1
YK-1.5
YK-1.6

2.16 |Meronsl oOecrieueHus 2 |YK-1.1 JI1.1J12.1
o6e3zonacnoctu I[IK u Wutepuera. VK-1.5
Bupyce! u aatuBupycs /Ip/ YK-1.6

2.17 |Merousl o0ecrieueHus 2 |YK-1.1 JI1.1J12.1
o6e3zonacHoctu IIK u MuTepHera. YK-1.5
Bupycs! u aatusupycsl /I1p/ YK-1.6

2.18 |Meronasl oOecrieueHus 9,7 |[YK-1.1 JI1.1J12.1
oeszonacuoctu [IK u Wntepnera. VK-1.5
Bupycel u antusupycel /Cp/ YK-1.6

2.19 |3auer /KIIA/ 5 0,3 |YK-1.1 JI1.1J12.1
YK-1.5
YK-1.6

* - Tema uzyvaercs ¢ yueToM MpodeccnoHalbHON HAIIPaBICHHOCTH
[Inanb! npoBeneHrs y4eOHBIX 3aHATUN OTPAKEHBI B OlleHOUHBbIX MaTtepuanax ([Ipunoxenue 2.).

7. KOHTPOJIb KAYECTBA OCBOEHUSA JUCIUITJIMHBI

KoHTposb kauecTBa 0CBOEHMsI y4eOHOIr0 MaTepuraa no AMCUUILUIMHE IPOBOAUTCS B (hopMe TeKyIIero
KOHTPOJISI yCIIEBAEMOCTHU M MIPOMEKYTOYHON aTTecTalluu B cOOTBETCTBUH ¢ «llojoxenuem o popmax,
NEPUOANYHOCTH U NOPAIKE TEKYIEro KOHTPOJIS yCIIEBAEMOCTH U IPOMEKYTOYHON aTTeCTalluu
oOyuaromuxcst B 'bOY BO CI'TIU u ero punuanaxy.
Jlnis arTecTanuu o0yvaromuxcs Ha COOTBETCTBHUE MX IEPCOHANBHBIX JTOCTHKEHUN TpeOOBaHUSIM
00pa30BaTENIbHON IPOrPAMMBI UCIIOIB3YIOTCS OLIEHOYHBIE MATEPUAIbl TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH
U npoMexyTouHoit arrecrauuii (Ilpunoxenue 2).

YpoBeHb chpopMHUPOBAHHOCTH KOMIIETEHIIUH

He chopMupoBaHa cpopmupoBana chopMHpPOBaHa B 1€J10M cpopMupoBaHa
YaCTHYHO MOJTHOCTBIO
«He 3auTeHo» «3auTeHo»

«HeynoB/1eTBOPHTENBLHO» | «Y10BJIETBOPUTEILHO) «Xopouo» «OTIHYHO»
Onucanne KpuTepueB OLEHUBAHUS

OO6yuaronuiics OO6yuaromuiics OO6yuaromuiics OO6yuaromiuiics

JIEMOHCTPHUPYET: JIEMOHCTPHUPYET: JIEMOHCTPHUPYET: JIEMOHCTPHPYET:

- CYIIECTBEHHBIE - 3HaHUS TEOPETHUYECKOro |- 3HAHWE W TOHUMAaHHE |- riryOokue,

npoOensl B 3HAHUSX | MaTepHala; OCHOBHBIX BOIIPOCOB | BCECTOPOHHUE "

yueOHOro MaTepuana; - HEeIMOJIHBIE OTBETHl Ha|KOHTPOJIHUPYEMOTO apryMeHTHPOBaHHBIE

- TOIYCKAIOTCS | OCHOBHBIE BOTIPOCHL, | 00bEMa  MPOTPAMMHOTO [3HAHHS ~ MPOTPAMMHOTO

NPUHIUIHATIbHbIE OLINOKH B OTBETE, | MaTepHaa; MaTepHaa,

OMMOKK TIPH OTBETE Ha|HEZOCTaTOUYHOE - TBEpJIbIC 3HaHUS (- TOJHOE  TIOHWMaHHE

OCHOBHBIE BOIPOCHI | TOHUMAHUE CYIIIHOCTH | TEOPETUYECKOTO CYIIHOCTH M B3aUMOCBSI3U

ounera, OTCYTCTBYET | M3J1araeMbIX BOIIPOCOB; MaTepHaa. paccMaTpuBaeMbIX

3HaHHE W  [IOHHMAaHHE |- HEYBEpEHHBIE ul- CIOCOOHOCTH | IPOLIECCOB M SIBJICHUH,

OCHOBHBIX IOHATUH W |HETOYHbIE OTBETHl  Ha|ycTaHAaBIMBAaTb U [ TOYHOE 3HAHHE OCHOBHBIX

KaTeropui; JOTIOJTHUTENbHbIE OOBSICHATD CBSI3b | IOHSATHI B pamkax

- HEIMOHMMAaHUE | BOIIPOCHI; IPAaKTUKM M TEOPHH, [ 00CYykKI1aeMbIX

CYIIHOCTH - HEZIOCTaTOYHOE BBISIBJIATH TIPOTUBOPEUHS,




JIOTIOTHUTEITHHBIX
BOIPOCOB B paMKax
3aJaHuil Omiera;

- OTCYTCTBHE YMCHHS
BBIMOJIHATH
NpakTUYeCKHE  3aJIaHus,
PeyCMOTPECHHBIE
MIPOTrpaMMOit
JUCITUTIIAHBI,

- OTCYTCTBHE T'OTOBHOCTH
(crtocoOHOCTH) K

JUCKYCCUH u HHU3KasAa
CTCIICHb KOHTAKTHOCTH.

BJIAJICHUE  JIUTEPATYPOH,
PEKOMEHJ0BaHHOM
IpOrpaMMon
JTVCLUIUIMHBL,

- ymenue 0e3 TrpyObIX
(01115 (03 pemarp

MMPAKTUYCCKUC 3a/IlaHUs.

npoOJieMbl U TECHJICHIIUU
pa3BUTHS,

- MIPaBUIILHEIC u
KOHKpPETHBIE, 0e3 TpyObIX
omnbOK, OTBETHI  Ha
MIOCTaBJICHHBIC BOIIPOCHI;

- yMEHUE pemaTh
[IPaKTUYECKHE  3aJaHus,
KOTOpbIE ciemyer
BBIIIOJIHUTB;

- BIAJCHHE OCHOBHOM
JIUTEpaTypou,
PEKOMEHIOBAHHOM
MIPOTpaMMOit
JIACUUTLTAHBI;
Bo3moxHBI
HE3HAYUTEIbHbIE
HETOYHOCTU B PACKPBITUU
OT/AENBbHBIX  TOJIOKEHUHN
BOITPOCOB ourera,
MIPUCYTCTBYET
HEYBEPEHHOCTh B OTBETAX
Ha JOTIOJTHUTEIbHBIC
BOITPOCHI.

3aJIaHHUi;

- CITOCOOHOCTH
yCTaHABIIUBATh 31
OOBACHATH CBSI3b
MIPaKTUKU U TCOPHH,

- JIOTHYECKHU
IOCJIC0BATEIbHbIE,
coJiepKaTelIbHbIC,
KOHKpETHBIC u

WCYEPITBIBAIOIINE OTBETHI
Ha Bce 3amaHus OmieTa, a
TaK)Ke JIOIOJHUTEILHBIE
BOIIPOCHI HK3aMEHATOPA;

- yMEHHe pemarhb
MPaKTUYECKUE 3aaHMUS;

- Hanuyue COOCTBEHHOH
00OCHOBAaHHOM  IIO3HMIIUH
o o0cyXTaeMbIM
BOITPOCAM;

- cBOOOHOE
HCIOJIb30BAHUE B OTBETAX
Ha BOIIPOCHl MaTEpHAIOB
PEKOMEHTOBAHHOM
OCHOBHOM u
JIOTIOJTHUTEIILHOM
JUTEPATYPHI.

8. YYHEBHO-METOANYECKOE OBECIHEYEHUE JUCHUIIJINHBI

VY4ebHO-MeTon4yeckoe obecreueHne TUCIUITIMHBI BKIIIOYaeT pabodyto IporpaMMy JTUCLMITIHHBI,
MCTOANYCCKHUEC MAaTCPUAJIbI, OLICHOYHBIC MaTCPHUAJIbI.
Y4ebHO-MeToinYecKoe 0OecreueHue caMOCTOSITEIbHON paboThl 00YUarOIUXCsl BKIIOYAET: YUeOHUKH,
y4eOHbIE TTOCOOUSI, HIEKTPOHHBIE 00pa30BaTENbHBIE PECYPCHI, METOMYECKUE MATEPHAIIHI.
CamocrosTenbHas pabota 00ydaronmxcs sSBisgercss GopMoit opraHu3anuyu 00pa3oBaTeNIbHOTO

npolecca 1o AUCUUIUIMHE U BKIIIOYAET CIEAYIOLINE BU/IbI IEATEIbHOCTH: IOUCK (110100p) U 0030p HAYUHOMH
U y4eOHOH JINTepaTypbl, JTEKTPOHHBIX HCTOYHUKOB HH(pOPMAIIUU TI0 U3yyaeMoil Teme; paboTa ¢
KOHCIICKTOM HeKHHfI, SJICKTPOHHBIM yq€6HI/IKOM, CO CJIOBApsAMH U CIIPABOYHUKAMU U AP. HCTOYHHUKAMU
uHpOpMaLnu (KOHCIIEKTUPOBAHUE); COCTaBJIEHHUE IJIaHa U TE3UCOB OTBETa; MOJArOTOBKA pedepaTa;
BBITIOJTHCHHUE TBOPYCCKUX 3a)1aH1/1171 n HpO6J’IGMHLIX CHTy-aHHﬁ; IMOATOTOBKA K KOJIJIOKBUYMY,
cobeceI0BaHUIO, MPAKTHUECKUM 3aHATUSAM; IOATOTOBKA K 3aUeTy U 9K3aMEHY.

9. MEPEYEHb OCHOBHOM Y TOMOJHUTEJBHOM JUTEPATYPBI

9.1. PexoMenayemast iMTEpaTYypa

9.1.1. OcHoBHas1 UTEpaTYypa

J1.1

['ony6un P. B., Mcakosa U. A., Kopotsiies A. I1., Kocapesa H. C., Peixtuk I1. I1.
KubepOe3omnacHoCTh OJIPOCTKOB B CETH HHTEPHET. [IpoTHBOIEHiCTBHE KHOSpyTpO3amM
[DnexTpoHHBIH pecypc]:ydeOHo-meToanueckoe nmocobue. - Huxauit Hosropon: HHI'Y um. H. U.
Jlo6aueBckoro, 2022. - 65 c. — Pexxum gocryma: https://e.lanbook.com/book/283286

9.1.2. JlonoJHATEJIbHAS JIUTEPATYpPa




J12.1

https://e.lanbook.com/book/386636

Banuna A. I'., Opén /1. B., Anukyes C. B. IlepconansHas kubep0e30macHOCTb: Kypc JIEKIUH
[DnexkTpoHHEbIH pecypc]:yueOHoe nmocodue. - CtaBpornosnb: CKOVY, 2022. - 137 ¢. — Pexxum noctyma:

10.1 UuTepHeT-pecypcbl (0a3b1 JaHHBIX, HH(POPMAIMOHHO-CIIPABOYHbIE
CHUCTEMBI U JP.)

ObC «Jlanby https://e.lanbook.com
HanmonanesHast snekrponnas oudaunoreka (HOB) https://rusneb.ru
BBC «Opaiit» https://urait.ru

OBbC «OKypHanpHbI 3a7»: PyCCKUM TOJICTBIN KypHaI

KaK ACTETHYCCKUI (HEHOMEH

https://magazines.gorky.media

«InextponHas ombmuorexka UMJI PAH»

http://biblio.imli.ru

«QnexrponHas 6ubianorexa UPJIN
PAH» (ITymkunackmii Jlom)

http://lib.pushkinskijdom.ru

Hayunslii apxus

https://nayanbritapxuB.pd

9BC «Ilegarornueckas OnMOIMOTEKAY

http://pedlib.ru

OBC «AiOykc.py»

https://www.ibooks.ru

Hayunas snexkrponnas 6ubnuoteka eLibrary.ru

https://elibrary.ru

ObC bykonnaiim https://bookonlime.ru
Hayunas anektpoHHas OubInoTeka https://cyberleninka.ru/
«Kubeprnenunka»

['ocynapcTBeHHas myOauYHas HAy4YHO-TEXHUYECKast
o6ubmmoteka Poccun. Pecypcel oTkpeITOrO M0CTyMA

http://www.gpntb.ru/elektronnye-resursy-udalennogo
-dostupa/1874-1024.html

bubnuoreka akagemun Hayk (BAH). Pecypchr
OTKPBITOTO JOCTYIIa

http://www.rasl.ru/e_resours/resursy_otkrytogo_dost
upa.php

10.2. ITIpodeccuonasibHbie 6a3bl JAHHBIX M HHGOPMALMOHHBbIE CIIPABOYHBIE CHCTEMbI

VYHuBepcuterckas HHGOpMaIMOHHAas cUCTeMa
POCCHUA

https://uisrussia.msu.ru

Ennnoe okHO focTymna kK 00pa3oBaTeIbHBIM
pecypcam

http://window.edu.ru/catalog

CrnoBapu ¥ SHIMKJIONEIUN

https://dic.academic.ru

[Menarormueckas macrepckas «IlepBoe ceHTIOps»

https://fond.1sept.ru

Caiit Eaunoit komnekuu nupoBbIX
00pa3oBaTeIbHBIX PECYPCOB

http://school-collection.edu.ru

Harmonanenas mnardopma «OTKpbITOE
00pa30BaHMEC

https://openedu.ru

[Topran «EnuHas komekuus uudpoBbIxX
00pa30BaTeNbHBIX PECYPCOBY

http://school-collection.edu.ru

Poccuiickoe obpa3zoBanue. denepanbHblil HOpTa

http://edu.ru

[Topran @enepanbHBIX TOCY1apCTBEHHBIX
00pa30BaTeNbHbIX CTAHIaPTOB BHICIIETO
o0pa3oBaHUs

http://fgosvo.ru

Enunas undpoas koyekus NepBOUCTOYHIUKOB
HaYYHBIX PabOT YJJOCTOBEPEHHOT'0 KauecTBa
«Hay4HbII apXuB»

https://mayunsritapxus.pd

[Topran npoekta «CoBpemeHnHas uudponas
oOpa3zoBartenbHas cpeaa B POy

https://online.edu.ru

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIUIIJIMHbBI (MOAYJIS)

3aHATUSA, TEKYLIMH KOHTPOJb YCIIEBAEMOCTH M MPOMEXKYTOUHAs aTTeCTAalUs MO JUCLUUILIUHE MPOBOISATCS
B YUEOHBIX ayJAUTOPUSIX, YKOMITJIEKTOBAaHHBIX TUIIOBOM MEOEIbIO JIIsl 00yJarouxcs u




npenoaaBareisd, TCXHUIYCCKUMU U My.HBTPIMCI[HﬁHBIMH cpeacrBaMu O6y‘-I€HI/ISI, BKIIFOUCHHBIMU B JIOKAJIl
CeTh By3a U C JIOCTYIIOM K HH()OpMAaIMOHHBIM pecypcaM cetu HTepHeT.

Paboune Mmecta I CcaMOCTOSITEIBHOM pPAa0OThI OOYYAIOMIMXCS OCHAIIEHBl KOMIBIOTEPHOW TEXHUK
MOJKIIOYeHHEM K cetn MHTepHeT UM 0OecmedeHbl JIOCTYIIOM B DJIEKTPOHHYIO HH(OPMAITUC
o0pa3oBaTeNbHYIO Cpey By3a.

KommnbroTepHoe 000py0BaHHE UMEET COOTBETCTBYIOIIIEE JIUIICH3MOHHOE IIPOrpaMMHOE 00ecIieYeHHUE:

1. Tlaker mporpammuoro obecneuenusi obmiero HasHaueHus Microsoft Office (MS Word, MS Mici
Excel, MS PowerPoint).

2. Adobe Acrobat Reader.

3. Bpaysep (Internet Explorer, Mozilla Firefox, Google Chrome, Opera u ap.).

4. TlporpamMma TecTupoBaHusi ANpeH.

IIpuaoxenue 1

Meroanuyeckue MaTepuabl 0 JMCUMUILINHE
« Kubepoe3zonmacHocTn»

1. IlmaHbl NpaKTHYECKUX PA0OT M MeTOMYECKHE PEeKOMEHIalluu
Tema 1. Kubep6e3omnacHoCTh B cucTeMe HallMOHaIbHOM Oe3omacHocT PD

IpakTnyeckoe 3ausitue 1.1.
Bomnpocs! a1t 06cyxaeHus:
1. TocynmapcTBeHHas NOJIMTHKA B 00J1aCTH KMOEpOE301MacHOCTH KOMIIBIOTEPHBIM aTakaM OT
15 suBaps 2013 r.
VYronosuslit koseke PO, paznen «IIpectymnenus B chepe KOMIBIOTEPHOM HH(pOpMALIUN.
3amurta KuOEprpocTpancTBa rocyaapctsom. Kubeppoiina.
[TpaBo Ha uadopmanuio B Koncruryiuu PO.
3aiuTa rocyjapcTBa U 3aliiuTa KUOepnpocTpaHCTBa.
JlokTprHa MHPOPMALIMOHHOM 6€30MacHOCTH.

ook wn

IIpakTyeckoe 3ansaTue 1.2.
Bormpocs! 1151 06cyxaeHust
KubepBoiicka. 3amura kubepnpocTpaHcTBa Kak OJHA U3 337a4 BOOPY>KEHHBIX CHIL.
Nudopmanmonnas BoitHa. udopmarmonHoe opyxue.
ITaTprOTH3M M UHTEPHET.
WNupopmannonHoe Bo3aeicTre.
Boennas, rocygapcTBeHHas, KOMMepUecKas TalHa.
3amuTa caiToB TOCYJapCTBEHHBIX OPTraHOB (JIEKTPOHHOE IPABUTEILCTBO).

ouhkwdpE

Tema 2. KuGepnpecrynjieHus IpOTHB JJUYHOCTH, 0011eCTBA M rOCYAapcTBa
IIpakTnyeckoe 3ansiTue 2.1.
Bonpocsr 1uist 06cyxnenus
1. PeanpHas u BUpTyaJibHasi TUYHOCTb.
2. Tlcuxomormdeckast oOctaHoBka B MHTEepHETe: TpUGUHT, KHOepOYIUTHHT, KHOSpMOOOHHT,
TPOJUTUHT, OYJUTULU.
3. beszomacHas pabora B ceTH B TIPOIECCE CETEBOW KOMMYHHKAIUH (4aTbl, (GopyMmsl,
KOH(EepeHIINH, CKaMIl, COLMaIbHBIE CETU U TIp.).
TepMHUHBI CETEBOTO ITUKETA: OBEPKBOTHUHT, uieiim, iy, odhdronuk, cmailimku u ap.
5. Ilpumepsl 3THUECKUX HapylIeHUI. 3HAYEHUE CETEBOT0 ITHKETA.

B



© N

CoOGcTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WuTennexryanbHas COOCTBEHHOCTb.

[TnaTHas u 6ecruraTHass HHGOPMAIIHSL.

3amuTa TpaB MOTpeOUTENed Mpu HCIONb30BaHMKM yciayr MHTepHer. 3ammra mpaB
noTpeOuTenel yciyr npoBanaepa.

IIpakTnyeckoe 3ansitue 2.2.

Bomnpocs! 11st 06cyxaenus

1.
2.

3.

&

OTBETCTBEHHOCTh 32 UHTEPHET-MOLIEHHUYECTBO.

[IpaBoBbie  akThl B OOJacTd  WHMDOPMALMOHHBIX  TEXHOJOTUA W 3AIIUTHI
kubeprnpocTpancTBa. OTBETCTBEHHOCTD 32 KHOEPIIPECTYIICHUS.

KoHCTUTYIIMOHHOE TpaBO HA TMOWCK, IMOJIYYCHHE W PAaClIpOCTpaHEHHWE WH(POpMAIUH.
®denepanbhbiit 3akoH 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammure aereit ot
uH(pOpMaIIiH, IPUYUHSIONIEH Bpe UX 30POBBIO U Pa3BUTHION (IEHUCTBYET ¢ 1 CeHTAOpS
2012 rona).

HNHupopmaninoHHOE 3aKOHO1aTeNbCTBO PO.

3akon P® «O06 undopmaiinu, HHPOPMAITMOHHBIX TEXHOJIIOTUIX U O 3alIUTe HH(DOpMALIUNY.
VYronoBHas OTBETCTBEHHOCTh 3a CO3JaHUE, WCIOJIb30BAHUE U  PACIPOCTPAHECHHE
BPEJIOHOCHBIX KOMIBIOTEpHBIX Mporpamm (ct. 237 YK P®). [IpaBoBas oxpaHa mnporpamm
st O9BM u BJI. Kommepueckoe I1O. becrmatnoe IO (FreeWare, Free, Free GPL,
Adware), ycnoBno-6ecratnoe 10 (Trial, Shareware, Demo).

[IpaBOBBIE OCHOBBHI JJIs 3AIMTHI OT CIIaMa.

IIpaBoBasi oxpana mporpamm st OBM u BJl. Jlunensuonnoe I10. Buawl nunensuit
(OEM, FPP, xopnoparuBHbie nuiieH3uu, noamnucka). [10 ¢ otkpeiteim kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE JTAHHBIX, KATETOPHH UH()OPMAIIHH.

[lepconanbubie U OOLIENOCTYINHBIE JaHHBIE, OTpaHUYEHHBbIM goctyn. 3akoH «O
MIEPCOHAIIBHBIX IAHHBIX).

Tema 3. CoBpemenHoe kudeprnpocTpancTBo TexHuka 6e30nacHOCTH B KMOEPNPOCTPAHCTBE
IIpakTyeckoe 3ansaTue 3.1.
Bormpocs! 1151 06cyxaeHust

1.

2
3.
4.

o

o N

Mormennnueckue aeiictsust B MaTepHere. Kubepnpecryminenus

CereBoii aTuker. [Icuxonorus u cetb

[TpaBoBBIE acTIEKThI 3aLUTHI KHOEPIIPOCTPAHCTBA
OmnnaiiH  cepBUCH sl  O€30MAaCHOCTH TOJIB30BATEIsl B HMH-TEpHETE (IIpOBEpKa
KoMIbloTepa M (ail;loB Ha BHUPYCHl OHJIAWH, OHJAWH neakTuBauus SMS-BHpYCOB,
IpoBepKa caliTa Ha BHpYyChl, IpoBepka ¢aioB mo e-mail, ompenenenue anapeca
CTpaHM1IbI, TpoBepka croumoctu CMC u 1p.).
Hactpoiiku 6€301macHOCTH OUYTOBBIX MTPOTPaMM.
3ammTa B MOMCKOBBIX CUCTeMaXx ((HIBTPHI I OTPAaHUYEHUS TOTEHIIM-AIBHO OMAacHOTO
COJIEPKUMOTO).
Hactpoiiku 6e3omacHocTr Be6-Opay3epos (Internet Explorer, Firefox u T.11.).
DJEeKTpOHHAs TI0YTa M CUCTEMbI MTHOBEHHOTO OOMEHa COOOIIICHUSIMHU.
Hactpoiiku 6e3onmacnoctu Ckaiin, ICQ u np. Cioco6s! obecrnieuenust 6e30nacHoCcTy BeO-
caiita.

10. Kubepnpectyruienusi. Buasl MHTEpHET-MOIIEHHUYECTBa (MHMCbMa, pek-lama, OXoTa 3a

JTUYHBIMHA JAaHHBIMH U T.11.). OnacHOCTH MOOWMIIBHOU CBsI3H. [IpeaioxkeHus Mo ycTaHOBKE
BPEIOHOCHBIX MPHUIOKEHHM.

11. Momennnueckne CMC. VYTeuka W oOHapoJOBaHWE JHMYHBIX JaHHBIX. [logbop u

IepexBaT MapoJieH.



12. B3110MbI aKKayHTOB B COIUATIBHBIX ceTaX. Buapl Mmomennnuectsa B MaTeprere. @ummHr
(papmuHr). A3apTHBIC UTPHI.

13. Jloxxusie anTHBUpPYCHL. llomMena crpaHuil B HWHTepHETE (CalThI-KJIOHBI). DanbiiuBbe
(haitio0OMEeHHUKH.

14. DnexTpoHHBIN KolenaeK. MOIEeHHUYECTBO IPH pacipocTpaHeHun «oecrutatnoroy I10.

15. Texnonoruu Manumyiupoanus B UHTepHere.

16. Th npu uHTEpHET-00IICHUH.

IIpakTnyeckoe 3ansitue 3.2.
Bomnpocs! st 06cyxaenus
Tb npu peructpainuu Ha BeO-caiiTax.
KomnetorepHoe nuparctso. [1naruar.
KubepnaeMHHUKY ¥ KHOEPIETEKTUBHI.
Orenka ymep0a oT KuOeprnpecTyIICHHH.
WNurtepuer-atukert. [IpaBuna obmenus B UnTtepHere.
OCHOBBI CETEBOI'O ITHKETA.
[lepenucka B ceTu.
[IpaBuna noseneHus B ckaie. @opym.
OO11eHre B CETH U €ro MOCIEACTBHUS.
. Arpeccus B ceTu.
. AHOHMMHOCTb B CETH.
. Bunpl stukera (JIM4HBIN, 1€7I0BOM, MMCbMEHHBIN, NTUCKYCCHOHHBIM M mp.). Pazmuums
JTUKETA B Pa3HBIX CTPAHAX.
13. Druka nuckyccuii. B3aumHaoe yBakeHuE MPU HHTEPHET-OOIICHHH.
14. Dtuket u 6€30MaCHOCTb.

CoNoOA~WNE

e S
N - O

Tema 4. IIpo6s1emb1 UHTEpHET-32aBHCUMOCTH, KN0EPOYJIMHT A

IIpakTuyeckoe 3ansaTue 4.1.

Bomnpocs! 11t 00cyxaenns

['uruena komneroTEpAa.

KommnbroTep u kpoBooOpalieHue.

[Tonp3a 1 Bpel KOMITBIOTEPHBIX UTP.

Komnsrorep u 302K.

Ou3NIECKOe U TICUXHYECKOE 3/J0POBbE.

[TpaBuia noBeneHMs B KOMIIBIOTEPHOM KJjacce.

WuTepHeT B cucteMe 6€301acHOCTH.

TexHuka 0e30MacHOCTH MPHU paboTe ¢ KOMIIBIOTEPOM.

Komnberotep 1 MOOUIIBHBIE YCTPOMCTBA B UpE3BbIUANHBIX CUTYaLUsX.

0. Meaununckas unpopmanus B MurepHere. KommnbroTepsl U MOOWIIBbHBIE YCTPOHCTBa B
IKCTPEMAITBHBIX YCIIOBHSIX.

11. BosnaeiicTBre paJroBOIIH Ha 30pOBbe U OKpyxaromnyro cpeny (Wi-Fi, Bluetooth, GSM).

12. Komruiekc ynpakHEHHA TPpH padoTe 32 KOMITBIOTEPOM.

13. BozneiictBue Ha 3penue DJIT, KUIKOKPUCTAIUIMYECKHX, CBETOIMOIHBIX, MOHOXPOMHBIX

MOHHTOPOB.

14. KomnbloTep B pexxuMe TpyJa U OTIbIXA.

15. BuwusHHe KOMIIbIOTEpA HA PENPOAYKTUBHYIO CUCTEMY.

16. Bpeansie hakTopsl pabOThI 32 KOMIIBIOTEPOM U UX MOCIIEACTBUS.

BOoo~NoORWDNE

IIpakTyeckoe 3ansaTue 4.2.
Bonpocsr 1uist 06cyxnenus
17. Opranusamus pabouero mecra
1. HnTepueT-co00111ECTBO.



BOoo~NoOR~WN

15.

16.

17.

0.
11.
12.
13.
14.

NHTepHEeT-3aBUCUMOCTb.

ConuanbHele ceTu. J[eTckue colManbHbIe CETH.

BupryanbHas TMYHOCTB.

3aBucuMocTh 0T HTEpHET-00111eH .

Pazpneuenus B Untepuere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CeTteBbl€ UTPBI.

Caittsl 3HaKomMcTB. 30K 1 koMIbIOTED.

Bunei 3aBucumoctu. JlectpykrruBHas unpopmanus B UatepHere.

Bunbl UHTEpHET-3aBUCUMOCTH.

KubepkynbTypa (MaccoBasi KyJlIbTypa B CETH) U JTUYHOCTb.

[Icuxonoruueckoe Bo3AeHcTBUE HH(OPMAIIMH Ha YEIIOBEKa.

VYipaBiaeHue JUYHOCTBIO Yepe3 ceTb. VHTEpHET M KOMIIBIOTEpHAas 3aBUCUMOCTh
(ammuKms).

Kputepun 3aBucUMOCTH (IIPUOPUTETHOCTb, W3MEHEHUS HACTPOCHHS, TOJIEPAHTHOCTD,
CHMIITOM pa3pbiBa, KOHQIIUKT, PELUINB).

Tunel UHTEPHET-3aBUCUMOCTH (IIPUCTPACTHE K pabOTe C KOMIBIOTEPOM, K HABUTALUU U
MOUCKY MH(OPMALMU, UTPOMAHUS U SJIEKTPOHHBIC MOKYIIKH, 3aBUCUMOCTh OT CETEBOTO
oO1eHus).

Knaccugukanus mHTEpHET-3aBHCUMOCTEH

Tema 5. Metoanb! o0ecneuenns 6e3onacHoctT [IK u Untepuera. Bupycol 1 aHTUBUPYChI

NoakowhE

9.

10.
11.
12.

IIpakTnyeckoe 3ausitue S.1.

KoHTeHT-QunbTpsl.

ITorckoBbIE CEPBEPHI.

IIpu3Haky 3apaxeHus KOMIIbIOTEpPA.

AHTUBHpYCHAs 3alUTA.

3amuTa QaitioB. bezonacHOCTs Npy ckauyMBaHUM (PailyioB.

3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOITMPOBAHUS.
OpranuzalvoHHble, IOPUINYECKHE, MPOrpaMMHBIE M IPOrpaMMHO-alNapaTHbIE Mepbl
3aILUTHI.

3amuTa OporpaMM M JIaHHBIX C TOMOILIBIO TApoJiei, MPOrpaMMHBIX MU 3JIEKTPOHHBIX
KJIIOYEH, CEPUIHBIX HOMEPOB, IIEPEHOCA B OHJIANH U T.II.

Henepememaemsbie mporpaMmel.

3amuTa OT KONMPOBAaHUS KOHTEHTA CaiiTa.

Ncrounukn 3apaxenus [1K.

AntuBnpycHoe [10, Buapl n HazHaueHHe. MeTo bl 3a1UThI OT BUPYCOB.

IIpakTyeckoe 3ansaTue 5.2.

Bormpocs! 1151 06cyxaeHust

1.

ook owd

o

[Tpobnemsr OezonacHocTH MHPpacTpyKTypbl MHTepHETa (IPOTOKOJBI MapIIpyTU3ALUU
CEeTH, CHCTEMAa JOMEHHBIX UMEH, CPEJICTBA MapIIPyTH3AINHN | T.11.).

[TpoBepka nomuuHOCTH (ayTeHTH(UKanus) B UHTepHeTe.

Meps! Oe3onacHocTu A nonb3oBarens WiFi. Hactpoiika 6e3omacHocTy.

Bupychl 11 MOGMIIBHBIX YCTPOUCTB (MOOMIIbHBIE OaHKEPHI U JIP.).

HacTtpoiika komnbrorepa i 6e3onacHoit paboTsl. OMMOKY MOIb30BaTENS.

Mepsl  nuuHOM  Oe3omacHOCTM  NpH  ceTeBoM  obOmeHuu. I[IpenorBpainenue
HECaHKI[MOHUPOBAHHOTO JocTymna K [1K.

[Taponu, 6GnomMeTpuUecKrne METO/bl 3aIUTHl U ayTeHTU(UKALUSA C TOMOIIbIO BHEIIHUX
HOCHUTEJIEH.

[TpocThie n AUHAMUYECKU U3MEHsIoIuecs napoiu. bopsba ¢ yreukamu uadopmaruu.
Cpenctsa koHTposs noctyma. [IpaBa monp3oBareneit. CriocoObl pa3rpaHUYeHUs TOCTYTIA.



10. OTnuuus BUPYCOB U 3aKJIAJIOK.

11. AntuBupycuslie nporpammsl ais I1K: ckanepsl, peBU30pHI U Ap.

12. HanbGonee u3BecTHBIE aHTUBUPYCHBIC Tporpammbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Komwmepueckoe u OecruiaTHOE
antuBupycHoe I10.

13. Onnaiin cepBHUCHI A1 6€30MaCHOCTH MOJIb30BATENsl B MHTEPHETE (MIPOBEPKa KOMITBIOTEPA
1 (aiiyIoB HA BUPYCHl OHJIAMH, OHJIAMH JeakTuBanus SMS-BUpYCOB, MpoBepKa caliTa Ha
BUPYCHI, NpOBepKa (QaiiioB mo e-mail, ompeneneHue aapeca CTpaHUIBI, MPOBEpKa
cronoctu CMC u ap.).

14. Hactpoiiku 0€30MacHOCTH MOYTOBBIX MPOTrpaMM. 3aliuTa B IOMCKOBBIX CHCTEMax
(unbTpHI A1 OrpaHUYEHUS! TOTEHIIUAIBHO OMACHOTO COAEPKUMOTO).

2. 3agaHus ISl CAMOCTOSITEIbHOM PadoThI

Tema 1. KubepOe3onacHOCTh B CUCTEME HAITMOHAIBHOM Oe30macHoCTH PO
IToaroToBUTH JOKIAM IIO TEME:

1. UNudopmaunonnas Boiina. lupopmanmonnoe opyxue.

2. TlaTpmoTu3M U MHTEPHET.

3. MudbopmanmoHHoe BO3ICHCTBHE.

Tema 2. KubepnpecTymieHns IPOTHB JIMYHOCTH, OOIECTBA M TOCYAapCTBA
[ToaroToBUTH NOKIAM IO TEME:
1. PeanbHas u BUpTyanbHast JUMYHOCTb.
2. Tlcuxomormueckast oocranoBka B MHTEepHETEe: TpudUHT, KHOepOYyIUTHHT, KUOEpMOOOHHT,
TPOJUIMHT, OYJUTUIIN]L.

Tema 3. CoBpemeHHOE KHOepIpocTpaHCcTBO TexHUKa 6€30aCHOCTH B KHOEPIIPOCTPAHCTBE
IToaroToBUTH MOKIIAJ IO TEME:

1. DeKTpOHHBIN KOILENEK.

2. MouleHHHYeCcTBO MpH pacnpocTpaHeHnn «oecraraoroy I10.

3. IlpaBuna moBeneHus B cKaiirme.

4. ®opym. I[IpaBuia noBeneHus

Tema 4. [IpoGnems! HTEpHET-3aBHCHMOCTH, KNOEPOYIIIIMHTA
[ToaroToBUTH 1OKIJIAM MO TEME:
1. Bunaw HTEpHET-3aBUCUMOCTH.
2. Kubepkynbrypa (MaccoBas KyJabTypa B CETH) M TUYHOCTD.
3. Tlcuxomornueckoe Bo3aelcTBHE MHPOPMAITUU HA YEIIOBEKA

Tema 5. Metoas! obecnieuenust 0ezonacHoctu I1K u MaTepuera. Bupycsl u aHTUBHpYCBHI
[ToaroToBUTH OKIJIAM MO TEME:

1. Mepsl 6e3onacHoctu s nonb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

2. Bupycsl 111 MOOMIIBHBIX YCTPOUCTB (MOOMIIbHBIE OaHKEPHI U JIP.).

3. IlpumepHbIe TeMbl pedpepaToB

1. Uudopmanus - ¢paktop cyuiecTBoBaHUs U pa3BuTus oduiectBa. OCHOBHBIE (HOPMBI
nposiBIeHusl MH(popMalmy, e€ CBOMCTBa Kak 00beKTa 0€30MacHOCTH.

[TonsiTue 6e3onacHoCTH U €€ cocTapistonie. besonacHocTs HHGOpMAaILH.
Obecneuenne nHMOPMAIIMOHHON 0€30MaCHOCTH: COAECPIKAHUE U CTPYKTYpa MOHATHS.
Hanmonansubie nHTEpECH B MHGOpPMAITMOHHOU chepe.

VcTouHUKH U cofiepikaHue yrpo3 B MHPOPMALMOHHOM cdepe.

abswn



10.
11.

12.

13.

CooTHoI1eHHEe TOHITHI «HMH(POPMAIIMOHHAsL OE30MACHOCTbY U «HALlMOHAIbHAS
0€3011aCHOCTb)

Puck paboTsl Ha epcoHanbHOM KoMIibtoTepe. [InannpoBanue 6e3onacHoii paboThl Ha
MEPCOHAILHOM KOMITBIOTEPE.

Wudopmarnius - pakTop CylniecTBOBAHUS U Pa3BUTHUS OOIIECTBA.

[enu u 3agaun 3amUTHl HHGOPMALINH.

Opranu3zanus 3aiuThl KOHGUISHIHATEHON HH(OpMaLUH.

Bunp! 3ammnaemoii nHpopMauu B cepe rocy1apcTBEHHOTO U MYHUIIUTIATBHOTO
yIpaBJ€HUSI.

YpoBHH BeJieHUST HHPOPMAIIMOHHON BOWHBI. OniepaTuBHAsI MACKHPOBKA.
Pannosnextponnas 6oprba. Bo3meiicTBue Ha ceTH.

OCHOBHBIEC TOJIOKEHHSI TOCYNAapPCTBEHHOW WH(POPMALMOHHON monuTuku Poccuiickoi
®denepanuu.



OueHoOYHBIE MATEPHAJIBI N0 TUCHMUIJIMHE
« Kubepo0e3onacHoctb»

1. OuneHouynble MaTepUAaJIbl ISl TEKYLIEr0 KOHTPOJISI
1.1. TecToBbIe MaTEpHAJIBI

Tecr 1
1. Undopmannonnas 6€30macHOCTb 3aBUCUT OT:
a) KOMITBIOTEPOB, TOJICPKUBAIOIIEH HHPPACTPYKTYPHI +
0) monb30Barenei
B) nH(opMaIu
2. TapretupoBaHHas aTaka — 3TO:
a) aTaka Ha ceTeBoe 000py0BaHNE
0) aTaka Ha KOMITBIOTEPHYIO CUCTEMY KPYITHOTO MPEANpUiTUs +
B) aTaka Ha KOHKPETHBIH KOMITBIOTEP MOJIb30BATEIS
3. Stuxnet — sto:
a) TPOsSIHCKasl IporpaMma
0) MaKpoBHpYC
B) MPOMBINIUICHHBIN BUPYC +
4. OcHoBHas Macca yrpo3 HHPOPMAIIMOHHOM 0€30MaCHOCTH MPUXOIUTCS Ha:
a) TposiHCKHE ITpOorpaMMBbl +
0) LlImnoHCcKHEe mporpamMmsI
B) Uepsu
5. Ilon kakue cucTeMbl pacpoCcTpaHEHHE BUPYCOB MTPOUCXOIUT Hanbolee TMHAMUYHO:
a) Windows
6) Mac OS
B) Android +

6. Kakoif Bug uaeHTu(uKanum 1 ayTeHTU(UKALMHU OTydri HauboJibliee pacpoCTpaHeHue:

a) cuctemsl PKI

0) IOCTOsSIHHBIE MAPOJIH +

B) OJIHOPA30BbIE MAPOIH

7. Kakue yrpo3sl 6€30macHOCTH HH(POPMALIUH SIBJISIOTCS MPeHAMEPEHHBIMU:
a) OIIMOKY TepcoHasa

0) OTKPBITHE ITEKTPOHHOTO MUCbMA, COAEPIKAIIETO BUPYC

B) HE aBTOPU30BAHHbIMN JOCTYI +

8. Uro takoe «oddrom»:

a) coobienue He 1o Teme ¢popyma +

6) gacTb rapzepoda

B) GyTOOJIbHBIN TEPMUH

9. Cuctemoii kpunTorpaguueckoi 3auThl HHHOPMALIUU SBISETCS:
a) BFox Pro

0) CAudit Pro

B) Kpunro I1po +

10. CITAM:

a) arpeccUBHOE TOBEICHIE Ha opymax

0) MaccoBast pacchblUIKa PeKJIaMbl U IPOYUX OOBSIBICHUM +

B) IIETIOYKA HETIOHSATHBIX, HEJIOTHYHBIX 00BSICHEHUI

11. Kakue BUpyChl akTUBU3UPYIOTCS B CAMOM Hadasie paboThl C ONepaliMOHHON CUCTEMOI:

a) 3arpy304YHbIC BUPYCHI +

0) TPOSHIIBI

B) YEpBU

12. IlepeBenute Ha s13bIk VIHTEpHETA BBIPAXKEHHUE JIUTH BOLY»:
a) ¢ueitm

[Tpunoxxenne 2



0) duyn +

B) CIIAM

13. «CnoBecHas BoiiHay, BO3HUKAOIIAs HHOT A HAa opyMax:

a) neiim +

6) CITAM

B) duyn

14. Jlns BeIIECHUS HAanOoJIee 3HAUMMBIX CJIOB B TEKCTE HCIIOIB3YIOT:

a) KypcuB

0) moTYepKUBaHUE

B) KUPHBIA IPUPT +

15. Ha6op cnoB 3AI'JTABHBIMU GykBamu CIIyKHT:

a) JJ1s BBIPa)KE€HUsI CUIIbHBIX SMOLMH +

0) 11 0003HAYCHHUS YETro-TO OOJIBIIOrO

B) JUIsl IPUBJICYEHUS] BHUMAHUS COOECEHNKA K INIABHOMY B BBICKa3bIBAHUU

RELAP

RELAP

16. Hopmbl oOuienust B cetu HTEpHET:

a) MHTEKET

0) HEeTHKET +

B) OTUKET

17. Boibepute BepHOE yTBEPKICHHE.

ABTOpCKUE MOCTHI, pa3MelllaeMble [10JIb30BaTE/ISIMU B COLIMATIBHBIX CETAX M OJIorax:

a) HUKOI'/Ia HE COJIep KaT epCOHAIbHON NH(OPMALIUY, TOATOMY MX ITyOJIMKAIUs HE HECET CEPhE3HbIX
OCJIEJICTBUH

0) Bceraa coJiepKat U3JHIIHIOK ePCOHANTBHYIO HH()OPMAIIHIO O YEIOBEKE, YTO MOKET HABPEAUTH HE TOJIBKO
ero peryTaluuu, Ho U JMYHON 06e301acHOCTH

B) OLIEHUBAIOTCS YUTATEISIMU II0-Pa3HOMY, [I03TOMY HEBO3MOYXKHO Ipe/icKa3aTh, KaK MyOIMKaIis ocTa
OTpa3UTCs Ha permyTaluu ero aBropa +

18. Ykaxurte ycTpolCTBO 151 HOJAKIIOYEHHS] KOMITBIOTEpPA K CETH:

a) MBIIIb

0) Mmogem +

B) CKaHep

19. Ilpu mpocmoTpe BeO-caliToB U 001IeHNH uepe3 VHTepHeT:

a) Bbl ocraBisiere aneKTpOHHBIE Clie/lbl, KOTOPbIE MOKHO yIAIUTh CAMOMY

0) Bel ocTaBisieTe 3J€KTPOHHBIE CJIe]bl, KOTOPbIe XpaHATCs TOJIbKO Ha Baiem koMmbrorepe
B) BbI ocTaBisiere aneKTpoHHbIE clie/bl («IU(POBBIE OTIIEYATKN ), IO KOTOPHIM MOKHO ONPEAETUTh, KaKue
cTpanuilel Bel mpocmarpuBaiu U kakoi IP-anpec xommbsrorepa Bel ncnonabs3oBanu +

20. I'maBHOM pyHKITMEH OpaHIMaydpa SBISIETCS:

a) MOIOJIHUTENIbHOE 0(hUCHOE MPUIIOKEHUS sl paboThI ¢ 6a3aMHU TaHHBIX

0) 3aluTa KOMIIBIOTEPA OT B3JIOMa XaKepaMH, a TAaKKe BCEBO3MOKHBIX BUPYCOB U «TPOSHOBY +
B) YIPOILEHHE U ONITUMH3AIHS padOThI ONEPAIIMOHHON CUCTEMBbI

exnama0+

21. Yro HE noMosxeT 3aluTUTh CBOIO 3JIEKTPOHHYIO I1OYTY OT B3JIOMa:

a) MepUOJUYECKH MEHATD aJpec dJIEKTPOHHOMN MOYTHI, MEHSTh IIPOBai1epoB +

0) cozaBaTh pa3HbIe MAPOJIH OT PA3HBIX AKKAYHTOB

B) HE OTKPBIBATh COOOIIEHUS C HE3HAKOMBIX U MOJ03PUTENBHBIX aJpecoB

22. Korja MOXHO IOJIHOCTBIO I0BEPSITh HOBBIM OHJIAH-APY3bAM:

a) MOTOBOPUB 10 TenedoHy

6) Hruero He Moxet Aath 100 %-Hyl0 rapaHTHIO TOTO, YTO OHJIAMH-APYTY MOYKHO AOBEPATH +
B) mocyie oomeHa doTtorpadusMu

23. Yto nenatp, €CIIM BaM IPHUIUIO ITMCbMO O TOM, YTO BbI BBIUTPAJIH B JIOTEpEE:

a) CBA3aThCSI C OTIPABUTENIEM IO TEIEPOHY

0) mepeiTy 1o CChUIKE B MUChME, Be/Ib MH(POPMALIUs MOXKET OKa3aThCs MPaBIOH

B) YIQJIUTh €r0 U 3a0JIOKUPOBATH OTIPABUTEINS +

24. Kakyto nnpopmanuio o cede MOKHO BBIKJIQABIBATh B VIHTEepHETE B OTKPBHITOM JOCTYIIE:

a) MeCTO pabOThI pOAUTENICH



0) 0 CBOMX MHTEpecax +

B) HOMep TenedoHa

25. Kak 3aIluTUTHCS OT HETaTUBHOT'O KOHTEHTA!

a) 00paTUTHCS K aBTOPY HEraTUBHOT'O KOHTEHTA

0) He oOpamaTh Ha HEro BHUMaHUS

B) HCITOJIB30BaTh Oe3omnacHbIi mouck Google n 6e3onacHbIi pexxuM Ha YouTube +

26. B kakoM city4yae HapylIaeTcsi aBTOPCKOE MPaBo:

a) MpH UCTIOJIb30BAaHUH MaTepUanoB Bukumneaun st MOAroTOBKH JI0KJIa/1a CO CChUTKON Ha HCTOYHUK
0) npu pazmMenienuu Ha YouTube coOCTBEHHOTO BUACOPOIIMKA C KOHIEPTA KAaKOW-THOO0 IpyTIIbI +

B) IIpU IIPOCMOTpPE TPAHCIISIIMM Ha OQUIIMATIEHOM CaliTe TelleKaHata

27. TpostHCKas mporpaMma oracHa TeM, 4To:

a) MPOHUKAET Ha KOMIIBIOTEP IO/ BUJIOM IOJIE3HON IPOrpaMMBbI U BBIMOJIHSIET BPEIOHOCHBIE eCcTBUS 0€3
BeJ0OMa I10JIL30BaTENIS +

0) o0nanaeT BCeMU BBILIETIEPEUHCICHHBIMU BO3MOKHOCTSIMU

B) BBIHYK/IA€T MOJIb30BATEIISI BO3BPALIATh JOJITH JTaHANIIEB

28. KnaBuaTypHbIii IIMHOH:

a) IOPUINYECKUM TEPMUH, UCIIOIb3YEMBIN /11 0003HaYEHUS PAaBOHAPYIIEHUM, CBA3aHHBIX C
nH(pOpMaIMOHHOM 0€30MMaCHOCTHIO

0) ¢u3nueckuil TEpMUH, UCIOIB3YEMBIN AJ11 0003HAYEHUSI IPAaBOHAPYILIEHUH, CBSI3aHHBIX C MH(POPMALIMOHHON
0€301MacHOCThIO

B) IIporpamMma, OTCJIEKHUBAIOLIAs BBOJI [10JI30BATEJIEM I1apoJIeii U MUH-KOOB +

29. Yto He sABJISETCS MEPCOHATBHBIMU JAHHBIMU:

a) UCTopusi OOJIE3HU +

0) macriopTHbIE JaHHbBIE

B) haMuusl, UMs1, OTYECTBO

30. Uto genaTh, €CIIU BBl CTAJIU KEPTBOI HHTEPHET-TPABIIU:

a) ChIaTh yrpo3amMu B OTBET, NpeJiaraTb BCTPETUTHCS U pa300paThbCst

0) oOpaTuThbCs B aIMUHUCTPAIIUIO pecypca ¢ MpochOoi Haka3zaTh oOuUMKa +

B) BBIKHHYTH KOMITBIOTEP

Tect 2

1) K nmpaBoBBIM MeTO/1aM, 00€CTIEUUBAOIIUM HHPOPMAITMOHHYIO O€30MaCHOCTh, OTHOCSTCS:

- PazpaboTka annapaTHbIX cpelcTB oOecredeH s MPaBOBBIX JAHHBIX

- PazpaboTka u ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX MPABOBBIX CETIX KYypPHAIOB y4yeTa AeHCTBUI
- PazpaboTka n KOHKpeTH3alus NpaBOBbIX HOPMATHUBHBIX AKTOB oOecrieueHus 6€301acHOCTH

2) OCHOBHBIMM HMCTOYHHMKAMU yIrpo3 HHGOpPMAIMOHHON OE€30IacHOCTH SIBISIOTCA BCE yKa3aHHOE B
CIIUCKE:

- XHUllleHne KEeCTKUX AUCKOB, MOJKIIOUEHNE K CETH, HHCAWIEPCTBO

- [lepexBaT JaHHBIX, XUIEHUE TaHHBIX, U3MEHEHUE aPXUTEKTYPBbl CUCTE MBI

- XUllleHne JaHHBIX, TOJKYI CUCTEMHBIX aJIMUHUCTPATOPOB, HAPYIIEHHE periaMeHnTa padoThl
3) Bunbl unpopmanuoHHOMi 6€30MacHOCTH:

- [lepconanpHas, KopnopaTuBHasi, TOCy1apCTBEHHAs

- Knimenrckas, cepBepHas, ceTeBas

- JlokanpHas, rinobanbHas, CMEIIaHHas

4) Llenu uapopMallMOHHOHN 6€30MaCHOCTH — CBOEBPEMEHHOE OOHApyKeHUe, MpeayNnpexaeHue:
+ HECaAaHKIIMOHUPOBAHHOTO JOCTYMa, BO3IEHCTBUS B CETU

- UHCAliIepCTBa B OpraHU3aluu

- Ype3BbIYANHBIX CUTyalUN

5) OcHOBHBIE 00BEKTH HHPOPMAITMOHHON 0€30TTaCHOCTH:

- Komnbiorepusie cetu, 6a3bl JaHHBIX

- UndopManiuoHHbIE CUCTEMBI, ICUXOJIOTHYECKOE COCTOSHUE MOJIb30BaTeeH
- busHec-opueHTUpPOBaHHBIE, KOMMEPYECKHE CUCTEMBI

6) OCHOBHBIMHU pUCKaMH WH()OPMAITMOHHOW 0€30MaCHOCTH SIBJISTFOTCS

- Hckaxenue, yMeHbllIeHUE 00beMa, NEPEKOANPOBKA UHpopMauu



- TexHuueckoe BMENIaTEIbCTBO, BEIBEICHUE U3 CTPOSI 000PYAOBAHUS CETH

- [ToTeps, uckaxenue, yreuka HHpOpMauu

7) K ocHOBHBIM nmpuHIHMIAM o0ecriedeHus HH(GOpMaTMOHHON 0€30MaCHOCTH OTHOCUTCS:
- OKOHOMUYECKOH 3()PEeKTUBHOCTU CUCTEMBI 0€30IIaCHOCTH

- MHoromiatrhopMeHHON peann3aluu CUCTEMbI

- YcuneHus 3allUIIeHHOCTH BCEX 3BEHbEB CUCTEMBbI

8) OcHOBHBIMH CYyOBbEKTaMU UHPOPMAIIMOHHON 0€30TTaCHOCTH SBJISIOTCS:

- PYKOBOJUTEINH, MEHEKEPbl, aIMUHUCTPATOPbl KOMIIAaHUH

- Oprasbl IpaBa, rocygapcTea, Ou3Heca

- ceTeBble 0a3bl JaHHBIX, (PaepBOJLIBI

9) K ocHOBHBIM (h)yHKIIHSIM CUCTEMBI 0€30MaCHOCTH MOXKHO OTHECTH BCE MEPEUHUCICHHOE:!
- YCcTaHOBJIEHUE pErilaMeHTa, ayIUT CUCTEMBI, BbIIBIICHUE PUCKOB

- YcTaHOBKa HOBBIX O(UCHBIX MPUIIOKEHUH, CMEHA XOCTUHT-KOMITIaHUHU

- BHeapenue ayrenTudukanuu, npoBepku KOHTAKTHBIX JaHHBIX [10Jb30BaTelNeH
10) ITpununom nHGOPMaMOHHON 0€30MACHOCTH SABISAETCS MPUHIIUI HEIOMYIICHHUS:
- HeonpaBiaHHBIX OrpaHU4YeHU pu paboTe B CETH (CUCTEME)

- PuckoB 0€301aCHOCTH CETH, CHCTEMBI

- [Ipe3ymMniuu cekpeTHOCTH

11) IIpuHIIUIIOM MOJUTUKH UH(POPMAITMOHHON 0€301aCHOCTH SIBJISETCS MPUHIIHIL:

- HeBO3MOXHOCTH MUHOBATh 3aLIUTHBIE CPEJACTBA CETU (CUCTEMBI)

- YcuseHus OCHOBHOTO 3B€HA CETH, CUCTEMBI

- [TonHoro 010KUpOBaHUS AOCTYNA MPU PUCK-CUTYALHUAX

12) IIpuHIUIIOM MOJUTUKH UH(POPMAITMOHHON 0€301aCHOCTH SIBJISETCS MPUHIIHIL:

- YcuneHus 3allMIIeHHOCTH CaMOI'0 He3allUIIEHHOTO 3BeHa CeTH (CUCTEMBI)

- [lepexona B 6e30macHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [Tonnoro nocrymna noJyib3oBaTeaeil KO BCEM pecypcaM CeTH, CUCTEMbI

13) IlpuHIIUIIOM MOJUTUKH UH(POPMAITMOHHON 0€301aCHOCTH SIBJISETCS MPUHIIHIL:

- Paznenenus nocryna (o0si3aHHOCTEN, MPUBUIIETUN ) KIIMEHTAM CETU (CUCTEMBI)

- OIHOYpOBHEBOM 3aIUTHI CETH, CUCTEMBI

- CoBMECTUMBIX, OJTHOTHUIIHBIX IPOTPaMMHO-TE€XHHUYECKHX CPEICTB CETH, CUCTEMBI
14) K 0CHOBHBIM THIIaM CpPEJICTB BO3JE€HCTBUS Ha KOMIBIOTEPHYIO CETh OTHOCUTCS:
- KoMmnbrotepHslit c6oit

- Jlornyeckue 3akiagku («KMUHBI»)

- ABapuiiHO€ OTKJIIOUEHHE MTUTAHUS

15) Korpa nonydes cnam no e-mail ¢ mpuiIo)KeHHBIM (ailioM, cieayer:

- [IpounTtaTh NpuUIOKEHUE, €CIU OHO HE COAEPKUT HUUYETO LIEHHOTO — YJIAJIUTh

- CoxpaHuTh npujioxxeHue B napke «Crnamy, BBISICHUTH 3aTeM [P-anpec reneparopa cnama
- Y1anuTe NUCbMO € MPUTIOKEHUEM, HE paCKpbIBasl (HEe YUTasi) ero

16) ITpunnun Kupxroda:

- CekpeTHOCTh KJII04a OIpeieeHa CEKPETHOCTHIO OTKPBITOTO COOOIIEHUS

- CexpeTHOCTh HHPOPMAIIUU OTIpeiesieHa CKOPOCThIO Mepejaun JTaHHBIX

- CekpeTHOCTh 3aKPBHITOr0 COOOUIEHUS OMpPeesIeTCs] CEeKPETHOCThIO KIl04a

17) DUIT — aTo:

- DeKTpoHHO-1IUPPOBON Tpeodpa3oBaTENh

- DneKTpOHHO-UU(pOBas MOANUCH

- DIIeKTpOHHO-IU(POBOH Mpoleccop

18) HaubGonee pacnpocTpaHeHbl yrpo3sl HHPOPMALIMOHHOM 6€30MacHOCTH KOPIOPATUBHON CUCTEMBI:
- [Toxynka HenuuensuonHoro 110

- OmuoOKM >KCIUTyaTalui ¥ HEYMBIIUIEHHOT'0 U3MEHEHHS peKuMa paboThl CUCTEMBI
- Co3HaTenbHOT0 BHEJPEHUS CETEBBIX BUPYCOB

19) HaubGonee pacrnpocTpaneHbl yrpo3sl HHPOPMALIMOHHON 6€30MacCHOCTH CeTH:

- PacipenenenHbIii OCTYN KJIUEHT, OTKAa3 000Py0BaHUS

- MopanbHbIi U3HOC CETH, HHCAUAEPCTBO

+ Cooii (oTKa3) obopyaoBaHMs, HEJIETAIbHOE KOMMUPOBAHUE TAHHBIX

20) Haubonee pacrnpocTpaHeHbl CpeACTBa BO3ACHCTBUS Ha CeTh oduca:

- Cna0Osiii Tpaduk, nHGOPMAITMOHHBIM 0OMaH, BUPYCHl B HHTEPHET

- Bupycsol B ceTu, TIoruyeckue MUHBI (3aKialKku), THOOPMAIIMOHHBIH ITepexBaT



- Kommnprorepubie c6ou, U3MEHEHUE aAMUHCTPUPOBAHUS, TOTIOJIOTHHU

21) YTeukoit nH(OpMAIIUK B CUCTEME HA3bIBACTCS CUTYyAllMs, XapaKTepu3yemas:

- [loTrepeit naHHBIX B CUCTEME

- U3menenuem popmbl nHGOpMALTHHT

- 3meHnenuneM conepxanusi HHGOpMaLUH

22) Cpoiicteamu wuHbOpManuu, HauboJiee aKTyaJbHBIMH TIpU oOOecrnedeHud HWHGOPMAIMOHHON
0e30MacHOCTH SIBISIOTCS:

- llexrocTtHOCTD

- locTynnHOCTH

- AKTyanpHOCTBI

23) Yrpo3a nuHpopManMOHHON cucTeMe (KOMIBIOTEPHOH CETH) — 3TO:

- BepositHoe cobObiTHE

- JlerepMuHHpOBaHHOE (BCErJa ONpeeIeHHOe) COObITHE

- CoObITHE, TpOUCXOAIIEE TEPUOIUYECKH

24) HWudopmauus, KOTOPYI CIEAYyeT 3alluinarh (1m0 HOpMaTHBaM, IpPaBUJIAM CETH, CHUCTEMBI)
Ha3bIBAETCH:

- PernamentupoBanHO

- [IpaBoBoit

- 3auuuaeMon

25) PazHOoBUAHOCTSIMU YyTpo3 0€30MaCHOCTH (CETH, CUCTEMBI) ABJIAIOTCS BCE MEPUYUCICHHOE B CIIUCKE:
- [IporpamMMHBIe, TEXHHYECKHE, OPTaHU3AIMOHHBIC, TEXHOJIOTHYECKUE

- CepBepHble, KIUEHTCKHE, CITyTHUKOBBIE, HA3EMHbBIE

- JInuHble, KOPIOPATUBHBIC, COIHATbHBIC, HAITMOHAIBHEIC

26) OkoHYATEIbHO, OTBETCTBEHHOCTDH 32 3aIUIIEHHOCTh JJAHHBIX B KOMIIBIOTEPHOI CETH HECET:
+ Bunanenen cetu

- AIMUHUCTPATOp CETU

- [Tosnb3oBartens cetu

27) Ilonutuka 6€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMILJIEKC:

- PykoBojacTB, TpeboBaHMil oOecreueHus HEOOXOAUMOT0 YpOBHS 0€30MacCHOCTH

- UHCTpyKIIMii, anTOPUTMOB MOBEICHUS MMOJIL30BATENS B CETU

- Hopmer mH(OpManmmoHHOTO MMpaBa, codIf0JaeMble B CETH

28) Haunbonee BaxXHBIM MPU pealn3aiuy 3alIUTHBIX MEP MOJUTUKU 0€30MaCHOCTH SIBISETCS:

- AyauT, aHanu3 3aTpat Ha MPOBEJICHUE 3aAMUTHBIX MEp

- Ayaut, aHanu3 0e30MacHOCTH

- Ayaut, aHanu3 ysA3BUMOCTEN, PUCK-CUTYalUl

Kpurtepun onenku:
Jlis OoumeHKH pe3yJIbTATOB TECTHPOBAHMA TIPEIYyCMOTPEHA CIEAYyIOIlas CHUCTEMa OLIEHHWBAaHUS Y4eOHBIX
JNOCTHKEHHUM CTYJEHTOB:
3a Kax[blii TPaBUIBHBIN OTBET cTaBUTCS 1 Oa,
3a HernpaBWIbHBIN 0TBET — () O6asUIoB.
Ecnu ctynenT nabupaer
ot 85 1o 100 % mpaBUIBLHBIX OTBETOB €MY BBICTABIISIETCS OLIEHKA «OTIUIHON;
oT 72 1o 84 % mnpaBUIBHBIX OTBETOB — OLIEHKA «XOPOIIO»,
ot 51 10 71 % mpaBUIBHBIX OTBETOB — OIIEHKA «YIOBJICTBOPUTEIHLHOY,
MeHee 50 0aioB — OlleHKa «HEYIOBIETBOPUTEIHLHOY.

1.2. Bonpochl 1Jisi codece10BaHUA

Tema 1. KubGep06e3onacHoCTh B cHCTeMe HALIMOHAJILHOI Oe3onacHocT PM
1. TocynapcTBeHHas MOJIUTUKA B 00JIACTH KMOEPOE30MIaCHOCTH KOMIIBIOTEPHBIM aTakaM oT 15 sHBaps
2013 r.
VYronoBHb# koneke PD, paznen «I[Ipectynienus B chpepe KOMIBIOTEPHOU HHPOPMALIUN.
3ammTa KuOEpnpocTpaHCcTBa rocynapctTsomM. Kubeppoiina.
4. TlpaBo Ha nnpopmanmio B Koncrutyuuu PO.

wn



© oo NG

3amuTa rocyjapcTBa U 3aniuTa KHOepnpoCTpaHCTBa.

JloxTpuHa HHGOPMAITMOHHON O€30MaCHOCTH.

KubepBoiicka. 3amura KHOeprpoCcTpaHCTBa KaK OJHA U3 33724 BOOPYKEHHBIX CHIL
Nudopmannonnas Borina. THdopmaimonHoe opyxue.

ITaTpuoTU3M 1 UHTEpHET.

10. MuadopmarimoHHOE BO3/ICHCTBHE.
11. BoeHHas, rocyjapcTBEHHas, KOMMEpUECKas TaiiHa.
12. 3amuTa caliTOB TOCYapCTBEHHBIX OPTaHOB (JIEKTPOHHOE IMPABUTEIBCTBO).

Tema 2. KubGepnpecTyieHusi IPpOTUB JUYHOCTH, 00111eCTBA U IOCYJAapCcTBa

=

©CoNo A

11.

12.

13.
14.

15.
16.

17.
18.

PeanbHast u BUpTyanpHas JIMYHOCTb.

[Icuxonmoruueckass oOctanoBka B HWuTepHere: rpuduHr, kuOepOyUIMHT, KUOEpMOOOMHT, TPOJUIUHT,
OyJUTHITH .

beszomacHas pabota B ceTH B MPOIIECCE CETEBOM KOMMYHUKAIUU (4aThl, OPyMbI, KOH(PEPEHITUH, CKANII,
colLlMajJbHbIE CETH U TP.).

TepMUHBI CETEBOTO ITUKETA: OBEPKBOTHHT, (uieiiM, Gy, 0 TONHK, CMAWITUKA U JIp.

[TpuMepsl STUYECKUX HAPYIICHUH. 3HAUEHUE CETEBOTO ITUKETA.

CobctBeHHOCTH B MIHTEpHETE. ABTOPCKOE MPaBO.

WuTennextyanbHas cOOCTBEHHOCTb.

[TnarHas n 6ecraTHast uHGOpPMAIIHSL.

3amuTa mpaB norpedbutesneil mpu ucmosb3oBaHuU yeiuyr MHTepHer. 3amuTa npaB motpedureneil yciayr
MpoBaiiiepa.

OTBETCTBEHHOCTh 32 HHTEPHET-MOIICHHHYECTBO.

[IpaBoBbie akThl B 00JacTH WH(YPOPMAIMOHHBIX TEXHOJOTUM H 3alIUTHl KUOEPIPOCTPAHCTBA.
OTBETCTBEHHOCTH 32 KUOEPIIPECTYIIICHHUS.

KoHCTUTYIIMOHHOE TIPaBO HA TMOUCK, MOJYYCHHE U pacripocTpaneHue nHpopmammuu. DenepanbHbIid 3aK0H
oT 29.12.2010 Ne 436-®3 (pen. ot 28.07.2012) «O 3amute AeTeit oT HHPOPMALNK, TPUIUHSIONICH Bpel
UX 3JI0pOBBIO U pa3BUTHUIO» (neiicTByeT ¢ 1 centsiops 2012 roxa).

NudopmannonHoe 3akoHoaaTenscTBO PO.

3akon P® «O06 undopmanuu, MHPOPMAIIMOHHBIX TEXHOJIOTHSAX U O 3alIuTe WH(OpMaIUu». YTOJOBHAS
OTBETCTBEHHOCTh 3a CO3/laHHE€, HCIIOJIb30BAHME M PACHPOCTPAHEHUE BPEIOHOCHBIX KOMIIBIOTEPHBIX
nporpamMMm (ct. 237 YK P®). IlpaBoBas oxpana mporpamm st OBM u BJI. Kommepueckoe IIO.
becrinmatnoe TIO (FreeWare, Free, Free GPL, Adware), ycnoBao-6ecmatHoe 1O (Trial, Shareware,
Demo).

[IpaBOBBIE OCHOBHI JIJIs 3AIIUTHI OT CIIAMA.

[IpaBoBas oxpana nporpamm s OBM u BJl. Jluuensunonnoe I1O. Buawsl nuuensuit (OEM, FPP,
KOpropaTuBHbIe JinlieH3ud, noanucka). [10 ¢ otkpeiteiM kogoM (GNU GPL, FreeBSD).

[TpaBo Ha nHpOpPMAIHUIO, HA COKPBITUE TaHHBIX, KATErOpUH WH(OPMALIUH.

[TepconanibHbIC U OOIIEIOCTYITHBIE TaHHBIC, OTPAHUYEHHBIN TOCTYT. 3aKoH «O MepCOHATBHBIX JaHHBIX).

Tema 3. CoBpemeHnHoe kuGepnpocTpaHcTBo TexHUKA 0€30MaCHOCTH B KHOEPNPOCTPAHCTBE

PwnpE

©oo~No G,

11.

Momennnyeckue aerictsus B Untepuere. Kubepnpecryrienus

CereBoii atukert. [Icuxonorus u cetb

ITpaBoBBIE acTIEKTHI 3alIUTHl KHOEPIIPOCTPAHCTBA

OmnaitH cepBUCHI JjIs1 6€30MaCHOCTH TOJIH30BaTENsl B MHTEPHETE (MPpOBEpPKa KOMITbIOTEpa U (haiioB Ha
BUPYCHI OHJIAalH, OHJIalH JeakThBanus SMS-BUpPYCOB, MpOBepKa caiiTa Ha BUPYCHI, MpoBEpKa (HaiyioB 1Mo
e-mail, onpesiesieHne agpeca CTpaHMIibl, mpoBepka croumoctd CMC u ap.).

Hactpoiiku 6€3011acHOCTH MOYTOBBIX MPOTPAMM.

3amuTa B MOMCKOBBIX CUCTEMaX ((PHIIBTPHI AJi OTpaHUUEHUS MOTEHIUAIBHO OMTaCHOTO COAEPHKUMOTO).
Hacrpoiiku 6e3omacHoctu Be6-0pay3sepoB (Internet Explorer, Firefox u T.11.).

DJeKTpOHHAas oYTa U CUCTEMbI MTHOBEHHOTO OOMEHa COOOIICHUSIMH.

Hacrpoiiku 6e3onacnoctu Ckaiir, ICQ u np. Crioco6s1 oGecniedenns 6€301macHOCTH BeO-caiiTa.
Kubepnpecrymienus. Bunbl nHTEpHET-MOIIECHHUYECTBA (MIMChbMa, PEK-JIamMa, 0XO0Ta 3a JIUYHBIMU
JTaHHBIMHU U T.11.). OmacHOCTH MOOUIIBHOH cBs3H. [IpeioskeHus o yCTaHOBKE BPEJJOHOCHBIX
MIPUITOKEHUH.

Momennndyeckue CMC. YTeuka u 0OHapo10BaHUE JTMYHBIX JaHHBIX. [Ton6op 1 mepexsaT maposiei.



12.

13.
14.
15.
16.
17.
18.

B3110MBI aKKayHTOB B COLIMANBHBIX ceTsAX. Buasl MomennnuectBa B UnTepuere. @umuHr (papmuHr).
A3apTHBIE UTPBHI.

Jloxuble anTuBUpYCHI. [lonMeHa cTpaHull B uHTepHETe (CalThI-KIOHBI). DanbmuBbie (ailioo0OMEHHUKH.
DNEeKTPOHHBIN KolIejeK. MOIIEHHNYECTBO MPH pacrpocTpaneHuu «oecraraoro» I10.

TexHonorun ManuIyuposanus B larepuere.

Tb nipu UHTEPHET-00IICHHH.

Tb npu peructpaunu Ha BeO-caiiTax.

Komnerorepnoe nuparcrpo. [lnaruar.

Tema 4. IIpo6aembl UHTEpHET-3aBUCMMOCTH, KHOEpPOYJIIMHT A

wnN e

B©Oo~No O

24,

25.

0.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22,
23.

Texnuka 6e30macHOCTH IPH pabOTE C KOMIIBIOTEPOM.

KommnbroTep 1 MOOMIIBHBIE YCTPOICTBA B UPE3BBIYAHBIX CUTYaIHSX.

Menununckas unpopmanus B Murepuere. Komnbrorepsl 1 MOOUIIbHBIE YCTPOMCTBA B 3KCTPEMAJIbHBIX
YCIIOBUSIX.

BosaeiicTBre paaroBoJIH Ha 370pOBbe U OKpy:karomryto cpeay (Wi-Fi, Bluetooth, GSM).

Kommieke ynpaxxHeHni mpu padboTe 3a KOMIIBIOTEPOM.

BosneiictBue Ha 3penue JJIT, KUIKOKpUCTAIIINYECKUX, CBETOAMOJHBIX, MOHOXPOMHBIX MOHUTOPOB.
KomMmnbrotep B pexume TpyJia U OTAbIXA.

BnusiHue koMnbroTepa Ha pENPOAYKTUBHYIO CUCTEMY.

Bpenusie ¢pakTopsl pabOThI 32 KOMITBIOTEPOM U UX TOCIEICTBHSL.

Opranuzanus pabodero mecra

WNHuTepHer-coob111ecTBo.

WHTEepHET-3aBUCUMOCTb.

ConuanpHble ceTu. JleTckre colnaabHble CETH.

BupryanpHas JINYHOCTS.

3aBucumocTh 0T HTEepHET-00111IeHHUS.

PazBneuenus B nTepHere.

[Ipu3Haky UrpoBOI 3aBUCUMOCTH.

CereBble UTpHI.

Caiitsl 3HaKoMcTB. 30K 1 KOMTIBIOTED.

Buns 3aBucumoctu. JlectpyktuBHas nuHpopmanus B MHTepHeTe.

Bunst HTEpHET-3aBUCUMOCTH.

Kubepkynbrypa (MaccoBast KyJabTypa B CETH) U JIMYHOCTb.

Kputepun 3aBUCUMOCTH (IPHOPUTETHOCTH, U3MEHEHUSI HACTPOCHHUS, TOJIEPAHTHOCTh, CUMIITOM Pa3phiBa,
KOH(JIMKT, pELUINB).

Tunbl MHTEPHET-3aBUCHUMOCTH (IIpUCTpAacTHE K paboTe C KOMIIBIOTEPOM, K HABUTALUU U MOUCKY
nH(pOpMaILIUY, UTPOMAHUS U 3JIEKTPOHHBIE MOKYIIKH, 3aBUCUMOCTb OT CETEBOT0 OOIIECHHUS).
Knaccugukanus MHTEpHET-3aBUCUMOCTEMN

Tema 5. Metoabl o6ecnneuenus 0ezonacnoctu IIK u Mateprnera. Bupycsl 1 aHTUBHPYCHI

ook~ wdE
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11.

12.
13.

IIpu3Haky 3apakxeHHsI KOMIIBIOTEpA.

AHTHBHUpPYCHas 3aIlINTA.

3amura ¢aitnos. be3onacHOCTh MpH CKauMBaHUU (PAIIOB.

3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOMMPOBAHUSI.

Opranu3zalnoHHbIE, FOPUANYECKHE, TPOrPAMMHBIE U TPOrPAMMHO-AIIAPATHBIE MEPHI 3AILUTHI.

3ammra nporpaMM M JAaHHBIX C IIOMOLIBIO MApOJIEH, IPOrPAMMHBIX M 3JIEKTPOHHBIX KIIFOUEH, CEPUITHBIX
HOMEPOB, IIEPEHOCA B OHJIANH U T.II.

Henepemeniaempbie mporpaMmMsl.

3amuTa OT KONUPOBAaHUS KOHTEHTA caiiTa.

Ncrounukn 3apaxenns [1K.

AntusupycHoe [10, Buapl 1 HazHaueHHe. MeTobI 3alUThl OT BUPYCOB.

[TpobGnembr Ge3omacHocTH WHGPACTPYKTYphl MHTEepHETa (MPOTOKOJIBI MapUIPYTHU3AIlMU CETH, CHCTEMa
JIOMEHHBIX UMEH, CPEACTBA MAaPIIPYTU3ALMHU U T.I1.).

[TpoBepka noanmuHHOCTH (ayTeHTU(DHKaius) B UHTEepHETE.

Mepsl 6e3omacHocTH i noabs3oBarest WiFi. Hactpoiika 6e3omacHoCTH.



14.  Bupychl 111 MOOMIIBHBIX YCTPOUCTB (MOOUIIBbHBIE OAaHKEPHI U AP.).

15. Hacrpoiika kommbroTepa s 6e30macHoi padboTel. OMUOKH MMOTB30BaTEIIS.

16. IlIpocTble u TUHAMHUYECKH M3MEHSIOIIMEcs mapoin. bopeba ¢ yreukamu uHpOpManuu.
17. Cpencrsa koHTpOs AocTyna. [IpaBa mone3oBareneii. CriocoObl pa3rpaHHYEHUS TOCTyIA.
18. Ornmumst BUPYCOB U 3aKJIAJIOK.

19. Anrtusupycusie nporpammsl aist [1IK: ckanepsl, peBU30pHI 1 Ap.

Kpurepumn oueHku:

OIleHKA «OTJIMYHO» BBICTABISICTCS CTYJCHTY, €CITU OH MPOJEMOHCTPUPOBATI TOJHOTY U TIIyOWMHY 3HAHUM TO
BCEM BOIIPOCaM, 3HAET OCHOBHBIE TEPMHHBI MO KOHTPOJIMPYEMBIM TeMaM, BilajieeT 3HAHUSMU OO0 OCHOBHBIX
O0COOCHHOCTSIX pEeHICHMs 3a]ad. YMEET MPUMEHSTh MOMy4YeHHbIC 3HAHUS [Tl PEIICHHS] KOHKPETHBIX MPAKTHYECKUX
3a/1a4.

OLIEHKA «XOPOII0» BBICTABIIACTCS CTYACHTY, KOTOPBIA MPOAEMOHCTPHPOBAT MOJHOTY U TIIyOWHY 3HAHWU IO
BCEM BOMpOCaM pazjiena, JOTMYHO U3J1aracT MaTepHuall.

OlIEHKA «YyJ0BJIETBOPHUTEJIbHO» BBICTABISICTCS CTYAEHTY, NpPU HAJIUYUMU y HEro 3HAaHUM OCHOBHBIX
KaTeropuii U MOHATHUH 10 MPeAMETY, YMEHUS JOCTaTOYHO IPAMOTHO H3JIOKUTh MaTepHuall.

OlIEHKA «HEYJA0BJETBOPUTEIbHO» BBICTABISIETCS CTYACHTY, KOTOPBI HE OCBOMJI OCHOBHOTO COJEPKaHHS
MpeaMeTa, He BIaJeeT SHAaHUSMHU JUCIUILIHNHE.

1.3. Kputepuu ouenku pedepara

Kputepusmu orieku pedepara MOTYT BBICTYIIUTD CIEIYIOIINE MOMEHTHI:

— B KakoM Mepe pacKpbIBaeTCsl aKTyalbHOCTb TEMBI;

—  KakKOB TE€OPETUYECKHUI YPOBEHb CYXkJCHHUI aBTOpa, KaK BJaJ€E€T OH COBPEMEHHBIMU METOJ0JIOTMYECKUMU
OCHOBAaMH HayK IIPH OCBELICHUHU TIOCTABICHHBIX B pedepare BOPOCOB;

—  COOTBETCTBHE CTPYKTYPHI H coJiep)anus pedepara miany;

—  IEJOCTHOE, NIyOOKOe MOHUMaHKME BOIPOCOB TEMBI WIIH Pa3padbaThIBaEMOii TPOOIEMEI;

—  KaK yJaJoch aBTOpY CBfA3aTh W3JlaraeéMble B pedepaTe BOINPOCH TEOPUHU € MPOOIEMaMH CErOJHSIIHETO
JTHsI, yMEHUE UCII0JIb30BaTh TEOPETUYECKHE UCTOUHUKU U Y4eOHO-METOAUYECKYIO JIUTEPATYPY;

—  JIOCTaTOYHO JIM IIPOSIBJIEHA aBTOPOM CaMOCTOSITEIBHOCTh B IIOCTAHOBKE BOIIPOCOB, B TPAKTOBKE UX, €CTh
a1 B paboTe OpUTMHAIbHBIE MBICIH, CBEKHE (DAKTbI, ONMKCAHHE JIyYIIEro ONbITa pabOThl, KOHKPETHBIX
IPUMEPOB U3 MPAKTUKH, COOTBETCTBYIOIINE PEKOMEHIAIIUU U MPEATIOKEHUS;

—  u3Jaraercs M B pedepare cOOCTBEHHOE MOHMMaHKUE pacCMaTPpUBAEMON MPOOIIEMBbI, IOCTaTOYHA JIU €r0
apryMeHTalus;

—  kak oopmieH pedepar win gokian (00beM, HAIMYKE TUIaHa, COJIEPKATEIbHOCTh BBEJICHH S, OJTHOTA
CIIMCKa UCTOJIb3yEeMOM JIUTEPaTyphl, HATMYKE IPUIIOKEHNUHN, aHaIIN3a OMbITa paboThI, CXeM, TabJIuII,
JarpamMmm, MjaaHoB, aHKET U T.1.);

—  UMeeT Jiu paboTa ONpe/ieleHHYI0 IEHHOCTh, YTOObI pEKOMEH0BATh €€ B POH] yUeOHBIX TOCOOUH 1o
KypcaM.

Pedepar oneHnBaercs no 4-x 6aJUIbHOM CUCTEME - «HEYI0BJIETBOPUTEIBHOY, «YAOBIETBOPUTEIILHOY,

«XOPOILIO», KOTIUYHOY.

1.4. Kpurepuu olieHKH Npe3eHTALNMHU

bamneHoE BBIPAXKCHUC OLCHKH IMPE3CHTALINN

Ne bannwu
Kpumepuu oyenku KoMnoneHmoes npeeHmayuu (maxkcumanvHoe
KoJlu4ecmeo npu
RONHOU
8bIPAICEHHOCIU
Kpumepus

CTpykTypa npe3eHTaluu

[paBuibHOE 0pOpMIICHHE TUTYJILHOTO JIUCTA

Hannune monsaTHON HaBUralUMU

OtMeueHbl HHPOPMALMOHHBIE PECYPChI

el et
ENENENEN

Jlornueckas OCJICAOBATCIIBHOCTD I/IH(i)OpMaI_II/II/I Ha cnal}i,uax

OdopmiieHne npe3eHTALUA

5. | Enunblii ctunb odopmiieHust 5




6. Hcnonp30BaHne Ha cliaiiax pasHoro pojia 00bEKTOB 5
7. Teker sterko ynuTaeTcs, GOH COYeTaeTCss TEKCTOM | rpaduaeckuMu dainamu 5
8. Hcnonp30BaHe aHUMAaLMOHHBIX O0BEKTOB 5
9. [IpaBUIILHOCTB M3JI0KEHUsSI TEKCTa 5
10. | Hcnosp3oBaHue 00BEKTOB, CACNAHHBIX B JPYTHX IIPOrpaMmax 5
Conep:kaHue Mpe3eHTaluu
11. | CdopmynupoBaHsl IpodiieMa 1 €€ MOCHUIBI, PACKPBITH 00CTOSATENLCTBA € MPOSBICHNUS, 7
OIIpEeIeISIONINE aKTyaIbHOCTh PACCMOTPEHHSI BOIIPOCa.
12. | TloHsATHBI 331a4H, JIOTHKa M OOIIUI aJITOPUTM pacCCMOTPEHHS PACKPhIBAEMbIX BOIPOCOB 7
13. | [JocratouHast EMKOCTb, COIEPKATEIBHOCTh M YOS TUTEILHOCTD IPENICTABIIEMOT0 7
Marepuana
14. | He nmeperpyxe€HHOCTb IPEACTABIIIEMOr0 MaTepuala BTOPOCTEIICHHBIMH JaHHBIMU H 7
CBEJICHUSIMH
15. | Crenassl sicHbIe JJIsl BOCHPHUSITHSL BBIBOJIBI (3aKIIOYCHUS) 7
16. | TIpexncraBieHHBIH MaTepHa U BHIBOJBI COOTBETCTBYIOT ITOCTABJICHHOH LIENN 7
JddekT npe3eHTALUMN
17. | T'apMoHHMYHOE JOTIOJIHEHHE YCTHOTO BBICTYIUICHHUS M O0IIee BIIeYaTIEHHE OT IPOCMOTpa 12
Npe3eHTaluU
CymMa 6aJu10B 100

Ecnu ctynenT nabupaer

ot 85 mo 100 - ormeHKa «OTIUYHO;

oT 72 10 84 — OlLIEHKa «XOPOLIO»,

ot 51 10 71 — olleHKA «yIOBIETBOPUTEIHHOY,

MeHee 50 0aToB — OllEHKA «HEY/IOBJICTBOPUTEIHHOY.
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10.
11.
12.
13.
14.

15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.
27,
28.
29.
30.
31.
32.
33.

34,
35.
36.
37.
38.

39.
40.
41.
42.
43.
44,
45.
46.
47.

2. OueHoYHbIe MAaTEPHAJIBI A1 MPOMEKYTOYHOI aTTeCcTallMU
2.1. IIpuMepHbIil NepevyeHb BONPOCOB sl 3a4eTa.

KoHcTuTynImOHHOE MPaBo HA MOUCK, MOIy4YEeHUE U pacupocTpanenue nadopmarmn. OenepanbHblil 3aK0H
o1 29.12.2010 Ne 436-®3 (pex. ot 28.07.2012) «O 3ammuTe nererd oT HHGOPMALIMH, TPUIHNHSIOMEH BpeT
UX 3JI0pOBBIO U pa3BUTHUIO» (neiicTByeT ¢ 1 centsiops 2012 roxna).

3amuTa rocyjapcTBa u 3aiiuTa KubepnpocTpaHCTBa.

JlokTprHa HHPOPMALIMOHHOM OE30MaCHOCTH.

KubepBoiicka. 3amuTta KubeprpocTpaHCTBa KaK OJJHA U3 331a4 BOOPYKEHHBIX CHJI.

Nudopmannonnas Bovina. THPpOpMAIIMOHHOE OpYXKHE.

[TaTpuoTH3M 1 UHTEPHET.

WNudopmanronnoe Bo3aeiicTBrE.

besomnacHas paGota B ceTH B MpoOLIECCE CETEBOM KOMMYHUKALUU (4aThl, GOpyMbl, KOHPEpEHIIUH, CKAMIL,
COLIMAJIbHBIC CETHU U TIP.).

[IpuMepsl 3THYECKUX HAPYILIEHUN. 3HAYEHHE CETEBOr0 ITUKETA.

CobctBeHHOCTH B MIHTEpHETE. ABTOPCKOE MPaBO.

WuTennextyanbHas cOOCTBEHHOCTb.

[TnarHas u 6ecraTHas uHGOpPMAIIHSL.

NudopmanimonHoe 3akoOHOAATENBCTBO PD.

IIpaBoBast oxpana nporpamm ains OBM u BJI. Kommepueckoe [10. becnimatnoe [10 (FreeWare, Free,
Free GPL, Adware), ycinoBno-6ecrnarnoe [10 (Trial, Shareware, Demo).

[IpaBoBbIE€ OCHOBBI JUIsl 3AILUTHI OT CIIaMa.

[lepconanbHbIe U 00IIECAOCTYHBIE JaHHbIE, OTPAHHUYEHHBINH JocTyH. 3aKoH «O MepCOHANBHBIX JAHHBIXY.
CereBoii aTuket. [Icuxonorus u ceTh

OmnunaiiH cepBHCHI Al 6€30MaCHOCTH OJIb30BATENS B HHTEPHETE

3amyTa B TOMCKOBBIX CUCTeMaX ((HIIBTPHI sl OTPAaHUYCHHS TOTEHIIHATIBHO OMACHOTO COAEPIKUMOTO).
Bunbl uTEpHET-MOIIIEHHUYECTBA (TUChMA, PEK-J1aMa, 0X0Ta 38 TUYHBIMHU JTaHHBIMH U T.I1.).

OnacHoctu MOOMIIBHOM cBsI3U. [IpeoxkeHus Mo ycTaHOBKE BPEIOHOCHBIX MTPHUIIOKEHUH.

Bunsl momennndectBa B IHTepHeTe. @umuHr (papMuHr).

A3apTHBIE UTPBI.

Jloxxubie antuBupychl. [lonMeHa cTpanull B MUHTepHETE (CalThI-KI0HBI). DanbiiuBhie (aillioOOMEHHUKY.
DNeKTpOHHBIN Koulenek. MoleHHn4ecTBO Nnpu pacnpocTpanenun «oecmiaraoro» [10.
Wntepner-sTukert. [IpaBuia obmenus B UnTepHere.

OCHOBBI CETEBOIO ITHKETA.

[Tepenucka B ceTu.

IIpaBuna noseaeHus B ckaiine. opym.

OO011IeHE B CETH U €r'0 MOCIIENCTBHUSL.

Arpeccusi B CETH.

AHOHUMHOCTH B CETH.

Buasl sTukera (MIMYHBIN, 1€T0BOM, MMCbMEHHBIN, TUCKYCCUOHHBIN U 11p.). Paznuuus 3THkeTa B pa3HbIX
CTpaHax.

I'uruena xommnbroTepa.

[Tonb3a 1 Bpea KOMIIBIOTEPHBIX UT.

Texnuka 6e30macHOCTH PH pabOTe C KOMITBIOTEPOM.

Kommbrotep 1 MOOUITBHBIE YCTPOMCTBA B UpE3BBIUANHBIX CUTYaIUsX.

Menununckas napopmanus B MatepHere. KoMbioTepbl 1 MOOMIIBHBIE YCTPOMCTBA B 3KCTPEMaIbHBIX
YCIIOBUSIX.

KomMmmbprotep B pexume TpyJia U OTAbIXA.

Bpennsie ¢pakTopbl pabOThI 32 KOMIIBIOTEPOM U UX MOCIIEICTBUS.

WHTEepHET-3aBUCHMOCTb.

Comnanbablie ceTH. JIeTcKre CouanbHbIe CeTH.

BupryanpHast TMYHOCTB.

3aBucuMOCTb OT MIHTEpHET-001IICHHS.

PazBneuenus B IaTepHere.

[Ipu3Haku UrpoBOil 3aBUCKMOCTH.

CereBble UTpBI.



48. Bwuasl 3aBUcUMOCTH. JlecTpykTHBHas nHPpopmanus B IHTepHeTE.

49. Bwunpl HTEpHET-3aBUCUMOCTH.

50. Ilcuxonoruyeckoe Bo3neHCTBHE HH(POPMALIUU HA YETIOBEKA.

51. Kpurepuu 3aBUCUMOCTH (IPUOPUTETHOCTH, U3MEHEHUS HACTPOCHUS, TOJIEPAHTHOCTh, CUMIITOM pa3phiBa,
KOH(QIIUKT, PELHIUB).

52. Knaccudukaius HHTEPHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apa)XeHUs] KOMIIBIOTEPA.

54. AwnTHBHpYyCHAas 3alIUTa.

55. OpranuzanMoHHbIE, OPUANYECKHE, TIPOTPAMMHBIC U IPOTPAMMHO-AIMIAPATHBIE MEPHI 3aIHUTHI.

56. 3amuTa nmporpamMm U JaHHBIX C TIOMOIIBIO MMAPOJIEH, MPOrPAMMHBIX U 3JIEKTPOHHBIX KIIHOYEH, CepUITHBIX
HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.

57. AwntuBupycsoe [10, Buabl 1 Ha3HaueHHWE. METOIbI 3aIIIUTHI OT BUPYCOB.

58. Mepsl 6ezonacnoctu ais nmonb3oBarens WiFi. Hacrpoiika 6e3onacHocTu.

59.  Bupycsl st MOOUJIBHBIX YCTPOUCTB (MOOMIIBHBIC OAaHKEPHI H JIP.).

Kpurtepun ouenku
0 6aa710B — 3a71aH1E HE BEITIOJIHEHO;
1 6asn nosty4aeT CTyJeHT, AEMOHCTPUPYIOIINI 3HAYUTEIbHBIC MPOOEIbl B 3HAHUU 0a30BOTO TEOPETUYECKOTO
MaTepuasa, U HU3KUN YPOBEHb MPAKTUYECKUX YMEHHI M HAaBBIKOB, JOMYCTUBIIUNA MPUHLIUIHATBHBIC OLIUOKU
MIPHU BBIMIOJHEHUU MTPAKTUYECKOTO 3a/IaHHUS.
2 0aj1s1a OTyYaeT CTYJIeHT, IEMOHCTPUPYIOIIUI 3HaHUSI 6a30BOr0 TEOPETUUECKOT0 MaTepuasa, HeCTaOUIIbHBIHI
YPOBEHb YMEHHH, UCTIBITHIBAIOIINN 3aTPyAHEHUS B BBITIOJHEHUH NMPAKTUUECKOU PaOOTHI.
3 0anua nojayyaer CTYACHT, JEMOHCTPHUPYIONIMI TIyOOKOoe 3HaHHE TEOPEeTUYECKOro MaTepualia, BBICOKHIA
YPOBEHb YMEHHI U CIIOCOOHBIN K UX CAMOCTOSITSIILBHOMY MMPUMEHEHHIO, HE UCTIBITHIBAIOIIEMY 3aTPYIHCHUH MIPU
BBITIOJITHCHUH MPAKTUYECKON pabOTHI.
4 0aJJI0B TIOJTy4aeT CTYJICHT, JCMOHCTPHPYIOIIMNA TIyOOKOE 3HAHHE TEOPETHYECKOIO0 MaTephalia, BBICOKUI
YpOBEHb YMEHUW U CIIOCOOHBIM K HMX CaMOCTOSTENLHOMY IPHMEHEHHUIO, MPOSBUBIIEMY CIIOCOOHOCTU MpPH
BBITIOJIHEHUH MPAKTUYECKON pabOTHI.
5 6anj10B Moy4yaeT CTyACHT, IEMOHCTPUPYIOUIMI TyOoKoe 3HaHWE 0a30BOTO0 TEOPETUUYECKOTO MarepHaa,
BBICOKHN YPOBEHb YMEHHUU M CIIOCOOHBIN K UX CaMOCTOATEILHOMY MPUMEHEHUIO, TPOSBUBIIEMY TBOPUECKHE
CHOCOOHOCTH TPU BBIMOJIHEHUU MPAKTHYECKO paOOTHI.



