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[IporpamMmMy cocTaBuiI(-1): KaHAUIAT MeIarori4eckuX HayK, JOLEHT Kadeapbl TyMaHUTapHBIX U
COLIMAJIbHO-9KOHOMUYECKUX TucIuIuinH, bypakosa puna CepreeBna

Pabouas nporpamma auctumuinasl "Kubep6esonacHocTs" paspaborana B coorBerctBrn ¢ ®I'OC:
®enepanbHbIi rOCyJapCTBEHHBIN 00pa30BaTeIbHbIN CTaHAAPT BhICIIEr0 00pa3oBaHus - OaKalaBpHar
o HarpasieHuro moArotoBku 44.03.02 [cuxonoro-negarorndeckoe odpazoBaHue (MpuKas
Muno6pHayku Poccun ot 22.02.2018 1. Ne 122).

Pabouas mporpamMMa AUCIUIUIMHBI COCTaBlIeHa HA OCHOBaHWH yueOHoro maHa: 44.03.02 Ilcuxonoro-
nejarornyeckoe oopazoBanue, npoduis "IIcuxonorus u counanbHas negaroruka', yrBep:KaeHHOTo
y4€HBIM COBETOM By3a OoT 29.05.2025, npoTtoxoi Ne 6.

Pabouas mporpamma ogo0Opena Ha 3acenannu kadenpsl Kadenpa ryMaHuTapHBIX B COIMATBEHO-
HKOHOMHYECKUX AucUUIuInH oT 15.05.2025 r., mpotokoun Ne 10 mist ucnionnenus B 2025-2026
y4eOHOM TOTy.

3aB. xadenpoii @f;ﬁ g/ M.H.ApyTroHsH

PaGouas nporpamMmma IUCHUIINIMHBI COIJIaCOBaHa € 3aBCAYIOIIUM OMOIMOTEKOM.

3aB. OUOIUOTEKOM N fpese
Kinumenko A.B.
15.05.2025 r.

Cpoxk neficTBus padoueit mporpammsbl JUCHUIUIUHBL: 2025-2026 yueOHBII ro/.



1. HEJIX OCBOEHUSA JUCHUIIJIMHBI

dbopMupOBaHUE LEIOCTHOTO MPEICTABICHUSI O POJIM COBPEMEHHOTO KHOEPIIPOCTPAHCTBA B
00pa30BaTeNbHOI cpesie U MeAarorn4eckon AesiTeNbHOCTH; (POpMHUpPOBAHUE CUCTEMbI 3HAHUN, YMEHUHN U
HABBIKOB JIJIs1 o0ecrnieueHus: Kubep0e30nacHOCTH CBOer MpodeccHnoHabHOM e TEeNbHOCTH.

2. 3AJAYHM OCBOEHMUS JUCHUITIMHBI

dbopMHUpoBaHKE OOIIMX MPEACTABICHHS O 0€30MTACHOCTH B HH(OPMAITMOHHOM OOIIECTBE; M3YYCHHUE OOITNX
NPUHIUIIOB TEXHOJIOTHIA, PUMEHSIEMBIX B HH()OPMAIIMOHHON 0e3011acHOCTH; (POPMHUPOBAHUE YMEHHSI
NPUMEHSTH MTPpaBHUiIa KHOEpOE30MacHOCTH BO BCeX cdepax AeITeIbHOCTH; OCBOCHUE 3HAHHIA,
COCTABJISIIONIMX Hayaya MpeACcTaBiIeHu 00 MHQOPMAIIMOHHON KapTUHE MUPa U HH()OPMAITMOHHBIX
npolieccax; OBJIaJICHUE YMEHHEM UCIIOIB30BaTh KOMITBIOTEPHYIO TEXHUKY KaK MPAKTUIECKUH HHCTPYMEHT
it paboThl ¢ MHPOpPMAIIUEH B MOBCETHEBHOW JKU3HU; Pa3BUTHE HABBIKOB OPUEHTHPOBAHUS B
UH(POPMAIMOHHBIX MIOTOKAX.

3. MECTO JUCHUILIAHBI B CTPYKTYPE OBPA3OBATEJBHOM ITPOI' PAMMBI

Huxka (pazaen) OOIT: | b1.B.JIB.04

3.1. TpeGoBanus K NpeABAPUTEILHOI MOATOTOBKE 00YYaKOIIEroCs:

BospacTHas ricuxosiorus

Metoauka npopHIAKTUKH COUATbHBIX JCBUALIHH

MGTO[[OJIOFI/IFI 1 MCTOAbl HAYYHOI'O MCCJICIOBAHU

OO01as 1mcuxoJIoTHs

CHCHI/IaJII)HaH eaarorukKka U rCuxoJ0orus

TexHomoruu nudpoBoro 00pa3oBaHMs

Y4yeOHast (0O3HAKOMHTEIIbHAS) TPAKTUKA |

Y4yeOHast (0O3HAKOMHTEIIbHAS ) TPAKTHUKA 2

YuebHast (TexHoIorn4yeckas (MPOSKTHO-TEXHOJIOTHYECKast)) MPaKTHKA

3.2. IuCHUIINHBI H IPAKTHKH, VIS KOTOPBIX
OCBOCHME JAHHOM AUCHMINIMHBI (MOLYJI51) HEO0OX0AMMO KAK NpealIecTByIoIIee:

JIMYHOCTH B YCJIOBUAX ACTIpUBAIUN

IlogroroBka K cade u caada TroCyaapCTBEHHOI'O 5K3aMCHa

4. INTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS 11O JUCHUIIVIMHE

Koa n HamMeHOBaHMe HHIAMKATOPA A0CTHXKEHHS
Koa n HanmeHOBaHMe KOMIIETEeHIMH
KOMIeTeHIHH
YK-1 Cnoco6eH ocymiecTBJIATh MOUCK, YK-1.1 JleMoHCTpHUpYeT 3HaHUE 0OCOOEHHOCTEMH
KPUTHYECKMIi aHAJIU3 M CHHTe3 HHpopMaluu, CHCTEMHOT'0 U KPUTHYECKOT0 MBIIUICHUS U
B pesynbrare 0OCBOCHUS AUCIUILTAHBI O0YJIAIONUICS TOIKEH:
3HATh: yMeThb: BJIaJeTh:
0COOCHHOCTH CHCTEMHOTO U NPUMEHSTH JIOTHYECKUE (POpMBI 1 aHaJIN3a NCTOYHUKOB
KPUTHYECKOTO MBIIICHHS, IPOIIETyPHI, CIIOCOOCH K pedexcuu | MHGOPMAIINH C eI BBISBICHUS
apryMEHTUPOBAHHOE I10 TOBO/1Y COOCTBEHHOM U UyKOH UX MPOTUBOPEUNI U TOUCKA
dopMupoBaHue COOCTBEHHOTO MBICITUTEIEHON JIeSITeTbHOCTH; JIOCTOBEPHBIX CYXKICHUH;
CYXJICHUS ¥ OIICHKH OILICHUBATh (PAKTOPHI PHCKa, NPUMEHEHHS METOIOB 3aIlIUTHI B
UHOpPMAIINH, IPHHSTHE o0ecrieunBaTh JHIHYIO Ype3BhIUANHBIX CUTYAIHSIX U B
000CHOBAHHOT'O PEUICHHUS. 0e30MmacHOCTh U OE30MaCHOCTh YCIIOBUSAX BOCHHBIX KOH(QIMKTOB,
OKPYKaIONIMX B IIOBCETHEBHON (bOopMHpPOBaHUS KYIBTYPHI
KHU3HHU U B IPOPeCcCHOHATBHOMN 0€30I1aCHOTO M OTBETCTBEHHOTO
NEeSITETbHOCTH. HIOBEJICHUS.

5. OBbEM YYEBHOU JUCIATIJIAMHBLI U BUAbI YYEBHOU PABOTHI




OO01mas TpyA0€MKOCTh AUCITUIUIMHBI COCTABIISIET 2 3a4eTHbIE (-bIX) eauHull (-b1) (72), BKIIOUYas

IIPOMEKYTOUHYIO aTTECTAIHIO.

PacnpepgeneHve YacoB AMCLMNIUHEI MO Kypcam

Kypc 3
= Uroro
Bun 3agstuit | vo | e
Jlexumu 2 2 2 2
[IpakTuueckue 4 4 4
KonrakrtHas pabora 03 103 |03 [0,3
Ha IPOMEKXYTOUHYIO
aTTECTAIHIO
HUroro ayp. 6 6 6 6
KonrakTHas pabora |[6,3 6,3 |63 |6,3
Cam. pabora 65,7 | 65,7 | 65,7 | 65,7
Hroro 72 72 72 72

6. COIEP)KAHME JUCIATIIAHBI IO PA3JEJIAM (TEMAM) Yl BUIAM 3AHSTHI

Koxa HaumeHnoBaHue pa3jie/ioB U TeM /BH/L Cemectp / | HacoB | Kommneren- | Jlutepatypa IIpumeuyanue
3aHATHSA 3aHATHSA/ Kypc MU
Paspen 1. Obecne4veHune
nHopmaLMoHHoN BesonacHoCcTH
rocynapcrsa v obuiectsa

1.1 KubepOe3omnacHOCTh B cucteMe 3 0
HAI[MOHAJILHOU 0€30MacHOCTH
P® /Tema/

1.2 KubepOe3omnacHOCTh B cuctemMe 3 10 |VK-1.1 JI1.1J12.1
HAI[MOHAJILHOU 0€30MacHOCTH YK-1.5
PO /Cp/ YK-1.6

1.3 | KubepmpecTyruieHus IpoTHUB 3 0
JIMYHOCTH, OOIIECTBA U
rocyaapcTBa
/Tema/

1.4  [KuGepnpectymienus npoTus 3 11 [VK-11 JI.1JI12.1
JIMYHOCTH, OOIIECTBA U VK-1.5
rocyaapctsa /Cp/ YK-1.6
Pasgen 2. MNoHsTe nHdopmaumm n
“HopmaLmoHHas 6esonacHoCTy

2.1 |CoBpemeHHOE 3 0
KHOEpIpOCTPaHCTBO
TexHuka 6€30MaCHOCTH B
KHOEPIPOCTPAHCTBE
/Tema/

2.2 |CoBpemeHHOE 3 2 [YK-1.1 JI1.1J12.1
KkubeprpocTpaHcTBO TexHUKa YK-1.5
0€3011aCHOCTH B YK-1.6
kubepnpoctpancTse /JIex/

2.3 |CoBpemeHHOE 3 2 [YK-1.1 JI1.1J12.1
KkubepnpocTpaHcTBO TexHUKa YK-1.5
0€3011aCHOCTH B YK-1.6
kubepnpoctpanctse /p/

2.4 | CoBpemMeHHOE 3 14 [VK-11 JI1.1JI12.1
kubepnpocTpancTBo TexHuka YK-1.5
0€30MacCHOCTH B YK-1.6

kubepnpoctpanctse /Cp/




2.5 [TpoGnemsr MHTEpHET- 0
3aBHCUMOCTH,
knbepOyummHra /Tema/

2.6 [Tpo6nembr MHTEpHET- 2 |YK-11 JI1.1J12.1
3aBUCHUMOCTH, VK-1.5
knbepOymmaTa /I1p/ YK-1.6

2.7 |IIpoGnemsr UnTEpHET- 3 14 [VK-11 J1.1J12.1
3aBUCHUMOCTH, YK-1.5
knbepOymmara /Cp/ YK-1.6

2.8 Meronabl o0ecieueHus 3 0
6e3onacunoctu [1K n UnTepHera.

Bupycer u antuBupycsei /Tema/

2.9 MeTtoap! 00ecieueHUs 3 16,7 | YK-1.1 JI1.1J12.1
6e3onacuoctu [1K n Unrtepnera. YK-1.5
Bupycer u antuBupycs /Cp/ YK-1.6

2.10 |[3auer /KITA/ 3 0,3 |VK-1.1 JI.1J12.1

YK-1.5
YK-1.6

* - Tema n3y4aercs ¢ yueToM NMpo(ecCHOHATBHON HaIPaBICHHOCTH
[Inanb! npoBeneHns y4eOHbBIX 3aHATUNA OTPAKEHBI B OIIeHOUHBbIX MaTtepuanax ([Ipunoxenue 2.).

7. KOHTPOJIb KAYECTBA OCBOEHUSA IUCIIUAITJIMHBbI

KonTpons kauecTBa OCBOSHHS YI€OHOTO MaTepraia mo AUCUUIUIMHE TIPOBOAUTCS B (pOpME TEKYIIEeTo
KOHTPOJISI YCIIEBAEMOCTH M IPOMEKYTOUHON aTTecTalluu B COOTBETCTBUM C «llonoxkeHuem o popmax,
HNEPUOANYHOCTH U MOPSAAKE TEKYILEr0 KOHTPOJIS yCIIEBAEMOCTH U IPOMEKYTOUHOM aTTeCTalluu
oOyuaromuxcst B 'bOY BO CI'TIU u ero ¢punuanaxy».
Jlnsg arrectanyuy 00y4aroIIMXCsl HA COOTBETCTBUE X NEPCOHAIBHBIX JOCTHKEHUH TpeOOBaHUSAM
00pa30BaTeNbHOI MPOrpaMMbl UCTIOIb3YIOTCS OLIEHOYHbIE MaTepHalibl TEKYIIET0 KOHTPOJIS yCIIEBAEMOCTH
U ipoMexxyTounoit arrectaruii (Ilpunoxenue 2).

YpoBeHb chopMHPOBAHHOCTH KOMIIETEHIIUH

copmupoBana copmupoBaHa
He copMupOBaHa (bopmup copMHpOBaHA B LIEJIOM (bopmup
YaCTHYHO MOJTHOCTHIO
«He 3auTteHo» «3auTeHo»
«HeynoB/IeTBOPHTEIbHO» | «YI0BJIETBOPUTEIHHOY «Xopomuio» «OTIANYHO»
Onucanue KPUTEPHUEB OLICHUBAHUA
Ob6yyaromuiics Obyuarommiics Obyuarommuiics Ob6yuaromuiics
JIEMOHCTPHPYET: JIEMOHCTPHUPYET: JIEMOHCTPHUPYET: JIEMOHCTPHUPYET:
- CYHICCTBCHHBIC - 3BHaAHUA TCOPCTUUCCKOTO |- 3HAHUC U TIOHUMAaHUEC - FJ'IY6OKI/IG,
HpO6€HBI B 3HAHHUAX Marepuajia, OCHOBHBIX BOITPOCOB BCECTOPOHHUEC U
yueOHOro MaTepuarna; - HEIIOJIHBIE OTBETHI Ha KOHTPOIUPYEMOT'O apryMeHTHUPOBAHHBIE
- TOTTYCKArOTCs OCHOBHBIE BOIIPOCHI, 00BeMa IpOrpaMMHOTO 3HaHUS MPOTPAMMHOTO
IMPUHIUITHAJIBHBIC OIIIMOKHU B OTBETE, Marcpuala, Martcpuala,
OIINOKHU IIpr OTBETEC Ha HEJOCTAaTOYHOC - TBEPAbIC 3HAHUSA - IIOJIHOC ITIOHUMAaHHUEC
OCHOBHBIC BOITPOCEHI IIOHUMaHHEC CYIITHOCTHU TEOPETUUCCKOTO CYIITHOCTHU U B3aUMOCBA3U
Ourera, OTCYTCTBYET M3J1araeMbIX BOTIPOCOB; Mmarepuana. paccMaTpuBaeMbIX
3HaHWE W IOHMMaHHe - HEYBEpCHHBIE U - CIIOCOOHOCTH IPOLIECCOB U SIBJICHHH,

OCHOBHBIX MMOHSITHH U
KaTerOpHuil;

- HEIIOHMMAaHHE
CYIIIHOCTH

HETOYHBIE OTBETHI Ha
JIOTIOJTHUTEIIbHBIE
BOIIPOCHI;

- HEJJOCTaTOYHOE

YCTaHABJIUBATh U
00BIACHATE CBS3b
NPAaKTUKHA U TEOPHH,
BBISIBIIATH TIPOTUBOPCUHS,

TOYHOE 3HAaHHE OCHOBHBIX
IIOHATUH B paMKax
00CyX/1aeMBIX




JIOITOTHUTEIBHBIX
BOIIPOCOB B paMKax
3aJaHui OuiIeTa;

- OTCYTCTBUE YMEHHUS
BBIIIOJIHATH
MPAKTHUYECKUE 3aIaHus,
PeyCMOTPECHHBIE
IIpOrpamMmoin
JUCIIUIUINHEI;

- OTCYTCTBUE TOTOBHOCTH
(crocoOHOCTH) K
JTUCKYCCUH Y HU3KAsI
CTEIEeHb KOHTAKTHOCTH.

BJIaJICHUE JIUTEPATYpPOH,
PEKOMEHTIOBAHHOM
MPOrpaMmMoit
JUCHUTLITUHBI;

- ymeHue 6e3 rpyobIx
OLIMOOK pelarhb
MPaKTUYECKUE 3aJaHUsI.

MpOoOJIeMbI ¥ TEHICHIINH
pa3BUTHS;

- IPaBWIbHbBIE U
KOHKpETHBIE, 0e3 TpyOBIX
OIIMOOK, OTBETHI Ha
MOCTaBJICHHBIE BOMPOCHI;
- YMEHHE peniaTh
MpaKTUYECKUE 3aaHus,
KOTOPBIE CIEAYET
BBITIOJTHUTH;

- BJIAQJICHUE OCHOBHOM
JIUTEPATYPOH,
PEKOMEHIOBAHHOM
IpOrpaMMon
JUCHUTLITAHBI;
Bo3moxHBI
HE3HAUYUTEIbHbIE
HETOYHOCTHU B PACKPBITHH
OTAEJBbHBIX MOJIOKEHUN
BOIIPOCOB Ouiiera,
MPUCYTCTBYET
HEYBEPEHHOCTh B OTBETaX
Ha JOTOJIHUTEIbHBIC
BOIIPOCHI.

3aJIaHHI;

- CIIOCOOHOCTh
yCTaHaBJIUBATh U
00BACHATH CBSI3b
MPAKTUKU U TEOPUU;

- JIOTHYCCKHU
MIOCJICA0OBATEIbHEIC,
COJIepKaTeNbHbIE,
KOHKPETHBIE U
MCYEPIBIBAIOIINE OTBETHI
Ha BCE 3aJlaHus Oumera, a
TaKXe JOMOJHUTEIbHBIC
BOTIPOCHI DK3aMEHATOPA;
- YMEHHE peliaTh
MPAKTHYCCKHE 3aIaHUS;

- HaJIMYMe COOCTBEHHOM
000CHOBAHHOM IO3UIIUH
10 00CYK/1aeMbIM
BOTIPOCAM;

- cBOOOIHOE
HCIIOJB30BAaHKUE B OTBETAX
Ha BOIMPOCH MATEPUAIOB
PEKOMEHIOBAHHOMN
OCHOBHOH M
JOTIOJTHUTEIILHOM
JTUTEPATYPBHI.

8. YYHEBHO-METOAUYECKOE OBECIIEYEHUE JUCHUITJINHbI

Y4eOHO-MeTondYecKkoe obecreueHne TUCIUILIMHBI BKIII0YaeT padovyro IpoTrpaMMy TUCIIHILIHHEI,
METOAMYECKHE MaTepHAIIbI, OLIEHOYHBIE MaTEPHAIIBI.
VY4eOHo-MeToAnYecKOe 0OecreueHne CaMOCTOATEIbHOW paboThl 00yUYarOIUXCsl BKIIOYAET: YUeOHUKH,
yueOHbIe TOCOOMUSI, ITEKTPOHHBIE 00pa30BaTeNbHbIE PECYPCHI, METOANUECKHE MaTEpUaJIbL.
CamocrositenbHas pabota oOydaronuxcs sBisieTcs GopmMoit opranu3anuu 00pa3oBaTeIbHOTO

npolecca 1o AUCUUIUIMHE U BKIIIOYAET CIEAYIOUINE BU/IbI 1€ATEIbHOCTHU: TIOUCK (110A00p) 1 0030p HAyUHOU
U y4eOHOH JIUTepaTypbl, 3JEKTPOHHBIX HICTOYHUKOB HH(OpMAILIMU IO U3ydaeMoi Teme; paboTa ¢
KOHCIIEKTOM JICKIIHA, YJIEKTPOHHBIM YI€OHHKOM, CO CJIOBAPSIMH U CIIPABOYHUKAMH U JIp. UCTOYHUKAMU

uH(popMalnu (KOHCIIEKTUPOBAHKE); COCTABIICHHE IJIaHA U T€3UCOB OTBETA; MOATOTOBKA

pedepara;

BBITIOJTHCHUE TBOPYCCKUX Sa)IaHPII)’I n HpO6J’IeMHBIX CHTy-aHHﬁ; IMOATOTOBKA K KOJIIIOKBUYMY,
CO6€CCHOB3HHIO, MPAKTUYCCKUM 3aHATUAM, IIOATOTOBKA K 3a4CTy U OK3aMCHY.

9. MEPEYEHb OCHOBHOM Y JOMOJHUTEJbHOMN JUTEPATYPBI

9.1. PexomenayeMasi TMTEPaTypa

9.1.1. OcHoBHast IMTEpPaTypa

J1.1

['ony6un P. B., McakoBa U. A., Kopotsiies A. I1., Kocapesa H. C., Peixtuk I1. I1.
Kubepb6e30macHOCTb MOJIPOCTKOB B CeTH UHTEpHET. [IpoTuBoeiicTBUE KnbEpyrpo3am
[DneKkTpoHHBIH pecypc]:yuedHo-MeToandeckoe nocodue. - Huxuuit Hosropoa: HHI'Y um. H. 1.
Jlo6auesckoro, 2022. - 65 c. — Pexxum noctyna: https://e.lanbook.com/book/283286

9.1.2. JlonoJiHMTEIbLHAS JIUTEPATYypa




J2.1

https://e.lanbook.com/book/386636

Banuna A. T'., Opén /1. B., Aaukyes C. B. [lepconanpHas kubepOe30nacHOCTh: KypC JEKITHI
[DnexTpoHHEbIi pecypc]:yuedbHoe mocodue. - CtaBpornonb: CKOVY, 2022. - 137 c¢. — Pexxum noctyma:

10.1 UuTepHeT-pecypcesbl (02361 JaHHBIX, HH(POPMANUMOHHO-CIIPABOYHbIE
CHCTEMBI M JP.)

9BC «Jlaup»

https://e.lanbook.com

HanmonanesHhas anekrponnas 6udnuoreka (HOB)

https://rusneb.ru

OBbC «Opaiit»

https://urait.ru

ObC «KypHaJIbHBIN 3a71»: PYCCKUM TOJICTBIN KypHAaI

KaK 3CTETUYECKHI eHOMEeH

https://magazines.gorky.media

«Onekrponnas oudmmoreka UMJIN PAH»

http://biblio.imli.ru

«InexrponHas ounodmuorexa MPJIN
PAH» (Ilymixunckuii lom)

http://lib.pushkinskijdom.ru

Hayunsb1ii apxus

https://nayunsiiiapxuB.pd

OBC «llegarornueckast OMOINOTEKAY

http://pedlib.ru

OBC «AiOykc.py»

https://www.ibooks.ru

Hayunas snekrponnas oudanoreka eLibrary.ru

https://elibrary.ru

ObC bykonnaiim https://bookonlime.ru
Hayu4nast s;iektpoHHas OUOIMoTeKa https://cyberleninka.ru/
«KubepieHnHKa»

lNocynapctBenHast myOauyHas HAYyYHO-TEXHUYECKas
o6ubmmoteka Poccun. Pecypcer oTkpeITOrO OCTYyNA

http://www.gpntb.ru/elektronnye-resursy-udalennogo
-dostupa/1874-1024.html

bubnmoreka akanemuu Hayk (BAH). Pecypcsl
OTKPBITOTO JJOCTYTIA

http://www.rasl.ru/e_resours/resursy_otkrytogo_dost
upa.php

10.2. IlpodeccuonasibHbie Ha3bl JAHHBIX U MHGOPMAILHOHHBIE CIIPABOYHbIE CHCTEMbI

YHuBepcuTeTcKas HHPOpMaIMOHHAs CUCTEMA
POCCHA

https://uisrussia.msu.ru

EnnHoe okHO focTyna Kk 00pa3oBaTesIbHbIM
pecypcam

http://window.edu.ru/catalog

CJ'IOBapI/I 1 SHIIUKJIIOIICANH

https://dic.academic.ru

Ileparornyeckas MacCTEpCKasa «HepBoe CGHTSI6p5I»

https://fond.1sept.ru

Caiit Enunoil koyutekiuu nudpoBbIx
00pa3oBaTeNIbHbIX PECYPCOB

http://school-collection.edu.ru

Hamnonansnas mnatdopma «OTKpeITOE
00pazoBaHME

https://openedu.ru

[Topran «Enunas Komnekuus udpoBhIX
00pa3oBaTeNbHBIX PECYPCOBY»

http://school-collection.edu.ru

Poccuiickoe oOpa3oBanue. @enepanbHbli mopTa

http://edu.ru

[MopTan denepalibHBIX TOCYAAPCTBEHHBIX
00pa30BaTeIIbHBIX CTAHIAPTOB BBICIIIETO
o0Opa3oBaHUs

http://fgosvo.ru

Enunas nudpoas KoJIeKIus epBOMCTOYHUKOB
HaYYHBIX Pa0bOT yJOCTOBEPEHHOT0 KauyecTBa
«HayunsI1i1 apxuB»

https://HayunbiitapxuB.pd

[MTopran npoekra «CoBpemeHHas 1HdppoBas
oOpa3oBatenbHas cpena B POy

https://online.edu.ru

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCHUIIJIMHBI (MOAYJISA)

3aHsATHS, TEKYILIUNA KOHTPOJIb YCIIEBAEMOCTH U MPOMEXKYTOUHAS aTTECTALUS 10 AUCIUILTHHE POBOJSTCS
B YUEOHBIX ayAUTOPUSIX, YKOMIUJIEKTOBAHHBIX TUIIOBOW MEOEIbIO sl 00yJaromuxcs u




NperoaaBaTessi, TCXHUYCCKMMU U MYJIbTHMEIUAHBIMUA CPEACTBAMH 00yUYCHHUS, BKITFOYCHHBIMH B
JIOKAIbHYIO

CeTh By3a M C JOCTYIIOM K HH(POPMAIMOHHBIM pecypcam ceTu VIHTepHeT.

Paboune mecra st caMOCTOSTEIbHOW pPabOThI OOYYAIOIIMXCS OCHAIICHBI KOMITBIOTEPHOM
TEXHUKOH C

MOJIKJTFOYCHUEM K ceTH MHTepHET 1 00eciieueHbl JOCTYIIOM B SJIEKTPOHHYIO HHPOPMAIIMOHHO-
00pa3oBaTeNbHYIO CPEIy By3a.

KommbioTepHoe 000pyIOBaHHE HMMEET COOTBETCTBYIOIEE JIMIICH3MOHHOE IPOrPaMMHOE
o0ecnieueHue:

1. ITaker mporpamMuoro obecredenus obmiero nasnadenus Microsoft Office (MS Word, MS
Microsoft

IIpuniaoxenue 1

MeToauyeckue MaTepUAJIbI 1O JUCHUIINHE
«Kubepoe3onacHocTh»

1. IlmaHbl NpaKTHYECKUX PA0OT M MeTOAMYECKHE PEeKOMEHIallul
Tema 1. Kubep6e3omnacHoCTh B cucTeMe HallMOHaIbHOM Oe3omacHocT PD

IIpakTuyeckoe 3ansaTue 1.1.
Bomnpocs! quis o0cyxaenus:
1. T'ocynapcrBeHHas noauTHKa B 001acTu KHOepOe30nacCHOCTH KOMIIBIOTEPHBIM aTakaM OT 15
auBaps 2013 1.
VYronosusiit kogeke PD, paznen «Ilpectymnenus B chepe KOMIBIOTEPHOU MHPOPMAITAN.
3amura KubepnpocTpaHcTBa rocyaapctsoM. Kubeppoiina.
[TpaBo Ha nnpopmanuio B Koncturyuu PO.
3amuTa rocyaapcTBa 1 3aliuTa KHoepnpoCcTpaHCTBa.
JlokTprHa nHGOPMaIIMOHHOMN 0€3011aCHOCTH.

oM~ wN

IMpakTuyeckoe 3ansaTue 1.2.
Bomnpocs! qyis o0cyxaenus
1. KuOGepsoiicka. 3amura KubeprpocTpaHcTBa Kak 0OJJHa U3 3a7a4 BOOPY>KEHHBIX CHIL.
WNudopmannonHas BoiiHa. MH(popMaliMoHHOE OpyKue.
ITaTpnOTH3M M UHTEPHET.
HNudopmaninoHHoe BO3/IeHCTBHE.
BoeHHas1, rocynapcTBeHHas, KOMMepYeCcKas TaliHa.
3amyTa caToB rocy1apcTBEHHBIX OPraHoOB (JIEKTPOHHOE IPABUTENIBCTBO).

ook wm

Tema 2. KuGepnpecrynjieHusi NpOTHB JTUYHOCTH, 001ECTBA U FTOCYAapCTBA
IMpakTHyeckoe 3ansaTue 2.1.
Bomnpocs! st o0cyxaenus
1. PeanpHas v BUpPTyaJbHAs TUYHOCTb.
2. Tlcuxonormueckas oOctaHoBka B MHTepHeTe: rpuGuHT, KHOepOyUIMHT, KHUOEpMOOOUHT,
TPOJUTUHT, OYJITHITH].
3. besomacnas paGora B ceTH B Mpolecce CETEeBOW KOMMYHHUKAIMHM (4aTbl, (HOpyMBl,
KOH(epeHIIUH, CKalll, COLMaIbHbBIE CETH U TIp.).
4. TepMUHBI CETEBOTO dTUKETA: OBEPKBOTHHT, (uieiim, ¢piya, opdronuk, cMailnuku u ap.
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ITpuMepsl STHUECKUX HApyLIEHUN. 3HaYEHHE CETEBOT0 3TUKETA.

CoOGcTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WuTtemiekryanbHast COOCTBEHHOCTD.

[TnaTHas u 6ecruiaTHass HH(GOPMAIIHS.

3ammra mpaB NOTpeOUTENe Npu HCHOJb30BaHWMM ycayr HWHTepHer. 3ammuTa mpaB
noTpeOuTeNeH ycayr mpoBanaepa.

IIpakTuyeckoe 3ansaTue 2.2.

Bompocsr 11t 06cyxaenus

1.
2.

3.

o s

©o

OTBETCTBEHHOCTh 332 UHTEPHET-MOLIEHHUYECTBO.
[TpaBoBbIe aKTHI B 00JIaCTH HH(POPMAIIMOHHBIX TEXHOJIOTHI U 3aLTUTHI KHOSPIIPOCTPAHCTBA.
OTBETCTBEHHOCTh 32 KUOEPIIPECTYIICHHUS.
KoHCTUTYIIMOHHOE TpaBO HA TMOWCK, IMOJXYYCHHE W PacHpoCTpaHCHHWE HWHQPOPMAIUH.
®denepanbhbiit 3akoH 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammre aeteit ot
uH(pOpMaIIUU, TPHYUHSIONIEH Bpel NX 3I0POBBIO M PA3BUTHIO» (IEHCTBYET ¢ 1 CEHTAOPs
2012 rona).
HNHupopmaninoHHOE 3aKOHO1aTeNbCTBO PO.
3akon P® «O06 unbopmaiinu, HHPOPMAITMOHHBIX TEXHOJOTHIX U O 3alUTe HH(POpMALHI.
VYronoBHass OTBETCTBEHHOCTb 3a CO3JIJaHUE, MCIOJIb30BAaHUE U  PaACHpPOCTPAHEHUE
BPEIOHOCHBIX KOMIbIOTEpHBIX mporpamm (cT. 237 YK P®). [IpaBoBas oxpaHa nporpamm
st OBM u BJI. Kommepueckoe [10. becrmatroe I1O (FreeWare, Free, Free GPL, Adware),
ycnoBHo-OecmuiatHoe [10 (Trial, Shareware, Demo).

[IpaBOBBIEC OCHOBBHI /IJIs 3AIMTHI OT CIIAMA.
[TpaBoBas oxpana nporpamm st O9BM u BJ1. Jluniensuonnoe I[10. Bunsr nunensuit (OEM,
FPP, xopnoparuBuble nuuenszuu, noamucka). [IO ¢ orkpeiteim kogom (GNU GPL,
FreeBSD).
[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE JTAHHBIX, KATETOPHH UH()OPMAIIHH.
[lepconanbHble U OOLIENOCTYNHBIE JaHHBIE, OTrPAaHUYEHHBIM mocTym. 3akoH «O
MIEPCOHANIBHBIX JTAHHBIX).

Tema 3. CoBpemenHoe kudeprnpocTpancTBo TexHuka 6e30nacHOCTH B KMOEPNPOCTPAHCTBE
IIpakTnyeckoe 3ansTue 3.1.
Bompocsr g5t o0cyxnenus

1.

2
3.
4.

o

o N

Mormennnueckue aeiicteust B UntepHere. Kubepnpecryminenus

CereBoii aTuker. [Icuxonorus u ceth

[TpaBoBBIE acNEKTHI 3aLIUTHI KHOEPIIPOCTPAHCTBA
OmnunaiiH cepBHCH 17151 0€30TTACHOCTH TTOJIB30BaTeNs B MH-TEPHETE (ITPOBEPKA KOMITBIOTEpa
U (aiioB Ha BUPYCHl OHJIAMH, OHJAWH AeakTuBals SMS-BUPYCOB, MpoBepKa caifTa Ha
BUPYCBHI, TIpOBepKa QailioB mo e-mail, ompezneneHne ampeca CTPaHUIBI, IMPOBEPKa
ctoumoctt CMC u 1ip.).
Hactpoiikn 6€301macHOCTH MOYTOBBIX TPOTPaAMM.
3amyTa B MOMCKOBBIX cUCTeMaXxX ((MIBTPHI U1 OTPAaHUYEHUS TOTEHIU-ATBHO OMAacHOTO
COJIEPKUMOTO).
Hacrpoiiku 6e3omacHocTr Be6-Opaysepos (Internet Explorer, Firefox u T.11.).
DJEeKTpOHHAs TI0YTa M CHCTEMBI MTHOBEHHOT'O 0OMEHAa COOOIICHUSIMHU.
Hactpoiiku 6e3zonacroctu Ckaiin, ICQ u mp. Crnocobbl obecniedenusi 0e30MacHOCTH
BeO-caiiTa.

10. Kubepnpectyruienus. Buasl MHTEpHET-MOIIEHHUYECTBa (MHMCbMa, peK-lama, OXoTa 3a

JTUYHBIMHA JAaHHBIMH U T.11.). OnacHOCTH MOOWMIIBHOM CBsi3H. [IpensioxkeHus mo ycTaHOBKe
BPEIOHOCHBIX IIPUIIOKEHUM.

11. Momennnueckune CMC. YTeuka n 00Hapo0BaHHEe TUYHBIX JaHHBIX. [lonOop 1 mepexsar

apoJIeH.



12. B3710MbI aKKayHTOB B COIMANILHBIX CETsIX. Buapl MomennndectBa B UHTepHeTe. OUIIUHT
(dbapmuHT). A3apTHBIE UTPHI.

13. Jloxxubie aHTHUBUpPYCHL. llogMeHa cTpaHHI] B MHTEpHETE (CalUTHI-KJIOHBI). DanbiiMBbie
(haliI000MEHHUKH.

14. DnexTpoHHBIN KoleneK. MOIIEHHUYECTBO NPU pacupocTpanenuu «oecruiatHoroy [10.

15. Texnonoruu ManumnyaupoBanus B UntepHere.

16. Tb npu unTepHET-00ICHNY.

IIpakTnyeckoe 3ansTue 3.2.
Bonpocs mig o6cyxienus
1. Tb npu peructpanuu Ha BeO-calTax.
Komnerorepnoe nuparcrBo. [Lnaruar.
KubeprHaeMHUKH U KHOEPIETEKTUBHI.
Ouenka ymiep6a oT KubepnpecTyIIeHUH.
Wnrepuer-stuker. [IpaBuiia oOuienust B IntepHere.
OCHOBBI CETEBOTO ITHKETA.
[Tepenucka B ceTwu.
IIpaBuna noseneHus B ckaume. Gopym.
OO111eHNE B CETU U €r0 MOCIEACTBHUSL.
0. Arpeccus B ceTu.
11. AHOHUMHOCTb B CETH.
12. Bunpl sTukeTra (JIMYHBINA, AENOBOW, MUCHMEHHBINA, AMCKYCCHOHHBIM W mp.). Pazmuums
ATHKETA B Pa3HbIX CTPAHAX.
13. Dtuka nuckyccuii. B3aumHoe yBakeHHne pH UHTEPHET-OOILIEHU Y.
14. Dtuker u 6€30MaCHOCTb.

BOoNoORWN

Tema 4. IIpo6siembl UHTEpHET-3aBHCUMOCTH, KHOEPOYJIIIHHT A
IIpakTnyeckoe 3ansTue 4.1.
Bompocs qy1s1 o0cyxnenust
['uruena kommneroTepa.
Komnreiotep u kpoBoOOpalieHue.
ITosb3a 1 Bpe KOMIIBIOTEPHBIX UTP.
Kommbrorep u 30K.
PU3NYECKOE U ICUXUYECKOE 310POBBE.
[TpaBuiia moBeieHUsI B KOMIIBIOTEPHOM KJlacce.
WHTepHeT B cucteMe 6€301MacHOCTH.
TexHuka 6€30MaCHOCTH MpU PabOTe ¢ KOMIIBIOTEPOM.
Komnbrotep 1 MOOMIIBHBIE YCTPOICTBA B UpE3BBIYAMHBIX CUTYALIUsAX.
Menununckas uHpopmanus B MutepHere. Komnbrorepsl M1 MOOHIIBHBIE YCTpOMCTBa B
DKCTPEMAIIBHBIX YCIOBHSX.
11. BospaeiicTBre paAroBOJIH Ha 30pOBbe U oKpyxaromryto cpexy (Wi-Fi, Bluetooth, GSM).
12.  Komruiekce ynpakHeHUH Ipu paboTe 3a KOMIBIOTEPOM.
13. BozpgeiictBue Ha 3penue DJIT, )KUIKOKPUCTAIUIMYECKUX, CBETOIUOIHBIX, MOHOXPOMHBIX
MOHHTOPOB.
14. KommnbioTep B peXUMe TpyJa U OTAbIXA.
15.  BuusHue KOMIIBIOTEPA HA PETIPOIYKTUBHYIO CUCTEMY.
16. Bpennbie hakTOpBI PAOOTHI 32 KOMITBIOTEPOM H WX ITOCIIEICTBUSI.

CoNoOARWNE

[EEN
©

IMpakTHyeckoe 3ansaTHe 4.2.
Bompocs! miist o0cyxaeHus
17. Opranuzamnus pabouero mecta
1. HurtepHer-cooOmiecTBo.
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16.

17.

HHTEepHEeT-3aBUCUMOCTb.

ConumanbHble ceTH. [[eTCKue corraibHbIC CETH.
BupryansHas TM4HOCTS.

3aBUCHMOCTD OT MIHTEpHET-0011IeHMSI.
PazBneuenus B MuTepHere.

[Ipr3HaKu UrpoOBOIl 3aBUCUMOCTH.

CereBble UTPBI.

Caiitel 3HakoMcTB. 30K 1 KOMIBIOTED.

. Buzpl 3aBucumoctu. JlectpykruBnas uadopmanus B IHTEepHETE.

. Bunel IHTEpHET-3aBUCHUMOCTH.

. KubepkynbTypa (MaccoBast KylabTypa B CETH) U JIUYHOCTD.

. Ilcuxonoruueckoe Bo3aelcTBUE HH(OPMAIIMU Ha YETIOBEKa.

. YIpaBieHUE JHMYHOCTBIO 4epe3 ceThb. VIHTepHET M KOMIIBIOTEpHAas 3aBUCUMOCTH

(amauKims).

. Kputepun 3aBucMMOCTH (IPUOPUTETHOCTb, W3MEHEHUs HACTPOEHUS, TOJEPAHTHOCTD,

CHUMIITOM pa3pbiBa, KOHQIIUKT, PEIUINB).

Tunbl UHTEPHET-3aBUCUMOCTH (IIPUCTPACTHE K paboTe C KOMIIbIOTEPOM, K HaBUTaLMU U
NOUCKY MH(OPMAIIUN, UTPOMAHHUS U AJICKTPOHHBIC MOKYIKH, 3aBUCUMOCTh OT CETEBOTO
o01eHu ).

Knaccugukaius HHTEpHET-3aBUCUMOCTEH

Tema 5. Metoanl o0ecnieuenus 0e3onacHocT IIK u UnrepHera. Bupycbl 1 aHTUBHPYChI

NoabkowhE

9.

10.
11.
12.

IIpakTHyeckoe 3ansaTHe 5.1.
KoHTeHT-puabTpsI.
IlouckoBble cEpBEPBL.
[TpusHaky 3apakeHUs KOMIIBIOTEpA.
AHTUBHpYCHAas 3alIUTAa.
3ammra ¢aitnos. besonacHocTh Mpu ckauMBaHUU (PaiiiIoB.
3aimuTa nNporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOMTMPOBAHMUSI.
OpranuzanvoHHbIE, IOPUIUYECKHE, IPOrPaMMHBIE M INPOTrPAMMHO-ANIApaTHBIE MEPbI
3aILNTHL.
3amuTa NporpamMM M JAHHBIX C IOMOIUBIO IApOJIEH, NMPOrPaMMHBIX M AJIEKTPOHHBIX
KJIFOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.II.
Henepemeniaemplie IporpaMMsl.
3amuTa OT KONMPOBAaHUSI KOHTEHTA caiTa.
Hcrtounuku 3apaxenns [1K.
AntuupycHoe [10, Buapl u HazHaueHHe. MeTo bl 3alUThl OT BUPYCOB.

IMpakTuyeckoe 3ansaTHE 5.2.

BOHpOCBI JJIA O6Cy)KI[CHI/I$I

1.

ook owm

[TpoGembl 6e3omacHOCTH MHGpacTpyKkTypsl MHTEpHETa (IPOTOKOJIBI MaplIpyTU3aLUN
CETH, CUCTEMA JOMEHHBIX UMEH, CPECTBA MAPLIPYTU3ALMH U T.I1.).
[TpoBepka nomnHHOCTH (ayTeHTUuKamus) B UHTepHeTe.
Mepsi 6e3omacHocTH 1 oabs3oBarens WikFi. Hactpoiika 6e3omacHocTH.
Bupychl 17151 MOOMIIBHBIX YCTPOMCTB (MOOUIIbHBIE OaHKEPHI U JIP.).
Hacrpoiika komnbroTepa i 6e30mnacHoi padoTsl. OMMOKK MOIb30BATES.
Mepbl  nauuHOM ~ Ge3omacHOCTH  Mpu  cereBoM  oOmieHuu.  [IpenorBpamienue
HEeCaHKIMOHMpOBaHHOro nocryna k [1K.
[Taponu, 6GuoMeTpuyecKne METOAbl 3alIUThl U ayTeHTH(PHUKAIUSA C MOMOIIbIO0 BHEIIHUX
HOCHTETIEH.
[TpocTeie 1 AMHAMUYECKU U3MEHsoLIMecs napoyu. bopb0a ¢ yreukamu HHpOpMaLIUH.
CpenctBa konTposis foctyna. [IpaBa nons3oBareneil. CiocoObl pa3rpaHUYEHUs JOCTYIA.



10. OTnuuus BUPYCOB U 3aKJIaJI0K.

11. AatuBupycusie mporpammsl s [1K: ckanepsi, peBU30psI 1 11p.

12. Hanbonee u3BecTHbIE aHTUBUpPYCHBIE TporpaMMel. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe wu OecriaTHOe
antuBupycHoe I10.

13. Ounaiin cepBuUCHI 17151 6€30MIACHOCTH MOJIb30BATENs B UHTEPHETE (IIPOBEpPKa KOMIBIOTEpa
U ¢ailyioB Ha BUPYCHl OHJIAHH, OHJIAMH MeakTuBaius SMS-BUPYCOB, MPOBEpKa caiiTa HA
BUPYCHI, IpoBepka (ailioB mo e-mail, ompeneneHue aapeca CTpaHUIBL, MPOBEpKa
cronoctu CMC u ap.).

14. Hactpoiiku 0e30macHOCTH TOYTOBBIX MpOrpamMM. 3alldTa B MOHCKOBBIX CHCTEMax

(unbTpHI 11 OrpaHUYEHUS TOTEHIUAIBHO OMTACHOTO COJIEPKUMOTO).
2. 3agaHus 1Jsl CAMOCTOATEIbHOM padoThl

Tema 1. KuGepOe3onacHOCTh B CUCTEME HAIMOHAILHOM Oe3onacHocTH PO
[ToAroToBUTH AOKIA MO TEME:

1. HNudopmanmnonHas BoitHa. THpOpMaAIIMOHHOE OpYXKHE.

2. TlaTpmoTu3M U UHTEpPHET.

3. HudopmanmonHoe BO3/ICHCTBHE.

Tema 2. KubepnpecTyruieHusi IpOTUB JIMYHOCTH, OOIIECTBA U TOCYAAPCTBA
[ToAroToBUTH MOKJIA[ 11O TEME:
1. PeanpHas u BUpTyaJbHast TUYHOCTb.

2. Tlcuxomorunyeckasi ooctaHoBka B WHTepHere: rpuduHr, KubepOyuiMHT, KHOepMOOOHHT,

TPOJUTUHT, OYJUTUIU]L.

Tema 3. CoBpeMeHHOE KHOEpPIIPOCTPaHCTBO TexXHUKA OE30IMaCHOCTH B KHOSPIIPOCTPAHCTBE
[TonroToBUTH NOKIAM MO TEME:

1. DnekTpoHHBII KolIENeK.

2. MoluleHHNYecTBO MpH pacnpocTpaHeHuu «oecriataoroy [10.

3. IlpaBuia moBeneHUs B CKaiIie.

4. ®opym. IlpaBuia noBeneHUs

Tema 4. [IpoGnemsl HTepHET-3aBUCUMOCTH, KHOEpOYIIIMHTA
IToaroToBUTHL TOKIIAJ IO TEME:
1. Bunel IHTEepHET-3aBUCHMOCTH.
2. KubepkynbTypa (MaccoBasi KyJabTypa B CETH) M JTUYHOCTb.
3. Tlcuxonornyeckoe Bo3/eHCTBHE HHPOPMALIUU HA YETIOBEKA

Tema 5. Meronsl ob6ecneuenus 6ezonacHoctu [IK u MaTepHeTa. Bupychl u aHTUBHPYCHI
IToaroToBUTEH JOKIIAJ IO TEME:

1. Mepsl 6e30nacHoctu s nosab3osarens WiFi. Hactpoiika 6e3onacHocTH.

2. Bupycs aist MOOHITBHBIX YCTPOUCTB (MOOMITBHBIE OaHKEPHI U JIp. ).

3. Ilpumepnbie TeMbl pedepaToB

1. Hudopmanus - pakTop CyliecTBOBaHUS U pa3BUTHs obuiecTBa. OCHOBHBIE  (OPMBI
nposiBieHUs uH(popMaluu, e€ cBOWCTBA Kak 00beKTa 0€30IacHOCTH.

[TonsiTue Ge3omacHOCTH U €€ cocTapistomue. besonacHoCTs HH(pOpMAIHH.
Ob6ecneuenre UHPOPMAILIMOHHON 0€30MaCHOCTH: COAEPKAHUE U CTPYKTYpa MOHSTHS.
HarnuonansHble uHTEpECH! B HH(POPMAIIMOHHOH cdepe.

Hcrounnku u conepxanue yrpo3 B nH(GoOpMaImoHHou cdepe.

arwN



8.
9.

CooTHolIeHHE TOHATHI «UH(pOpMAIIMOHHAs 0€30MIaCHOCThY U «HALMOHAIbHAS
0€3011aCHOCTbY

Puck paboTsl Ha mepcoHanbHOM KoMmbloTepe. [inanupoBanne 6e3onacHoil paboThl Ha
HepCOHAILHOM KOMITBIOTEpE.

WNudopmanus - pakTop CymecTBOBaHUS U pa3BUTHs 0OIIECTBA.

Llenu n 3a1a4n 3aIUTH HHPOPMAIHH.

10. Opranuzanus 3amuThl KOHQHUASHIHATLHON HH()OPMAIIH.
11. Buns! 3amumaemoii nHGpopManuu B chepe rocyJapcTBEHHOT0 U MyHHIIUTIAIBHOTO

YIIPABJICHUS.

12. YpoBHu Benenust HHGOPMAIIMOHHON BOWHBI. OniepaTiBHAs MaCKUPOBKA.

Paguosnexrponnas 6oprda. Bo3neiicTBue Ha ceTH.

13. OcHOBHBIE TOJIOKEHHUSI TOCYIAPCTBEHHON HWH(OpMAIMOHHOW TOJUTUKH Poccuiickoit

denepauuu.

Kpurepun ouenku pegepara

Kputepusmu orieHKH pedepara MOTYT BBICTYIIHTD CIICIYIOIIHE MOMEHTHI:

B KaKOI Mepe pacKpbIBaeTCs aKTyallbHOCTh TEMBI,

KaKOB TEOPETUYECKHI YpPOBEHb CYXKICHUH aBTOpa, Kak BJIAJCET OH COBPEMCHHBIMU
METOJIOJIOTUYECKUMH OCHOBAaMHU HAayK IIPH OCBEIICHWH IIOCTAaBJIICHHBIX B pedepare
BOIIPOCOB;

COOTBETCTBHUE CTPYKTYPBI U COZiepkaHus pedeparTa IiaHy;

LIETIOCTHOE, TJTyOOKO€ MMOHMMAaHUE BOIIPOCOB TEMBI WIIH pa3padaThIBA€MOIl TPOOIIEMBI;

KaK yJaJoCh aBTOPY CBsI3aTh M3JIaraeMble B pedepare BOMPOCH TEOPUHU C IpoOIieMaMu
CCTONHSIIHErO  JHS, YMCHHE  HCIIOJIb30BaTh  TCOPCTHUSCKHE  HUCTOYHUKUA U
y4e0HO-METOIUYECKYIO JIUTEPATYPY;

JIOCTAaTOYHO JIM TPOSIBIIEHA aBTOPOM CaMOCTOATEIBHOCTh B IIOCTAHOBKE BOIIPOCOB, B
TPaKTOBKE WX, €CTh JIM B pa0dOTe OPUTHHAIBHBIC MBICTH, CBEKHE (AKTHI, ONMHCAHHE
JTYYIIeT0 OMbITa PadOThl, KOHKPETHBIX MPHUMEPOB W3 TNPAKTHKH, COOTBETCTBYIOIIUE
PEKOMEH/TAlNU U TIPEIIOKCHHUS,

u3naraercs i B pedepare coOOCTBEHHOE MOHMMAaHKIE pacCMaTPUBAEMO MPOOIEMBI,
JIOCTATOYHA JIX €r0 apryMEHTallus;

kak odopmiieH pedepat win qokiaa (00beM, HaJTu4He MIaHa, CONePKATEIHHOCTD
BBEJICHUS, TIOJTHOTA CIHICKA HCIIOIb3yEeMOH INTEpaTyphl, HAJTHMYKEe PUIIOKEHUH, aHaTTu3a
ombITa paboThI, CXeM, TAOJIUII, TUATPaMM, TIJIAHOB, aHKET U T.J.);

HUMeeT JI1 paboTa OmpeeNIeHHYIO IIEHHOCTh, YTOOBI PEKOMEHI0BATh €€ B (DOH y4eOHBIX
mocoOuii Mo Kypcam.

Pedepar onenuBaetcs mo 4-x 0auIbHON CUCTEME - «HEYJOBICTBOPUTEITHLHO,

«YHAOBJICTBOPUTCIIBHOY», «XOPOHIO», KOTIIUIHO.



[Tpunoxxenue 2

OueHovHbIe MATEPHAJIBI N0 AUCHUIIIHHE
«Kubep0e3onmacHOCTb)

1. OueHoYHbIe MATEPHAJBI IS TEKYIIEr0 KOHTPOJIS
1.1. TecToBBIE MaTEepPHAJIBI

Tect 2

1. K npaBoBBIM MeTO1aM, 0OecriedrBaOIUM HHPOPMALIMOHHYIO 6€3011aCHOCTh, OTHOCSTCS:
1. Pa3paboTka anmapaTHBIX CPEICTB 00ECIeYeHUs MPABOBBIX JAHHBIX
2. Pa3paboTka M ycTaHOBKa BO BCEX KOMIIbIOTEPHBIX IPABOBBIX CETAX XKYPHAJIOB yueTa JeHCTBUM
3. Pas3paborka 1 KOHKpeTH3alus IPaBOBbIX HOPMATUBHBIX aKTOB 0OecredyeHus: 6€301acCHOCTH
2. Bunbl nHbOpMAIMOHHON 0€30MMaCHOCTH:
1. TIlepcoHanbHasi, KOPIOpPaTUBHAsL, TOCY1apCTBEHHAS
2. KnueHtckasi, cepBepHasi, ceTeBas
3. JlokanpHas, rinobanbHas, CMEIIaHHAS
3. llenu unpopManMOHHON 6€30M1aCHOCTH — CBOEBPEMEHHOE OOHApYKEHUeE, NpeaAyIpexaeHUE:
1. HecaHKIIMOHMPOBAHHOTO JIOCTYIIA, BO3JACHCTBUS B CETH
2. WHcaliJlepcTBa B OpraHu3aluu
3. Upe3BbIYANHBIX CUTyallUH
4. OcHoBHBIE 00BEKTHl HHPOPMALMOHHON O€30TTaCHOCTH:
1. KommnbroTepHsle ceTu, 6a3bl JaHHBIX
2. VH}opmanmoHHbIE CHCTEMBI, ICUXOJIOTHIECKOE COCTOSTHIE TI0JIb30BaTEICH
3. busHec-opueHTHPOBaHHBIC, KOMMEPUYECKHE CUCTEMBI
5. OCHOBHBIMM pUCKaMU UHPOPMALIMOHHOIN 6€301aCHOCTH SBISAIOTCS:
1. HUckaxenue, ymeHbllIeHHE 00beMa, IEPEKOANPOBKA HH(DOpMaLINU
2. TexHuYeckoe BMELIATENbCTBO, BHIBEJIEHUE U3 CTPOsI 000pYyAOBaHUS CETU
3. Tloteps, uckaxkenue, yreuka nHopmanuu
6. K 0CHOBHBIM (pyHKIIUSIM CHCTEMBbI 0€30MaCHOCTH MOKHO OTHECTH BCE MEPEUHCIEHHOE:
1. VYcraHoBieHHE perjaMeHTa, ayAuT CUCTEMBI, BBISIBICHHE PUCKOB
2. YcraHOBKa HOBBIX O(HMCHBIX MPHUIIOKECHHH, CMEHA XOCTUHT-KOMITaHUHT
3. Buenpenwue ayrenTudukanuu, mpoBEpKH KOHTAKTHBIX JAHHBIX ITOJIb30BaTENeH
7. K OCHOBHBIM THIaM CPEACTB BO3/IEHCTBHS Ha KOMIIBIOTEPHYIO CETh OTHOCHUTCS:
1. KomnbroTepHblil c60it
2. Jlornueckue 3aKJIaJIKu («MHUHBI»)
3. ABapuiiHO€ OTKJIIOUEHHE MUTAHUS
8. Korna nmonyden cnam no e-mail ¢ mpuinokeHHbIM GaiiyioM, cleayerT:
1. IIpouuTaTh NpUIOKEHUE, €CIU OHO HE COJACPHKUT HUUETO IIEHHOTO — yAaJIUTh
2. CoxpaHuUTh NpUIOKeHHE B mapke «Cram», BRISICHUTH 3aTeM [P-anpec reHeparopa cnama
3. YianuTh TUCHMO C IPHIIOKEHUEM, HE pacKphIBas (HE YUTas) €ro
9. BUII — aTo0:
1. DnextpoHHO-1IUPPOBOH MpeoOpa3zoBaTeb
2. DIeKTpOHHO-IM(poBas MOJIUCH
3. DraexkTpoHHO-IMGPOBOH MpoIeccop
10. CpoiicTBamMu nHpOpMaINU, HaN0O0JIEe aKTyaTbHBIMH TIpU o0ecriedeHnn nH(opMaIno HHOH
0e301aCHOCTH SBISIOTCS:
1. IlenocTtHOCTH



2. JloCTymHOCTB
3. AKTyalnbHOCTb
11. Pa3HOBHAHOCTAMH YIpo3 0€30MacCHOCTH (CETH, CHCTEMBI) SBJISIIOTCS BCE MIEPUUCICHHOE B CITHCKE:!
1. IIporpammHBbIe, TEXHUYECKHE, OPIraHU3ALIMOHHbBIE, TEXHOJOTUUECKHUE
2. CepBepHble, KIMEHTCKUE, CHYTHUKOBBIE, HA3eMHbBIE
3. JlnuHble, KOPIOPATUBHBIE, COLIUAIbHBIC, HALIUOHAJIbHBIE
12. TlonuTuka 6€301aCHOCTH B CUCTEME (CETH) — 3TO KOMIIIEKC:
1. PykoBozacTs, TpeboBaHUil obecrieueHnst HEOOXOUMOT0 YPOBHS 0€30MaCHOCTH
2. VHcTpyKuui, anropuTMOB ITOBEJEHUS [10JIb30BATEINS B CETH
3. Hopwmsbl nHPOPMAITMOHHOTO TIPaBa, COOII0IaEMBbIC B CETH

Kpurepum oueHku:
Jlisi oleHKH Pe3yJIbTATOB TeCTHPOBAHMS IPEAYCMOTPEHA CIIEAYyIOIasi CUCTEMa OIICHUBAHUS YYEOHBIX
JOCTUKEHHUM CTYJIEHTOB:
3a KaXK[IbIii MPaBWIBHBIN OTBET CTaBUTCS 1 Oa,
3a HenmpaBWIbHBIN O0TBeT — () OaoB.
Ecnu ctynenT nabupaer
ot 85 10 100 % mpaBUIIBLHBIX OTBETOB €MY BBICTABIISIETCS OLIEHKA «OTIMYHO;
oT 72 1o 84 % TPaBUIIBHBIX OTBETOB — OIIEHKA «XOPOIIO»,
ot 51 10 71 % npaBUIIbHBIX OTBETOB — OIIEHKA «YIOBIECTBOPUTEIHHOY,
meHee 50 0aIoB  — OIEHKA «HEYIOBJIETBOPUTEIHHO.

1.2. Bonmpocsl 1u1si codece10BaHusI

Tema 1. Kubep0Oe3omacHOCTh B cUCTeMe HAIMOHAJILHOM 0e3onmacHocTH PD
1. TocynapcTBeHHast monuTHKa B 00JacTH KNOepOe30acHOCTH KOMIIBIOTEPHBIM aTakaM oT 15 ssuBaps 2013
I.
VYronosusiit kogeke PD, paznen «Ilpectyrnnenus B cpepe KOMOBIOTEPHON WH(DOPMAITUN.
3amura knbepnpocTpaHcTBa rocyaapctsoM. Kubepsoitna.
[IpaBo Ha nHpopmanuio B Koncturyuu PO.
3ammra rocyaapcTBa 1 3aluTa KuoepnpocTpaHCTBa.
JlokTprHa HHPOPMAITMOHHOMN 0€3011aCHOCTH.
KubepBoiicka. 3amura KubepnpocTpaHCTBa KaK O[HA U3 3a7[a4 BOOPY>KEHHBIX CHIL.
Nudopmannonnas BoiiHa. IHpopManmoHHoe opyxue.
ITaTprOTH3M U UHTEpHET.
10 NupopmannonHoe Bo3aeiicTBre.
11. BoenHas, rocyiapcTBeHHas1, KOMMepuecKas TaiHa.
12. 3amuTa caiiToB rocy1apcTBEHHBIX OPTaHOB (JIEKTPOHHOE MPABUTEIHCTBO).

CoNoA~WN

Tema 2. KuOepnpectynjieHusi IPOTHB JUYHOCTH, 001IECTBA M TOCYAAPCTBA

=

PeanbHas v BUpTyaibHas THIHOCTb.

2.  Ilcuxonoruueckass oOcraHoBka B MHTepHere: rpuduHr, KuOepOyIIMHT, KUOEpMOOOWHT, TpPOJUIMHT,
OyJUTHITH L.

3. beszomachHas paboTa B ceTH B IpOIECCE CETEBOM KOMMYHHUKAIMK (YaThl, Gopymbl, KOHPEpPEHLIUH, CKalI,

colLlMaJbHBIE CETH U TP.).

TepMHHBI ceTEeBOI0 AITUKETA: OBEPKBOTHUHT, (uieiM, Gy, odpdTonuk, CMalInuK U ap.

[IpuMepsl STHYECKUX HApYIIEHUI. 3HAYEHHUE CETEBOr0 ITUKETA.

CobctBenHocTb B IHTepHETE. ABTOPCKOE MTPABO.

WHTennekryanbHast COOCTBEHHOCTb.

[TnatHas u 6ecrutatHas UHGOpPMAITHSL.

3ammTa paB MoTpeduTenel Mpu MCIOIL30BaHuK yciyr MaTepHeT. 3amuTa npaB norpedurteneit yciayr

IpoBanaepa.

©oN A



10.
11.

12.

13.
14.

15.
16.

17.
18.

OTBETCTBEHHOCTh 32 HUHTEPHET-MOUIEHHHUYECTBO.
[IpaBoBbie akThl B oOnacTh WHMOOPMALMOHHBIX TEXHOJOTHMH M 3alUThl KHUOEPIPOCTPAHCTBA.
OTBETCTBEHHOCTH 32 KUOEPIPECTYIIIICHHUSL.
KoHcTuTyIimoHHOe mpaBo Ha MOUCK, MOJIYYCHHUE U pactpocTpanenune nHpopmannu. DenepanbHblii 3aK0H
01 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amure nerer oT HHGOPMAIUHU, TPUIHHSIONIEH BPET KX
3JI0POBBIO U pa3BUTHIO» (AericTBYeT ¢ 1 cenTsiOps 2012 roxa).
HNudopmanmonHoe 3akoHOAATENHCTBO PD.
3akoH P® «O6 undopmaryu, HHPOPMAIMOHHBIX TEXHOJOTHIX M O 3alUTe WHPOPMAIMU». YTOJIOBHASA
OTBETCTBEHHOCTh 3a CO3J[aHHE, MHCIIOJIb30BAHME U PACHPOCTPAHEHUE BPEIOHOCHBIX KOMIIBIOTEPHBIX
nporpamMMm (ct. 237 YK P®). IlpaBoBas oxpana mporpamm juisi OBM u BJl. Kommepueckoe IIO.
becrutatnoe T10 (FreeWare, Free, Free GPL, Adware), ycnoBHo-6ecrutatnoe 1O (Trial, Shareware,
Demo).

[IpaBoBbBIE OCHOBBI JUIS 3aIIUTHI OT CIIaMa.
[IpaBoBas oxpana mnporpamm s OBM u BJI. Jlunensuonnoe I1O0. Buawsl nuuensuit (OEM, FPP,
KOpITOpaTHBHBIC JHUIeH3uH, oanucka). [10 ¢ orkpeiteiM kogom (GNU GPL, FreeBSD).
[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE TAHHBIX, KATETOpUH WH(OPMAIIUH.
[lepconanbHbIe U 00IIEOCTYIHbBIE TaHHbIE, OTPAaHUYEHHBIH 10cTyM. 3aKoH «O MepCOHAIBHBIX JaHHBIX).

Tema 3. CoBpeMenHOe KHOepnpocTPpaHCTBO TexXHHUKaA 0e30I1aCHOCTH B KHOEPIPOCTPAHCTBE

APwnh e
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11.
12.

13.
14.
15.
16.
17.
18.

Mouennnueckue nefictust B Matepuere. Kubepnpecrymienus

CereBoii atukert. [Icuxonorus u cetb

[IpaBoBbI€ aceKThI 3Tl KUOEPIIPOCTPAHCTBA

OmnnaiiH cepBHCHI Ui 6€30I1aCHOCTH MOJI30BATENsI B UHTEpHETE (IPOBEPKa KOMITbIOTEpA U (ailyioB Ha
BHUPYCHI OHJIAMH, OHJIAHH JeakTuBamus SMS-BUPYCOB, IPOBEPKa caiiTa Ha BUPYCHI, IPOBEpKa (aiioB mo
e-mail, onpenenenue agpeca crpaHuLibl, mpoBepka croumoctu CMC u ap.).

HacTpoiiku 6€30macHOCTH IMOYTOBBIX IPOTPaMM.

3amura B MOMCKOBBIX cUcTeMax ((pHIBTPHI U1l OTPAaHUYEHUS TOTEHIUAIBHO OMACHOTO COJIEPKUMOTO).
Hacrpoiiku 6e3omacaocTr BeO-0pay3epos (Internet Explorer, Firefox u 1.1m.).

DJEeKTPOHHAs MOYTa U CUCTEMbl MTHOBEHHOI'O OOMEHa COOOIIEHUSIMHU.

Hactpoiiku 6e3onacuoctu Cxkaiin, ICQ u nip. CriocoObl o6ecrieueHus: 6e30macHoCTH BeO-caifTa.
Kubepnpectyrienus. Buasl HHTepHET-MOIIEHHIYECTBA (MMMChMa, PeK-IaMa, 0X0Ta 3a JINYHBIMU TaHHBIMU
u T.11.). OnmacHoCTH MOOUITBHOM cBsI3U. [IpeasioskeHns Mo ycTaHOBKE BPEJOHOCHBIX MPUITOKEHUH.
Momennndyeckue CMC. YTeuka u oOHapo/1I0BaHKE IMYHBIX AaHHBIX. [Ton6op 1 mepexsat maposei.
B31oMBbl akkayHTOB B COLIMATIBHBIX ceTsX. Buabl MmomenHnuectsa B UuTepuere. @umunr (papmMuHr).
A3apTHBIE UTPHI.

JloxHble aHTHBHpYCHL. [logmena cTpanuil B MHTepHETe (CalThI-KiI0HBI). PanbimBbie (paiT000MEeHHUKH.
DneKTpOHHBIN Koulenek. MoleHHu4ecTBO Npu pactipocTpaneHun «oecrutatnoro» I10.

TexHonornn MmanunynupoBanus B laTepHere.

Tb npu nHTEpHET-00IIEHNH.

Tb npu peructpanuu Ha BeO-caifTax.

KomnerorepHoe nuparcrso. [Inaruar.

Tema 4. IIpo6aembl UHTepHeT-3aBUCMMOCTH, KHOEPOY/IJIMHTA

wN e
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0.
11.

TexHuKa 0€301MacHOCTH MPH pabOTE C KOMITBIOTEPOM.
KomnbroTep 1 MOOMIIBHBIE YCTPOICTBA B Upe3BbIYAMHBIX CUTYaIIUSX.
Meauuunckas nHpopmanusa B MHtepHere. KoMmnbroTepbl 1 MOOMIIBHBIE YCTPOMCTBA B 3KCTPEMaJIbHBIX
YCIIOBUSX.
BoszeiicTBre pagnoBoOJIH Ha 370pOBbe U OKpyskatoiryto cpeay (Wi-Fi, Bluetooth, GSM).
Kommeke ynpaxHeHui npu paboTe 3a KOMIBIOTEPOM.
Bosneiicteue Ha 3perne DJIT, )KUAKOKPUCTATUIMIECKUAX,, CBETOMOIHBIX, MOHOXPOMHBIX MOHHUTOPOB.
KomnbroTep B pesxume TpyAa U OTAbIXA.
BnusiHue xomnbroTepa Ha penpoyKTUBHYIO CUCTEMY.
Bpenusie ¢pakTopsl pabOThI 32 KOMIIBIOTEPOM U UX MOCIIEICTBHSL.
Opranmzanus paboyero Mecra
WuTepHeT-coo011ecTBo.



12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24,

25.

HNHTEepHET-3aBUCUMOCTb.

ConuanbHele ceTu. JleTckue connaabHble CETH.

BuptyanbHas TMYHOCTB.

3aBucuMocTh OT IHTEpHET-00IIeHH .

Pazpneuenus B InTepuere.

IIpu3Haku UrpoBOM 3aBUCUMOCTH.

CeTeBbl€ UTPBI.

Caiitsl 3HaKoMcTB. 30K 1 koMIBIOTED.

Bunei 3aBucumoctu. JlectpykruBHas nndopmanus B Untepuere.

Bunpl THTEpHET-3aBUCUMOCTH.

KubepkynpTypa (MaccoBasi KyJlIbTypa B CETH) U JTUYHOCTb.

Kpurepun 3aBucuMocTy (IpuOPUTETHOCTh, U3MEHEHUSI HACTPOEHMSI, TOJEPAHTHOCTh, CUMIITOM pa3pbiBa,

KOH(JIMKT, PELIU/IUB).

Tunel MHTEPHET-3aBUCHMOCTH (IIPUCTpPAcTHE K padoTe ¢ KOMIBIOTEPOM, K HABUTAIIMA W TIOUCKY

nH(OpMaLIUY, UTPOMAHUS U 3JIEKTPOHHBIE MOKYIKH, 3aBUCUMOCTb OT CETEBOT0 OOIICHHUS).
Knaccugukanus mHTEpHET-3aBUCUMOCTEH

Tema 5. Metoabl o6ecnneuenus 0ezonacnoctu IIK u UnTepHera. Bupychl m aHTUBMpYCHI

oo wdE

© N

11.

12.
13.
14.
15.
16.
17.
18.
19.

[Ipu3Haky 3apakeHus KOMIIbIOTEPA.

AHTUBHpYCHAas 3alIMTA.

3amura ¢aitnos. be3onacHOCTh Mpy cCKaYMBaHUU (AiIIOB.

3amuTa porpamMm U JaHHbIX OT HECAHKIIMOHUPOBAHHOTO KOIIMPOBAHUS.

Opranu3zalvoHHbIE, FOPUIUUYECKHE, TPOIrPAMMHBIE U IPOIPAMMHO-AIIAPATHBIE MEPHI 3AILUTHI.
3amuTa NporpaMM M JaHHBIX C IIOMOILBIO NapOJIei, IPOrPaMMHBIX U JIEKTPOHHBIX KIIOYEH, CEpUMHBIX
HOMEPOB, IIEPEHOCA B OHJIAWH U T.II.

Henepemermaemble IporpaMMel.

3amuTa OT KONUPOBaHUS KOHTEHTA cailTa.

Ncrounuku 3apaxenus [1K.

AnTtuupycHoe [10, Buabl u HazHaueHHe. MeTo bl 3alIUTHl OT BUPYCOB.

[Tpobnembl Ge3omacHOCTH HMHGPACTPYKTYpbl MHTepHETa (MPOTOKOJIBI MapLIpyTU3allUU CETH, CUCTEMa
JIOMEHHBIX UMEH, CPEICTBA MapIIPYTU3ALIUU U T.I1.).

ITpoBepka noymuHHOCTH (ayTeHTH(UKanus) B IHTepHeTe.

Meps! 6e3onacHocTu 11 nosb3oBarens WiFi. Hactpoiika 6e3omacHocTu.

Bupycs! a5 MOOMIIBHBIX YCTPONCTB (MOOMIIbHBIE OaHKEPHI U JIp. ).

Hacrpoiika komnbroTepa /i 6e30nacHoil paboTsl. OMMOKH MOIb30BaTENS.

[IpocTeie 1 AMHAMHUYECKH U3MEHAOIUecs napouu. bopb0a ¢ yreukamu HHQOpMaIH.
CpenctBa koHTpoJis foctymna. [IpaBa nonb3oBareneil. CocoObl pa3rpaHUYeHUs AOCTYyIA.
OTnuunst BUPYCOB U 3aKJIAJI0K.

AnTuBHpycHBIEe TporpaMmsl 11 1IK: ckaHepsl, peBU30pEI U Ap.

Kputepun onenkmn:

OLICHKA «OTJIMYHO» BBICTABJISACTCA CTYACHTY, €CJIUW OH IPOACMOHCTPHUPOBAII ITOJITHOTY U FJ'Iy6I/IHy 3HAHHUH TI0
BCEM BOINPOCaM, 3HAET OCHOBHBIE TEPMMHBI 10 KOHTPOJIMPYEMBbIM T€MaM, BJaJieeT 3HAHUSIMH OO0 OCHOBHBIX
OCOOEHHOCTSIX PEIIECHUs 3ajad. YMeeT NPUMEHSTh MOIy4YeHHbIE 3HAHUS JUI PEIICHHS KOHKPETHBIX MPAKTHYECKHUX

3a1a4.

OlIeHKAa «XOPOIIO0» BBICTABISETCS CTYJIEHTY, KOTOPBII MPOJEMOHCTPUPOBAII MOJTHOTY U TIIyOUHY 3HAHMN 1O
BCEM BOIIPOCaM paszelia, JOTMYHO U3j1araeT Marepuai.

OLICHKA «YJOBJICTBOPHUTEJIbHO» BBICTABIACTCA CTYACHTY, NPU HAJIWYUHU Yy HEro 3HAHUN OCHOBHBIX
KaTeropui U MOHATHUM 10 IIPEIMETY, YMEHUS JOCTATOYHO TPAaMOTHO U3JIOKUTh MaTepHUall.

OLICHKA «HEYI0BJICTBOPUTEIBHO» BBICTABISETCS CTYAEHTY, KOTOPBII HE OCBOWI OCHOBHOTO COICPKAHMS
IIpeaMeTa, He BIaieeT 3HAaHUSIMU JUCLUIUIMHE.

2. OueHoYHbIe MAaTePHAJIbI A5 MPOMEKYTOYHOI aTTecTallMU

2.1. IIpuMepHbIil NepevyeHb BONPOCOB JIsI 3a4eTa.
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10.
11.
12.
13.
14.

15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.
38.

39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.

KoHcTuTyimonHoe npaBo Ha MOUCK, MOJTYYeHHE U pacrpocTpaHenne nHpopmanuu. denepaibHbIi 3aK0H
01 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amute nerer ot HHGOPMAIIH, TPUIHHSIONIEH Bpe]l HX
3JI0pPOBBIO U Pa3BUTHION» (HeiicTByeT ¢ 1 centsiOps 2012 roxa).

3amuTa rocyjapcTsa U 3aiiuTa KuoepnpocTpaHCTBa.

JlokTprHa HHPOPMALIMOHHOM OE30MaCHOCTH.

KubepBoiicka. 3amuTa KuOeprnpocTpaHCTBa KaK OJJHA U3 331a4 BOOPYKEHHBIX CHJL.

Nudopmanmonnas BoiiHa. THpopMaImoHHOE OpYXKHE.

[TaTpuoTH3M 1 UHTEPHET.

WNudopmannonnoe Bo3aeicTre.

besomnachas pabota B ceTH B Ipoliecce ceTeBOM KOMMYHUKALUU (4aThl, GOpymbl, KOHPEPEHIINH, CKaHTI,
COILIMAJIbHBIC CETH U TIP.).

[IpuMepsl 3THYECKUX HAPYLIEHUI. 3HAYEHHUE CETEBOr0 ITUKETA.

CobctBeHHOCTH B MIHTEpHETE. ABTOPCKOE MPaBO.

NuTennexryanbHas COOCTBEHHOCTbD.

[Tnarnas u 6ecraTHast uHGOpPMAIIHSL.

NudopManmonHoe 3aKOHOAATENBCTBO PD.

[IpaBoBast oxpana nporpamm st 9BM u bJI. Kommepueckoe I10. becninatHoe I10 (FreeWare, Free, Free
GPL, Adware), ycinoBuo-6ecmnataoe 10 (Trial, Shareware, Demo).

[IpaBOBbIE OCHOBBHI JJIs 3AIIMTHI OT CIIAMA.

[lepconanbHbIe U 00IIEOCTYIHbBIE TaHHbIE, OTPAaHUYEHHBIH 0cTyM. 3aKoH «O MepCOHAIBHBIX JaHHBIX.
CereBoii aTuket. [Icuxonorus u ceTh

OmnunaiiH cepBHCHI AJsl 6€30MaCHOCTH IOJIb30BATENS B HHTEPHETE

3ammTa B MOUCKOBBIX cUCTEeMax ((PUIBTPHI AJI OTPAaHUYEHUS MOTEHIIMATBHO OMACHOTO COIEPKUMOTO).
Bunel nuaTepHEeT-MOIIEHHUYEeCTBa (TUChMa, PEK-1aMa, 0X0Ta 32 TNYHBIMU TaHHBIMH U T.I1.).

OmnacHocTy MOOWIBHOM CBsi3H. [IpeioxkeH s M0 YCTaHOBKE BPEIOHOCHBIX IPHII0KCHUH.

Bupl Mmomenandecta B MlaTeprere. @umunr (hapmuHT).

A3apTHBIE UT'PBIL.

Jloxubie aHTUBUPYCHL. [loMeHa cTpaHul] B MHTepHETE (CallThI-KIIOHBI). DanbiivBhie (ailllo0OMEHHUKY.
DneKTpOHHBIN Koulenek. MoleHHn4ecTBO Npu pactpocTpaneHuu «oecruiatnoro» I10.
WntepHer-sTuket. [IpaBuia obmenus B UuTepHere.

OCHOBBI CETEBOI'O ITHUKETA.

[lepenucka B ceTH.

[IpaBuna noBeneHus B ckarme. opym.

OO11eHne B CETH U €r0 MOCIEeICTBHUS.

Arpeccus B ceTH.

AHOHUMHOCTH B CETH.

Bunet sTukera (TUYHBIN, 1€710BOM, MMCHbMEHHBIHN, TUCKYCCUOHHBIN U Tp.). Paznuuus 3THKeTa B pa3HbIX
CTpaHax.

['uruena kommneroTEpa.

[Tonp3a 1 Bpes KOMIIBIOTEPHBIX UTP.

TexHuka 6€30MaCHOCTH MPHU pabOTe C KOMITBIOTEPOM.

Kommbrotep 1 MOOUITBHBIE YCTPOMCTBA B UPE3BBIYANHBIX CUTYAIUX.

Menununckas nadopmanus B IatepHetre. KoMnbioTepsl 1 MOOMIIBHBIE YCTPOICTBA B SKCTPEMATbHBIX
YCIIOBUSIX.

Kommnbrorep B pexxume Tpyia U OTAbIXa.

Bpennbie ¢pakTopsl paboTHI 32 KOMITBIOTEPOM U UX TTOCIICICTBHUS.

HNHTepHeT-3aBUCUMOCTb.

CornanbHbie ceTH. JIleTcKre coluaibHbIe CETH.

BupryanbHas TMUHOCTB.

3aBucumocTh 0T HTEepHET-00111IeHHUS.

PazBneuenus B IaTepHere.

[Ipu3Haku UrpoBOil 3aBUCKMOCTH.

CereBble UTpBI.

Bunpl 3aBucumoctu. JlectpyktuBHas nuapopmarnus B latepHere.

Buael MaTEpHET-3aBUCUMOCTH.



50. Tlcuxomoruueckoe Bo3nelcTBUE HHGOPMAIIMK HA YETOBEKa.

51. Kpurepuu 3aBUCUMOCTH (IIPUOPUTETHOCTD, N3MEHEHUS HACTPOEHUS, TOJIEPAHTHOCTh, CHMIITOM pa3phbiBa,
KOH(JIMKT, PEIU/INB).

52. Knaccuduxaiys ”HTEpHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apa)XeHUs1 KOMIIBIOTEPA.

54. AHTUBUpYCHAas 3alIMTA.

55.  OpraHu3zalMOHHbIE, FOPUANYECKHE, IPOrPAMMHBIE U IPOrPaMMHO-ANINAPATHBIE MEPHI 3ALUTHI.

56. 3amuTa MporpamMm U JaHHBIX C IIOMOIIBIO MAPOJIEeH, MPOrPAMMHBIX U 3JEKTPOHHBIX KIIFOUEH, CepUUHBIX
HOMEpOB, NIepeHoca B OHJIAIH U T.II.

57. AwntuupychHoe [10, Buasl u Ha3HaueHHE. MeTObI 3alIUTHI OT BUPYCOB.

58. Mepsl 6e3omacHocTH s osib3oBaTens WiFi. Hactpoiika 6e3omacHocTH.

59. Bupycsl 1t MOOMIIBHBIX YCTPOMCTB (MOOHIBHBIE OaHKEPHI U P.).

Kpurepum oneHku:

- OLIEHKA «3aYT€HO» BBICTABIAETCS CTYIEHTY, €CIM OH IPOJEMOHCTPUPOBAI JIOCTATOYHO IIOJIHOE 3HAHUE
MaTepuaia; MpoJAeMOHCTPUPOBAI 3HAHUEe OCHOBHBIX TEOPETUYECKUX MOHSATHI; JOCTATOYHO MOCIEA0BATENbHO,
IrPaMOTHO U JIOTMYECKH CTPOMHO H3JIOKUI MaTepual; IMPOJEMOHCTPUPOBAN YMeHue OPUEHTUPOBATHCS B
auTepaType MO MpoOJeMaTUKe TUCIUILIMHBI, yMeem CHENaTh JOCTaTOYHO OOOCHOBAaHHBIC BBHIBOJIBI I10
U3JIaraeMoMy MaTepuaiy.

- OLIGHKA «HE 3a4TEHO0)» BBICTABJISETCS B Cllyuyae He3HAHMs 3HAYUTEIbHOM YacTH MPOrpaMMHOTO MaTepuana; He
BJIaACHUS HOHATUIHBIM amnrmnaparoM IUCHUILIMHBI, CYIICCTBCHHBIX OIIIHO0K Ipu  M3JI0KCHUN y‘~IC6HOFO
MaTepuasa; HEyMEHUs! CTPOUTh OTBET B COOTBETCTBUU CO CTPYKTYPOIl H3araeMoro Bonpoca; HeyMeHus JefaTh
BBIBOJIBI 110 U3JIara€MOMY MaTepHuaiy.



