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[IporpamMmy cocTaBuiI(-1): KAaHAUAAT MEAArOTMYECKUX HAYK, TOLEHT Kadeapbl TyMaHUTAPHBIX U
COLIMAJIbHO-P)KOHOMHMYECKUX IUCLUILUINH, bypakoBa Mpuna CepreesHa

Pabouas nporpamma nucuumuinasl "KubepoeszonacHocTts" pazpadorana B coorBeTcTBUM ¢ PIOC:
®enepanbHBIA TOCYAapCTBEHHBIH 00pa30BaTeIbHBINA CTaHAAPT BBICIIETO 00pa30BaHUs - OaKagaBpHaT
1o HanpasieHuto moarotoBku 44.03.05 Iexaroruueckoe oOpazoBanue (¢ ABYMS IPOPHIIMH
noAroToBKH) (1puka3 MuHoOpHayku Poccuu ot 22.02.2018 1. Ne 125).

Pabouyas mporpamMma AUCHUILUIMHBI COCTaB/IeHa HA OCHOBaHUM yuyeOHoro miana: 44.03.05
[Tenarornueckoe oOpa3zoBanue (¢ AByMs MpOGUISIMHU TOATOTOBKH ), YTBEPKJACHHOTO YIYEHBIM COBETOM
By3a 0T 25.06.2025, npotokoi Ne 7.

PaGouas mporpamma ogo0pena Ha 3acenanuu kadenpsl Kadeapa ryMaHUTapHBIX U COITUATBHO-
SKOHOMHYECKHUX TUCHUTUINH 0T 24.06.2025 1., mpotokon Ne 11 gyst ucnonuenust B 2025-2026
y4eOHOM ToTy.

3aB. kadeapoit V% M.H. ApyTioHsH

Paboyas mporpaMma AMCHUILIMHBI COTVIACOBAHA C 3aBEAYIOLIMM OMOINOTEKOM.

3aB. OMOIHMOTEKOM /gfﬂ*‘“/ Kmumenko A.B. 24.06.2025 1.
v

Cpok geticTBust paboueit nmporpammbsl AUCHUILTHHBL: 2025-2026 y4eOHBIN TOI.



1. EJIX OCBOEHUSA AU CIIUIIJINHbI

(bopMHpOBaHHE IEJIOCTHOTO TMPEICTABICHUS O pPOJM COBPEMEHHOTO KHOEPIPOCTpAaHCTBA B
00pa3oBaTeNnpHON cpefie M TMeNaroruuyeckoil AesTenbHOCTH; (OpPMHUpPOBAHHE CHUCTEMbl 3HAHWUW, YMEHUU U
HaBBIKOB IS 0OecriedeHus1 kKnbepOe30macHOCTH cBOeH MPOPEeCCHOHAIBHON AeSTETHHOCTH.

2. 3AJAYU OCBOEHUA JTUCHUIIJIMHBI

(dhopmMupoBaHHE OOIIMX TMPEACTABICHHUS O O€30MAaCHOCTH B WH(OPMAIMOHHOM OOIIECTBE; M3YYCHHE OOIIUX
NPUHIIAIIOB TEXHOJOTUH, TNPUMEHSIEMBIX B WH(POPMAIMOHHON Oe3omacHOCTH; (OPMUPOBAHUE YMEHUS
NPUMEHSTh TpaBWiIa KAOEpOE30MacHOCTH BO BCceX cdepax JACATENBHOCTH; OCBOCHHE  3HAHHIA,
COCTaBISIONIMX Hadajga MpeACTaBiIcHH 00 WHPOPMAIMOHHON KapTHHE MHpa U HHPOPMAIIMOHHBIX
npolieccax; OBJIAJCHUE YMEHHEM HCIIOJIb30BaTh KOMITBPIOTEPHYIO TEXHUKY KaK MPAKTUYECKUH HHCTPYMEHT
it paboTel ¢ uWHpOpPMAIMEl B TIOBCETHEBHOW JKHU3HH, pA3BUTHE HABHIKOB OpPHUEHTHUPOBAHUS B
UH(QOPMAIMOHHBIX TTOTOKAX.

3. MECTO JUCIIAILJIMHBI B CTPYKTYPE OBPA3OBATEJIBHOI ITPOI'PAMMBI

Hukn (pa3nen) OOIT: | b1.B./ZIB.01

3.1. TpeGoBaHus K NpeIBAPUTETbHON MOATOTOBKE 00y4aIOIIEerocs:

beszomacHoCTh KHU3HEACATCIIBHOCTH

BBenenue B iureparypoBeieHIe

Jletckas muTepatypa

MCTOI[BI HCCHCHOB&TGHBCKOﬁ n HpOCKTHOﬁ JACATCIIbHOCTH

Mertoapl MaTeMaTH4eCKON 00pabOTKH JTaHHBIX

OCHOBBI MEAUITMHCKUX 3HAHUNA

Texnosoruu nudpoBoro oopazoBaHus

YyeOHast (03HAKOMUTENIbHAS) IPAKTHUKA

VYuyeOHast mnpakTHKa (HAy4YHO-MCCIIENOBaTENbCKasi paboTa (MoJlyueHHEe NEepPBHYHBIX HABBIKOB HAYy4HO-

dunocodus

DOoNBKIIOP

3.2. IMCHUNJIMHBI U TPAKTUKH, AJI51 KOTOPBIX
OCBOCHHE JAHHOH IMCUUILTHHBI (MO1YJIs1) HE00X0AMMO KaK MpeallecTBYoIIee:

BrinonHenue u 3amuTa BeITyCKHONW KBaTU(PUKAIIMOHHON paObOThI

JluckyccruoHHBIE BOIIPOCHI pyccKou nuTeparypsl XIX Beka

HcTopust pycckoil TUTepaTypHOU KPUTHKU

OCHOBEI BOCHHOMU IIOATrOTOBKU

IloaroToBka K ciade U caada rocyJapCTBCHHOT'O 3K3aMCHaA

[Ipoun3BoacTBEHHAs MPaKTHUKA (HAYYHO-UCCIIEA0BAaTEIbCKas paboTa)

Teopm{ 1 MCTOAWKA OpraHu3alv JUCTAHIIMOHHOI'O O6y‘-I€HI/I$I B O6pa30BaTeJIbHBIX opraHu3anusax

OTtHKa. OcTeTHKa

4. INTAHUPYEMBIE PE3YJIBTATbBI ObYYEHUA 110 JUCIHUIIJIMHE

Kon u HauMeHoOBaHMe HHIMKATOPA 10CTUKEHUS
Kon u HanMeHoOBaHNe KOMIIETEHIIHH
KOMIEeTeHINI

YK-1 Cnocoden OCYILIECTBJISITH nouck, | YK-1.1  JlemMoHCTpupyeT 3HaHHE OCOOCHHOCTEH
KPUTHYECKHIl aHAJM3 W CHHTe3 WHEQOPMAINH, | CHCTEMHOTO u KPUTHUYECKOTO MBITIICHHS,
YK-8 CnocoGen co3naBath W nogaep:xkuBath B|YK-8.1 OunenuBaer Qaxkropbl pHcKa, yMeeT
MOBCETHEBHON JKM3HH W B TPodecCHoHATbHOM | 00eCIIeYnBaTh JUYHYIO 0€30MacHOCTb u
B pesynbrare 0OCBOGHUS TUCLMITIMHBI 00y4atoLIHics JOIKEH:

3HATh: yMeThb: BJIa/IeTh:

0COOEHHOCTH CHUCTEMHOI'O U | IPUMCHATH JIOTUYCCKUC q)OpMBI H | a”Hajam3a NCTOYHHUKOB
KPUTHUYECKOTO MBIIICHHUS, | IPOIIETYPHI, crioco0eH K | uHpOpManuu c (137




apryMeHTHPOBaHHOE
dhopmupoBanue COOCTBEHHOTO
CYX/IEHUS U OLIEHKH
nH(popmMaluuy, MIPUHATHE

00OCHOBAHHOTO PEILEHHUS.

peduexcun o MOBOAY
coOCTBEHHOM u qyKOH
MBICIIUTEIBHOM NesITebHOCTH;
OLICHUBATh (bakTopsl pucKa,
o0ecreunBaTh JMYHYIO
Oe3omacHOCTh M 0€301acHOCTh
OKpY’XKaloIlUX B  ITOBCEJHEBHOIl

KU3HK M B MpOodhecCHOHATLHOU

JACATCIIbHOCTH.

BBISIBIICHUS. MX IPOTUBOPEUYUN U
MOMCKAa JIOCTOBEPHBIX CYXKICHU;
IIPUMEHEHUS METOJOB 3alUThl B
YpEe3BbIYANHBIX CUTyalUsIX U B
YCIIOBUSIX BOCHHBIX KOH(IHKTOB,
hopmupoBaHUs KYJIbTYPBI
0€30IIaCHOTO M OTBETCTBEHHOTO
TTOBEACHUS.

5. OFbEM YUYEBHOM JIMCHUIJIMHBI U BUAbI YYAEBHOM PABOTHI

OO01mast TpyA0eMKOCTh TUCIUIUIMHBI COCTABIISAET 2 3aueTHBIC (-bIX) eauHuUII (-b1) (72), BKIIIOYAs
MIPOMEXYTOUHYIO aTTECTALIUIO.

Pacnpep,eneHme YacoB AncuuniinHbl No cemecTpam

Cemectp
(<Kypc>.<Ce 7@
MCCTp Ha Uroro
Kypce>)
Henens 16 3/6
Bupg zapsatuin | vo | eno | vo PIl
Jlexuuu 16 16 16 16
IIpakruueckue 20 |20 |20 |20
Konrakrnas padora |0,3 (0,3 |03 |0,3
Ha MPOMEKYTOUHYTO
aTTECTAIIHIO
Hroro ayn. 36 (36 (36 [36
Konrakrhas padora |36,3 36,3 |36,3 36,3
Cawm. pabora 35,7 |35,7 | 35,7 | 35,7
Htoro 72 72 72 72

6. COJEPKAHUE JUCHUILINHBI IO PA3IEJIAM (TEMAM) M BUJAM 3AHSATHIA

Kon HanmeHoBaHue pa3enaoB H TeM /BHJ Cemectp | YacoB | Komneren- | Jluteparypa IIpumeyanue
3aHATHSA 3aHATHA/ / Kype 10701
Pasgen 1. O6ecne4veHune
WMHOPMALIMOHHOM ©e3onacHocTn
rocygapcrtea un obuiectea
1.1 Kub6epbe3omacHocTh cucremMe 7 0
HAIMOHATHHOU 0€301acHOCTH
P® /Tema/
1.2 | Kubepbe3omacHOCTh cucTeMme 7 2 | VK-1.1 JIL.1J12.1
HaIMOHATBHOMN 0€30macHOCTH VK-1.2
P® /Jlex/ VK-1.3
VK-8.1
VK-8.2
1.3 Kub6epbe3omacHocTh cucTeMe 7 2 |VYK-1.1 JIT.1J12.1
HaIMOHAJILHOMI 0€e30IMacHOCTH VK-1.2
P® /Mlp/ VYK-1.3
VK-8.1
VK-8.2




1.4 |Kubepbe3omacHOCTh B CHCTEME YK-1.1 JIL.1JI12.1
HaIllMOHATBHOM 0€30macHOCTH VK-1.2
PO /Tlp/ YK-1.3

YK-8.1
YK-8.2

1.5 KubGepbe3omacHocTh B cHucTEME YK-1.1 JIT.1J12.1
HaIlMOHAJILHOH 0€e30IMacHOCTH VK-1.2
P® /Cp/ VK-1.3

VK-8.1
VK-8.2

1.6 | KubGepnpecTyruieHus: npoTUB
JIMYHOCTH, ob1ecTBa i
rocyaapcTBa

/Tema/

1.7 Kubepnpecrynnenus MIPOTHUB VK-1.1 JI1.1J12.1
JIMYHOCTH, ob1iecTBa Hu VK-1.2
rocynapcTsa /JIex/ YK-1.3

YK-8.1
VK-8.2

1.8 KubGepnpecrymnenus MPOTHUB YK-1.1 JIT.1JI12.1
JIMYHOCTH, o01ecTBa u YK-1.2
rocynapctsa /I1p/ YK-1.3

VK-8.1
YK-8.2

1.9 Kubepnpecrynnenus MPOTHUB VK-1.1 JIL.1J12.1
JIMYHOCTH, o01mecTBa u VK-1.2
rocynapctsa /I1p/ YK-1.3

YK-8.1
VK-8.2

1.10 | KubepnpectymieHus MIPOTHUB VK-1.1 JI1.1J12.1
JIMIHOCTH, obmrecTBa u YK-1.2
rocynapctsa /Cp/ YK-1.3

VK-8.1
YK-8.2
Paspen 2. lNoHaTne wHpopmaummn n
MHopMaLMoHHasi 6e3onacHoOCTh

2.1 CoBpemMeHHOe
KUOEepIpOCTPaHCTBO
TexHuka 0€30MacHOCTH B
KuOepnpoCTpaHCTBE

/Tema/

2.2 CoBpeMeHHOE VK-1.1 JI1.1J12.1
KHOEpIPOCTPaHCTBO TexHuka YK-1.2
0e30MmacHOCTH B YK-1.3
kubepnpocrpanctse /Jlex/ YK-8.1

VK-8.2

2.3 CoBpemeHHoOe YK-1.1 JIT.1JI12.1
KUOEPIIPOCTPAHCTBO Texnuka YK-1.2
0€301acHOCTH B YK-1.3
kubepnpoctpanctse /JIex/ YK-8.1

VK-8.2




2.4 | CoBpeMeHHOE VK-1.1 JI1.1J12.1
KHOEpIPOCTPAHCTBO Texnuka VK-1.2
6e30macHOCTH B YK-1.3
kubepmnpoctpanctse /I1p/ YK-8.1

YK-8.2

2.5 CoBpemMeHHOe YK-1.1 JIT.1J12.1
KuOEepIpoCTPaHCTBO TexHuka VK-1.2
0€30MacHOCTH B VK-1.3
kubeprpoctpanctse /I1p/ YK-8.1

VK-8.2

2.6 | CoBpemeHHOE VK-1.1 JI1.1J12.1
KHOEpIPOCTPaHCTBO TexHuka YK-1.2
6e3omacHOCTH B YK-1.3
kubepmnpoctpanctse /Cp/ YK-8.1

VK-8.2

2.7  |IIpoGaemsr HNuTtepHeT-
3aBHCHMOCTH,
kubepOymara /Tema/

2.8 |IIpoGiemsr Wurepuer- YK-1.1 JI1.1J12.1
3aBHCUMOCTH, YK-1.2
knbepOymara /JIex/ YK-1.3

YK-8.1
VK-8.2

2.9 |IIpoGnemsl HHuTepHeT- VYK-1.1 JI1.1J12.1
3aBHCHMOCTH, YK-1.2
kubepOymuara /JIex/ VK-1.3

VK-8.1
YK-8.2
2.10 |IIpobGiembr WNHTepHeT- VK-1.1 JIT.1J12.1
3aBUCHUMOCTH, YK-1.2
kubepOymmara /Ip/ VK-1.3
VK-8.1
VK-8.2
2.11 | IIpobrembl WHTepuer- VK-1.1 JI1.1J12.1
3aBHCHMOCTH, VK-1.2
kubepOymmara /TIp/ VK-1.3
YK-8.1
VK-8.2
2.12 | IIpoGnemsl Nurepuer- YK-1.1 JIT.1JI12.1
3aBHCHMOCTH, YK-1.2
kubepOymuara /Cp/ YK-1.3
VK-8.1
YK-8.2
2.13 | Metonast obecrieueHus
oe3onacHoctu IIK m MuTepHeTa.
Bupycel u antuBupycel /Tema/
2.14 |Metonasl oOecrieyeHus VYK-1.1 JI1.1J12.1
0€30MacHOCTH IK " VK-1.2
Wnrepuera. /Jlex/ VK-1.3
VK-8.1

VK-8.2




2.15

Bupyce! u antusupycs! /Jlex/ 7

2 |VK-1.1
VK-1.2
VK-1.3
YK-8.1
YK-8.2

JI1.1J12.1

2.16 |Metonasl

6e3onacHoctu IIK u HHrepHera.
Bupycs! u antusupycel /Ip/

oOecrieueHus 7

2 | VK-1.1
VK-1.2
VK-1.3
VYK-8.1
YK-8.2

JIL.1J12.1

2.17 |Meronasl

oesonacHoctu IIK m WnTepHera.
Bupycs! u antusupycs! /I1p/

o0ecrieyeHus 7

2 | VK-1.1
VK-1.2
VK-1.3
VK-8.1
YK-8.2

JI1.1JI12.1

2.18 [Metoxasl

6e3onacuoctu IIK u HHTrepnera.
Bupycso u antuupycsi /Cp/

oOecreueHus 7

VK-1.1
VK-1.2
VK-1.3
YK-8.1
VK-8.2

9,7

JI1.1J12.1

2.19 |3auer /KITIA/

0,3 |VK-1.1
VK-1.2
VK-1.3
VK-8.1

VYK-8.2

JI1.1J12.1

* - Tema uzyuaetcsi ¢ yueTom npodeccHoHaTbHON HATPABICHHOCTH
[Tnans! npoBeAeHNs yUeOHBIX 3aHATHUH OTPaKEHBI B OIIeHOUHBIX MaTtepuanax ([Ipunoxenue 2.).

7. KOHTPOJIb KAYECTBA OCBOEHMSA JNCHUIIVINHbI

Kontposnb kauecTBa ocBOeHUsI yueOHOr0 MaTepuraa 1o AUCHUIUIMHE TPOBOAUTCA B (hOpMe TEKYIIEro
KOHTPOJIS YCTIEBAEMOCTH M TPOMEKYTOUHOM aTTecTallii B COOTBETCTBUH ¢ «Ilomoxenuem o ¢popmax,
MEPUOJUYHOCTH U MOPSAIKE TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHON aTTecTallun
obyuaromuxcs B IBOY BO CITIU u ero ¢punuanax».

Jlnig arrectanuy 00y4aromUXCsl HA COOTBETCTBUE MX NEPCOHAIBHBIX JOCTUKEHHUH TpeOOBaHUSIM
00pa3oBaTeNbHON MPOTrPAMMBI UCTIONB3YIOTCS OLEHOYHbIE MaTepHaIIbl TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH
u ipoMexxyTounoi arrectanuii (Ipunoxenue 2).

YpoBeHb c(hOPMUPOBAHHOCTH KOMIIETEHIIUN

chopmupoBana chopMHpOBaHa B chopmMupoBaHa
He chopMHpPOBaAHA (bopmup (bopmup (popmup
YaCTUYHO eJIOM MMOJTHOCTBIO
«He 3auTeHo» «3auTeHo»
«HeynoB/1eTBOPUTEIBHO» | «YIOBJIETBOPUTEIHLHO» «Xopomio» «OTInuHO»
Onucanne KpUTepUeB ONeHUBAHUS
OO0yuaromumiicst OO0yuarommiicst OO0yuarommiicst OO0yuarommiics
JIEMOHCTPHUPYET: JIEMOHCTPHUPYET: JEMOHCTPHUPYET: JIEMOHCTPHUPYET:
- CYIIIECTBCHHBIE | - 3HAHHS TEOPETHYCCKOTO |- 3HAHWE W IOHHUMAHHE |- IyOOKHe,
mpoOenbl B 3HAHMSX | MAaTepHaa; OCHOBHBIX BOTIPOCOB | BCECTOPOHHHE 51
y4e0OHOro MaTepHara; - HENOJIHbIE OTBEThl Ha| KOHTPOJIUPYEMOTO apryMEeHTHPOBAaHHBIC
- JIOTTYCKAIOTCSI | OCHOBHBIE BOTIPOCHI, | 00bEMa  TIPOTPAMMHOTO | 3HAHHS MIPOrPaMMHOTO
MPUHIIMITHATIbHBIC OIINOKH B OTBETE, | MaTEepHAIIa; MaTepuana,
OH_II/I6KI/I HpI/I OTBE€TC HaA| HECAOCTATOYHOC - TBep[[bIC 3HAHUIA | - ITIOJIHOC IIOHUMAHUC




OCHOBHBIE BOIIPOCHI
ousera, OTCYTCTBYET
3HAHHE€ M  IIOHMMAaHHE
OCHOBHBIX TOHATUH H
KaTeropuu;

- HEMOHUMAaHHe
CYLIHOCTH
JIOTIOTHUTEIbHBIX
BOIIPOCOB B paMKax
3aJaHuil Onera;

- OTCYTCTBHUE  YMEHHS
BBITIOJIHSATD
IPAKTUYECKUE  3a/laHus,
MIPeyCMOTPEHHbIE
IIPOTPaMMOn
JUCHUIINHBL,

- OTCYTCTBHE TI'OTOBHOCTH
(crocobHOCTH) K
JUCKYCCUM WM HM3Kas

CTCIICHb KOHTaKTHOCTU.

NOHUMaHNe CYIIIHOCTH
U3J1araeMbIX BOIIPOCOB;

- HEYBEpEHHBIE U
HETOYHbIE  OTBETHI  Ha
JIOTIOJTHUTENbHbIE
BOTIPOCHI;

- HEJOCTaTOYHOE
BJIQJICHUE  JIUTEPATypoOil,
PEKOMEHIOBAaHHOM
IIpOrpamMmon
JUCIUTLTAHBL,

- yMmeHue 0e3 TpyOBIX
OIMO0K pemiathb
NPaKTUIECKUE 3a/IaHHs.

TEOPETUIECKOTO
MaTepuana.

- CIIOCOOHOCTD
yCTaHABIIUBATh u
00BACHATH CBS3b

NpakTUKK W TEOpPHH,
BBISIBIIATH TPOTHUBOpPEUUS,
npoOJeMbl U TEHICHIUU
pa3BUTHS;

- MIPaBUJIbHBIC "
KOHKpETHBIE, 0e3 rpyOnIx
OIIINOOK, OTBETHI Ha
MOCTaBJICHHBIE BOTPOCHI;

- yMEHHUe pemath
MIpaKTUYECKUE  3aJlaHus,
KOTOpbIE clenyer
BBITIOJIHUTB;

- BJIAJCHHME OCHOBHOM
JUTEPATYPOH,
PEKOMEHJOBAaHHOM
MPOTPaMMOit
JTUCHUTLITAHBI;
Bo3MoxHBI
HE3HAUYUTEIbHbIE
HETOYHOCTHU B
PaCKpBITUM  OTACJIbHBIX
MOJIOKEHU N BOITPOCOB
ouiera, IIPUCYTCTBYET
HEYBEPEHHOCTH B
OTBETax Ha
JOTIOJTHUTEbHBIE
BOIIPOCHI.

CYIIHOCTH 51
B3aHUMOCBSI3HU
paccMaTpuBaeMbIX
MPOLECCOB W SIBJICHUI,
TOYHOE 3HaHUE
OCHOBHBIX TIOHSATHH B
pamKax 00CYyKIaeMBIX
3aJaHUM;

- CII0OCOOHOCTD
yCTaHABJIMBATh 51
00BACHATH CBS3b
MIPAKTHKH U TEOPUH;

- JIOTHYECKU
IOCJIEIOBATEIIbHEIC,
coJiepiKaTesbHbIE,
KOHKPETHBIC 51
HCYEPIBIBAIOIINE OTBETHI
Ha Bce 3aJaHus Ouiera, a
TaKKe JOIOJIHUTEILHBIE
BOIIPOCHI K3aMEHATOPA;

- yMEHHe pemnaTh
MpaKTUYECKUE 3a]IaHNS;

- HaJu4he COOCTBEHHOM

000CHOBAHHOH  ITO3UIINH
o 00cyXaaeMbIM
BOTIPOCAM;

- cBOOOIHOE
HCIIOJIb30BaHUE B
OTBETaX Ha  BOIPOCHI
MaTepUajoB
PEKOMEHOBAaHHOM
OCHOBHOM 178
JIOMOJHUTEIBHOMN
JTUTEPATYPHI.

8. YYEBHO-METOAUYECKOE OBECIIEYEHUE JTUCHUIIJIMHBI

VY4ebHO-MeToInueckoe obecneueHne JUCIUIUIMHBI BKII0YaeT pabouyro nporpaMmy AUCHUILINHBI,

MCTOAUYCCKHNEC MAaTCPUAJIbI,

OLCHOYHBIC MAaTCpHAJIbI.

Y4eOHo-MeToAnYECKOE 00eCIIeYeHHE CAMOCTOSTENBHON pabOThl 00YYAIONINXCS BKIIOYAET: YIeOHUKH,
y4eOHbIE TTOCOOUS, HIIEKTPOHHBIE 00Pa30BATEIIBHBIC PECYPChI, METOIUYECKUE MAaTEPHAIIBI.

CamocTosTenbHas paboTa o0ydaronmxcs spisieTcss GopMoii OpraHU3aIuu 00pa30BaTEIHLHOTO
rporiecca Mo JUCHUTIINHE U BKITIOYAET CJICIYIONINE BUBI IEATEIILHOCTHU: TTOUCK (TI0100p) ¥ 0030p
HAy4YHOU U y4eOHOM TUTepaTyphl, SIEKTPOHHBIX HCTOYHUKOB HH(GOPMAITUH 110 U3y4aeMoil TeMe; paboTa ¢
KOHCIICKTOM J'IeKI.[PIfI, OJICKTPOHHBIM y‘IC6HI/IKOM, CO CJIOBapAMH U CIIPAaBOYHUKAMHU U JpP. HICTOYHUKaAMU
nH(popmMannu (KOHCIIEKTUPOBAHHUE); COCTABJICHUE TUIaHA U TE3UCOB OTBETA; MOATOTOBKA pedepara;
BBITNIOJTHEHHE TBOPUYECKUX 3aJIaHUM U MPOOIEMHBIX CUTY-allui; HOJrOTOBKA K KOJJIOKBUYMY,
co0eceI0BaHUI0, MPAKTUYECKUM 3aHATHSAM; MOATOTOBKA K 3a4ETy U DK3aMEHY.

9. MEPEYEHb OCHOBHOM 1 JONOJHUTEJIBHOM JIUTEPATYPBI

9.1. Pexomenayemasi ureparypa

9.1.1. OcHoBHasi IMTEpPaTYypa




JI1.1 |Tony6un P. B., Ucakosa U. A., KopoTsimes A.

I1., Kocapesa H. C., Peixtuk I1. TI.

Kubepbe3onacHoCTh MOAPOCTKOB B c€TH UHTEpHET. [IpoTuBOelicTBUE KNOEpyTrpo3am
[DnexTpoHHBI pecypc]:yueOHo-MeToanyeckoe mocoodue. - Hkuuit Hosropoa: HHI'Y um. H. 1.
Jlo6aueBckoro, 2022. - 65 ¢. — Pexxum noctymna: https://e.lanbook.com/book/283286

9.1.2. JlonosiHUTEJIbHAS JIUTEpPaTypa

J2.1

https://e.lanbook.com/book/386636

Banuna A. T, Opén JI. B., Anukyes C. B. [lepconanbHas kubep6e30macHOCTb: Kypc JEKIUI
[DnexTpoHHBIN pecypc]:yuedHoe nocobue. - CtaBponoins: CKDVY, 2022. - 137 ¢. — Pexxum pocryna:

10.1 UaTepHeT-pecypcnl (02361 JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE
CHCTEMBI U JP.)

OBbC «Jlanb» https://e.lanbook.com
Hanmonanwsnas anexrponnas 6udmuoreka (HOB) https://rusneb.ru
9BC «¥Opaiit» https://urait.ru

OBbC «KypHanbHbIH 3a11»: PyCCKUI TOJICTHII
KYpHAJI KaK 3CTeTHYeCKuil peHomeH

https://magazines.gorky.media

«nexrponHas oubnuorexka UMJIN PAH»

http://biblio.imli.ru

«QnexTponHas 6ubnuorexka MPJIN
PAH» (Ilymxunackuii {om)

http://lib.pushkinskijdom.ru

Hayunsblii apxus

https://nayunsiitapxus.pd

OBC «llenarornyeckas 6MOIMOTEKAN http://pedlib.ru
OBC «AUGyKC.py» https://www.ibooks.ru
Hayunas snexrponHas oubnmoreka eLibrary.ru https://elibrary.ru
OBC Bykonnaiim https://bookonlime.ru
Hayunas snekrponnas 6ubanoreka https://cyberleninka.ru/
«KubepneHnHka

TocynapcTBeHHas myOJIMYHas HAyYHO-TEXHUYECKast
6ubanorexa Poccun. Pecypcel OTKpbITOrO JOCTYyna

http://www.gpntb.ru/elektronnye-resursy-
udalennogo-dostupa/1874-1024.html

bubnuoteka akanemun Hayk (BAH). Pecypcsl
OTKPBITOTO JAOCTYTIA

http://www.rasl.ru/e_resours/resursy otkrytogo dost

upa.php

10.2. IIpodeccuonanbHbie 6a3bl JAHHBIX U

HH(OPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

YHuBepcurerckas nHGOpMaIMOHHAs CUCTEMA
POCCHA

https://uisrussia.msu.ru

Enunoe okHO noctyna k oOpazoBaTeabHBIM
pecypcam

http://window.edu.ru/catalog

CroBapu 1 SHIMKIONEINN

https://dic.academic.ru

[lenarornueckas macrepckas «IlepBoe ceHTAOpA»

https://fond.1sept.ru

CaiitT Equnoit konnexuuu mu@poBbIx
00pa3oBaTeIbHBIX PECYPCOB

http://school-collection.edu.ru

Hanmonanenas mardopma «OTKpeITOE
o0OpaszoBaHHE»

https://openedu.ru

[Topran «Ennnas koynekus nugpoBbIX
00pa30BaTENbHBIX PECYPCOB

http://school-collection.edu.ru

Poccuiickoe oOpazoBanue. @enepanbHbIN MOpTA

http://edu.ru

ITopran @enepanbHbIX rOCY1apCTBEHHBIX
00pa3oBaTeIbHbIX CTAHIAPTOB BHICIIETO
o0Opa3oBaHUs

http://fgosvo.ru

Enunas uudpoast Koiekus NepBOUCTOYHUKOB
HaY4HBIX PabOT YJJOCTOBEPEHHOT'0 KayecTBa

https://nayunsiitapxus.p¢




[Topran npo¢kiayadeupapsuras nudpopas https://online.edu.ru
oOpa3oBatenbHast cpena B POy

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJIMHBI (MO YJIS)

3aHATUS, TEKyIIUMH KOHTPOJIb YCHEBAEMOCTH M MPOMEKYTOYHAs aTTecTalus [0 JAUCHUILIUHE
MPOBOJATCS B YYEOHBIX ayJUTOPUSAX, YKOMIUICKTOBAHHBIX THUIIOBOM MeOenpl0 i OOyYalomuxcs u
npenojaBaress, TEXHUYECKUMH U  MYJIbTUMEAUHHBIMU  CpEIACTBaMH OOY4YeHMs, BKIIOUYEHHBIMH B
JIOKAJIBHYIO CETh By3a U C JOCTYIIOM K HH(POPMAITMOHHBIM pecypcam ceTu VHTepHeT.

Paboune mecta i caMOCTOSTENbHON pabOThl OOYYarOIIMXCSl OCHAIIEHBl KOMIBIOTEPHOW TEXHUKON C
MOJKITIOUEHHEM K ceTh VIHTepHeT ® o0ecredeHbl JOCTYNOM B OJIEKTPOHHYIO HWH(POPMAIMOHHO-
00pa3oBaTeNbHYIO CPEIy By3a.

KommproTepHoe 000py/10BaHHE HMEET COOTBETCTBYIOIIEE JIUIICH3HOHHOE MPOTPaMMHOE 00ecIIeUeHuE:

1. [Maker mporpammuoro odecrneuenus obuero HazHaueHust Microsoft Office (MS Word, MS Microsoft
Excel, MS PowerPoint).

2. Adobe Acrobat Reader.

3. Bpaysep (Internet Explorer, Mozilla Firefox, Google Chrome, Opera u np.).

4. IIporpamMma TecTupoBaHusi AWpeH.




IIpuaoxenue 1

MeToaunyeckue MaTepuaJbl MO JUCHUIINHE
« KubepoOe3onacHocTb»

1. IlnaHbl NpakTHYeCKUX PadoT U MeTOAMYECKHE PEeKOMEH1allul

Tema 1. Kubep6e3omnacHoCTh B cucTeMe HallMOHaIbHOM O6e3omacHocTu PD

IIpakTuyeckoe 3ansaTue 1.1.

Bonpocs! 11 06cyxaeHus:

1.

ook wn

['ocynapcTBeHHas MOJUTUKA B 00J1aCTH KMOEpOE301MacHOCTH KOMITBIOTEPHBIM aTakaM OT
15 suBaps 2013 r.

YronosHslii koneke PO, paznen «IIpectymiienus B chepe KOMIBIOTEPHOU HH(GOPMALIUNY).
3amuTa KuOepIpocTpancTBa rocynapcrsom. KubeppoiiHa.

[TpaBo Ha undopmaruio B Koncrurymuu PO.

3aiuTa rocyjapcTBa 1 3aliiuTa KUOepnpoCcTpaHCTBa.

JoxTprna nHGOpMaIMOHHON 0€30M1aCHOCTH.

IIpakTuyeckoe 3ansaTue 1.2,

Bomnpocs! st o6cyxaenus

ok wdE

Kubeppoiicka. 3amura kubepnpocTpaHcTBa Kak OHA U3 337a4 BOOPYKEHHBIX CHIL.
Wudopmanronnas BoiiHa. THPpOpMaAIIMOHHOE OpYXKHE.

[TaTprOTH3M U UHTEPHET.

Wudopmannonnoe Bo3aeiicTBure.

Boennas, rocygapcTBeHHas, KOMMepUecKas TalHa.

3amuTa caiToB TOCYJapCTBEHHBIX OPraHOB (JIEKTPOHHOE IPABUTEILCTBO).

Tema 2. KuGepnpecrynjieHusi NpOTHB JUYHOCTH, 0011€CTBA U FOCYAapCTBa

IIpakTnyeckoe 3ansTue 2.1.

Bormpocs! 1151 06cyxaeHust

1.
2.

©CoNo A

PeanbHast 1 BUpTyanbpHas INYHOCTb.

[Icuxonoruueckas oocraHoBka B MHTEepHeTe: TpuuHT, KNOepOyIIMHT, KHOEpMOOOUHT,
TPOJUTUHT, OyJUTULIUA.

besomacHas paGota B ceTM B MpoLEcce CETeBOW KOMMYHHUKaluu (4YaTel, (GOpyMsl,
KOH(epeHIIUH, CKaiIl, COlMaIbHbIE CETH U IIp.).

TepMHUHBI CETEBOTO ITUKETA: OBEPKBOTHUHT, uieiiM, iy, odhdronuk, cMailiuku u ap.
[Tprmeprl STHUECKUX HApyIIEHUH. 3HAYEHUE CETEBOT0 3TUKETA.

CobcrBenHocTh B IHTEpHETE. ABTOpCKOE IIPABO.

WuTemiekTyanbHast COOCTBEHHOCTb.

[TnaTHas u 6ecruraTHast HH(GOPMAIIHSL.

3ammra mpaB HoTpeOUTENe mHpu Hcmoiab3oBaHMU ycuyr WHTepHer. 3amuTa mnpaB
noTpeOuTenel yciyT npoBainaepa.

IMpakTHyeckoe 3ansaTHE 2.2.

BOHpOCLI JJIA O6CY)K,Z[CHI/I$I

1.
2.

3.

OTBETCTBEHHOCTH 32 HHTEPHET-MOIIICHHUYECTBO.

[TpaBoBBIE aKTHI B 001aCTH HH(POPMALIMOHHBIX TEXHOJIOTUH U 3aIIUTHI KHOEPIIPOCTPAHCTBA.
OTBETCTBEHHOCTH 32 KMOEPIPECTYIIIICHHS.

KoHCTUTYLIMOHHOE TpaBO Ha TMOKMCK, MOJYYEHHE M paclpoCTpaHEHHE HH(OpMAIUH.
®denepanbHbiit 3ak0H OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3ammure aereit ot



&

o

nH(pOpMaIY, MPUYUHSIONICH BPE UX 3I0POBBIO0 M Pa3BUTHIO» (IeHCTBYET ¢ 1 ceHTaOps
2012 rona).

Nudopmanmonnoe 3akoHoaatebecTBo PD.

3akoH P® «O06 nrdopmaiuu, nHPOPMAIIMOHHBIX TEXHOJIOTHIX U O 3aIUTe HHPOPMAIIUN.
VYTronoBHas OTBETCTBEHHOCTh 3a CO3JaHHe, MKCIOIb30BaHHE M paclpoCTpaHEHHE
BPEIOHOCHBIX KOMIIBIOTEpHBIX nporpamm (cT. 237 YK P®). IIpaBoBas oxpaHa nporpamm
st OBM u BJ1. Kommepueckoe I10. becrunataoe 10 (FreeWare, Free, Free GPL, Adware),
ycnoBHo-OectuiatHoe [1O (Trial, Shareware, Demo).

[IpaBoBBIE€ OCHOBBI JUIsI 3AIIUTHI OT CIIaMa.

[IpaBoBas oxpana nporpamm st 9BM u BJI. Jlunenzuonnoe I10. Bune! nuuensuit (OEM,
FPP, kopnoparuBHble nunen3uu, noamucka). [IO c otkpeiteiM komom (GNU GPL,
FreeBSD).

[TpaBo Ha MH(pOPMAIUIO, HA COKPBITUE JAHHBIX, KATErOPUH UH(OPMALIHH.

[lepconanbHble ©  OOIIENOCTYIHBIE JaHHBIC, OTPAaHWYCHHBIM JocTym. 3akoH «O
MEPCOHAIBHBIX JTaHHBIX).

Tema 3. CoBpemenHoe kudepnpocTpancTBo Texnuka 0e30macHOCTH B KHOEPIPOCTPAHCTBE
IMpakTuyeckoe 3ansatue 3.1.
Bonpocsr 1uist 06cyxnenus

1.

2
3.
4.

oo

o~

Moennnyeckue neiictust B Uatepuere. Kubepnpecrymienus

CereBoii atuker. [Icuxonorus u cetb

[TpaBoBbI€ acTIeKTHI 3aLUTHI KUOEPIIPOCTPaHCTBA
OmnuaiiH cepBHCHI ISl 0€30MaCHOCTH MOJIb30BaTeNs B UH-TEPHETE (MPOBEpKa KOMITbIOTEPA
U ¢ailyioB HA BUPYCHI OHJIAHH, OHJIAWH JeakTuBanus SMS-BUPYCOB, MpoBEpKa caiiTa Ha
BUPYCHI, TIpoBepka (ailioB mo e-mail, ompeneneHue aapeca CTpaHUIBL, MPOBEPKa
croumoctt CMC u nip.).
Hactpoiiku 6€30macHOCTH MOYTOBBIX MPOTPaMM.
3amuTa B MOMCKOBBIX CUCTeMax ((QUIbTPHI Ui OTpaHUYEHUsI MOTEHLU-aIbHO OIACHOTO
COJIEP’KUMOTO).
Hactpoiiku 6e3omacHoctu BeO-6pay3epos (Internet Explorer, Firefox u 1.11.).
DJeKTpOHHAs MOYTa U CUCTEMbI MTHOBEHHOTI'O OOMEHa COOOIICHUSIMHU.
Hactpoiiku 0e3onacHoctu Ckaiin, ICQ u np. CiocoObl o0ecrnieuenns 6e30nacHOCTH BEO-
caifra.

10. Kubepnpectyruienusi. Buasl MHTEpHET-MOIIEHHUYECTBa (TIMCbMa, peK-lama, OXOoTa 3a

JIMYHBIMU JaHHBIMHU U T.H.). OmacHOCTH MOOMIIBHOM CBSI3H. HpeHHO)KCHI/IH MO0 YCTAHOBKC
BPCAOHOCHBIX HpHJ’IO)KGHHﬁ.

11. Momennnveckue CMC. YTeuka u o0Hapo0BaHue TNYHBIX AaHHBIX. [logbop u mepexsar

napoJiei.

12. B3nombl AKKayYHTOB B COUAJIBHBIX CCTAX. Buasl MommeHHHYECTBA B I/IHTepHeTe. )700005150¥

(papmuHr). A3apTHBIE UTDPBHI.

13. Jloxxubie aHTHBHpYCHL. [loaMeHa cTpaHUI] B MHTEepHETe (CaHTHI-KJIOHBI). DanbIINBbIE

baim000MEeHHUKH.

14. DnexTpoHHBIH Kolenek. MOIIEHHHYeCTBO PU pacnpocTpaHeHuu «oecraarHoroy I10.
15. TexHonoruu ManumynupoBanus B UnTepHere.
16. Tb npu uHTEpHET-00IICHNY.

IIpakTnyeckoe 3ansTue 3.2.

Bonpocsr 1uist 06cyxnenus

1.

2.
3.
4

Tb npu peructpanuu Ha BeO-caiTax.
KomnrerotrepHoe nuparctso. [1naruar.
KubepHaeMHUKH U KHOEPAETEKTHUBEI.
Ornenka ymiep6a oT kubepnpecTyIieHUH.



5. Hurepner-3tuket. [IpaBmia obmenus B laTepHere.

6. OCHOBBI CETEBOr0 3THKETA.

7. Tlepenucka B ceTwu.

8. IlpaBuia noBeneHus B ckaine. Popym.

9. OOuieHe B CETH U €r0 MOCIEICTBHUS.

10. Arpeccus B cetu.

11. AHOHMMHOCTb B CETH.

12. Bunbl 3THkeTa (JIMYHBINA, ACTOBOWM, MUCHMEHHBIN, JUCKYCCHOHHBIA W mp.). Pazmmums
ATUKETa B pa3HBIX CTpPaHaX.

13. Drtuka nuckyccuii. Bzaumaoe yBakxeHue pu HHTEPHET-OOLICHUH.

14. Dtuker u 0€30MaCHOCTb.

Tema 4. IIpoosembl UHTEpHET-3aBUCUMOCTH, KHOEPOYJIJIMHT A

IIpakTnyeckoe 3ansaTue 4.1.

Bomnpocs! 1u1st 00cyxaenns

['uruena komneroTEpA.

KomnbroTep u kpoBooOparieHue.

[Tonp3a 1 Bpel KOMITBIOTEPHBIX UTP.

Komnsrorep u 302K.

PU3NYECKOE U ICUXUYECKOE 3/10POBBE.

[TpaBuia noBeneHMs B KOMIIBIOTEPHOM KJiacce.

WuTepHeT B cuctemMe 0e301MacHOCTH.

TexHuka 0e30MacHOCTH MPU paboTe ¢ KOMIIBIOTEPOM.

Kommibrotep 1 MOOMIIBHBIE YCTPOMCTBA B UPE3BBIUANHBIX CUTYaLUsX.

0. Menununckas unpopmanus B MurepHere. KommnbroTepsl U MOOWIIBbHBIE YCTPOMCTBAa B
IKCTPEMAIIBHBIX YCIOBHSIX.

11. Bo3neiicTBUE pagHoOBOJIH Ha 30pPOBhe U OKpyxatoriyto cpeay (Wi-Fi, Bluetooth, GSM).

12.  Komruiekc ynpakHeHH IPpU paboTe 32 KOMIIBIOTEPOM.

13. BozneiictBue Ha 3penue DJIT, KUIKOKPUCTAIUIMYECKHX, CBETOJIMOHBIX, MOHOXPOMHBIX

MOHMTOPOB.

14. KomnbroTep B pexxuMe TpyJa U OTIbIXA.

15. BuawusHHe KOMIIbIOTEpA HA PENPOAYKTUBHYIO CUCTEMY.

16. Bpeansbie hakTopsl pabOTHI 32 KOMIBIOTEPOM H UX MTOCIEICTBUS.

BOoo~NoOR~WNE

IIpakTyeckoe 3ansTHe 4.2.
Bormpocs! 1151 06cyxaeHust
17.  Opranusanus pabouero mecra
NuTepHeT-coob111ecTBo.
HHTEpHET-3aBUCUMOCTb.
ConuanbHble ceTu. JleTckue colranbHble CETH.
BupryanbHas TMUHOCTS.
3aBucuMocTh 0T HTepHEeT-0011IeH S
PazBneuenus B IuTepHere.
IIpu3HaKy UrpoBOM 3aBUCUMOCTH.
CereBble UIPBI.
Caiitel 3HakoMcTB. 30K 1 koMnbroTED.
0. Bugs! 3aBucumoctu. JlectpykTuBHas uHpopmanus B IHTepHeTe.
11. Buasr IHTEpHET-3aBUCHMOCTH.
12. KubepkynbTypa (MaccoBasi KyJabTypa B CETH) U JIUYHOCTb.
13. INcuxonoruveckoe BO3ACHCTBIE HH(POPMAIIMH HA YETIOBEKa.
14. YnpaBnenue JHUYHOCTBIO uepe3 ceTh. VIHTEpHET W KOMIBIOTEPHAs 3aBHCUMOCTH
(amauKus).

BOoo~NoORWDNE



15.

16.

17.

Kpurepuu 3aBuCUMOCTH (IPUOPUTETHOCTh, W3MEHEHMsI HACTPOEHUS, TOJEPAaHTHOCTb,
CHUMIITOM pa3pbiBa, KOHQIIUKT, PELUINB).

Tunbl MHTEPHET-3aBUCUMOCTH (TIpUCTpacTUe K paboTe ¢ KOMIIBIOTEPOM, K HaBUTALUU U
NOUCKY MH(OPMALMU, UTPOMAHUS U SJIEKTPOHHBIEC MOKYIIKH, 3aBUCUMOCTh OT CETEBOTO
oO1eHus).

Knaccugukanus mHTEpHET-3aBHCUMOCTEH

Tema 5. Metoanb! o0ecnieuenns 6esonacHoct IIK u Unrepnera. Bupycsl 1 aHTHBHPYCHI

NoakowdE

9.

10.
11.
12.

IIpakTuyeckoe 3ansaTue 5.1.

KoHTeHT-(QUIbTPHI

[TouckoBsle cepBepsl.

[Tpu3Haku 3apakeHHsI KOMIBIOTEpa.

AHTHBHpYCHAas 3allUTa.

3amura ¢aitnos. besonacHOCTh pu cCKauMBaHUU (PaKIIOB.

3amuTa IporpaMM U JIaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOIIMPOBAHUS.
OpraHu3anyoHHbIe, OPUAMYECKHE, MPOTPaMMHBIE W TMPOTrPaMMHO-ANIapaTHbIE MephI
3alIUTBHI.

3ammTa mporpaMM M JAHHBIX C TIOMOIIBIO TApOJeH, MPOTPAMMHBIX M AIIEKTPOHHBIX
KJII0YEel, CEpUMHBIX HOMEPOB, [IEPEHOCa B OHJIANH U T.I1.

Henepemeraembie mporpaMmel.

3amurTa OT KONMMPOBAaHUS KOHTEHTA CalTa.

Ncrounuku 3apaxenus [1K.

AnTuBupycHoe [10, Bubl 1 Ha3HaYeHHE. MeTo/Ibl 3aIUThl OT BUPYCOB.

IIpakTuyeckoe 3ansaTHe 5.2,

Bomnpocs! st o6cyxaenus

1.

ook wd

10.
11.
12.

13.

14.

[Tpobnemsl OezonacHocTH MH(pacTpyKTypbl MHTEpHETa (IPOTOKOJBI MapUIpyTHU3aLUU
CEeTH, CUCTEMA IOMEHHBIX UMEH, CPEJICTBA MAPLIPYTU3ALUH U T.I1.).

[TpoBepka noyuHHOCTH (ayTeHTH(UKanus) B IHTepHeTe.

Mepsl 6e3onacHocty Juis nosnb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

Bupycs! a1 MOOMIIBHBIX YCTPONCTB (MOOMIIbHBIE OaHKEPHI U JIp. ).

Hactpoiika komnbrotepa Juist 0e3onacHoi paboTsl. OmnOKY MOIB30BaTENS.

Meppl  nuuHOM  Oe3zomacHocTH  mpu  ceTeBoM  obmieHuu.  I[IpenorBpaieHue
HECaHKI[MOHMPOBAHHOIO nocryna K [1K.

[Taponu, 6GuomMeTpuUecKkue METO/bl 3aIMUThl U ayTeHTU(UKALUSA C IOMOIIbIO BHEIIHUX
HOCHUTEJIEH.

[TpocThle n AUHAMUYECKU U3MEHsIoNMecs naposuu. bopsba ¢ yreukamu uHdopmaruu.
Cpenctsa koHnTpoiis noctymna. [IpaBa monb3oBaresneii. CriocoObl pa3rpaHUyYeHUs JOCTYIIA.
OTnnuus BUPYCOB U 3aKJIaJ0K.

AnTuBHpycHble nporpammsbl ais [1K: ckanepsl, peBU30pHI U Ap.

Haubounee n3BectHrle anTuBUpYCcHBIE porpammbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe wu OecriaTHOE
antuBupycHoe [10.

OHnnaiiH cepBHUCHI i1 0€30MacCHOCTH MMOJIB30BATENs B HHTEPHETE (MMPOBEPKA KOMIThIOTEpa
U (aiiioB Ha BUPYCHI OHJIAMH, OHJAMH AeakTuBanus SMS-BUpyCcOB, poBepKa caifTa Ha
BUPYChI, TpoBepka (ailioB mo e-mail, ompezneneHue aapeca CTpaHUIBL, MPOBEpKa
crouoctt CMC u nip.).

Hactpoiiku 06€30macHOCTH MOYTOBBIX MpPOrpaMM. 3aluTa B IIOUCKOBBIX CHCTEMax
(unbTpHI A1 OrpaHUYEHUS TOTEHIIUATBEHO OMACHOTO COJEPKUMOTO).

2. 3ajgaHus 1J1sl CAMOCTOSITEIbHOM PadoThI



Tema 1. KubepOe3onacHOCTh B CUCTEME HAITMOHAIBHOM Oe30macHoCTH PO
[ToaroTOBUTH JOKJIAJ 10 TEME:

1. Hnadopmanmonnas BoitHa. MHGOpMaIIMOHHOE OpYKHE.

2. TlaTpmoTu3M M MHTEPHET.

3. MudbopmanmoHHoe BO3ICHCTBHE.

Tema 2. KuGepnpectymieHus IpOTHB JIMYHOCTH, OOIECTBA U TOCYAapCTBa
IToaroToBUTH NOKIA IO TEME:
1. PeanbHas u BUpTyanbHast JTUYHOCTb.
2. Tlcuxomormueckast oOctanoBka B MHTEepHeTe: rpuduHr, KuObepOyUIMHT, KUOEpMOOOHHT,
TPOJUINHT, OYJUTUIINL.

Tema 3. CoBpemeHHOe KnbepnpocTpaHcTBO TexHHKa 6€3011acCHOCTH B KUOEpIIPOCTPaHCTBE
IToaroToBUTH NOKIAM IO TEME:

1. DneKTpOHHBIN KOIIENCK.

2. MouleHHHYeCTBO MpH pacnpocTpaHeHnu «oecraraoroy I10.

3. IlpaBuna noBesneHus B ckaire.

4. ®opym. I[lpaBuia noBeneHus

Tema 4. [IpoGnemsr UHTEpHET-3aBUCUMOCTH, KHOEPOYIIMHTA
[ToAroToBUTH AOKIA MO TEME:
1. Bunawl HTEpHET-3aBUCHMOCTH.
2. Kubepkynbrypa (MaccoBas KyJabTypa B CETH) U JTUYHOCTD.
3. Tlcuxomornueckoe Bo3nelcTBHE MHGOPMAITUU HA YEIIOBEKA

Tema 5. Metozs! obecrieuenus 6e3onacuoctu [1K u MaTepHeTa. Bupychl u aHTUBUPYCHI
[ToaroToBUTH 1OKIJIAM IO TEME:

1. Mepsl 6e3onacHoctu i nonb3oBarens WiFi. Hactpoiika 6e3omacHocTH.

2. Bupycsl 111 MOOMIIBHBIX YCTPOUCTB (MOOMIIbHBIE OaHKEPHI U JIp.).

3. IlpumepHbIe TeMbl pedpepaToB

1. Undopmanus - pakrop cyuecTBoBaHUs U pa3BuTus oduectBa. OCHOBHBIE (HOPMBI

nposiBlIeHus: MH(popMaluy, e€ CBOHCTBa Kak 00bekTa 0€30MacHOCTH.

[TonsiTue 6e3onmacHOCTH U €€ cocTapistone. besonacHocTs HHGOpMAaLIH.

Obecneuenne nH(pOpMAIIMOHHON 0€30MaCHOCTHU: COAECPIKAHUE U CTPYKTYpa MOHATHS.

HanmonaneHble nHTEpECHl B UHPOpPMALIMOHHON cdepe.

VcTouHUKH U coiepikaHue yrpo3 B MHGOPMaIMOHHOM chepe.

CooTHoIIeHNE TOHITUI «MH(POPMAIIMOHHAsE O€30MACHOCTbY U «HAallMOHAJIbHAS

0€3011aCHOCTb)»

7. Puck paboTsl Ha IEPCOHATLHOM KoMIbloTepe. [ImannpoBanue 6e3omacHoi pabOTHI Ha
NEPCOHAIIBHOM KOMIIBIOTEDPE.

8. Hudopmanus - GpakTop CyniecTBOBaHHS U pa3BUTHUS OOIIECTBA.

9. lenu u 3a1auu 3aMUTHI HH(GOPMAIIHH.

10. Oprann3anus 3aMUTh KOHQHUICHIHATLHON HH()OpMAITHIH.

11. Buzs! 3amuiaeMoi nHGoOpManuu B chepe rocyJapcTBEHHOI0 ¥ MyHUIIUTIATBHOTO
yIpaBiIeHUS.

12. YpoBHM BezieHHss HHPOPMALIMOHHON BOIHBI. OniepaTHBHAs MaCKUPOBKA.
Pannosnextponnas 6oprba. Bo3neiicTBue Ha ceTH.

13. OcHOBHBIE TOJIOKEHHUSI TOCYNAPCTBEHHONH WHGPOPMALMOHHOM monuTuku Poccuiickoit
denepanuu.

oM wWN



Kpurepun ouenku pedepara

Kpurepusimu otieHkr pedepata MOTYT BBICTYITUTD CIICAYIOIIAE MOMEHTBI:

— B Kakoii Mepe pacKpbIBACTCs aKTyaJbHOCTh TEMBbI;

—  KakoOB TEOPCTUYCCKHI YPOBEHb CYXKICHHH aBTOpa, Kak BIIAJCET OH COBPEMCHHBIMU
METOJOJIOTMYECKUMH OCHOBaMH HAayK TMPH OCBEIICHHM IOCTABJICHHBIX B pedepare
BOIIPOCOB;

—  COOTBETCTBHE CTPYKTYPBI M COJIEepKaHus pedepaTa miany;,

—  LeJIOCTHOE, ITyOOKOe MOHUMAaHUE BOIIPOCOB TEMBI MITH pa3padaThiBacMOil POOIIeMBbI;

—  KaK yJaJoch aBTOpPY CBs3aTh HM3JlaracMbie B pedepare BOMPOCH TEOPHH C MPOOIEeMaMU
CErOJHSAIIHEr0 [HS, yMEHHE WCIOJIb30BaTh TEOPETUYCCKHE HWCTOYHHKH U Y4eOHO-
METOJIMYECKYIO JINTEPATyPY;

—  JIOCTaTOYHO JIM TMPOSBJICHA aBTOPOM CaMOCTOSITEILHOCTh B TIOCTAHOBKE BOIPOCOB, B
TPaKTOBKE X, €CTh JIK B pa00TE OPUTHHAIBHBIC MBICITH, CBEKHE (DAKThI, OTUCAHUE JTYUIIIETO
OmbITa pabOThl, KOHKPETHBIX IPUMEPOB U3 MPAKTUKH, COOTBETCTBYIOLINE PEKOMEHAIIUN U
MPETIOKECHUS;

—  u3jaraercs Ju B pedepare COOCTBCHHOE MOHMMAaHKE PacCMaTpUBAEMO POOIIEMBI,
JIOCTaTOYHA JIK €r0 apryMEHTAIIU;

—  Kkak odopmiteH pedepar wiu 10KIa] (00beM, HATHYKE [TaHa, COACPIKATEIbHOCTh
BBCJICHU, II0OJTHOTA CIIMCKA I/ICHOHI)?,YCMOI\/JI JIMTCPATYPhl, HAITNYHNC HpHHO)KeHHﬁ, aHaJin3a
ombITa paboThI, CXeM, TabJIMII, THarpaMM, TJIAHOB, AHKET H T.JI.);

—  HMeeT Jid paboTa OMpeIeICHHY IO [IEHHOCTh, YTOObI PEKOMEHIOBATh e¢ B (OHI yueOHBIX
OCOOMHi 1Mo Kypcam.

Pedepar orennBaetcs 1mo 4-x OAUTBHON CHCTEME - «HEY/IOBICTBOPUTEILHOY,

«YIOBJIETBOPUTEIILHOY, «XOPOIIO», KOTITHYHOY.



[Tpunoxxenue 2

OueHoYHbIEe MATEPHAJIBI 110 AUCHUIIHHE
« Knbepo6e3onacHocTb»

1. OueHouyHble MaTEPHUAJIBI AJIsl TEKYILET0 KOHTPOJISA
1.1. TecToBBIE MaTepHAJIBI

Tect 2

1. K nmpaBoBBIM MeTO1aM, 00eCTICUMBAIONIUM HH(POPMALITMOHHYIO 0€30MaCHOCTh, OTHOCATCS:
1. Pa3paboTka anmapaTHBIX CPEACTB 00ECIEYEHUs MPABOBBIX TAHHBIX
2. Pa3paboTka u yCTaHOBKA BO BCEX KOMIIBIOTEPHBIX MPABOBBIX CETAX KypHAJIOB ydyeTa
JeNCTBUI
3. Pa3paboTka u KOHKpeTH3alus MPaBOBBIX HOPMATHUBHBIX aKTOB 0OecTieYyeHUs
0e30macHoOCTH
2. Buasl nHpoOopMannoHHOH 6€30MaCHOCTH:
1. IlepconanbHasi, KOpImopaTUBHAasl, TOCYJapCTBEHHAS
2. KnmeHntckas, cepBepHas, ceTeBas
3. JlokanpHas, rinobanbHas, CMEIIaHHas
3. Lenu nadopmanmnoHHoit 6€30MaCHOCTH — CBOEBPEMEHHOE 0OHApYKEHUE,
npeaynpexacHue:
1. HecaHKIMOHUPOBAHHOTO JOCTYIa, BO3JICHCTBUS B CETH
2. WHCaWJepcTBa B OpraHU3alUU
3. upe3BBIYANHBIX CUTyaIlUN
4. OcHoBHBIE 00BEKTHI HH()OPMAIIMOHHOW 0€30MMaCHOCTHU:
1. KommnwroTepHsie ceTu, 6a3bl JaHHBIX
2. WudopmanmoHHBIE CHCTEMBI, ICUXOJIOTHYECKOE COCTOSTHHE TTOJIb30BaTENCH
3. busHec-opueHTHpOBaHHbIE, KOMMEPUYECKHE CUCTEMBI
5. OCHOBHBIMH pUCKaMU UH()OPMAITUOHHON 0€30MaCHOCTH SIBJISIIOTCS:
1. HckaxxeHue, yMeHblIeHHE 00beMa, IEPEKOAUPOBKA HH(OpMAIUN
2. TexHHYeCKOe BMELIATEIbCTBO, BEIBEIEHUE U3 CTPOs 000pyAOBaHUS CETU
3. Tloreps, uckaxxenue, yreuka nHGpopManuu
6. K 0CHOBHBIM (DyHKIIMSIM CUCTEMbI 0€30IaCHOCTH MOKHO OTHECTH BCE MEPEUHCICHHOE:
1. VYcranoBieHue periaMeHTa, ayAUT CUCTEMBI, BBISIBICHHE PUCKOB
2. YcTaHOBKa HOBBIX OQUCHBIX MPUIOKEHUN, CMEHA XOCTHHT -KOMITAHUH
3. BHenpenwue ayTeHTU(PUKAIUU, IPOBEPKU KOHTAKTHBIX TAHHBIX MMOJb30BaTENeH
7. K OCHOBHBIM TUIIaM CPEJICTB BO3/I€MCTBHS HA KOMIIBIOTEPHYIO CETh OTHOCHUTCS:
1. KomnbroTepHslit c60if
2. Jlormueckue 3aKIagKu («MUHBIY)
3. ABapuifHOE OTKIIOUEHUE MUTAHUS
8. Korpa nmonyden cnam no e-mail ¢ npuiioxkeHHbIM (aitnom, cieayer:
1. IIpoumnTaTh NpHUIOKEHHUE, €CIU OHO HE COAEPHKUT HUUYErO IIEHHOT0 — YIAAIUTh
2. CoxpaHHUTh IpHIOKeHUE B mapke «Cram», BBISICHUTH 3aTeM [P-anpec reneparopa
crama
3. Y1manuTh NUCHMO C IPHIIOKEHUEM, HE pacKphiBas (HE YUTas) €ro



9. BIII — aro:
1. DnextpoHHO-IHPPOBOI Tpeodpa3zoBaTelb
2. DIEeKTPOHHO-IU(POBAS MOINKUCH
3. DIJeKTpOoHHO-IHPPOBOH IPOIIECCOP
10. CaoiicTBamu nHpopManuu, Hauboee aKTyaTbHBIMH IPU 00ECIICUCHUU
MH(QOPMAIIMOHHON 0€30MaCHOCTH SABJISIOTCS:
1. IlemocTHOCTH
2. JloCTymHOCTH
3. AkTyanbHOCTbI
11. Pa3HOBUIHOCTAMH yTrpo3 6€30MaCHOCTH (CETH, CHCTEMBI) SBIISIIOTCS BCE TIEPUHCICHHOE
B CITHCKE:
1. IIporpammHble, TEXHUYECKHE, OPraHU3AlUOHHbIE, TEXHOJIOTUUYECKHE
2. CepBepHble, KIMEHTCKUE, CIyTHUKOBBIC, HA3eMHbBIE
3. Jluunble, KOpIOpPAaTUBHEIE, COIIUANILHBIC, HAIIMOHAbHBIC
12. IMonuTuka 6€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:
1. PykoBozcTs, TpeboBaHMil oOecrieueHnss HEOOXOIUMOT0 YPOBHS 0€30MacHOCTH
2. UHCcTpyKuMii, anTOPUTMOB MOBECHUS MOJIb30BATENS B CETU
3. Hopwmsl nHGOPMAIMOHHOTO TIpaBa, COOJII0IaeMbIE B CETH

Kputepun onenkn:
s olleHKHM pe3yJIbTATOB TeCTHPOBAHMS IMPEAYCMOTPEHA CIEAYIOIIas CHUCTeMa OlEHUBAHUS
Y4eOHBIX JIOCTHIKCHUHN CTYJCHTOB:
3a Kaxabli MMPaBUILHBIN OTBET CTaBUTCS 1 Oa,
3a HemnpaBWIbHBIN 0TBET — 0 OaIoB.
Ecnu ctynent nabupaer
ot 85 1o 100 % mpaBUIBHBIX OTBETOB €MY BBICTABIISIETCS OLIEHKA KOTIUIHON;
oT 72 10 84 % TpaBUIBHBIX OTBETOB — OIIEHKA «XOPOIIIOY,
ot 51 10 71 % mpaBUILHBIX OTBETOB — OILIEHKA «YOBJICTBOPUTEIHLHOY,
MeHee 50 0annoB — OLIEHKA «HEYTOBIETBOPUTEIHHOY.

1.2. BonpochI 1Jis1 codece10BaHUA

Tema 1. KubGepOe3onacHocTh B cUCTeMe HALIMOHAJILHOI Oe3onacHocTu PD
1. TocymapcTBeHHas MOJUTUKA B 00JaCTH KHOEPOE30MaCHOCTH KOMIIBIOTEPHBIM aTakaM OT
15 saBapst 2013 r.
2. VYronosHblit kojekc PD, paznen «IIpectynnenus B chpepe KOMIbIOTEPHON
UH(pOpMaLUN.
3ammra KubepnpocTpaHcTBa rocynapctsom. Kubepsoiina.
[TpaBo Ha undopmaruto B Koncruryuu PO.
3amuTa rocyapcTBa 1 3aluTa KHOepnpoCcTpaHCTBa.
JloxTprHa nHGOpMaIIMOHHON 0€3011aCHOCTH.
KubepBoiicka. 3ammra KubepnpocTpaHCTBa Kak OHA U3 337a4 BOOPY>KEHHBIX CHIL.
HNudopmannonnas BoiiHa. MH(popMamoHHOE OpyXue.
. IlaTpnoTH3M U UHTEpHET.
10. UadopmannonHoe Bo3/eicTBuUE.
11. BoenHasi, rocyjapcTBeHHas, KOMMepUecKas TaiiHa.
12. 3amura caiiToB rocy1apCTBEHHBIX OPraHOB (JIIEKTPOHHOE MPABUTENBCTBO).

©OoNO O AW

Tema 2. KubGepnpectynjieHnusi NpoTHB JTHYHOCTH, 0011eCTBA ¥ FOCY1apCTBa
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11.

12.

13.
14.

15.

16.

17.
18.

PeanbHas v BUpTyanbHasi JMYHOCTb.

[Tcuxonorndeckass oocraHoBka B MHTepHeTe: rpuduHr, KHOEpOYIIIMHT, KHOSPMOOOUHT,
TPOJUIUHT, OYyJUTHIIHI.

be3omacnas paGora B ceTu B MpoOLECCE CETEBOM KOMMYHHKAIMHM (4aTbl, (OPYMBI,
KOH(EepEeHIINHU, CKaMIl, COUaIbHBIC CETH H TIp.).

TepMUHBI CEeTEBOT0 3TUKETA: OBEPKBOTHHT, duiekiM, iy, obdToNuK, CMaliIuKU U JIp.
[Tpumeprl 3THUECKUX HApyIIEHUH. 3HaUEHUE CETEBOT0 3TUKETA.

CobGcTBeHHOCTh B IHTEpHETE. ABTOPCKOE MPaBo.

WuTtemiektyanbHast COOCTBEHHOCTD.

[TnaTHas u 6ecruraTHast HHGOPMAIIHSL.

3ammrTa mpaB TMOTpeOHTENel MNpH MCIONb30BaHMHM Yyciuyr Mureprer. 3amuTta mpaB
noTpeOuTeNel yciyr npoBanaepa.

OTBETCTBEHHOCTh 32 HHTEPHET-MOLIEHHUYECTBO.

[TpaBoBbIe aKThI B 00J1aCTH HH(POPMALIMOHHBIX TEXHOJIOTHH 1 3aIIUTHI KUOEPIPOCTPAHCTBA.
OTBETCTBEHHOCTH 32 KMOEPIPECTYIIIICHUS.

KoHcTUTylIMOHHOE MpaBO Ha TMOHCK, IMOJIYYEHHE W PaclpoCTpaHeHHe HHGPOpMAIUH.
®enepanbubiit 3akoH OT 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure aereit ot
uH(pOpMalH, MPUUMUHAIONIEH Bpel UX 3J0POBBIO M Pa3BUTHUIO» (AeicTByeT ¢ 1 ceHTaOps
2012 rona).

NudopmanmonHoe 3akoHoAaTeIbCTBO PD.

3akoH P® «O06 nadopmaium, nHPOPMAITMOHHBIX TEXHOJIOTHSX U O 3aIUTe HH(POPMAIIUN.
YrojgoBHass OTBETCTBEHHOCTh 3a CO3JIaHUE, MCIOJIb30BAHUE U  PACHpPOCTPaHEHUE
BPEIOHOCHBIX KOMIIbIOTEpHBIX nporpamm (cT. 237 YK P®). [IpaBoBas oxpaHa nporpamm
st OBM u BJ1. Kommepueckoe I10. becrunataoe 10 (FreeWare, Free, Free GPL, Adware),
ycioBHo-OectutatHoe [1O (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI JIsI 3AIUTHI OT CIIaMa.

[TpaBoBas oxpana nporpamm it 9BM u BJI. Jlunienznonnoe I10. Buner nunensuit (OEM,
FPP, xopmopatuBHble nuuenzuu, noamucka). [IO ¢ otkpeiteiMm kogom (GNU GPL,
FreeBSD).

[TpaBo Ha MHpOPMAIUIO, HA COKPBITHE JaHHBIX, KATETOPUH UH(OPMALIHH.

[lepconanbHble M OOWIENOCTYIHBIE JaHHBIE, OTrPaHUMYEHHbIM Joctyn. 3akoH «O
MEPCOHANIBHBIX JTAHHBIX).

Tema 3. CoBpeMenHoe kuOepnpocTpancTBo TexHMka 0e30MaCHOCTH B KHOEPIPOCTPAHCTBE

1.

2.
3.
4

o

o~

10.

Momennnyeckue neiictust B Matepuere. Kubepnpecrymienus

CereBoii atuker. [Icuxomnorus u cetb

[IpaBoBBIE aCTIEKTHI 3aLTUTHI KHOEPIIPOCTPAHCTBA

OmnutaiiH cepBHUCHI AJis OE30MACHOCTH IOJIb30BaTENs B MHTEpHETE (ITPOBEPKa KOMIBIOTEpA U
¢aiinoB Ha BUPYCHI OHJIANH, OHJIAMH qeakTuBanus SMS-BUpycoB, IpoBepka caiiTa Ha
BUPYCHI, IpoBepKa (haiisioB 1o e-mail, onpeneneHue aapeca CTPaHUIIBI, TPOBEPKa
croumoctrt CMC u nip.).

Hactpoiiku 6€301macHOCTH MOYTOBBIX TPOTPaAMM.

3ammuTa B MOUCKOBBIX cUCTEMaX ((PHIIBTPHI IJIs1 OTpaHUYEHUS TOTEHITMATBHO OMACHOTO
COJIEPKUMOTO).

Hacrpoiiku 6e3omacHocT BeO-0Opay3epos (Internet Explorer, Firefox u 1.11.).
DNEeKTPOHHAs MOYTa U CUCTEMBI MTHOBEHHOTO OOMEHA COOOIICHUSIMH.

Hacrpoiiku 6e3onacnoctu Ckaiin, ICQ u p. Cioco6s1 obecrieuenust 6€30macHOCTH BeO-
caira.

Kubepmnpectymienus. Buapl nuHTepHET-MOIIEHHUYECTBA (TUChMA, PEK-IamMa, 0X0Ta 3a
JUYHBIMH JTaHHBIMH U T.11.). OMTacCHOCTH MOOHIIbHOM CBsi3u. [IpeyioxkeHus Mo yCTaHOBKE
BPEJOHOCHBIX MPUIIOKECHUM.



11.

12.

13.

14.
15.
16.
17.
18.

Momenanueckue CMC. YTeuka u oOHapo10BaHUE JTUYHBIX JaHHBIX. [lom0op u mepexsar
apoJIeH.

B31oMbl akkayHTOB B COLMaIbHBIX ceTsAX. Buabl momennuyectBa B Miurepuere. GuimHr
(apmuHr). A3apTHBIC UTPHIL.

Jloxusie anTuBupychl. [lonMena cTpanull B uHTepHETE (CalThI-KJIOHBI). DajbIInBbIe
(haitio0OMEeHHUKH.

DIIeKTPOHHBIN KolIeneK. MOIEHHUYECTBO MPH pacpocTpaHeHuu «oecraTrHoro» [10.
Texnonornu Manunyiauposanus B urepHere.

Tb npu uHTEpHET-OOIIICHUH.

Tb npu peructpanuu Ha BeO-caiTax.

Komnerorepnoe nuparctBo. [Lnaruar.

Tema 4. IIpodaevmbl UHTEpHET-3aBUCUMOCTH, KHOEPOYJIJIMHT A

™=

25.

TexHuka 0e30macHOCTH NPU paboTe ¢ KOMIIBIOTEPOM.

Kommiprorep 1 MOOMIIBHBIE YCTPOMCTBA B UPE3BBIUANHBIX CUTYaLUsX.

Menununackas uHpopmauus B MurepHere. KommbroTepsl U MOOWJIbHBIE yCTpPOMCTBAa B
AKCTPEMAJIIBHBIX YCIOBUSIX.

Bo3szeiicTBre paanoBoiH Ha 310poBbe U okpyxatorryio cpeny (Wi-Fi, Bluetooth, GSM).
Kommuiekc ynpakHeHuil npu paboTe 3a KOMIIBIOTEPOM.

BozneiictBue Ha 3peHue OJIT, KUAKOKPUCTANIMYECKUX, CBETOIUONHBIX, MOHOXPOMHBIX
MOHMTOPOB.

KomneioTep B pexxumMe TpyJa U OTAbIXA.

BnusiHue koMnbroTepa Ha peNpOAYKTUBHYIO CUCTEMY.

Bpenubie ¢pakTopsl paboThl 32 KOMIIBIOTEPOM U UX HOCIEICTBHSL.

Opranuzanus pabouero Mecra

HuTepHeT-coo011ecTBo.

HNHTEepHEeT-3aBUCUMOCTb.

ConuanbHble ceTu. J[eTckue ColMaNbHbIE CETH.

BuprtyanpHas TM4HOCTS.

3aBucuMocCTh OT MIHTEepHET-001IeHH .

PazBneuenus B MuTepHere.

IIpu3Haky UrpoBOM 3aBUCUMOCTH.

CereBble UTpBI.

Caiitsl 3HaKoMcTB. 30K 1 KOMIBIOTED.

Bunei 3aBucumoctu. JlectpykrusHast uHopmanus B uTepHere.

Bunsl MHTEpHET-3aBUCUMOCTH.

KubepkynbTypa (MaccoBasi KyJlIbTypa B CETH) U JTUYHOCTb.

Kpurepun 3aBucuMOcTH (IPUOPUTETHOCTb, HM3MEHEHHUS HACTPOCHMS, TOJEPAHTHOCTb,
CUMIITOM pa3pbiBa, KOHQIIUKT, PELIU/IUB).

THMbl UHTEPHET-3aBUCUMOCTH (IIPUCTPACTHE K paboTe ¢ KOMIBIOTEPOM, K HABUTALUU U
MOMCKY MH(OpMAINK, UTPOMAHUS U AJIEKTPOHHbIE MOKYNKH, 3aBUCHMOCTb OT CETEBOTO
oOmIeHus).

Knaccudukanmst ”HTepHET-3aBUCUMOCTEH

Tema 5. Metoabl ooecnneuenust 6ezonacuoctT IIK u Unrepuera. Bupycsl 1 aHTUBUPYCHI

NS

IIpu3Haky 3apaxeHuss KOMIIbIOTEpA.

AHTHBHpYCHas 3allIUTa.

3amuTa Qaitnos. bezonacHoCTs Npy ckauyMBaHUM (PailyioB.

3amuTa NporpamMm U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOIMPOBAHUS.
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5. OpranuzalyoHHBIE, IOPUIWYECKHE, MPOTPaMMHBIE U MPOrpaMMHO-ANIApaTHbIE MEpPbI
3aLIUTHI.

6.  3amuTa nporpaMm U JaHHBIX C TOMOIIbIO APOJICH, TPOTPAMMHBIX U 3JIEKTPOHHBIX KIIIOUEH,
CepUITHBIX HOMEPOB, IIEPEHOCA B OHJIAIH U T.II.

7 Henepemerniaemble mporpaMmebi.

8.  3amwuTa OT KOMUPOBaHMS KOHTEHTA CalTa.

9.  HUcrounuku 3apaxkenus [1K.

10. AwntuBupycnoe [10, Bubl U Ha3HaYeHHE. METO/bI 3aIIUTHI OT BUPYCOB.

11. TIIpobGnembr OGe3omacHOCTH HHGPACTpyKTYphl MHTEepHeTa (IIPOTOKOJIBI MapIIPyTH3ALHH
CeTH, CHCTEMa JOMEHHBIX UMEH, CPEJCTBA MAPLIPYTH3ALUHU H T.11.).

12. TlIpomepka nmomanmuaHOCTH (ayTeHTU]UKanus) B IHTEpHETE.

13. Mepsi 6e3omacHocTH U1 onk3oBatens WikFi. Hactpoiika 6e3omacHOCTH.

14. Bupychl 11 MOOWIBHBIX YCTPOMCTB (MOOUIIbHBIE OAHKEPHI U IP. ).

15. Hactpoiika komnbroTepa it 6e30macHoi padoThl. OMMOKH MOIB30BaATES.

16. IlpocTble 1 TMHAMUYECKU U3MeHsIonecs napoiu. boprda ¢ yreukamu nHhopmanuu.

17. Cpencrsa xonTposs nocryna. [IpaBa nmons3oBareneir. CriocoObl pa3rpaHUYeHUs JOCTYIIA.

18. OTtinuus BUPYCOB U 3aKJIAJOK.

19. AwnTtuBupycHsie nporpammsl 1y [1IK: ckanepsl, peBU30pEI U Ap.

Kputepun onenkn:

Ol[eHKA «OTJIMYHO» BBICTABIISIETCS CTYACHTY, €CJIH OH MPOJEMOHCTPHPOBAI IOJTHOTY U TIyOUHY
3HaHUN IO BCEM BOIPOCAM, 3HAET OCHOBHBIE TEPMMHBI M0 KOHTPOJIMPYEMBIM TEMaM, BIlaJI€€T
3HAHUSMH 00 OCHOBHBIX OCOOCHHOCTSIX PEIICHUS 3a/1a4. YMEET IPUMEHSTh ITOTyYeHHbIE 3HAHUS JJ1s1
PpELEHNS] KOHKPETHBIX MPAKTUYECKUX 33/1a4.

OI[€HKA «XOPOII0» BHICTABIISETCS CTYACHTY, KOTOPBIA MPOJEMOHCTPUPOBAI MTOJIHOTY U IITyOHHY
3HaHMUU 10 BCEM BOIIPOCAM pas3jiefia, JOTHYHO U3J1araeT MaTepuall.

OlleHKA «Y/I0BJIETBOPHUTEJIBLHO» BBICTABISICTCA CTYACHTY, MPU HATUYUU Yy HEro 3HAHUU
OCHOBHBIX KaTErOpHM W TOHATHH MO TPEIMETy, YMEHHs JOCTaTOYHO T'PaMOTHO H3JIOKUTh
MaTepua.

OlIeHKAa «HEeY/0BJIETBOPUTEJbHO» BBICTABISAECTCS CTYJEHTY, KOTOPHI HE OCBOMJI OCHOBHOI'O
coliepKaHus TpeIMeTa, He BlajieeT 3SHAHUSAMHU JUCLIUTUIHHE.
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10.
11.
12.
13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24.

25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.

2. OueHoYHble MATepPHAJIBI VI IPOMEKYTOYHOH aTTeCTAllUM
2.1. [IpumepHbIii IepevYeHb BONPOCOB /IJIf 3a4eTa.

KoHcTuTylinoHHOE IIPaBo Ha MOUCK, MOJIyYE€HUE U pacIpOoCTpaHeHHue HH(DOPMALIHH.
®epnepanbubiit 3ak0H 0T 29.12.2010 Ne 436-D3 (pex. ot 28.07.2012) «O 3amure nereit ot
UH(pOpMaLIUK, IPUUUHSIOIEH Bpea UX 3/I0POBbIO U PAa3BUTUIO» (IEHCTBYET ¢ 1 ceHTsA0ps
2012 rona).

3amurTa rocyapcTBa 1 3alura KHoepnpocTpaHCTBa.

JlokTprHa MHPOPMALIMOHHOMN 6€30MacHOCTH.

KubepBoiicka. 3amura kKubepnpocTpaHCTBa Kak OHA U3 337a4 BOOPYKEHHBIX CHIL.
WNudopmanronnas BoviHa. THGpOpMaAIIMOHHOE OpYXKHE.

[TaTprnOTU3M U HHTEPHET.

WNudopmanronHoe Bo3/eicTBuIE.

bezonacHas pabota B ceTM B IIpolecce CETeBOM KOMMYHUKAlUM (4aTbl, (OPYMBI,
KOH(EpEHIINHU, CKAHII, COIUAIbHBIC CETH H TIp.).

[TpuMepsl 3THUECKUX HapylleHUH. 3HayeHHe CETEBOro ITHKETA.
CobcrBenHocTh B IHTEpHETE. ABTOPCKOE MPaBOo.
WuTemiekTyanbHast COOCTBEHHOCTb.

[TnatHas u 6ecrmataast uHGOpPMAIIHS.

NudopmanmonHoe 3akoHoAaTeIbCTBO PD.

[TpaBoBas oxpana nporpamm ansi OBM u BJI. Kommepueckoe I1O. becmiatnoe 110
(FreeWare, Free, Free GPL, Adware), ycnoBro-06ecrarnoe 10 (Trial, Shareware, Demo).
[TpaBoBbI€ OCHOBBI JUIs 3aILUTHI OT CIIaMa.

[lepcoHanbHble W OOLIENOCTYNHBIE JaHHbIE, OrPAHWYEHHBIH jocTym. 3akoH «O
NEPCOHAIBHBIX JTaHHBIX).

CereBoii atuker. [Icuxomnorus u cetsb

OmnutaiiH cepBHUCHI AJis1 O€30MACHOCTH 10JIb30BATENS B UHTEPHETE

3amuTa B MOMCKOBBIX cUcTeMax ((pUIBTPBI Ul OTPaHUYEHUS TOTEHIIUAIBHO OMACHOTO
COJIEPKUMOTO).

Busl nHTEpHET-MOIIEHHUYECTBA (TUCbMa, peK-J1aMa, 0X0Ta 33 IMYHBIMU JJAHHBIMH U
T.IL.).

OnacHocTu MOOMIIbHOM cBsi3U. [IpenokeHns o ycTaHOBKE BPEIOHOCHBIX MPUIIOKEHUH.
Buast momennuvectBa B Uutepuete. @umuHr (GpapMuHT).

A3apTHBIE UTPBI.

Jloxubie anTuBUpYCHL. [lonMeHa cTpaHull B UHTEpHETE (CaUThI-KJIOHBI). DabIINBbIE
¢baitnooOMeHHUKH.

DNeKTPOHHBIN Koliesnek. MoleHHu4ecTBO npu pacipocTpaneHun «oecraraoro» [10.
Wntepner-sTuker. [IpaBuia obmenus B UuTepHere.

OCHOBBI CETEBOI0 ITHKETA.

Ilepenncka B ceTu.

[IpaBuna noBeneHus B ckaie. @opym.

OO1eHne B CETH U €ro MOCIEICTBHSL.

Arpeccusi B CeTH.

AHOHUMHOCTb B CETH.

Bunel sTukera (JIMUHBIHN, 1€710BOM, MUCbMEHHBIN, AUCKYCCUOHHBIN U 11p.). Pasnuuus
ATHKETA B PA3HBIX CTPAHAX.

['uruena kommneroTEpA.

[Tosb3a 1 Bpen KOMIIBIOTEPHBIX HUTD.

TexHuka 6€30MaCHOCTH MpU PabOTE ¢ KOMIIBIOTEPOM.

KommnbroTep 1 MOOMIIbHBIE YCTPOICTBA B UpE3BBIYAHBIX CUTYaIUSX.
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38. Menununckas napopmanus B Tateprere. Kommnbiorepsl 1 MOOMIIBHBIE YCTPOHCTBA B
HKCTPEMATIBHBIX YCIIOBHSIX.

39. KommbroTep B peKuMe TPy/la U OTIIbIXA.

40. Bpennsie ¢pakToOpbl padOTHI 32 KOMITBIOTEPOM H UX MOCJICICTBUSI.

41. UHHTEepHET-3aBUCHUMOCTb.

42. CouuanbHble ceTd. JleTcKue ConranbHbIe CETH.

43. BuptyasibHas IUYHOCTD.

44. 3aBucumoctb 0T IHTEpHET-00LICHUS.

45. Paseneuenus B MaTepHeTe.

46. Ilpu3Haku UTPOBOM 3aBUCUMOCTH.

47. CereBble UTPHI.

48. Bwuapl 3aBucuMoctu. JlectpykruBHas nadopmarus B UaTepHere.

49. Bunbl MHTEpHET-3aBUCUMOCTH.

50. Tlcuxonormyeckoe Bo3AeicTBHE MH(DOPMAILIUY HA YEIOBEKa.

51. Kpurepuu 3aBUCUMOCTH (IPUOPUTETHOCTD, U3MEHEHHUS HACTPOCHHU S, TOJIEPAHTHOCT,
CHMIITOM pa3pbiBa, KOHQIIUKT, PELUINB).

52. Knaccudukanuys HHTEPHET-3aBUCUMOCTEH

53. Ilpu3Haku 3apa)keHUs] KOMITBIOTEPA.

54. AHTUBHpYCHAas 3aIUTa.

55. OpraHuzalyMoOHHBIE, IOPUIWYECKUE, MPOTPaMMHBIE U IPOrpPaMMHO-AINIAPATHBIE MEPbI
3aIUTHI.

56. 3amuTa mporpaMm U JaHHBIX C TOMOIIBIO MAPOJIEH, TPOTPAMMHBIX M SJICKTPOHHBIX KITIOYCH,
CEpUIHBIX HOMEPOB, EPEHOCca B OHJIAIH U T.1I.

57. AwntusupychHoe I10, Buabl 1 Ha3HaueHHE. MeTOABI 3alUTHI OT BUPYCOB.

58.  Mepsl 6e3omacHoctu i nonb3oBarens WiFi. Hactpoiika 6e3omacHoCTH.

59. Bupycsl 1st MOOMIIBHBIX YCTPOMCTB (MOOHMIBHBIE OaHKEPHI H JP.).

Kpurtepun onenkn:

- OLICHKA «3a4TE€HO» BBICTABJIAETCS CTYAEHTY, €CIIU OH IIPOAEMOHCTPUPOBAI JOCTATOYHO IOJTHOE
3HQHUe MaTepuana, MPOAEMOHCTPUPOBAN 3HAHUE OCHOBHBIX TEOPETHUYECKHUX IOHSITHIA;
JIOCTAaTOYHO IIOCJIEJOBATEIbHO, TIPAMOTHO M JIOTUYECKH CTPOMHO H3JIOKWI MaTepua;
IPOIEMOHCTPUPOBAJ yMeHUe OPUEHTUPOBATHCS B JUTEpaType MO MpodjIeMaTuKe AUCLUUIUINHBL,
Yymeem CAeNaTh JOCTATOYHO 0OOCHOBAaHHBIE BBIBOJIBI 10 U3JIara€MOMy MaTepHUaly.

- OLICHKA «HE 3a4TE€HO» BBICTABIIECTCS B Clydyae HE3HAHUS 3HAUUTEIBbHOW 4aCTU IPOrPaMMHOIO
Martcpurajia; HC BJIAACHUA MOHSATHUHBIM arrmnapaToM AUCHUILIMHBI, CYIIECTBCHHBIX OIINOOK npu
U3JI0KEHNU y4eOHOro Marepuana; HEyMEHHUs CTPOUTh OTBET B COOTBETCTBUHU CO CTPYKTYpOH
U3J1araéMoro BOIIPOCa; HEYMEHUS JIe/1aTh BbIBOABI [10 M3JIara€MOMY MaTepuay.
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