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1.1. 1. Heanb u 3aga4M U CHUTITTHHBI

[emstMu OCBOCHWMSI TUCITUIUIMHBI SIBIISIOTCS: (DOPMHUPOBAHUE TICIIOCTHOTO TIPEACTABICHUS
O pOJIM COBPEMEHHOTO KHOEpmpOCTpaHCTBA B 00pa3oBaTelNbHOW cpele W TelarornyecKoi
NCATEILHOCTH;  (DOPMHUPOBAHWE CHUCTEMBbI 3HAHWH, YMEHUH W HABBIKOB ]IS OOECIICUCHHUS
KrOepOe30nacHOCTH CBOEH npodeccHoHaIbHON ASSITETEHOCTH.

3aaun TUCIUIIINHBIL:

- dbopmupoBaHue 00IUX TPEACTaBIEHHUS O 0e30macHOCTH B WHGOPMAIIOHHOM

00IIIECTBE;

- U3ydyeHrne OOLMX MPHUHIMIIOB TEXHOJIOTWH, MPUMEHSIEMbIX B HHPOPMAIMOHHOM
0€30I1aCHOCTH;

— dbopMupoBaHUEe YMEHHs TPHUMEHSTH NpaBmia KuOepOe3omacHOCTH BO Bcex cdepax
JeSITETTbHOCTH;

- OCBOCHHME 3HAHMH, COCTABIAIONIMX Hayaja MpeAcTaBiIeHUd 00 HH(OpMAIMOHHOMN
KapTUHE MUpPa U HHPOPMAIIMOHHBIX IIpOIEccax;

- OBJIQZICHUE YMEHHEM MCIOJIb30BaTh KOMIBIOTEPHYK) TEXHHKY KaK IPAKTHYECKHUH
MHCTPYMEHT i1 paboThl ¢ MH(POpMAIel B TOBCEAHEBHOM KHU3HH;

—  pa3BUTHE HAaBBIKOB OPUEHTHPOBAHUS B MHPOPMAIIMOHHBIX MTOTOKAX.

1.2. 2. MecTo iMCOMIVIMHBI B CTPYKTYpe 00pa30BaTe/IbHOI MPOrpaMMbl

Hucrtunnuna «KnbepOe30macHOCTh» OTHOCHTCS K BapuaTUBHOM dactu bioka 1, siisieTcst
JTUCLUIUIMHON 1O BBIOODY.

Jlns ocBoeHus: yueOHOro MaTepuaia MO JUCIHUIUIMHE HCHOJIb3YIOTCS 3HAHUS, YMEHHS,
HaBBIKM, C(HOPMHUPOBAHHBIE MPEAUIECTBYIOIUMH AUcCHUIUIMHAMU: MH}opMaTnka (IIKOIBHBINA
Kypc), Texnonoruu nugppoBoro oopa3oBaHusl.

3HaHUs, YMEHHUs, HaBBIKM, CQOPMUPOBAHHBIE B MPOLECCE H3YYCHUS JAUCHUILTUHBI
HEOOXOUMBI JUIsl TPOXOXKJEHUS Y4eOHOM M TNPOU3BOJICTBEHHOW TMPAKTUK, MOATOTOBKH K
rOCyIapCTBEHHON UTOTOBOM aTTECTALMH.

1.3. 3. [Llinianupyemble pe3yabTaThbl 00y4eHUs M0 JUCHHUIIHHE

Kon n Kox u HanmenoBanmue
Pe3yabTarsl 00yueHust
HAUMEHOBaHMe HHIMKATOPA 10CTHKEHUS
10 AUCHMIIHHE
KOMIIETEeHIIUH KOMIIeTEHIIN U
Ynueepcanvnvie komnemenyuu
YK-I1. YK-1.1 - 3HAaeT TOPANOK  OIpPENCIICHUs
Crniocoben JleMoHCTpHUpYET 3HaHKE HUCTOYHUKOB HMH(pOpMalMH, TOPSIOK
OCYLIECTBIIATH 0COOEHHOCTEH CUCTEMHOIO U | MOJMYYEHHS JJOCTYIIA K HUM.
MOWCK, KPUTUICCKUH | KPUTHUECKOTO MBIIIICHNS, - 3HaeT METOAbl  ONHCAaHUA U
aHaM3 MW  CHUHTE3 | apryMEHTHPOBAHHO bopmanuzanu MOy YEHHOM
uH(popManuuy, dbopmupyet coOCTBEHHOE uHbOpMaIIH.
IPUMEHSTh CYXJICHHE U OLIEHKY - 3HaeT crnocoObl  BepUpUKALHMH
CUCTEMHBIH MOAXo[ | HH(GOpMaIUH, IPUHUMAET nojyyaeMoi nHpopMaIuu.
TUISL pelieHust | 000CHOBaHHOE PELICHHUE. - 3HAeT MPHUHLIMUIBI  CHCTEMHOIO
MOCTaBJICHHBIX 3a]1a4 MOJX0/1a.
- crocoOeH BbIpaldaThIBaTh CTPATETUIO
NEeUCTBUIT Ha OCHOBE CHCTEMHOTO
MOAXO/a MCIOJB3Ys 00paboTaHHYIO
MOJYy4YEHHYI0 HH(pOpMaLIUIO.
YK-1.2 - C1I0CcO0OEH MPOBECTU aHAJIH3
[IpumeHsieT JoruyeckKue nH(}OpMaIu TpeIMeTHOM 00macTu
(hOpMBI U TIPOLIEAYPHI, noytyueHHoi ¢ ucnonb3zoBanueM NUKT.
crocobeH K pedrekcuu 1mo - 3HAET OCHOBBI 00PaOOTKHU
MIOBOY COOCTBEHHOMU U Uyk0il | mHpopManuu B mpodheccHoHAIbHON




MBICITUTEIbHOM ACATCIIbHOCTH.

cepsr;

- CIIOCOOEH TPOBECTH BHIOOD
HEoOXxoIuMol HH(pOpMaIH
MIPEMETHOM 00JIaCTH C
ucnonb3oBanueMm [1K u nakero
MPUKIIATHBIX TPOTPaMM.

yMeeT TMOJy4aTh HOBBIC 3HAHUS Ha
OCHOBE aHanMza u CUHTE3a
uHpOpMaluy; coduparb M 0000IIATH
JaHHblE 10 HayyHbIM MpoldiieMawm,
OTHOCSIIMMCST K TPO¢eCCHOHATBHOM
obnacty;

OCYIIECTBIATh TOUCK HH(OpPMALUU H
MPUMEHATh CHUCTEMHBIM TOAXOA IS

pemicHusd IIOCTaBJICHHBIX 3aJ1a4,
ONpECaAcCIIATh n OLICHUBATh
MPAKTHYCCKUC MMOCICACTBUA

BO3MOXXHBIX peHIeHI/Iﬁ 3aaa4u.

YK-1.3.

AHanu3upyeT HCTOUHUKU
UH(POPMAITUH C TETBI0
BBISIBJICHHSI X IPOTUBOPEUUIA
¥ TIOMCKA JIOCTOBEPHBIX
CYXKJICHUH.

BJIQJICET HABBIKAMHU HCCIICJIOBAHUS
npo0Oiem npodecCuoHaTbHON
JIESITEIIBHOCTHU C IPUMEHEHHEM
aHalm3a, CUHTE3a U JIPYTHX METOJO0B
WHTEIJICKTYaTbHON ACSITETLHOCTH;
BBISIBJICHHSI HAYYHBIX TPOOJIEM H
WCTIONB30BaHUS aJICKBATHBIX
METOJIOB JUISL UX PELICHHUS;
bopMyTHpPOBAHHS OIEHOYHBIX
CY)KIICHHI TIPU PEIICHUN
podecCHOHANBHBIX 33]1a4.

VK-8.

CnocobeH co3gaBarh
U TIONJEPXUBaTh B
IMOBCEIHEBHOM
JKU3HH H B
npodeccuoHaNbHOM
IEeITEIbHOCTH
0e30IacHbIE
YCIIOBHS
JKH3HENCATCIIHbHOCTH
TS COXpaHEHUS
MPUPOTHOU  CPEIbl,
obecneueHus
YCTOMYUBOTO
pa3BuTHs 0OIIECTBa,
B TOM 4YHCJIEC TIpHU
yrpose u
BO3HUKHOBEHHH
Ype3BBIYATHBIX
CUTyallun "
BOEHHBIX
KOH(JIMKTOB

YK-8.1

OnenuBaer (axkTopbl pHUCKa,
yMmeeT o0ecrednBarh JIMYHYIO
6e30macHOCTh U 0E30IaCHOCTh

CriocoOeH co3aBarh U MoJICPKUBATh
HE0OXO/IMMbIE YCJIOBHS 0€30MMaCHOCTH
JUTS yYaCTHUKOB 00pa30BaTeIbHOTO
npoliecca 1 JIMYHOM 6e30MacHoCTH.

OKPY)KaIOIIUX B | BraneeT HaBbIKaMu OIleHUBAHUS,
MOBCCTHEBHON JKM3HH U B | (DAKTOPOB pHCKA, U OOCCIICUCHUS
npohecCHOHATBHOMN JIMYHOM 0€30IMaCHOCTH U O€30MMacHOCTH
IESITETLHOCTH. YY4aCTHUKOB 00pa30BaTeILHOTO
porecca.
VK-8.2 3HaeT OCHOBHBIE METOALI CO3AAHUS U
3HaeT W MOXKET MPUMEHSTH | MOJACPKAHUS B IOBCEAHEBHOU KU3HU
METOIEI 3aIUTHI B | ¥ Ipo(heCCHOHANTBHOM JeITeTLHOCTH
Ype3BBIYAHHBIX CUTYalUSAX WB | YCIOBHUI B UPE3BBIYAHBIX CUTYAIIHSIX.
YCIIOBUSAX BOCHHBIX | [I[prMeHseT Ha MPaKTUKE METOIBI
KOH()JIUKTOB, (dbopMHpYET | 3aIUTHI B UpE3BBIYAMHBIX CHTYaIUIX,

KyaeTypy  Oe3omacHoro u
OTBETCTBEHHOTO MMOBEICHUS.

JIOHECTH TIPUHIIHITBI KYJTBTYPBI
0€301acHOTO U OTBETCTBEHHOTO
MOBEJICHUST 00yJIacMBbIX.

CnocobeH 00y4nTh HaBBIKAM CO3/IaHUS
Y TIO/IJICP’KaHUS B TIOBCETHEBHOM
KU3HU U IPOPECCHOHATLHON
JESITEIIBHOCTH HEOOXOIUMBIX yCIIOBUHN
JUIsSL OTBETCTBEHHOTO TIOBEICHUS




| 0GyuaeMbIx.

1.4. 4. O0beM y4eOHOM TMCHUIJIMHBI M BUIbI y4eOHO padoThI
OOmast TPyIOEMKOCTh JTUCIUIUIMHBI COCTaBIsieT 2 3adeTHble equHuIbl (72 dYaca),

BKJIFO4as MpOMEXKYTOUYHYIO aTTCCTAllUIO.

Bun yue6HO# paboTh Bcero yacos CeMGSCTpH

. Bcero: 36 36

E Jlexuuu (Jlex) 16 16

£ 2 | IIpakrudeckue 3aHATUS (B T.4. CEMHHAPHI)

s 2 20 20

= (ITp/Cem)

S Jlaboparopusie 3anatus (JI1ad)

WuauBuayansablie 3ausatus (13)
<
E E | 3auer, 3aueT ¢ oueHkol, sk3amen (KITA) 0,3 0,3
=

E =

>

£ § Koncynbranus k sx3ameny (Konc)

= E

I% 2 Kypcosas pabora (Kp)
CamocrosTenbHas pabota ctyaeHToB (CP) 35,7 35,7
ITonroroBka k sk3ameny (KoHTposb)
Bua npomexxyTouHO# arTectaun 3a4eT 3a4€T
O0mas TpyroeMKoCTh (110 M1aHy) 72 72

1.5. 5. Conepikanme IMCHUILIHHBI 110 pa3jiesiaM (TeMaM) ¥ BUAAM 3aHATHH
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Cemectp 5
Kubepbe3zonacHOCTh B cuctemMe ) 4 4 10 VK-1 Hoxnan
HaMOHAILHON Oe3omacHocTd PO YK-8 | cobecenoamue
Kubeprnpectymienus npoTus 5 4 6 1 YK-1 AOKJIaN
JUYHOCTH, OOIIECTBA M TOCYIAPCTBA YK-8 | cobecenoamue
CoBpeMeHHOe KHOepIIPOCTPAHCTBO VK-1 JOKIIa
TexHnuka 6€30I1aCHOCTH B 4 4 8 16 | YK-8 cobecenoBanue
KHOEPIPOCTPAHCTBE
[Tpo6aembr MHTEpHET-3aBHCUMOCTH, 4 4 8 16 YK-1 O WED
KI/I6ep6yJ'IJ'II/IHFa VK-8 CO6CCGHOB3HI/IC
MeTtonasl obecrieuenunst oe3omacHoct 11K VK-1 JOKIIaz
u Mnrepuera. Bupycsl 1 aHTUBUPYChI 4 4 97 | 17,7 | VK-8 reer
cobecenoBanue
dopma NpOMEKYTOUHOM aTTECTALUU 03 cobecenosanne
(3auer) ’
Bcero 3a cemecTp: | 16 20 357 | 72




[Tnanel mpoBeneHUs Y4eOHBIX 3aHATUH OTPaXXEHbl B METOAMYECKHX Marepuajax
(ITpunoxenue 1.).

1.6. 6. KonTpoJsb KayecTBa 0CBOEHUS AUCHUNIMHBI

KoHTponp kadecTBa OCBOGHHMsS Y4eOHOTO MaTepHuaja MO JUCHUIUIMHE MPOBOAUTCS B
(dopMe TEKyIIEero KOHTPOJIS YCIIEBAEMOCTH M NMPOMEXKYTOUHOW aTTECTAIllMM B COOTBETCTBUU C
«IlonoxxenueM o Qopmax, MEPUOAUYHOCTH U MOPSJIKE TEKYLIEro KOHTPOJS YCIEBAaEMOCTU U
IPOMEXYTOYHOH arTectanuu odyyatomuxcs B 'bOY BO CI'TIN u ero ¢unumanax».

Jns arrectanuu 0OydaroOIIMXCS HA COOTBETCTBHE HMX HEPCOHAIBHBIX JOCTHKEHUIN
TpeOOBaHUAM 00pa30BaTENIbHOI MPOrpPaMMBbI UCIIONB3YIOTCS OLEHOYHBIE MaTepHalibl TEKYILEro

KOHTPOJISl YCIIEBaEMOCTH U IpoMexxyTouHoi artectauuit (IIpunoxenue 2).

YpoBeHb C(hOPMHPOBAHHOCTH KOMIIETEHIIUU
se chopMEpoBAHA cpopmupoBana copmupoBana copmupoBana
YACTHYHO B 11eJIOM NOJHOCTBIO
«He 3auTeHo» «3auTeHo»
«HeyHOB‘]:fOT:Op"Teﬂb «Y10BJIETBOPUTEJIbHO) «Xopouioy» «OTINYHO»
Onucanue KpuTepues OLCHMBAHUSA

OO6yuaromuiics Oo0yuatomuiics OO6yuaromuiics Ooyuatomuiics
JEMOHCTPHUPYET: JEMOHCTPHUPYET: JEMOHCTPHUPYET: JEMOHCTPUPYET:
- CYILIECTBEHHbIE - 3HaHUS - 3HaHHE U - IIyOoKwue,
npoOenbl B 3HAHUAX | TEOPETUYECKOTO IIOHMMAaHHE BCECTOPOHHHE U
y4eOHOro MaTepuana; | MaTepuaia; OCHOBHBIX apryMEHTHUPOBaHHbIE
- JIOIIyCKaIOTCs - HEIIOJIHBIE OTBETHI HA | BOIIPOCOB 3HaHHUA
IPUHLNIIHAAIbHBIE OCHOBHBIE BOITPOCHI, KOHTPOJMPYEMOIO | MIPOTPAMMHOI0
OLIMOKM IIPU OTBETE | OLIMOKH B OTBETE, o0beMa MaTepuana;
Ha OCHOBHBIE HEJ0CTaTOYHOE IIPOrPaMMHOTO - TIOJIHOE TIOHUMaHUe
BOIPOCHI OuiieTa, MIOHMMAHHE CYIIHOCTH | Marepuaa; CYIIHOCTH U
OTCYTCTBYET 3HAaHME | M3JIaraeMbIX BOIPOCOB; | - TBEP/bIE 3HAHUSI | B3aMMOCBSI3U
Y TIOHUMaHue - HEYBEPEHHBIE U TEOPETUUECKOTO paccMaTpuBacMbIX
OCHOBHBIX ITOHSTHI U | HETOYHBIE OTBETHI HA Marepuana. IIPOLIECCOB U
KaTeropuit; JIOTIOJIHUTENIbHBIE - CHOCOOHOCTD ABJICHUH, TOUHOE
- HEIIOHMMaHNe BOIIPOCHI; yCTaHaBJINBaTh U 3HaHHE OCHOBHBIX
CYLIHOCTH - HEJJOCTaTOYHOE OOBSICHATH CBSI3b MOHATHH B paMKax
JIOTIOJTHUTEIbHBIX BJIa/ICHUE JINTEPATypOH, | MPAKTUKU U 00Ccy)KIaeMbIX
BOIIPOCOB B paMKax PEKOMEHI0BaHHOU TEOpUH, BBIABIATE | 3aJaHHM;
3aaHuil OUJIeTa; IIpOrpaMMmon IIPOTUBOPEYHS], - CII0COOHOCTh
- OTCYTCTBUE YMEHUS | NUCLUIUIVHBI; po0IeMbl U YCTaHaBJINBATh U
BBIIIOJIHATH - ymeHue 6e3 rpyOnIx TEHJICHIIUH OOBSICHATH CBSI3b
IIPAKTHUYECKUE oKOOK peraTh pa3BUTHS; IIPAKTUKHU U TEOPHUU;
3a/1aHus, MIPAKTUYECKHE 3a/1aHUS. | - IPaBUJIbHBIE U - JIOTUYECKHU
IIPEyCMOTPEHHBIE KOHKpETHBIE, 0€3 IIOCJIEZIOBATEIILHEIE,
IpOrpaMMoit rpyOBIX OIIUOOK, cofiepXaTeJbHbIe,
JUCLUILINHBL, OTBETHI HA KOHKDETHBIE U
- OTCYTCTBHUE IIOCTaBJICHHBIE MCUEPIBIBAIOLINE




TOTOBHOCTH BOITPOCHI; OTBETHI HA BCE

(cmocoGHOCTH) K - YMEHHUE peliarh 3a/laHus OuseTa, a

JUCKYCCUU U HU3Kas MPaKTUYECKHE TaKxKe

CTEIEHb 3a/1aHUs], KOTOPBIE | JTOTIOJHUTEIbHBIC

KOHTaKTHOCTH. cienyer BOIPOCHI
BBIIIOJIHUTB; 9K3aMEHaTopa;
- BJIaJICHUE - YMEHUE peliarh
OCHOBHOM MPAKTUYECKUE
JIUTEPATyPOU, 3a7aHusd;
PEKOMEHJIOBAHHOM | - HAIMYKE
porpamMmmoit COOCTBEHHOM
JVCLUTIINHBI; 000CHOBaHHOMN
Bo3MoxHBI MO3ULIUH 110
HE3HAYUTEIbHbIC o0cyXIaeMbIM
HETOYHOCTH B BOIIPOCAaM;
PaCKpBITHH - cBoOO/IHOE
OTJIEJIbHBIX UCIIOJIb30BaHUE B
MTOJIOXKEHH OTBETaX Ha BOIIPOCHI
BOIIPOCOB OWjIeTa, | MarepuasoB
MIPUCYTCTBYET PEKOMEHI0BAaHHON
HEYBEPEHHOCTD B OCHOBHOM U
OTBETax Ha JIOTIOJTHUTEIBbHOU
JIOTIOJTHUTEJIbHBIE JUTEPATypBhIL.
BOIIPOCHL.

1.7.

1.8. 7. YueOHo-MeToau4ueckoe odecneyeHue JUCIHUIIINHBI

Y4eOHO-MeToAMYeCKoe O0ECICYCHNE AMCIUIUIMHBI BKIIIOYAET pPadodyr0 MHporpaMMmy
JTUCIUIUTAHBI, METOAMYECKHE MaTepUabl, OLIEHOUYHBIC MAaTCPUAITBI.

[TonHBIN KOMIUIEKT METOJUYECKUX JOKYMEHTOB paszMeleH Ha DMOC dunuana CI'TIN B
r. 2Kene3HoBOICKE.

Y4aeOHO-MeToauYecKoe  O0SCIICYeHHE  CaMOCTOATENBHOW  paboThl  OO0yYarOIIHXCsI
BKIIIOYAET: Y4YeOHHMKH, Y4eOHbIE TIOCOOMS, DIEKTPOHHBIE OOpPa30BATENBHBIE PECYPCHI,
METOIMYECKHE MaTepHalIbl.

CamocrosarenbHass ~ pabota  oOywaromuxcsi — siBisieTcss  (opmoil  opraHu3auu
00pa3oBarebHOTO Tpolecca MO JUCHUILIMHE M BKJIIOYACT CICHYIOIINE BUIBI JESITEIHHOCTH:
nouck (mombop) M 0030p HayuyHOW M Y4YEOHOH JUTEpaTypbl, SJIEKTPOHHBIX HCTOYHHKOB
MHPOPMAIIUH TI0 U3y4aeMOU TeMe; paboTa ¢ KOHCIIEKTOM JICKIIUH, 3JICKTPOHHBIM YYEOHHKOM, CO
CIIOBApSIMH U CIIPABOYHHKAMH, HOPMATHBHBIMU JOKYMEHTAMH, apPXUBHBIMHU H JIP. UCTOYHHKAMH
uHpOpManuu (KOHCIIEKTHPOBAHUE); COCTABICHHE IUIaHA W TE3UCOB OTBETA; IIOATOTOBKA
coobmenust (pedepara); cobecemoBaHue; TMPE3CHTAIMU; BBHIMOTHCHUE WHINBUIYATbHBIX
3aJJaHHUi; TIOATOTOBKA K MIPAKTUYECKUM 3aHSATHSIM U JIP.; TOJITOTOBKA K 3a4€TYy.

8. IlepeueHb OCHOBHOW M IONOJTHUTEJIbHOM Y4eOHOM JIMTEPATypPbI
1.9.
1.10. Ocroenas numepamypa:
1. Jlocs, A. b. Kpunrorpadguueckue METOIBI 3aIUTH HHPOPMAIUH [T U3yYarOIINX
KOMIIBIOTEPHYIO Oe30macHOCTh : yueOHuk /1 By30B / A. b. Jlocs, A. FO. Hecrepenko,
M. U. PoxkoB. — 2-e u3zz., ucup. — Mocksa : M3narensctBo FOpaiit, 2022. — 473 ¢. —
(Bricmiee oopazoBanue). — ISBN 978-5-534-12474-3. — TekcT : 2IEKTPOHHBIH //
ObpazoBarenpHas iatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/489242
2. borynsckas, H. A. Mozaenu 6e3011acHOCTH KOMITBIOTEPHBIX CUCTEM : ydeOHOe Tmocobue /



https://urait.ru/bcode/489242

H. A. borynbckast, M. M. KyuepoB. — Kpachnosipck : CDY, 2019. — 206 ¢. — ISBN 978-
5-7638-4008-7. — TekcT : neKTpOHHBIH // JlaHb : 31eKTpOHHO-OMOIMOTeYHas cUCcTEMA.
— URL.: https://e.lanbook.com/book/157578

1.11. Jlononnumenvuas numepamypa.
1.12.

. Jleontnes, A. C. 3ammura undopmanuu : yaebnoe mocodue / A. C. JIeoHTbEB. —

Mocksa : PTY MUPDA, 2021. — 79 ¢. — TekcT : anekTpoHHbIN // JIaHb : 2IIeKTpOHHO-
6ubnuoreynas cuctema. — URL: https://e.lanbook.com/book/182491
[Tyrun, B. B. 3amura nadopmanuu B KOMIBIOTEPHBIX HH()OPMAIIMOHHBIX CUCTEMAX :
yuebHoe nocobue / B. B. Ilyrun, E. 0. I'onyOnuuas, C. A. Jlabaga. — Camapa :
[I'YTHU, 2018. — 119 ¢. — TekcT : nmeKTpoHHBIH // JIaHb : 37EeKTPOHHO-OMOIHOTEUHAS
cucrema. — URL: https://e.lanbook.com/book/182299
Kupnuek, Kcenust AnexcanapoBna , Kak obecnieunts HHOOPMAITMOHHYIO 3aIUTY
aBTOpckux mpas? Meroauueckue pekomenaanun / K.A. Kupeuek, O.B. Ilenux, A.C.
Penpanos, B.C. Touckun — CraBponosis : n3a-so « Tumuenko O.IW». 2020.- 51 c.
bubapcosa I'111. [IpaBoBoe oOecnieueHre MHPOPMAITMOHHBIX TEXHOJOTHI: YueOHOe
nocobwue.- Craspomnonb: CI'TIN, 2010.- 100 c.
dopMupoBaHre HHPOPMAITMOHHONW THTHEHbI y OyIyIIUX MeJaroros: yuebHoe nocoodue /
Bypnakosa U.C., Curak JI.A, u np. Mocksa, 2020.- 3uanue —M- 80 c.
Touckun B.C. u n1p. UnpopmannoHHble TeXHOJIOTMK Oe30nacHasi o0pa3oBareibHas
cpena B oomecTBe X XI Beka — yunrensm nundpopmaruku: yuedHoe nocodue / B,C.
Touckun, B.B. Kpacunsaukos, O.B. Ilenux.- Ctasponoins: M3a-Bo «Tumuenko O.10y,
2021. - 121 c.

1.13.

1.14. Unmepnem-pecypcul:

JIeKTPOHHbIE OUOJIMOTEYHbIE CHCTEMbI

Ne Haumenosanue Anpec caiita

/11

1. ObC «IOpaiit» WWWw.urait.ru

2. OBbC «IOpaiit» WWw.urait.ru
(paznen «JlereHgapHpIe KHUTH)

3. DJIEKTPOHHO-OMOMHOTeUHas cucTeMa «JIaHb http://e.lanbook.com/

JJIeKTPOHHBIE 00pa3oBaTebHbIe pecypchl

Ne HaumeHnoBanue Anpec caiita

n/n

1. OBbC «Ilegarornyeckas 6uOIMOTEKA http://pedlib.ru

2. Hayunas snexkrponnast Oubanoreka https://elibrary.ru

3. Hay4nas snexrponHas OubaroTexa https://cyberleninka.ru/
«KubeprneHunkay

4. bubnmnoreka akagemuu Hayk (BAH). Pecypcer http://www.rasl.ru/e_resours/
OTKPBITOTO JIOCTYyTa resursy_otkrytogo dostupa.php

5. CroBapu ¥ SHIMKJIONIEC AN https://dic.academic.ru

6. [lemarorngeckast Mactepckas «IlepBoe https://fond.1sept.ru
CEHTSOPS»

7. Hanumonanenas miardopma «OTKpbITOE https://openedu.ru
00pazoBaHHE)

8. [Topran «Ennnas xomiekuus nudpoBbIx http://school-collection.edu.ru
00pa30BaTeIbHBIX PECYPCOBY

9. Poccutiickoe oOpa3zoBanue. denepanbHbIil http://edu.ru
nopTat
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http://school-collection.edu.ru/
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https://e.lanbook.com/book/182299
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https://e.lanbook.com/book/157578

10. | Ilopran ®@enepanbHbIX TOCYAAPCTBEHHBIX http://fgosvo.ru
00pa3oBaTeNbHBIX CTAHAAPTOB BBICIIETO

00pa3oBaHMs

11. | TTopran npoekra «CoBpemMeHHas 1uppoBast https://online.edu.ru
oOpasoBarenbHas cpena B POy

12. | Iludporas obpaszoBarenpHas miardopma https://media.prosv.ru/

«Media» (LECTA), I'K «IIpocBernienue»

9. MarepuaibHO-TEXHMYECKOe o0ecreuyeHue TUCIUIIMHBI

3aHATUSA, TEKYyLIM KOHTPOJIb YCIIEBAEMOCTHM M MPOMEXKYTOUHAs arTecTalus 1o
TUCIUTUIMHE TPOBOIATCS B YUEOHBIX ayJUTOPHUSAX, YKOMIUIEKTOBAHHBIX THUIIOBOW MEOENbIO NSt
oOyyaroruxcs u npenonasarens. [1o 3asBke ycTaHaBIUBaeTCs MOOWIBHBIN KOMILUIEKT (HOYTOYK,
IIPOEKTOP, IKPaH, KOJIOHKH).

[Tomemenust s caMOCTOATEIBHONW PabOThl 0OYdYaIOIIUXCS OCHAIICHBI KOMITBIOTEPHON
TEXHUKOW C TOAKIIOYCHHEM K ceTh MHTepHeT m oOecredeHbl TOCTYIOM B 3JICKTPOHHYIO
nH(GOPMAITMOHHO-00pa30BaTeNbHYIO Cpely By3a.

KomnsrorepHoe o0opymoBaHHE OCHAIEHO KOMIUICKTOM JIMIIEH3MOHHOTO W CBOOOHO
pacmpoCTpaHIeMOro MPOrpaMMHOTO OOECIIEUeHHsI, B TOM YUCIIE OTE€YECTBEHHOTO IPOU3BOICTBA!

1. ITakeTs! nporpaMMHOTO obecneueHus O6IJ_ICFO Ha3HA4YCHUA (BOSMO)KHLI clIieayromue
BapuaHThl: «MoiOducy, «MicrosoftOfficen, «LibreOffice», «ApacheOpenOfficey).

2. Tpunoxenue, MO3BONSIONIEE TIPOCMATPHBATh ¥ BOCIPOM3BOIUTH MeaHakoHTeHT PDF-(aiinon
«Sumatra PDF Reader», «AdobeAcrobatReaderDC».

3. [IpunoxxeHne, NO3BONAIONIEE CKAHUPOBATh W PACIIO3HABATh TEKCTOBBIE JOKYMEHTBI
(Bo3moxHHI cnenyromue BapuaHTel: «KABBY YFineReader», « WinScan2PDF»).

4. TIporpamma-daiioBelii  apxuBatop (BO3MOXHBI ~CIEAYIONIME BAPHAHTHL:  «7-Zip»,
«WinRARY).

5. IporpamMma Amsl OPTraHM3AIMM M TIPOBENEHHS TECTUPOBAHHSA (BO3MOXKHBI CIIETYIOLIHE
BapUaHTHL: «AHpen», «MytestX»).

6. TIporpamMma mpoCMOTpa HHTEPHET-KOHTEHTA (6pay3ep) (BOSMOXKEH CIEIYIOIHi BapHAHT:
«Yandex»).
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2. Ilpuaoxenue 1

MeTtoguyeckne MaTepuaJibl 0 JMCHUILINHE
« Kubepoe3zonacHocTb»

1. ILmanbl MNPaAKTUICCKUX paﬁoT H METOANYIECCKUE PEKOMECHAAIIUN

Tema 1. Kubep06e30macHOCTh B CHCTEME HaIlMOHATIBHOU Oe30macHocTH PD

IIpakTnyeckoe 3ansaTue 1.1.

Bompocsr mst o6cysxnenus:

1.

AT

['ocynapcTBeHHast MOTUTHKA B 00J1aCTH KHOEPOE30MaCHOCTH KOMITBIOTEPHBIM aTrakaM oT 15
sHBapsa 2013 .

VYronosuslii kogeke P@, paznen «IIpectymienns B cepe KOMIBIOTEPHOH HHPOPMALIUN.
3amura kubepnpocTpaHcTsa rocyaapctsoM. Kubeppoiina.

[TpaBo Ha nadpopmanmo B Koncturyuu PO.

3amura rocyapcTBa 1 3alura KuoepnpocTpaHcTBa.

JlokTpuHa nH(POPMAIIMOHHOH 0€30MaCHOCTH.

IIpakTnyeckoe 3ansaTue 1.2.

Bormpocsr 115 o0cyxeHus

1.

SARNANE el

Kubepgoiicka. 3amuTa KHOeprnpocTpaHCTBa KaK O/IHA U3 3a/1a4 BOOPY>KEHHBIX CHII.
HNudopmarnmonnas BoitHa. MHGOpMaIMOHHOE OpYyKHE.

ITaTpnoTH3M U UHTEPHET.

NudopmarmonHoe Bo3IeHCTBHE.

Boennasi, rocynapcTBeHHas1, KOMMeEpUYECKas TalHa.

3amuTa caiiToB roCyIapCTBEHHBIX OPTraHOB (JIEKTPOHHOE MPABUTEILCTBO).

Tema 2. KubepnpecrynjieHusi IPOTUB JUYHOCTH, 001IECTBA M TOCYIapCTBA

IIpakTnyeckoe 3ansaTue 2.1.

Bormpocsr 115 o0cyxneHus

1.
2.

[98)

ORI N R

PeanpHas u BUpTyanbHASI TUIHOCTD.

[Tcuxonornyeckas ooctaHoBka B MHTepHeTe: rpuduHr, kubepOy/uIHHT, KUOEPMOOOHHT,
TPOJUIUHT, OyJUTAIHI.

besomnacnas pabora B ceTh B Mpolecce CETEeBOM KOMMYHUKAIMU (Yarbl, (OPYMBI,
KOH(EpEeHIIUH, CKAII, COLMATbHbBIE CETH U TIP.).

TepMHHBI CETEBOTO 3TUKETA: OBEPKBOTHUHT, (uieiim, ¢y, ohdronuk, cMaliaInuKy U JIp.
[Ipumepsl 3THUECKUX HAPYLIEHUH. 3HAYEHUE CETEBOIO ATUKETA.

Cob6cTBenHocTh B IHTEpHETE. ABTOPCKOE TIPABO.

WuTemiektyanabHas COOCTBEHHOCTb.

[TnatHas u 6ecruiatHas nHOpMaIus.

3ammra mpaB MoTpeduTeNel MpH HUCIONb30BaHMM Yyciuyr MHTepHer. 3ammura mnpaB
noTpeduTenelt yciuyr nposaiaepa.

IIpakTnyeckoe 3ansitue 2.2.

Bomnpocs! amst o6cyxxaenus

1.
2.

OTBETCTBEHHOCTh 32 HHTEPHET-MOLICHHIUYECTBO.

[IpaBoBeie  akThl B  O0mactd  WMHMOPMAIMOHHBIX  TEXHOJOTUH W 3alUTHI
kuOeprpocTpancTBa. OTBETCTBEHHOCTH 32 KHOEPIIPECTYIUICHUS.

KoHcTUTyIMOHHOE TIpaBO HA TIOMCK, MONYyYEHHUE M PaCHpOCTpaHEHHE WH(HOPMAIUH.
®denepanpHblil 3aKk0H OT 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amure gerei ot
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o

*®

Tema

UH(GOPMaLUK, TPUUUHSIONICH Bpe X 3/I0pOBbIO U pa3BUTHIO» (HeicTBYeT ¢ 1 ceHTsOps
2012 roma).

WudopmanmonHoe 3aKk0HOaTeIbCTBO PD.

3akoH PO «O6 nnpopmanyu, nHGOPMALIMOHHBIX TEXHOIOTHIX U O 3alIUTe UH(DOPMALIUNY.
VYronoBHas OTBETCTBEHHOCTb 3a CO3J@HUE, HCIOIb30BAaHUE U  PacCHpOCTpaHEHHE
BPEIOHOCHBIX KOMIbIOTEPHBIX MporpaMMm (cT. 237 YK P®). IlpaBoBas oxpaHa mporpamm
st OBM u BJl. Kommepueckoe I1O. becruatnoe I1O (FreeWare, Free, Free GPL,
Adware), ycnoHo-6ecriaraoe I10 (Trial, Shareware, Demo).

[IpaBOBBIE OCHOBBI /17151 3AIMTHI OT CIIAMA.

[IpaBoBas oxpana nporpamm ais 9BM u BJ1. Jluiensuonnoe I10. Buasr muniensuii (OEM,
FPP, koprnoparuBHble mnuueH3uu, noamucka). I1O c¢ otkpeiteiM kogom (GNU GPL,
FreeBSD).

ITpaBo Ha UHPOPMAIHIO, HA COKPBITHE JAHHBIX, KATETOPUH WH(POPMALIUH.

[lepconanpHbple W OOMIEOCTYIHBIE JaHHBIC, OTPAHWYCHHBIM nOCTym. 3akoH «O
MIEPCOHANIBHBIX JaHHBIX).

3. CoBpemenHoe kubepnpocTpancTBo TexHnka 0e301aCHOCTH B KHOEPIPOCTPAHCTBE

IIpakTuyeckoe 3ansaTue 3.1.
Bomnpocs! a1 06cyxxaeHus

1.

2
3.
4

N

*®

Momennuueckue neiictsust B latepuere. Kubepnpecrymnnenus

CereBoil aTuker. IIcuxonorus u cetb

[IpaBoBbI€ acEKTHI 3aLIUTHI KHOEPIIPOCTPAHCTBA
OnnaiiH cepBUCHl il 0€30MAaCHOCTH TOJIb30BaTelsl B HMH-TepHETEe (IIpOBEpKa
KoMIlbloTepa U (hailloB Ha BHPYCHl OHJIAMH, OHJANH neaktuBanus SMS-Bupycos,
IpoBepKa caiiTa Ha BHUpYCHl, IpoBepka ¢ailioB mo e-mail, ompenenenue aapeca
CTpaHullbl, poBepka croumoct CMC u 1ip.).
Hactpoiiku 6€3011acCHOCTH MOYTOBBIX MPOrPaMM.
3amuTa B MOMCKOBBIX CUCTEMax ((HIBTPHI AJi OTpaHUYEHUS! TOTEHIU-AJIBHO OMAcHOTO
COJIEP>KHMOTO).
Hactpoiiku 6e3onmacnoctu Be6-0paysepoB (Internet Explorer, Firefox u T.1m.).
DNeKTpOHHAs! M0YTa U CUCTEMbl MTHOBEHHOTO 0OMEHa COOOIICHUSMHU.
Hacrpoiiku 6e3omacuoctu Ckaiir, ICQ u ip. CriocoOs1 obecnieueHus: 6e30macHOCTH BeO-
caira.

10. Kubepnpectyruienus. Buasl MHTepHET-MOIIEHHHYECTBA (MMHChMa, peK-Jama, OXoTa 3a

I1.

JTUYHBIMH JAHHBIMU U T.01.). OnacHOCTH MOOMIBHOH cBs3H. IIpemiokenus mo ycTaHOBKe
BPE€AOHOCHBIX HpI/IJ'IO)KeHI/II\/II.

Momenanueckre CMC. YTeuka u oOHapomoBaHUe TUYHBIX JaHHBIX. [log0op 1 mepexsar
napoJiei.

12. B3nomel AKKayYHTOB B COIIMAJILHBIX CCTAX. Buasl MommeHHHYECTBA B I/IHTCpHeTe. DOUIIUHT

(papmuHT). A3apTHBIE UTPHI.

13. Jloxusle anTHBUpYCHL. [logmeHa cTpaHull B WHTepHETE (CaWTHI-KIOHBI). DabIIBHIE

(haiimo0OMEeHHUKH.

14. DnexTpoHHBIH KolleneK. MOIEHHUYECTBO NP pacnpocTpaHeHun «oecmaarnoroy [10.
15. TexHomornu MaHUIyIMpoBaHus B MIHTEpHETE.
16. Tb npu MHTEpHET-OOIICHUH.

IIpakTyeckoe 3ansaTue 3.2.

Bomnpocsr mist o0cyxieHus

1.

2.
3.
4

Tb npu peructparuu Ha BeO-caifTax.
KommnerotepHoe nuparctso. [1naruar.
KubepHaeMHUKH U KHOEPIETEKTUBBI.
Orenka ymiep0a oT KHOepIpeCcTyTUICHHM.
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Wutepuer-stuker. [IpaBuna obmenus B IuTepHere.

OCHOBBI CETEBOTO ITHUKETA.

Ilepenucka B ceTn.

[IpaBuia noBeaeHus B ckaiine. @opym.

9. OO61eHNe B CETH U €r0 NOCIEICTBHSL.

10. Arpeccus B ceTu.

11. AHOHUMHOCTb B CETH.

12. Buasl sTHKeTa (JMYHBIM, OEI0BOM, MUCbMEHHBIM, TUCKYCCHUOHHBIH W mp.). Paznuuuns
ATHKETA B Pa3HbIX CTPAHAX.

13. OTuka nuckyccuil. B3anMHoe yBaxxeHue Mpu HHTEPHET-OOLICHUH.

14. DTukeT 1 6€30MaCHOCTb.

© N

Tema 4. IIpo6sembl UHTEepHET-32aBHCHMOCTH, KHOEPOYJUIHHT 2

IIpakTuyeckoe 3ansaTue 4.1.

Bomnpocs! a1 06cyxxaeHus

['uruena xommsroTEpA.

KomnbroTep u kpoBooOparieHue.

[Tonb3a 1 Bpell KOMIIBIOTEPHBIX UTP.

Komnsrorep u 30XK.

duznyecKoe U MICUXUIECKOE 37J0POBbE.

IIpaBuia noBeeHUsI B KOMIIBIOTEPHOM KJIACCE.

WuTepHeT B cucteMe 6e30MacHOCTH.

TexHnka 6€30MaCHOCTH IPU PabOTE ¢ KOMIIBIOTEPOM.

KoMmmibtorep 1 MOOMITbHBIE YCTPOICTBA B UpE3BbIUAHHBIX CUTYaIHIX.

0. Menmununckas uHpopmanus B MHrepHere. KoMmbioTepsl U MOOWIIBHBIE YCTPOMCTBa B
AKCTPEMAJIbHBIX YCIOBHSIX.

11. Bo3sneiicTBue paJuoBOIH Ha 3A0pOBbE U OKpy»katoriyto cpeny (Wi-Fi, Bluetooth, GSM).

12.  Kowmrieke ynpaKkHeHHUH pu paboTe 32 KOMITBIOTEPOM.

13. BosneiictBue Ha 3peHue OJIT, KMIKOKpUCTANINYECKUX, CBETOAMOAHBIX, MOHOXPOMHBIX

MOHHTOPOB.

14.  KommbroTep B peXuMe TpyAa U OTABIXA.

15. BrausHue KOMIBIOTEPA HA PENPOAYKTUBHYIO CHCTEMY.

16. Bpennble pakTopsl pabOTHI 32 KOMIIBIOTEPOM U UX MOCIEICTBHSL.

200N kW=

IIpakTyeckoe 3ansaTue 4.2.
Bomnpocsr 115t o0cyxneHus
17. Opranuzanus pabouero Mmecra
WNuTepHer-coobiiecTso.
WHTEepHET-3aBUCHMOCT.
CounanpHble ceTH. [leTckue conraibHbIe CETH.
BupTtyanbHas TM4HOCTD.
3aBucumocTb 0T IHTEepHET-0011IeHH S.
Pazeneuenus B IuTepHere.
[Ipu3Haky UrpoBOM 3aBUCUMOCTH.
CereBble UIpBI.
9. Caiitel 3HakoMcTB. 30K 1 komnbroTED.
10. Bunsl 3aBucumoctu. [lectpykruBHas uadopmaius B IHTepHeTe.
11. Buael UHTEpHET-3aBUCUMOCTH.
12. KubepkynbTypa (MaccoBast KyJabTypa B CETH) U JINUHOCTb.
13. Ilcuxonoruveckoe Bo3AeHCTBUE MH(OPMAIIMH HA YEJIOBEKA.
14. YnpaBneHnue JMYHOCTBIO dYepe3 ceTb. VIHTEpHET M KOMIBIOTEPHas 3aBUCHMOCTh
(ammukims).

e AU
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15.

16.

17.

Kpurepun 3aBUCHMOCTH (IIPUOPUTETHOCTb, W3MEHEHUS HACTPOEHMS, TOJEPAaHTHOCTD,
CUMIITOM pa3pbiBa, KOH(IUKT, pELUINB).

Tunel UHTEpHET-3aBUCUMOCTH (IIPUCTpACTHE K paboOTe ¢ KOMIBIOTEPOM, K HaBUTALUU U
MOMCKY MH(OpPMAaIUU, UTPOMAHUS U AJIEKTPOHHbBIE MOKYNKH, 3aBUCUMOCTh OT CETEBOTO
oOIIeHNs).

Knaccudukanus ”HTEpHET-3aBUCUMOCTEN

Tema 5. MeTtoabl o6ecnieuernusi 6esonacHoctu [IK u UnrepHera. Bupychbl 1 aHTUBHpYCHI

Nk W=

9.

10.
I1.
12.

IIpakTyeckoe 3ansaTue 5.1.

KonTeHT-GunsTpsl.

IlouckoBeie cepBepHI.

[Ipu3Haky 3apaxxeHUs] KOMITBIOTEPA.

AHTUBUpYCHAas 3alIUTa.

3ammra ¢aitnoB. bezonacHOCTh TpH CKauMBaHUH (PailioB.

3amuTa IporpaMM M JaHHBIX OT HECAHKLIMOHMPOBAHHOTO KOITUPOBAHUS.
OpraHus3anMoHHbIe, OPUINYECKHE, MPOTPpaMMHBIE M IMPOTrPaMMHO-ANNApaTHBIE MEpbI
3aIUTHI.

3ammra nNporpaMM M JAHHBIX C IOMOUIBIO IAPOJIEH, MPOTPAMMHBIX M 3JIEKTPOHHBIX
KIIIOYEH, CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIAMH U T.II.

Henepememaemplie mporpaMmsl.

3amuTa oT KOMPOBaHUs KOHTEHTA cailTa.

Ncrounnku 3apaxenus 11K.

AntusupycHoe 110, Buapl n HazHaueHue. MeTozbl 3alIUThl OT BUPYCOB.

IIpakTyeckoe 3ansaTHe 5.2.

Bomnpocsr mist o0cyxieHus

1.

AN

10.
I1.
12.

13.

14.

IIpob6aemsr Ge3omnacHOCTH MHGPACTPYKTYphl MHTEepHETa (IPOTOKOJIBI MapIIpyTHU3ALUH
CEeTH, CUCTEMA JIOMEHHBIX UMEH, CPE/ICTBA MapLIPyTHU3ALUH U T.I1.).
ITpoBepka nognmuHHOCTH (ayTeHTUHMKanus) B IHTepHeTe.
Meps! Oe3onacHocTu [t nonbs3oBatens WiFi. Hactpoiika 6e3omacHOCTH.
Bupycsl 1151 MOOUIIBHBIX YCTPOUCTB (MOOMIIbHBIE OAHKEPHI U JP.).
Hactpoiika kommbrorepa it 6e3onacHoi paboTel. OUIMOKH MMOIb30BATENS.
Mepsl  nuuHOM  Oe3omacHOCTH  NpH  ceTeBoM  obOmeHuu. I[IpenorBpaieHue
HECaHKIIMOHUPOBaHHOTO nocrtyna K [1K.
[Taponu, 6MoMeTprUecKre METOJbl 3aIUThl U AyTCHTU(HUKAIMA C MOMOIIBIO BHEIIHUX
HOCHUTENEH.
[TpocThle M JMHAMUYECKH W3MEHsIoIuecs napoiau. bopeba ¢ yreukamu nadopmanmu.
CpenctBa xoHTpois noctymna. [IpaBa monb3oBareneit. CriocoObl pa3rpaHUYCHHS T0CTYyTIA.
OTnnumst BUPYCOB M 3aKJIaJI0K.
AnTtuBupycHsble nnporpaMmsbl 1t [1K: ckanepsl, peBU30pEI U JIp.
Haubonee u3BectHble aHTHBHpYCHBIE porpaMmbl. Kaspersky Internet Security. Dr.Web
Security Space. ESET NOD32 Smart Security. Kommepueckoe u OecriaTHOE
antuBupycHoe I10.
OwnnaitH cepBUCHI JIsl O€30MTaCHOCTH TOJIH30BATENS B UHTEpHETE (ITPOBEpKa KOMIThIOTEPA
U QaiiioB Ha BUPYCHl OHJIAIH, OHJAMH AeakTuBanust SMS-BUpPYCOB, IpOBEpKa caifTa Ha
BUpYCHI, TpoBepka (aiioB mo e-mail, ompenenreHue aapeca CTpaHUIbI, TpPOBEpKa
ctouoctu CMC u ap.).
Hactpoiiku 06e3omacHOCTH MOYTOBBIX MPOrpaMM. 3allluTa B IOUCKOBBIX CHCTEMax
(uabTpHI A1 OrpaHUYEHHS TOTEHIIMATIBHO OMACHOTO COAEPKUMOTO).

2. 3apaHus VIS CaMOCTOATEIBHOH PadoThI
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Tema 1. KubepOezonacHOCTb B cCTeMe HAaIMOHAIBHOM 6e3omacHocTy PO
IToaroToBUTE MOKIIAI IO TEME:

1. Wndopmannonnas Boiina. MHdopmamoHHOE OpyKue.

2. IlaTpmoTH3M M UHTEpHET.

3. HMudopmanmoHHOE BO3ACHCTBHE.

Tema 2. KubepnpecTynieHus IPOTHB JTUYHOCTH, OOLIECTBA U TOCYAapCTBA
IToaroToBUTE MOKIIAI IO TEME:
1. PeasbHas u BUpTyasibHas IUYHOCTb.
2. llcuxonormueckas oocraHoBka B VHTepHeTe: rpu@uHI, KuOepOy/UIUHT, KHOEpMOOOUHT,
TPOJUTUHT, OYJUTUII.

Tema 3. CoBpemeHHOe KHOEpIIpOCTpaHCTBO TexHHKa 6€30MacHOCTH B KHOEPIPOCTPAHCTBE
IToaroToBUTE MOKIIAI IO TEME:

1. DneKTpoHHBIN KOLIENEK.

2. MonieHHHYeCTBO MpH pacnpocTpaHeHnu «oecmuaraoro» I10.

3. IlpaBuna noBeneHUs B CKaMIIe.

4. ®opym. IlpaBuna noBeaecHus

Tema 4. IIpobnemsl HTepHET-3aBUCUMOCTH, KUOEpOYIIITHHTa
IToaroToBUTH NOKIAA 110 TEME:
1. Bunael UHTEpHET-3aBHCUMOCTH.
2. KubGepkynsrypa (MaccoBasi KyJIbTypa B CETH) U JIUYHOCTb.
3. Tlcuxonoruueckoe Bo3AeHCTBUE MHPOPMALIUY HA YeJIOBEKa

Tema 5. Metozas! o0ecnieuenus 6e3omnacHoctu [1K u MatepHeTa. Bupychl 1 aHTUBHPYCHI
[ToAroTOBUTH TOKNIAL 110 TEME:

1. Mepsl 6e30macHocTH a7 nonb3osarenst WiFi. Hacrpoiika 6e3omacHocTH.

2. Bupycsl 111 MOOMIIBHBIX YCTPOMCTB (MOOUIIbHBIE OaHKEPHI U JIp. ).

3. IlpumepHble TeMbl pedeparos

1. Hudopmarms - ¢pakrop cymecTBOBaHUS U pa3BUTHs 001iecTBa. OCHOBHBIE (DOPMBI

nposiBIeHUsT MHPOpPMaLuK, e€ CBOMCTBA Kak 00beKTa 0€301MacHOCTH.

[TonsiTue 6e3omacHocTH U €€ cocTaBisdomue. besonacHocTh HH(OpMaIUK.

Ob6ecneuenre HHPOPMALMOHHONW OE30MACHOCTH: COAEPKAHUE U CTPYKTYpa MOHSATHS.

HammonansHbie nHTEpECH B MHPOPMAITMOHHON cdepe.

VcTouHuku u cofepkanue yrpo3 B HH(GOpMalMOHHO chepe.

CooTHoteHue NoHATUH «MH(DOPMaLIMOHHAS 0€30MaCHOCThY) U «HAIIMOHAIbHAS

0€301acHOCTbY»

7. Puck paGoTel Ha IEpCOHATLHOM KoMIbIOTepe. [1manupoBanne 6e3omacHoi paboThl Ha
MEPCOHATIHLHOM KOMITBIOTEpE.

8. Hudopmanus - pakTop CymecTBOBaHUS U pa3BUTHS 0OIIIECTRA.

9. llenu u 3axa4n 3aUTHI UHOOPMAITUH.

10. Opranmzaius 3amuThl KOHPUACHIIMATHHOU HHPOPMAITHH.

11. Bugsl 3amumaemMoit napopmainuu B chepe rocyJapCTBEHHOTO U MYHHIIUIIATHFHOTO
yIpaBIEHUSI.

12. ¥YpoBHU BeaeHHs HHPOPMALMOHHON BOMHBI. OniepaTuBHAs MACKMPOBKA.
Pannosnexrponnas 6opbba. Bo3nelicTBrue Ha ceTu.

13. OcHOBHbBIE TOJOXEHHUSI TOCYIApCTBEHHOM HH(GOPMALMOHHON mNoAUTUKKU Poccuiickoii
denepanuu.

RNl e
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[Ipunoxenue 2

OueHovHbIE MATEPHUAJIBI 10 TUCHUIIMHE
« Kubep0e3onacHocTb»

1. OueHo4Hble MaTepHabl AJIsl TEKYLIEro KOHTPOJISI
1.1. TecToBble MaTepHaJIbI

Tecr 1
1. Undopmarimonnas 6e30MacHOCTh 3aBUCHUT OT:
a) KOMIIBIOTEPOB, TOAJEPKUBAIONIEH HHPPACTPYKTYPHI +
0) rmosp30Barenen
B) nH(opMarmu
2. TapreTupoBaHHas aTaka — 3TO:
a) aTaka Ha ceTeBoe 00opy/IoBaHKE
0) aTaka Ha KOMITBIOTEPHYIO CUCTEMY KPYIHOTO MPEANpUsiTUs +
B) araka Ha KOHKPETHBIH KOMIIBIOTEP TOJIb30BaTEIIS
3. Stuxnet — 3T0:
a) TPOSIHCKas ITporpaMma
0) MaKpOBHpYC
B) TIPOMBIIIUICHHBIN BHPYC +
4. OcHoBHas Macca yrpo3 HHPOPMAIIMOHHOW 0€301MacHOCTH MPUXOIUTCS Ha:
a) TpostHCKME mporpamMmmsl +
0) LlImnoHCKHEe TpOorpamMMbI
B) Uepsu
5. [lon xakue cUCTeMBI paclipoCTpaHeHHE BUPYCOB IPOUCXOIUT Hanbosee TMHAMUYHO:
a) Windows
0) Mac OS
B) Android +
6. Kakoif Bun uaeHtudukanuu u ayTeHTU(GpUKAIMK MoMy4dnil HanOoJbIlIee pacnpoCTpaHeHHUE:
a) cucremsl PKI
0) MOCTOSTHHBIC ITAPOJIH +
B) OJTHOPA30BBIC MMAPOJIU
7. Kakue yrpo3sl 6€30macHOCTH HHPOPMALIUU SBISIOTCS PeIHAMEPEHHBIMU:
a) OLIMOKY TIepcoHalia
0) OTKpBITHE IEKTPOHHOTO MHUCHhMa, COAEPIKAIIETO BUPYC
B) HE aBTOPU30BAaHHBIN JOCTYN +
8. Urto Takoe «oddTom»:
a) coob1ienue He no Teme gpopyma +
0) yacTh rapaepooda
B) GyTOOIBHBINA TEPMUH
9. Cucremoii kpunrorpaduueckoil 3amuThl UHGOpPMALIUY SBISETCS:
a) BFox Pro
0) CAudit Pro
B) Kpunro Ilpo +
10. CITAM:
a) arpecCcCHBHOE MOBEIEHUE Ha popymMax
0) MaccoBas pacchbUIKa peKJiaMbl U IPOUUX OOBABICHHH +
B) IIETIOYKA HETTOHATHBIX, HEJIOTUYHBIX O0bICHEHUN
11. Kakue BUpyChl akTUBU3UPYIOTCS B CAMOM Hadalie paboThl ¢ OMIEPAIMOHHON CHCTEMOI:
a) 3arpy304HbIE BUPYCHI +



0) TPOSHITBI

B) UEepBU

12. IlepeBenute Ha 361K VIHTEpHETA BBIPAKEHHUE IUTH BOLY»:

a) Quelim

0) Quryn +

B) CIIAM

13. «CnoBecHas BoitHa», BO3HUKAIOIIAsl MHOT/A Ha (popymax:

a) ¢ueiim +

6) CITAM

B) (uryn

14. /1 BeIIesIeHUs] HanboIee 3HAYMMBIX CJIOB B TEKCTE UCIIOJIB3YIOT:

a) KypcuB

0) mogUepKUBaHNe

B) KUPHBIA MIPUPT +

15. Ha6op cnoB 3AIJTABHBIMU GykBamu City>KuT:

a) JUIsl BIPaKEHUS CHIIbHBIX AIMOLUH +

0) 11 0003HAYCHHS YETO-TO OOJIBIIIOTO

B) /ISl IPUBJICUEHHUSI BHUMAHUS COOECeIHUKA K INIABHOMY B BbICKa3bIBAHUU

RELAP

RELAP

16. Hopmbl o01mienus B cetu MIHTEpHET:

a) MHTEKET

0) HeTHUKeT +

B) OTHUKET

17. Boibepute BepHOE YTBEP)KICHHE.

ABTOpCKHE TIOCTHI, pa3MelaeMble M0Ib30BaTEIsIMU B COLMANIBHBIX CETAX U Oiorax:

a) HUKOI/Ia He coJiepKaT MepcoHaNbHOM HH(POPMALINK, TO3TOMY UX MyOIMKAIMs HE HECET
CEpPBbE3HBIX MOCIEACTBUN

0) Bcerna coeprkaT U3IHIIHIO NePCOHANTbHYIO HH()OPMAIIHIO O YEJIOBEKE, YTO MOYKET
HaBPEIUTh HE TOJILKO €r0 PeryTallu, HO U JIMYHOM 0e30macHOCTH

B) OILICHMBAIOTCS YUTATEISIMU MIO-PA3HOMY, I03TOMY HEBO3MOXKHO IpeICKa3aTh, KaK MyOIuKalus
MOCTa OTPA3UTCS Ha PelyTaliu ero aBTopa +

18. Ykaxkure ycTpolCTBO IS OAKIIOUEHUSI KOMIIBIOTEPA K CETH:

a) MBbIIIb

0) Mozem +

B) CKaHep

19. Ilpu mpocMoTpe BeO-caiiToB U 001eHnH yepe3 MHTepHer:

a) Bbl ocTaBnsiere 35eKTPOHHBIE CJ€/bl, KOTOPbIE MOKHO YIaJIUTh CAaMOMY

6) Brl ocTaBisieTe aNeKTPOHHBIE CIe/Ibl, KOTOPbIE XpaHATCs TOJIbKO Ha Bariem kommbrorepe
B) BBl ocTaBisieTe anekTpoHHbIE cliefbl («IU(POBBIE OTIEUATKNY ), IO KOTOPHIM MOXKHO
OIIPENENINTh, KaKue CTpaHullbl Bel mpocMarpuBanu u kakou [P-agpec xommnbrorepa Bel
HMCITOIB30BAIIA +

20. I'maBHoOI# (yHK1IMEH OpaHIMayspa ABISIETCS:

a) TIOTIOJTHUTENIbHOE 0(UCHOE TIPHIIOKEHUS JIJIs1 pabOThI ¢ Oa3aMM TaHHBIX

0) 3aIKTa KOMIIBIOTEPA OT B3JIOMa XaKepaMH, a TAK)KE BCEBO3MOKHBIX BUPYCOB U «TPOSTHOBY +
B) YIIPOILIEHUE U ONTUMHM3AIHS paOOThl ONIEPAIIMOHHON CHCTEMBbI

exngamal+

21. Yro HE nomoeT 3alMTUTh CBOO AJIEKTPOHHYIO MOYTY OT B3JIOMA:

a) IEePUOJMYECKU MEHSTh a/IpeC NEKTPOHHON MOYThI, MEHSTh POBaiIepoB +

0) co3maBaTh pa3HbIE MAPOJIU OT Pa3HBIX aKKAyHTOB

B) HE OTKPBIBATh COOOIICHHS C HE3HAKOMBIX U MOJIO3PUTENILHBIX aJPEeCOB
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22. Korna MO>XHO MOJTHOCTBIO I0BEPATh HOBBIM OHJIAMH-APY3bsIM:

a) MOTOBOPUB 1O TesePOHy

6) aHruero He MoxkeT 1ath 100 %-HyI0 TapaHTHIO TOTO, YTO OHJIAHH-JPYTY MOXHO JI0BEPATH +
B) mocsie oomeHa ¢oTtorpadusmu

23. Yro nenarb, €CJIv BaM MPUIILIO MMUCBMO O TOM, YTO BBl BBIUTPAIIU B JIOTEpEE:

a) CBSI3aThCS C OTIPABUTEIEM I10 Tene(oHy

0) mepeiTu 1o cchUIKe B MUCbME, BeJlb MH(OpMAIIH MOXKET OKa3aThCsl MpaBIoi

B) YIQJIUTh €TO M 3a0JIOKUPOBATH OTIIPABUTENS +

24. Kakyto undopmaruio o cebe MOKHO BBIKJIaJIbIBaTh B IHTEpHETE B OTKPHITOM JOCTYTIE:
a) MECTO pabOThI poAUTENEH

0) o0 cBOMX HHTepecax +

B) HOMep TesnedoHa

25. Kak 3a1uTiThCS OT HEraTUBHOTO KOHTEHTA:

a) 00paTUTHCA K aBTOPY HETraTUBHOTO KOHTEHTA

0) He oOpaiarh Ha HEr0O BHUMAHHUS

B) MCITIOJIB30BaTh Oe3omacHbIi mouck Google n 6e3omacHbIi pexkum Ha YouTube +

26. B xakoM citydae HapyIIaeTcsi aBTOPCKOE MPaBo:

a) TIPY UCTIOJIb30BaHUH MaTepraioB Bukumennu 1ist MOAroTOBKH TOKJIAZa CO CChIIKOHM Ha
HCTOYHUK

0) pu pa3menieHuu Ha YouTube cOOCTBEHHOTO BHIEOPOJIMKA C KOHIIEPTa KaKOH-JIMOO0 TPyMIbI +

B) MIPHU IPOCMOTPE TPAHCIAIMNA Ha OPHUIMATIBLHOM CaiiTe TeleKaHaia

27. TpostHCKas mporpaMMa ornacHa TeM, 4To:

a) MPOHUKAET Ha KOMIIBIOTEP MO/ BUIOM IOJIE3HON ITPOrPaMMBbI U BBITIOJIHAET BPEAOHOCHBIE
neiicTBust 0e3 BeZoMa Moiab30Bares +

0) obnasiaeT BceMH BBILIETIEPEYHCICHHBIME BO3MOXKHOCTSIMU

B) BBIHY’KJIa€T MOJIb30BATEsI BO3BpAIaTh JOJITH JaHAWIIEB

28. KnaBuarypHbIil IIITNOH:

a) IOpUINYECKUI TEPMUH, UCIIOIb3yEeMBbIH /1151 0003HAYEHUS PAaBOHAPYIIEHUH, CBSI3aHHBIX C
MH(POPMALMOHHOM 0€30MaCHOCTHIO

0) pusnyeckuii TEpMHUH, UCTIOJIB3YEMBbIH 1T 0003HAYEHUS TPABOHAPYIIICHUH, CBI3aHHBIX C
MH(POPMALMOHHOM 0€30MaCHOCTHIO

B) IIporpamma, OTCJIeKHUBAOIIasi BBOJ I1OJIb30BATEIEM MAapOsiei U MUH-KOJIOB +

29. Yto He sBiseTCA NEPCOHAIBHBIMU JTaHHBIMU:

a) ucTopus OOIE3HH +

0) macrnopTHbHIC JaHHbIE

B) dhamMuiIus, UMs, OTYECTBO

30. Yto nenarb, €Ciau Bbl CTAJIN KEPTBOW NHTEPHET-TPABIIU:

a) ChIMaTh yrpo3aMu B OTBET, MTpejiaraTb BCTPETUTHCS U pa3o0parbes

0) oOpaTUThCs B aIMUHHUCTPALIMIO pecypca ¢ MpOckOOi Haka3aTh 00U TUMKa +

B) BBIKUHYTb KOMITBIOTEP

Tect 2

1) K nmnpaBoBeiM MeTonaMm, obOecneynBalOmuM HHGOPMAIMOHHYI0 0€30MacHOCTb,

OTHOCATCS:
- Pa3paboTtka anmapaTHBIX CpeICTB 00ECIIEUCHHS TPABOBBIX JaHHBIX

- Pa3p360TKa U YCTAHOBKAa BO BCCX KOMIIBIOTCPHBIX IPABOBBIX CCTAX KYPHAJIOB YUCTa

NEeUCTBUU

- Pa3pa60TKa U KOHKpCTHU3allkud INPaBOBBIX HOPMATUBHBIX aKTOB obecrneueHus

0€e30I1acHOCTH
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2) OCHOBHBIMH HMCTOYHHMKAMHM YTpOo3 HHPOPMAIMOHHONH O€30MacHOCTU SIBISAIOTCA BCE
yKa3aHHOE B CIIUCKE:

- XHIlleHNE KECTKUX JUCKOB, MOJAKIIOUEHUE K CETH, HHCAUAEPCTBO

- [lepexBaT naHHBIX, XUIIEHUE JAHHBIX, U3MEHEHHUE apXUTEKTYPbl CUCTEMBI

- XulleHUE JaHHBIX, MOAKYN CHUCTEMHBIX aJMUHHUCTPATOPOB, HapylLIeHHE periaMeHTa
paboTHhI

3) Bunbl nHpopManmoHHON# 0€30MaCHOCTH:

- [lepconanbHasi, KOprnopaTuBHas, rocyJapcTBEHHas

- Knuenrckas, cepBepHas, cereBas

- JlokanbHas, rmobanapHast, CMEIIaHHas

4) Ienm wuHDOpManMOHHON  0€30MacHOCTH — CBOEBpPEMEHHOE OOHapyXKeHHue,
penynpexaeHue:

+ HECAaHKIIMOHUPOBAHHOTO JIOCTYyIa, BO3AEHCTBUS B CETU

- HHCaliIepcTBa B OpraHU3aIuu

- Ype3BbIYANHBIX CUTYalUI

5) OcHoBHBIE 00BEKTHI HHYOPMALIMOHHOHN 6€30MacHOCTH:

- KomnsroTepHbie cetu, 6a3bl JaHHBIX

- UHopManimoHHbIE CUCTEMBI, ICUXOJIOTHYECKOE COCTOSTHUE MOIb30BaTeIeH

- buzHec-opueHTUpPOBaHHbBIE, KOMMEPUECKUE CUCTEMBI

6) OCHOBHBIMH pUCKaMU UH(POPMALMOHHON 0€30MaCHOCTH SIBISIOTCS:

- Uckaxxenue, ymeHblIeHHEe 00beMa, epeKOAUPOBKa HHpopMauu

- TexHMYeCcKOe BMELIATEIbCTBO, BBIBEJACHUE U3 CTPOsS 000PYJOBaHUS CETH

- [loreps, uckaxenue, yreuka nuHdopMauu

7) K ocHOBHBIM npuHIUIIaM oOecreyeHus] HHPOpMaIMOHHON 0€301aCHOCTH OTHOCHUTCS:
- DKOHOMHUYECKOH A PEKTUBHOCTU CUCTEMBI 0€30MaCHOCTHU

- MHoromnargopMeHHO# peanu3anu CUCTEMBI

- YcuneHus 3alIMIIEHHOCTH BCEX 3BEHbEB CUCTEMBI

8) OcHOBHBIMU CyOBEeKTaMH MH()OPMALIMOHHOM 6€30MacHOCTH SABISIIOTCS:

- PYKOBOAUTENH, MEHEKEPbI, AAMUHUCTPATOPHI KOMIAHUI

- Oprassbl Ipasa, rocyJaapcTaa, Ou3Heca

- ceTeBble 0a3bl JaHHBIX, (paepBOIIIbI

9) K ocHOBHBIM (pyHKIHSIM CHUCTEMBI O€30MaCHOCTH MOKHO OTHECTH BCE NEPEUUCICHHOE:
- YcTtaHOBIIEHUE perilaMeHTa, ayiIuT CUCTEMBbI, BHISIBIEHUE PUCKOB

- YcTaHOBKA HOBBIX O(DUCHBIX MPUIOKEHHI, CMEHA XOCTUHT-KOMITaHUHU

- BHenpenue ayTeHTUQUKALNHU, TPOBEPKU KOHTAKTHBIX JTaHHBIX MOJb30BaTEeIeH
10) IIpuHiunoM nHGOPMALMOHHON 6€30MaCHOCTH SABISACTCA MPUHIUI HEAOMYIICHUS:
- HeonpaBnaHHbIX orpaHM4YeHHl pu paboTe B CETU (CUCTEME)

- PuckoB 6€30MacHOCTH CETH, CUCTEMBI

- [Ipe3ymnnuu cekpeTHOCTH

11) [IpyHIUTIOM MOTUTUKU UHPOPMAIIMOHHONW 0€30MaCHOCTH SIBASETCS MPUHIIUIL:
- HeB03MOXXHOCTH MHUHOBATh 3alllUTHBIE CPEACTBA CETH (CUCTEMBI)

- YcuneHust OCHOBHOTO 3B€HA CETH, CUCTEMBI

- [lonHoro 60KMpPOBaHUS TOCTyNa TPU PUCK-CUTYALIUAX

12) IIpyHIUIIOM MOJUTHKHA MH()OPMALIMOHHOM 6€301MacHOCTH ABJISIETCS NPUHIIMI:
- YcuneHus 3alIMIIeHHOCTH CaMOro HE3alMIIEHHOTO 3BeHa CEeTH (CUCTEMBI)

- Ilepexona B Oe30macHOE COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [TostHOTO HOCTYMa MOJB30BaTENEN KO BCEM PECYPCAM CETH, CUCTEMBI

13) IIpyHIUIIOM MOJUTHKHA HH(YOPMALIMOHHOM 0€301MacHOCTH ABJISIETCS NPUHIIMI:
- Paznenenus nocryna (00s3aHHOCTEN, MPUBUJIETHI) KIMEHTAM CETH (CHUCTEMBI)

- OIHOYpPOBHEBOM 3aIIUTHI CETHU, CUCTEMBI

- CoBMECTHMBIX, OAHOTUITHBIX IPOrPAMMHO-TEXHUYECKUX CPEJICTB CETH, CUCTEMBI
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14) K OCHOBHBIM THIIaM CPEACTB BO3JAEHCTBUSA HA KOMIIBIOTEPHYIO CETh OTHOCHUTCS:
- KomnsroTepHsiii c6oit

- Jlornueckue 3aKaagKu («KMUHBI»)

- ABapuiiHO€ OTKJIIOYECHUE TUTAHUS

15) Korna nonyuen cnam 1o e-mail ¢ mpuiaoxeHHbIM (ailiioMm, ciienyer:

- [IpouuTtars nNpunoXKEeHUE, €CIU OHO HE COACPKUT HUYETO LIEHHOTO — yIaJIUTh

- Coxpanuts npunoxenue B napke «Crnam», BBISICHUTH 3aTeM [P-anpec reneparopa cnama
- Y1anauTh NUCHMO C MPHUIIOKEHUEM, HE pacKphIBasi (He UUTas) €ero

16) Ilpunnun Kupxroda:

- CeKkpeTHOCTb KJII04a OIpeJiesieHa CEKPETHOCThIO OTKPBITOTO COOOUIEHUS

- CexpeTHOCTh HH(MOPMALIUH OTpeesieHa CKOPOCTHIO Mepeaaun TaHHbIX

- CeKpeTHOCTb 3aKpBITOr0 COOOLIEHUS ONpeesaeTCs] CEKPETHOCThIO KiII04a

17) OIII — aTo:

- DnekTpoHHO-U(PPOBOI MpeoOpa3zoBaTeshb

- DneKkTpoHHO-1IU(poBas MOANUCH

- DNeKTpOHHO-UUPPOBOM poLeccop

18) HaubGonee pacnpocTpaHeHbl yrpo3bl HHOOPMAIMOHHON 6€30MacHOCTH KOPIOPATUBHON
CHUCTEMBI:

- I[loxynka Henuuensnonuoro I10

- OmuOKH ’KCcIUTyaTallid U HEYMBIIIJIEHHOTO U3MEHEHUS pexkrumMa paboThl CUCTEMBbI
- Co3HaTENbHOTO BHEAPEHHUS CETEBBIX BUPYCOB

19) Haubonee pacinpocTpaHeHbl yrpo3bl HHGOPMAITMOHHON O€30MMaCHOCTH CETH:

- PacnpeneneHHbIi JOCTYN KIUEHT, OTKa3 000py10BaHUS

- MopanpHBIN U3HOC CETH, HHCAUIEPCTBO

+ COoii (oTKa3) 000pyaOBaHUs, HEJETalbHOE KOMUPOBAHHUE JJAHHBIX

20) Haubonee pacnpocTpaHeHBI CPEACTBA BO3JACHUCTBUS HA CETh oduca:

- CnaOb1it Tpaduk, HHPOPMALTMOHHBIN 0OMaH, BUPYChl B UHTEPHET

- Bupycsl B cetH, 1oruueckue MUHBI (3aKJIaJK1), MHGOPMAIIMOHHBIN TepexBaT

- KomneroTepHsie cO0u, U3MEHEHUE aIMUHCTPUPOBAHUS, TOTIOJIOTUU

21) Yreukoit uHpopmanuu B CUCTEME HA3BIBACTCS CUTYAIHs, XapaKTepu3yemMas:

- [lorepeit TaHHBIX B CUCTEME

- U3menenuneM ¢popmbl nHGOpMaIUU

- U3meneHnuneM cojepxanus HHGopManuu

22) CpouictBamu  uHGpOpManUu, Hamboiee  aKTyaJllbHBIMH TpH  OOCCIECYCHUH
nH(pOpMaIIMOHHON 0€30MaCHOCTH ABISIOTCS:

- llearocTHOCTH

- loctynHoCTh

- AkTyanpHOCTbI|

23) Yrpo3a nuHpopMaInmoOHHON cucTeMe (KOMIBIOTEPHOH CETH) — ATO:

- BeposTHoe cobOwiTHE

- JleTrepMuHHpOBaHHOE (BCEra ONpeaeeHHOe) cOObITHE

- CoObITHE, TPOUCXOISIIEE TEPUOAUYECKHI

24) Wudpopmanus, KOTOPYI CleAyeT 3alumarhk (1Mo HOpMaTHBaM, IpaBHJIaM CETH,
CHUCTEMBbI) Ha3bIBACTCS:

- PermamMenTupoBaHHON

- [IpaBoBoWi

- 3amumaeMon

25) Pa3HoBHAHOCTAMHM yrpo3 0e30macHOCTH (CeTH, CHCTEMbI) SBIAIOTCS BCE
MIEPUYUCIEHHOE B CIIHCKE:

- [IporpamMmHbIe, TEXHUYECKHUE, OPraHU3aI[MOHHBIE, TEXHOJIOTHYECKHE

- CepBepHble, KINEHTCKHUE, CIyTHUKOBbIE, HA3€MHBIE

- JInyHble, KOPIOpPAaTUBHbBIE, COLlMAIbHbIE, HAI[MOHATIbHbBIE
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26) OxOHYATEJIbHO, OTBETCTBEHHOCTh 3a 3AIUILEHHOCTh JAHHBIX B KOMIIBIOTEPHOU CETH
HECET:

+ Bnanenen cetu

- AIMHHHCTPATOP CETH

- [lonp3oBarens cetu

27) Ilonutrka 6€30MaCHOCTH B CUCTEME (CETH) — ATO KOMILIEKC:

- PykoBozacTB, TpeOoBaHMl obecrieueHnsi HEOOXOAMMOTO YPOBHS 6€30MaCHOCTH

- UHCcTpYyK1IMii, aATOPUTMOB NOBEICHHUS M1OJIB30BATEIS B CETH

- Hopmbl nH(pOpMaiMOHHOTO paBa, coOI0JaeMble B CETH

28) HaubGonee BaXHBIM MNpH peaju3ally 3alUTHBIX MeEp MOJUTUKUH OEe30MacHOCTH
ABISAETCS:

- Aynut, aHanu3 3aTpaTr Ha NPOBEJEHHUE 3alUTHBIX MEp

- Aynut, ananu3 6e30MacHOCTH

- AynuT, aHaIn3 ysI3BUMOCTEHN, PUCK-CUTYA U

Kpurepun onenkmn:
Jlis OleHKH pe3y/1bTaTOB TECTHPOBAHMS IIPEIYCMOTPEHA CIENyIoIas CUCTeMa OLEHUBAHUSA
y4eOHBIX JOCTHKEHHI CTYCHTOB:
3a Kaxabli TPaBUIILHBIN OTBET CTaBUTCS 1 Gas,
3a HenpaBWIbHBINA 0TBET — () 6aJIIOB.
Ecnu crynenTt nabupaet
ot 85 10 100 % npaBUIbHBIX OTBETOB EMY BBICTABIISIETCS OLIEHKA «OTIIMUHOY;
oT 72 10 84 % npaBUIBHBIX OTBETOB — OLIEHKA «XOPOIIIOY,
oT 51 10 71 % npaBUIBHBIX OTBETOB — OLIEHKA «YOBJIETBOPUTEIBHOY,
MeHee 50 6ayioB — OIIEHKA «HEYJIOBIETBOPUTEIBHOY.

1.2. Bonpocsl AJ1s1 codece10BaHUSA

Tema 1. KubepOe3onacHocTh B cUCTeMe HALIMOHAJILHOI Oe3onacHocTu P®
1. TocymapcTBeHHas MOJUTHUKA B 00IaCTH KHOEpOE30MIaCHOCTH KOMITBIOTEPHBIM aTakaM OT
15 suBaps 2013 .
VYronosusii koneke PD, paznen «IIpectymienus B chepe KOMIBIOTEPHON HHGOPMAITHID.
3amura kubepnpocTpaHcTBa rocyaapcTBoM. Kubeppoiina.
[TpaBo Ha nadopmanmio B Koncturynuu PO.
3amuTa rocy1apcTBa 1 3aniuTa KuoeprnpoCcTpaHCTBa.
JlokTprHa HHGOPMAIMOHHOM 0€30MMaCHOCTH.
KubepBoticka. 3ammTa KHOEpIpOCTPAHCTBA KaK OTHA U3 33]1ad BOOPYKEHHBIX CHIL.
Nudopmarnmonnas BoitHa. MHbOpManmoHHOE OpyKHE.
9. IlarpuoTu3M U UHTEpHET.
10. UudopmarimonHOE BO3ICHCTBHE.
11. BoenHasi, rocyaapcTBEHHas, KOMMepUecKasl TaiHa.
12. 3ammura caiToB roCcyIlapCTBEHHBIX OPTraHOB (JIEKTPOHHOE TIPABUTEIHCTRO).

S A

Tema 2. KuOepnpectynjieHusi IPOTUB JUYHOCTH, 001[eCTBA U TOCYI1apCcTBa

—

PeanpHas 1 BUpTyanbHast THYHOCTb.

2.  Ilcuxonormueckas oOcraHoBka B MHTepHere: rpu¢uHr, KubepOy/UIMHT, KHOepMOOOUHT,
TPOJUIHHT, OYJUTHIINL.

3. besomacHas pabora B ceTH B IpoIeccCe CETEeBOW KOMMYHHUKAIMM (4YaTbl, (opymsl,

KOH(EPEHITNH, CKAKTI, COIIMAIbHBIE CETH U TI.).
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13.
14.

15.

16.

17.
18.

TepMUHBI CETEBOT0 STHUKETA: OBEPKBOTHUHT, (ieiim, ¢y, opdronuk, cMaanuku u ap.
[IpuMeps! STHYECKNX HAPYIIEHNUN. 3HAYEHUE CETEBOTO THKETA.

CoOcTtBeHHOCTH B IHTEpHETE. ABTOPCKOE MPaBo.

WuTennekryaabHasi COOCTBEHHOCTb.

[TnatHas u OecruiaTHas HHGOPMAIUS.

3ammTa TpaB TOTpeOUTENeH Mpu UCHOMb30BaHWM yciayr MuaTeprHer. 3ammra mpaB
notpeduTeneil ycnyr nposaiaepa.

OTBETCTBEHHOCTh 32 HHTEPHET-MOLICHHIUYECTBO.

[IpaBoBele  akThl B  oOmacTd  MHMOPMAIMOHHBIX  TEXHOJOTHMH M 3allUTHI
kubeprpocTpancTBa. OTBETCTBEHHOCTH 3a KHOEPIIPECTYIUICHUS.

KoHCTUTYyIMOHHOE TpaBO Ha MOWCK, TNOJYy4YEHHE U PACHPOCTpaHEHHE HH(POPMAIUH.
®denepanpHblil 3aK0H 0T 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amure aetei ot
MHpOPMaLUK, TPUUUHSIONICH Bpe UX 3I0pOBBIO U pa3BUTHIO» (IeicTBYeT ¢ 1 ceHTsOps
2012 roma).

WudopmanmonHoe 3aKk0HOaTeIbCTBO PD.

3akoH PO «O6 nnpopmanyu, nHGOPMALMOHHBIX TEXHOIOTHIX U O 3alIUTe HHDOPMALIUNY.
VYronoBHas OTBETCTBEHHOCTb 3a CO3JaHUE, HCIOIb30BAaHUE U  PaCHpOCTpaHEHHE
BPEIOHOCHBIX KOMIbIOTEpHBIX MporpaMMm (cT. 237 YK P®). IlpaBoBas oxpaHa mporpamMm
st OBM u BJl. Kommepueckoe I1O. becruarnoe I1O (FreeWare, Free, Free GPL,
Adware), ycnoao-6ecriaraoe I10 (Trial, Shareware, Demo).

[IpaBoBBIE OCHOBBI JIJIS1 3AIMTHI OT CIIAMA.

[IpaBoBas oxpana nporpamm s 9BM u BJ1. JIuiensunonnoe I10. Buasr nmunensuii (OEM,
FPP, koprnoparuBHble mnuueH3uu, noamucka). I1O c¢ otkpeiteiM kogom (GNU GPL,
FreeBSD).

ITpaBo Ha UHPOPMAIHIO, HA COKPBITHE JAHHBIX, KATETOPUH WH(POPMALIUH.

[lepconanpHbple W OOMIEOCTYIHBIE JaHHBIC, OTPAHWYCHHBIM MOCTym. 3akoH «O
MIEPCOHANIBHBIX JaHHBIX).

Tema 3. CoBpemenHoe kuOepnpocTpancTBo TexHuka 0e30IaCHOCTH B KHOEPIPOCTPAHCTBE

1.

2.
3.
4

N

>

10.

I1.

12.

13.

Momennuueckue neiictsust B atepuete. Kubepnpecrynnenus

CereBoil aTuker. Ilcuxonorus u cetb

[IpaBoBbIe aceKTHI 3aLIUTHI KHOEPIIPOCTPaHCTBA

Omnaita cepBHCHI U1 6€30MIaCHOCTH MOJIb30BATENIS B MHTEPHETE (IIPOBEpKa KOMIbIOTEpa U
¢aiinoB Ha BUPYCHI OHJIANH, OHJIAMH JeakTuBaus SMS-BupycoB, IpoBepKa caiita Ha
BUPYCBHI, TpOBepKa (hailioB no e-mail, onpenenenue agpeca CTpaHHUIIbI, TPOBEPKa
ctoumoctt CMC u 1p.).

Hactpoiiku 6€301acHOCTH MOYTOBBIX MPOTPAMM.

3amuTa B IOUCKOBBIX crcTeMax ((DUIBTPHI JUIsl OTpaHUYEHUS TOTEHIUATBHO OITACHOTO
COJIEP>KHMOTO).

Hactpoiiku 6e3omacnoctu Be6-0paysepoB (Internet Explorer, Firefox u T.1m.).
DNeKTpOHHAs! M0YTa U CUCTEMbl MTHOBEHHOTO 0OMEHa COOOIICHUSMHU.

Hactpoiiku 6e3omacuoctu Ckaiin, ICQ u np. Cioco6s! o0ecriedyeHus: 6€30macHOCTH BeO-
caura.

KubGepnpectynnenus. Bunpl uHTepHET-MOIIEHHUYECTBa (TUChMa, peK-JIaMa, 0X0Ta 3a
JMYHBIMU TaHHBIMU U T.11.). ONacHOCTH MOOUIIBHOM cBsA3H. [Ipeanoxkenus no ycTaHOBKe
BPEIOHOCHBIX NMPUIIOKEHUH.

Momennnueckne CMC. YTeuka 1 0OHapoioBaHue JIMYHBIX AaHHBIX. [Tog0op u nepexsar
rapoJiei.

B3510MBI aKKayHTOB B COLMAIBHBIX CeTAX. Buabl Mmomennnuectsa B MuTepHere. @ummHr
(papmuHT). A3apTHBIE UTPBHI.

Jloxxuble anTUBUpPYCHI. [lonMeHa cTpaHul] B UHTepHETe (CalThI-KJIOHBI). DanbIINBbIC
(halimo0OMEeHHUKH.
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14.
15.
16.
17.
18.

DNeKTpOHHBIN Kollenaek. MOIIeHHHYeCTBO MPH pacipocTpaneHnu «oecratnoroy I10.
TexHosornu MmaHunynupoBaHus B MIHTepHeTeE.

Tb npu UHTEPHET-OOLICHUH.

Tb npu peructpanuu Ha BeO-caiTax.

KomnerorepHoe nuparctso. [1naruar.

Tema 4. IIpoOaemsbl UHTepHeT-3aBUCMMOCTH, KHOEPOY/1JIMHTA

—

10.
I1.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.

25.

TexHnka 6€30MaCHOCTH IPU PabOTE ¢ KOMIIBIOTEPOM.

KoMmrmibtorep 1 MOOUITEHBIE YCTPOICTBA B UpE3BbIUAHHBIX CUTYAIHSX.

Menununckas uHGopmarus B MurepHete. KommbroTepsl U MOOMIIBHBIE YCTpOicTBa B
AKCTPEMAJIbHBIX YCIOBHSIX.

BosneiicTBue paaroBoiiH Ha 310pOBbe U Okpykatoinyto cpeay (Wi-Fi, Bluetooth, GSM).
Komrnekc ynpakHeHuit npu paboTe 3a KOMITbIOTEPOM.

BozneiictBue Ha 3peHue OJIT, KUAKOKPUCTAIIINYECKUX, CBETOAMOIHBIX, MOHOXPOMHBIX
MOHHTOPOB.

KoMmproTep B pexumMe Tpyza U OT/AbIXA.

Brnusinue koMnproTepa Ha PeNpPOAYKTUBHYIO CUCTEMY.

Bpenubie ¢pakTopbl paboThl 32 KOMIBIOTEPOM U UX MOCIJIEACTBUS.

Opranmzarus pabodero Mecra

HHTepHeT-coo011ecTBO.

NHTepHeT-3aBUCUMOCTS.

ConuanbHble ceTu. JleTcKre colalbHbIE CETH.

BupryanbHast TH4HOCTS.

3aBucuMocThb OT MIHTEepHET-001IeHH .

PasBneuenns B HTepHeTe.

IIpu3Haku UrpoBOM 3aBUCUMOCTH.

CeteBble UIPBI.

Caiitel 3HakomMcTB. 302K 1 kOMIIBIOTED.

Bunel 3aBucumoctu. JlectpykruBHas nHpopmanus B UHTepHeTe.

Buns! MHTEpHET-3aBUCUMOCTH.

Kubepkynbrypa (MaccoBast KyJIbTypa B CETH) U IUYHOCTb.

Kpurepun 3aBucumMocTH (IPHOPUTETHOCTh, HM3MEHEHHS HACTPOEHHs, TOJIEPAHTHOCTb,
CHUMIITOM pa3phiBa, KOH(IUKT, pELUINB).

Turnel UHTEPHET-3aBUCUMOCTH (IIPUCTPACTHE K PabOTe ¢ KOMIBIOTEPOM, K HaBUTallMM U
MOMCKY HMH(OpPMAalLlMK, UTPOMAHUS U DJIEKTPOHHBIE MOKYIKH, 3aBUCHMOCTb OT CETEBOTO
OOIIICHHUS).

Knaccudukanus MHTepHET-3aBUCUMOCTEN

Tema 5. Metoabl obecnieuenusi 6ezonacuoct IIK u Untepuera. Bupycbl 1 aHTUBHpYCHI

SNk W=

*®

[Ipu3Haky 3apaxxeHUs] KOMITBIOTEPA.

AHTUBHpYCHAas 3alluTa.

3ammra ¢aitnoB. bezonacHOCTs TP CKauMBaHUM (PailioB.

3amuTa IporpaMM M JaHHBIX OT HECAHKLIIMOHMPOBAHHOTO KOITUPOBAHUSI.
OpraHuzanMoHHbIE, OPUIAMYECKHE, IPOTPaMMHBIE W IPOTrPaMMHO-ANIAPATHBIE MEPBI
3AILUTBHI.

3ammra NnporpaMM M JaHHBIX C TIOMONIBIO IApoJied, MPOrpaMMHBIX M 3JIEKTPOHHBIX
KIIIOYEH, CEpUMHBIX HOMEPOB, IIEPEHOCA B OHJIAHH U T.II.

Henepememaemplie mporpaMMsl.

3amuTa oT KOMPOBaHUs KOHTEHTA caifTa.

Ncrounnku 3apaxenus 11K.
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10.  Antuupychoe I10, Buasl u HazHaueHUE. MeTobI 3alUThl OT BUPYCOB.

11. IIpoGnembl Oe3omacHOCTH HHPpacTpyKTypbl VHTepHETa (MPOTOKOIBI MapLIpyTH3ALUU
CeTH, CUCTEMa JJOMEHHBIX UMEH, CPE/ICTBA MAapLIPyTU3ALIUHU U T.I1.).

12.  IIpoepka nominHHOCTH (ayTeHTHUKaIMs) B IHTEepHeTe.

13.  Meps! O6e3onacHoctu A nonb3oBarens WiFi. Hacrpoiika 6e3onmacHocCTH.

14.  Bupycsl 115 MOOMIIBHBIX YCTPOUCTB (MOOUIIbHBIE OaHKEPHI U IIp. ).

15. Hacrpoiika kommnbrotepa ais 6e3omacHoi padoTel. OMmMOKH MMOIB30BATENS.

16. IIpocTtble U TUHAMUYECKH U3MEHsIoIIMecs nmapoiu. boprba ¢ yreukamu HHPOpMAaILIHH.

17. CpenctBa KoHTpoms noctyna. [IpaBa monb3oBareneir. CriocoObl pa3rpaHMYeHHS JOCTYTIA.

18.  OTinnuus BUPYCOB U 3aKIaJ0K.

19.  AnTtuBupycHsle nmporpamMmsl 1i1s [1K: ckanepsl, peBU30pHI U 11p.

Kpurepun onenkmn:

OlIeHKA «OTJMYHO)» BBICTABIISIETCS CTY/ACHTY, €CJIM OH MPOJAEMOHCTPUPOBAI OJIHOTY U TIYOUHY
3HAaHUM MO BCEM BOMPOCAM, 3HAET OCHOBHBIE TEPMHHBI [0 KOHTPOJIMPYEMBIM T€MaM, BIaJceT
3HAHUSIMHU 00 OCHOBHBIX OCOOCHHOCTSX PEIICHUs 3a7ad. YMEET NMPUMEHSTh TOMyYeHHbIC 3HAHUS
JUTs PELLIEHNS] KOHKPETHBIX PAKTUYECKUX 3a71a4.

OIIEHKA «XOPOILO0» BHICTABISAETCS CTYACHTY, KOTOPBIN MPOJEMOHCTPUPOBAII MOJIHOTY U [ITyOUHY
3HaHMUI MO BCEM BOIMPOCaM pazjiena, JOTUYHO U3JaraeT MaTepHail.

OllCHKA «YAOBJECTBOPUTEIILHO» BBICTABIIACTCA CTYACHTY, IPU HAJWYHUHU Yy HCETO 3HAHUU
OCHOBHBIX KaTeropuid M MOHATUH IO TMPEAMETY, YMEHHUS JTOCTATOYHO TPaMOTHO H3JIOKHUTH
MarepHall.

OLICHKA «HEYIOBJICTBOPUTEIbHO» BBICTABIISIETCS CTYIEHTY, KOTOPBI HE OCBOMWI OCHOBHOIO
COIEpKaHWS IIpEIMETA, HE BIAJICET 3HAHUSAMU TUCLIATUINHE.

1.3. Kpurepun oueHku pedepara

Kputepusmu orieHKH pedepara MOTYT BBICTYIIUTH CJICIYIOIIAE MOMEHTHI:

— B KaKoi Mepe pacKphIBaeTCs aKTyallbHOCTh TEMBI;

—  KakOB TEOPETUYECKUH YpPOBEHb CYXKJCHHI aBTOpa, KaK BIAJEeT OH COBPEMEHHBIMHU
METOJIOJIOTHUYESCKIMH OCHOBAaMHM HAyK IIPH OCBCIICHWW TIOCTABICHHBIX B pedepare
BOTIPOCOB;

—  COOTBETCTBHE CTPYKTYPHI U CO/IepKaHus pedepara IiaHy,

—  TEJNOCTHOE, ITyOOKOE ITOHUMaHUE BOITPOCOB TEMBI WITH pa3padaThiBaeMOi MPOOIIeMEI;

—  Kak y/iaJoch aBTOpY CBs3aTh M3llaraeMmble B pedepare BONMPOCHI TEOPHH C MpobiemMamu
CETONHSAIIHETO JIHA, YMEHHE UCIOJIb30BaTh TEOPETUYSCKUE WCTOYHUKA H Y4eOHO-
METOAMYECKYIO JTUTEPaTypy;

—  JIOCTaTOYHO JIM TIPOSIBIIEHA aBTOPOM CaMOCTOSITEIBHOCTh B TOCTAHOBKE BOIMPOCOB, B
TPAKTOBKE WX, €CTh JIM B pabOTe OpHUTHHAIBHBIC MBICIIH, CBEXHE (DAKTHI, ONMUCAHUEC
JY4IIeTO OmbITa paboThl, KOHKPETHBIX MPUMEPOB U3 TPAKTHKH, COOTBETCTBYIOIIUE
PEKOMEHIAIMH U TIPETOKCHUS;

—  uznaraercd Ju B pedepare COOCTBEHHOE MOHUMAaHKE paccMaTpUBaeMoil mpooiIeMsl,
JIOCTATOYHA JIU €TO apTyMCHTAIINS,

—  kak odopmiieH pedepar wiu goknan (00beM, HATHIKE TIIaHa, COAEPIKATETFHOCTh
BBEJICHUSI, TTOJIHOTA CIIMCKA UCTIONB3yEeMO TMTEpaTyphl, HAIMYNE MPUIIOKECHUH, aHATTN3a
OTBITa PabOTHI, CXeM, TaOJIHII, TUarpamMmm, TIAHOB, aHKET U T.1.);

—  UMeeT i paboTa onpeAeNieHHYIO IIeHHOCTh, YTOOBI PEKOMEH/I0BATh €€ B (hOHT yueOHBIX
nocoOuii 1mo Kypcam.

Pedepar onienunBaercs mo 4-x 6aIIbHON CUCTEME - «HEYIOBIETBOPUTEIHHO,

«YIOBIIETBOPUTEIIBHOY, «XOPOIIIOY, KOTIUIHON.

1.4. Kpurepuu olleHKHU NMpe3eHTaAllun
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bamnmsHOE BBIPAXKCHUC OIICHKU MPE3CHTAIUU !

Ne bannv
Kpumepuu ouenku Komnonenmoe npezenmayuu (makcumanvhoe
Konuuecmeo npu
noauoi
8LIPadCEHHOCIU
Kpumepus
CTpyKTypa npe3eHTALMH
1. [TpaBuiabHOE 0pOpMIICHHE TUTYIBHOTO JIUCTA 4
2. Hanuune noHATHOW HaBUTAIlIU 4
3. OTMedeHbl HH(OPMALIMOHHBIC PECYPCHI 4
4. Jlornueckast mocie0BaTeaIbHOCTh HH(OPMAIIMH Ha ciIaiaax 4
OdopMmiieHue npe3eHTAIIUA
5. Enunsiii cTriie oopmiteHuUs 5
6. Hcronp30BaHue Ha claiiiax pasHoOro poja 00bEKTOB 5
7. Texkct sierko unTaercs, OH COYeTaeTCsl TEKCTOM U rpaduuecKkiuMu daiiiamu 5
8. Mcnonp30BaHNe aHUMAIMOHHBIX 00BEKTOB 5
9. IIpaBUABHOCTD U3JIOKEHMSI TEKCTA 5
10. | Hcmonp3oBanue 00bEKTOB, CACNAHHBIX B IPYTHX MporpamMMax 5
Conepsxanue npe3eHTALMH
11. | CdopmynupoBansl npodiema u e€ MoChUIbl, PACKPBITH 00CTOSTENBCTBA €€ MPOSIBICHUS, 7
OTIPEISNSIONINE AKTYaIbHOCTh PACCMOTPEHHI BOIIPOCa.
12. | TloHsATHBI 33a49H, JIOTUKA U OOIIHMHA aJrOPUTM pACCMOTPEHHS PACKPHIBAEMBIX BOITPOCOB 7
13. | MocraroyHasi EMKOCTb, CONIEPIKATENBHOCTh U YOEIUTEIBHOCTh MTPEACTABIISIEMOTO 7
Marepuaia
14. | He neperpyxeHHOCTB NMPEICTABIAEMOTr0 MaTepHalia BTOPOCTEIICHHBIMU TaHHBIMHU U 7
CBEJICHUSIMU
15. | CpenaHbI SICHBIC JUTsI BOCIPHUSTHS BEIBOABI (3aKITIOUCHHS) 7
16. | TlpencraBieHHbIN MaTepral M BBIBOAbI COOTBETCTBYIOT MOCTABICHHOM 1SN 7
OddekT npe3eHTALHN
17. | T'apMoHHMYHOE JOMOJHEHUE YCTHOTO BBICTYIUICHHS U 00lllee BIIeUariieHHe OT MPOCMOTpa 12
MIPE3CHTAIHH
Cymma 6aJ1j10B 100

Ecnu ctynent Habupaet
oT 85 1o 100 - oIleHKa «OTIUIHOY;
0T 72 10 84 — OLIEHKa «XOpOLIOY,
oT 51 10 71 — oLleHKa «yTOBIETBOPUTEIHHO,
MeHee 50 0anoB — OlIEHKA «HEYIOBIETBOPUTEIILHOY.
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e A ol

10.
I1.
12.
13.
14.

15.
16.

17.
18.
19.

20.

21.
22.
23.
24.

25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.

2. OueHoO4YHbIE MaTepHaJbI 1JIsl IPOMEKYTOYHOM aTTeCTalluH
2.1. IIpumepHbIil NepedyeHb BONPOCOB JIA 3a4eTa.

KoHCcTUTYy1IMOHHOE MPpaBoO Ha MOMCK, MOTYYEHUE U PacIipoCTpaHeHHe HH(POPMALIUH.
®denepanpublil 3ak0H 0T 29.12.2010 Ne 436-D3 (pen. ot 28.07.2012) «O 3amute aeteit ot
MHPOPMaLIUH, TPUYUHSIONIEH Bpe X 370pOBBIO M pa3BUTHIO» (JIeHcTBYeT ¢ 1 ceHTA0ps
2012 roma).

3amura rocyapcTBa 1 3almura KuoeprnpocTpaHcTBa.

JlokTpuHa HHPOPMALIMOHHOW O€30MMacCHOCTH.

Kubepgoiicka. 3amuTa KubeprnpocTpaHCTBa Kak O/1HA U3 3a/1a4 BOOPY>KEHHBIX CHII.
Nnpopmarnmonnas BoitHa. UHdopmanimonHoe opyxue.

ITaTproTH3M U UHTEPHET.

NudopmarnimonHoe Bo3aelcTBHE.

be3onacHass pabora B ceTH B Ipolecce CETeBOH KOMMYHMKALUU (4arbl, (OPYMBI,
KOH(epeHIUH, CKaiill, colnaabHble CETH U M. ).

[Ipumepsl 3THUECKUX HApPYLIEHUHA. 3HAYEHUE CETEBOTO ATUKETA.

CobcTBeHHOCTH B MIHTEpHETE. ABTOPCKOE MPABO.

WuTemiekTyanabHas COOCTBEHHOCTb.

[TnatHas u 6ecruiatHas nHGOpMaITHs.

WudopmanimoHHoe 3aK0HOIaTeIbCTBO PD.

IIpaBoBas oxpana mporpamm mia OBM u BJ/l. Kommepueckoe 110. becrmarnoe I10O
(FreeWare, Free, Free GPL, Adware), ycnoBHo-6ecruiatHoe [10 (Trial, Shareware, Demo).
[IpaBoBbIE OCHOBBI JIJISl 3AIIMUTHI OT CIIaMa.

[lepcoHanbHble W OOLIENOCTYNHbIE JaHHBIE, OTPAaHWYECHHBIH JgocTyn. 3akoH «O
MEPCOHANBHBIX TAHHBIX).

CereBoil aTuker. Ilcuxonorus u cetb

Omnunaiin cepBHUCHI AJIs1 6€30MaCHOCTH MOJIb30BATENSI B UHTEPHETE

3anura B IOUCKOBBIX crcTeMax ((pUIBTPHI A7l OTpaHUMYSHHS TOTEHIIMAIBHO OMACHOTO
COZIEPIKHMOTO).

Byl nHTEpHET-MOILIEHHUYECTBA (IUChbMa, PEK-JIaMa, 0X0Ta 3a JUMYHBIMH JTaHHBIMU U
T.IL.).

OnacHocTy MOOWIIbHOM CBs13U. [IpeiokeH st 0 YCTaHOBKE BPEIOHOCHBIX MPHIIOKECHUH.
Bunpl momenanuecta B ateprere. @umunr (papmuHr).

A3apTHbIE UTPHI.

Jloxxnble anTuBHpychl. [lonMeHa cTpaHull B UHTEpHETE (CalThI-KJIOHBI). DasbIIUBbIE
(baitnooOMeHHHKH.

DJNEKTPOHHBIN KoIIeIeK. MOIMEHHNYECTBO MPU pacnpocTpaneHnn «oecruiatnoroy [10.
Wntepner-stuker. [IpaBuna obumenus B aTepHere.

OCHOBBI CETEBOTO ITHUKETA.

Ilepenucka B cerTn.

[IpaBuna noBeneHus B ckaiine. @opym.

OO11eHre B CETH U €ro MOCIEACTBHUS.

Arpeccus B ceTn.

AHOHUMHOCTD B CETH.

Bunpl aTukeTa (JIMYHBIN, 1€T0BOM, MUCHMEHHBIN, TUCKYCCUOHHBIN U TIp.). Pa3nmuuns
ATHKETA B Pa3HbIX CTPAHAX.

['uruena xommsroTEpa.

ITonp3a 1 Bpel KOMIIBIOTEPHBIX UTP.

TexHuka 0e30macHOCTH MPHU paboTe ¢ KOMITBIOTEPOM.

KomnbroTep 1 MOOMIIbHBIE YCTPONUCTBA B UYPE3BBIUANHBIX CUTYAIHSX.
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38. MenunuHckas napopmanus B MIatepHere. KomnbroTepsl 1 MOOMIIbHBIE YCTPONCTBA B
AKCTPEMAJIbHBIX YCIOBHSIX.

39.  KomMmbloTep B pexXUMe TpyZa U OTAbIXA.

40. Bpennsie GakTopsl pabOTHI 32 KOMITBIOTEPOM U UX MOCIIEACTBHS.

41. HHTepHET-3aBUCUMOCTb.

42. ComuanbHble ceTH. JleTckue colmaabHbIC CeTH.

43. BupryanbHas JUYHOCTb.

44. 3aBucumocTb OT MIHTepHET-001IEeHUS.

45. PasBneuyenus B IHTepHeTe.

46. IIpu3Haku UTPOBOI 3aBUCHUMOCTH.

47. CeTteBbl€ UTPHL.

48. Bunpl 3aBucumoctu. JlectpyktuBHas uHpopmaiius B IutepHeTe.

49. Bunsl IHTEpHET-3aBUCUMOCTH.

50. Ilcuxomormyeckoe Bo3zAeicTBHE HH(OPMAIIUU HA YEIOBEKA.

51. Kpurepun 3aBUCUMOCTH (IPUOPUTETHOCTD, U3MEHEHMSI HACTPOEHUS, TOJIEPAHTHOCTb,
CHUMIITOM pa3pbiBa, KOH(IUKT, pELUINB).

52. Knaccuduxanuus UHTEpHET-3aBUCUMOCTEH

53. IlpusHaku 3apakeHHsI KOMIIBIOTEPA.

54. AnTHBUpYyCHas 3allIMTA.

55. OpraHusainoHHblE, FOPHUINYECKHE, NPOrpPaMMHBIE M MPOrPAMMHO-AINIAPaTHBIE MEPbI
3aIUTHI.

56. 3amura mporpaMM M JaHHBIX C IIOMOIIBIO MapoJIei, MPOTPAMMHBIX M AJIEKTPOHHBIX
KIIIOYEH, CEpUMHBIX HOMEPOB, IIEPEHOCA B OHJIANH U T.II.

57. AwntuBupycHoe I10, BubI 1 Ha3HaueHHE. MeTO/IbI 3aIUTHI OT BUPYCOB.

58.  Mepsl Ge3zomacHocTu ais nons3zoBarens WiFi. Hactpoiika 6e3omacHocTy.

59. Bupychl 17151 MOOMIIBHBIX YCTPOMCTB (MOOUIIbHBIE OAHKEPHI U AP.).

Kpurepun onenkn
0 6aqs10B — 33JaHNE HE BBHIIIOIHEHO;
1 0aJyu1 monmyyaer CTYICHT, JIEMOHCTPUPYIOIIMK 3HaYMTENbHbIE MpoOenbl B 3HAHUM 0a30BOTO
TEOPETUYECKOr0 MaTepuana, W HU3KUH ypOBEHb TMPAKTUYECKUX YMEHHUHA U HaABBIKOB,
JIOMYCTUBIINN MPUHIMITAATBHbBIE OIIMOKH ITPH BBIMOJIHEHUH MTPAKTUYECKOTO 3aJaHMUS.
2 0anJia moyvaeT CTYAEHT, AEMOHCTPUPYIOIUN 3HaHUS 0a30BOr0 TEOPETUYECKOTO Marepuara,
HECTaOWJIbHBIM YpOBEHb YMEHUH, HUCIBITHIBAIONINMI 3aTPYIHEHNSI B BBIMOJIHEHUH MPAKTHYECKON
paboTHI.
3 0aJu1a MoNTydYaeT CTYAEHT, IEMOHCTPUPYIOMIMN TTyOOKOe 3HaHHWE TEOPETHUYECKOro Marepuana,
BBICOKMI YpOBEHb YMEHUH U CIOCOOHBI K HX CaMOCTOSTEIIbHOMY IPHUMEHEHHIO, He
UCTIBITHIBAIOIIEMY 3aTPYAHEHUH P BBHITIOTHEHUH MTPAKTUYECKOI paboThI.
4 6a/1J10B TI0JIy4aeT CTYAEHT, JEMOHCTPUPYIOMNNA [ITyOOKOe 3HaHHE TEOPETUUECKOTO MaTepHala,
BBICOKUH YPOBEHb YMEHUH U CHOCOOHBIN K UX CAMOCTOSTEIbHOMY IIPUMEHEHHIO, POSBUBIIEMY
CIIOCOOHOCTH MIPH BBHITIOJTHEHUH MTPAKTUUECKON paOOTHI.
5 6a/110B MOJTyYaeT CTYJACHT, IEMOHCTPUPYIONIMNA ITyOoKoe 3HaHHE 0a30BOr0 TEOPETHUYECKOTO
MaTepuana, BbICOKHIH ypOBE€Hb YMEHHUI M CHOCOOHBIM K HMX CaMOCTOSATEIbHOMY MPUMEHEHHIO,
MPOSIBUBILIEMY TBOPUECKHE CIIOCOOHOCTH MPH BBHINOJIHEHUH MPAKTHUECKON pabOTHI.
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3. JlucTt u3MeHeHni padodeil MpPorpaMMbl JUCHUILTHHBI

Ne 1\ Conepxanue M3BMEHEHUH PexBU3UTEI Hara
n JIOKyMeHTa 00 BHECCHUS
YTBEP)KIECHUU U3MEHEHU
U3MEHECHUU

1. | YtBepxknena Ha ocHoBanun DenepanbHoro | [IpoTokon 3acenanus
rOCY/IapCTBEHHOTO 00pa30oBaTelIbHOIO CTaHJapTa Kagenpbl
BBICHIETO ~ O0pa3oBaHUsl O  HAaIpPaBICHUIO I'YMaHUTapHBIN U
MOJTOTOBKU 44.03.05 [lenaroruueckoe COLIMAJIbHO- 25.03.2021 r.
obpazoBaHue npopuib «Puzndeckas KyJIbTypa» U HKOHOMHYECKUX
«bezonacHocTh ku3HenesTenpHOCTH» Ne 125 or qucuurinH Ne 8
22.02.2018 1. ot 25 mapta 2021 1.

2. | Axryanu3upoBaHa B 4acTH yueOHO-MeToanueckoro | [IpoTtokon 3acenanust
U MH()OPMAIIMOHHOTO oOOecneyeHuss B CBA3U C Kagenpbl
npojieHreM kKoHTpakra ¢ ObC u B yacTu nepedss T'YMaHHUTapHBIX U
OCHOBHOW U TOMOJIHUTENILHOM JIMTEPATYypPhl B CBSI3U COLIMAJIBHO- 05.05.2022 .
C €ro u3MeHeHHWeM. BHeceHbl H3MEHEHHUS B SKOHOMUYECKUX
TUTYJbHBIN JIMCT B YaCTH J1aThl, HOMepa NpoTokoaa | aucuumiud Ne 10 ot
3acenanus Kaeapsl. 05 mas 2022 1.

3. | AkryanusupoBaHa B yacTu yuyeOHo-meToauyeckoro | IIpoTokoun 3acenanus
U UHGOPMALMOHHOTO 00ecleuyeHuss B CBSI3U C kageapsl
npoxaieHueM KoHTpakra ¢ ObC u B yacTu nepedss T'YMaHUTapHBIX U
OCHOBHOW M JTOTIOJHUTEJILHOM JIMTEPATYPhI B CBSI3U COLIMAIIBHO- 22.05.2023 .
C €ro u3MeHeHueM. DBHeceHbl H3MEHEHUS B SKOHOMUYECKUX
TUTYJbHBINA JIUCT B YACTH AaThl, HOMepa npoTokosa | aucuuiuivid Ne 10 ot
3acenanus Kaeaphl. 22 mag 2023 1.

4. | Aktyasim3upoBaHa B 4acTH yueOHO-MeToaudeckoro | [IpoTtokon 3acemanust
U MH()OPMAIIMOHHOTO OOecHeyeHuss B CBS3U C Kagenpbl
npoayieHneM KoHTpakra ¢ ObC u B yactu nepeyHs T'YMaHUTapHBIX U
OCHOBHOM U JIOTIOJIHUTENIBHON JIUTEPATyphl B CBS3U COLIMAJIbHO- 28.05.2024 r.
C €ro u3MeHeHHeM. BHeceHbl H3MEHEHHUS B HKOHOMHUYECKUX
TUTYJIbHBIA JIUCT B YAaCTH J1aThl, HOMEpPA MPOTOKoJa | AucuuIuivH Ne 11 ot
3acenanus Kaeapsl. 28 mast 2024 1.
BneceHbl U3MEHEHUS B TUTYJIBHBIM JIUCT B 4actu | IIporokoun 3acenanus
JlaThl, HOMEpa NPOTOKOJAa 3acefaHus Kadeapsl B | Kadeapbl HAUaJIbHOTO
cBs3u ¢ akryanuzanueit OITOI1 1 JIOIIKOJILHOTO 27.08.2024 r.

obOpazoBanus Ne 1 or
27.08.2024 .
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